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 Chapter 2 

PRIVACY PRESERVING DATA MINING—RELATED WORK 

 

In this chapter, background study on the techniques of privacy preserving data 

mining (PPDM) is presented. There are other researchers who have worked on 

Privacy-Preserving Data Mining literatures and they provided different types of 

techniques. This chapter aims to provide a comprehensive overview of the techniques 

that are already existent. This work examines the basic approach and essence of each 

of these techniques that are presented here. 

 

From a theoretical stand-point, Schoeman and Walters have quoted three various 

explanations to term privacy: 

1. Privacy is about the rights of an individual to identify and understand which 

personal information of the individual is meant to be communicated to the 

outer world.  

2. Privacy is about owning the control over the part of the information accessed 

by the individual. 

3. Privacy as a vault to limit the access to an individual and also any personal 

related detail of that person.  

 

In the above three definitions, what is meaningful from the aspect of 

understanding data mining and the individual’s privacy is the concept of “Controlled 

Information Release”. 

 

 With this idea, one can say that a definition of privacy which is more related to 

the aim of establishing secure privacy mechanisms could be explained in the 

following manner: “The right of an individual to be secure from unauthorized 

disclosure of information about oneself that is contained in an electronic repository.” 

Moving ahead to give a final shape to the definition, one can consider privacy as:  

 

“The right of an entity to be secure from unauthorized disclosure of sensible 

information that is contained in an electronic repository or that can be derived as 

aggregate and complex information from data stored in an electronic repository”.  
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The overall generalizing is brought in to explain the fact that the theory of 

privacy of a person is not secured or unavailable online as in [23], and it can be 

generalized into two main scenarios to understand how this theory works. 

 

The first is the case of a medical database. Here, there is a need to collect and 

provide information on diseases all the while protecting the patient’s identity from 

data aggregators or analysers. Another scenario to consider is the classic “Market 

Basket” database. Here, transactions related to different client purchases are stored in 

a way that the client’s purchasing hacan be identified. Using this data set, it is 

possible to extract some information about the client’s behaviour in the world of 

online shopping. This information is extracted by understanding forms of association 

rules, such as, “If a client buys product X, he/she will also purchase product Z with 

y% probability.”  

 

Depending on different factors that show how individual components in the 

matrix of online shopping correlate for various outcomes; it can be concluded on what 

trajectory a certain behaviour can follow over a period of time. The first case is an 

example of wherein the individual’s privacy has to be ensured by protecting it from 

unauthorized disclosure of sensitive information, which could go out in the form of 

specific data items that relate to specific individuals. Instead, the second scenario puts 

an emphasis on two primary aspects: 

1. How the raw data contained in a database must be protected. 

2. In certain scenarios, the high-level information that can be further derived 

from the available non-sensible raw data also needs to be protected so that it is 

not used out of context or for other purposes. 

  

Given that such varied scenarios exist, the definition of privacy can be kept as a 

generalized definition [6]. Further, depending on the various considerations that have 

looked at, main goals of a PPDM algorithm can be defined and should be looking to 

enforce: 

1. A Privacy preserving data mining algorithm should be effective so that, 

identification of sensible information can be prevented. 

2. The algorithm should be flexible means; it should also perform better when 

different data mining tasks are applied not for single task. 
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3. It should not compromise the use of non-sensitive data or access to the data. 

4. When any protocol or approach is designed, that approach should avoid 

exponential memory requirements and computational complexities. 

  

The following are the various dimensions that can be adapted or to be followed for 

reaching privacy preserving data mining.  

1. data distribution 

2. data modification 

3. data mining algorithm 

4. data or rule hiding 

5. privacy preservation  

 

First dimension refers to data distribution; how data is located, one way is 

placing of data in one place called as centralised data based and second way is 

distributed database. In distributed database data base can be distributed vertically or 

horizontally over the systems. Second dimension refers to modifying the original data 

to other form, so that we can prevent de-identification of sensitive data, here actual 

data will be modified by noising or multiplying the noise to some extent, There are 

several methods are there for data modification like randomization, swapping, 

sampling, anonymity, blocking,…etc.  

 

Third dimension is Data mining algorithm, when mining is performed on data 

we could be able to preserve privacy of individuals. Fourth dimension refers to 

Hiding, some part of data or result of data mining will be taken and keep them in 

hidden state. Fifth dimension is the most important issue i.e., providing privacy during 

data mining This Thesis proposes and provides Privacy preservation during data 

mining based on vector quantization with codebook generation algorithms.  

 

2.1 CLASSIFICATION OF DATA SETS: 

Data set is a collection of related data, It can have one or more records 

composing of set of attributes and its description. Data sets can be classified into two 

types. 

1. Centralized Data set 

2. Distributed Data set 
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Figure 2.1: Types of Data Sets 

 

2.1.1 Distributed Database:  

This is a database which is managed under a central database management 

system (DBMS) in which every storage device is not automatically connected to a 

common CPU. The database may be stored across many computers that may or may 

not be located in the same physical area. The collected data—for example, in a 

database—can also be distributed across many physical locations. The distributed 

database can be made to reside on different network servers, be they the ones on the 

Internet, or on corporate extranets or intranets, or on any other company network. By 

replicating and distributing the database, the performance at the end-user worksite 

improves.  

 

There are two processes that help us make sure that the distributive databases 

are ready for deployment that is current, and up to date: Replication and Duplication. 

Replication uses specialized software to seek changes in the distributive database and 

ensure consistency among redundant resources. After identifying the changes, the 

replication process works to make all the databases look the same. The replication 

process can involve a lot of complexity and take up a lot of time. This is dependent on 
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the size and number of the distributive databases that are being dealt with. The 

process of replication can also end up engaging a lot of computer resources.  

 

Comparatively, duplication is much simpler and not as complicated. 

Duplication follows a simple process where it identifies one database as a master 

database and then duplicates that database. The process is normally conducted at a 

pre-decided time when the systems are no longer engaged with work. This helps make 

sure that each location that gets distributed has the same data. While following the 

process of duplication, the only places changes are allowed are to the master database. 

This will help ensure that local data on duplicated systems will not get overwritten.  

 

Replication and Duplication can work to maintain the data in a current state at 

all locations the data is distributed to. Besides using distributed database replication 

and the fragmentation of data, there are also other distributed database-design 

technologies that can be used. Some of the other technologies that can be used are 

synchronous and asynchronous distributed database and local autonomy technologies. 

The Development of replication and duplication, fragmentation depends on 

applications of organizations. 

 

2.1.1.1 Data-partitioning: 

When it comes to data partitioning, there are two scenarios that require using 

of cluster analysis in a distributed way. In the first, the volume of data that is to be 

analysed is fairly great. Therefore, this requires a huge amount of computational 

effort—so much so, sometimes, it is not feasible to complete this computation. In 

such a case, a better alternative is to split the data and cluster it in a distributed 

manner and, finally, unify the distributed results. In the second scenario, the data is 

distributed naturally among many geographically separate units. One of the 

consequences of this is, the cost of centralizing this data becomes prohibitively high. 

Some applications available today can hold such large databases that, even using 

high-performance machines; it is not easy to retain the database in an integral way in 

the system’s main memory. To solve this problem, Kantardzic (2002) shows three 

possible approaches: 
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1. Data is stored in the backup memory and data subsets are clustered 

individually. Inaccurate results are left as is, and in the subsequent stage, the 

data is extracted and loaded into the cluster as a complete set; 

2. Incremental clustering is an algorithm in which each data set as an element is 

loaded into the primary memory and the memory is configured to a cluster 

algorithm. In the cluster, each element is separately loaded into the primary 

memory and are bound to an available cluster or to a new cluster Though the 

log details are captured and the element is The results are kept and the element 

is deleted to make sure more space to the other cluster; 

3. Using parallel implementation, where multiple algorithms are run parallel on 

the primary data resulting in improved efficiency.  

 

In situations where the data set is unified and is required for it to be divided into 

subsets, because of its size, normally two approaches are favoured: horizontal and 

vertical partitioning. The first approach, horizontal partitioning, is used more often 

and usually requires horizontal splitting of the database. This creates homogeneous 

data subsets, which means that each algorithm works on different records but looks at 

the same set of attributes. The second approach requires dividing the database 

vertically. This results in heterogeneous data subsets being created. In this situation, 

every algorithm works on the same record, but deals with different attributes. 

 

2.1.2 Centralized Database: 

In centralized database, data will be located and maintained at single place 

where as in distributed database, data may be distributed vertically or horizontally to 

various sources. When the database is centralized, all the data is stored in one place. 

This type of database is completely different from the distributed database. One of the 

issues the centralized database faces is that as the entire data resides at one central 

location, there can be problems with bottle-necks occurring at key points where the 

data is released or assimilated. As a result, when looking for the availability of data, 

the efficiency with which it is retrieved is not as strong as in the distributed database 

system. This thesis proposes a PPDM technique for centralized dataset.  

 

 

http://en.wikipedia.org/wiki/Distributed_database
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2.2 TAXONOMY OF PPDM: 

There are many techniques proposed for maintaining privacy preserving data 

mining. “Privacy preserving data mining”  term was first introduced by Agrawal & 

Srikanth, 2000, in a paper they wrote on randomization techniques for centralized 

databases. Lindell and Pinkas (2000) wrote on cryptographic protocols with regard to 

distributed databases, in which the data set is partitioned horizontally between two 

parties. Later, Kantarcioğlu and Clifton (2004a) [2][37] brought out a protocol for 

secure association rule mining, k-means clustering (Lin et al., 2005), k-nn classifiers 

in 2004b). There were other researchers who worked on various aspects of privacy 

preserving data mining, such as Vaidya and Clifton (2002) who worked on secure 

protocols for data that is vertically partitioned, which was developed for mining 

association rules, k-means clusters (Jagannathan and Wright, 2005), decision trees 

(Du and Zhan, 2002), [65][66] and so on. Other areas that are related to the influence 

and development of PPDM are cryptography, database management systems, 

steganography, e-commerce, secure multi-party computation, biological histories, and 

intrusion detection. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.2: Taxonomy of Privacy Preserving Data Mining 
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Given that data mining can show quantitative aspects of a situation and 

probable ways in which the situation will develop, it has become an invaluable tool to 

make predictions and assess how the scenario may develop. Therefore, as an 

analytical tool, privacy preserving data mining’s reach stretches to every domain 

where the components can be quantified and connections between the components 

noted; this is especially useful in dealing with large numbers and/or where there exist 

discrete behavioural components. Some domains where this form of data mining is 

indispensible are education systems, businesses, online world, social media, the 

medical field and political groups.  

 

With a classification scheme, this work can locate a variety of techniques that 

may be just suitable for a given scenario. Some techniques have been proposed. Given 

the varied situations in which PPDM is used, it appears unlikely that one, single 

privacy preserving technique may outperform all other techniques in every way. 

Every technique has its pluses and minuses. Therefore, it becomes very important to 

conduct a wide evaluation of all privacy preserving techniques. The evaluation criteria 

as also any related benchmark need to be properly determined. Some evaluation 

criteria to look at are mentioned in the text below. Along with it, it is been observe 

and identify criteria [5][36] to evaluate a PPDM algorithm:  

 

1. Privacy level: This indicates how approximately the hidden sensitive 

information may still be estimated. 

2. Hiding failure: This refers to that part of sensitive information which is not 

concealed by the employment of a privacy-preservation technique. 

3. Data quality: This becomes important after a privacy-preserving technique 

has been applied. This looks at the quality of data as also the quality of the 

results derived from data mining after the concealing strategies were applied. 

4. Complexity: This reveals how well a privacy-preserving algorithm can be 

executed considering the interaction of all the resources as may be implied by 

the algorithm. 

 

When privacy preserving techniques are applied, one is assured to evaluate the 

technique with the help of above criterion. 
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2.3 RANDOMIZATION:  

One of the Traditional techniques for Privacy preserving data mining is the 

Randomization algorithm and it was first introduced by Agrawal and Srikanth (2000). 

Randomization allows many users to provide data that may be sensitive to be 

effectively used in a centralized data mining system, all the while keeping a check on 

whether sensitive values get disclosed in the process. Randomization is a basic easy 

and effective technique for providing security to sensitive electronic data from 

unauthorized access [50][11]. How this works is, multiple clients operate from one 

server. Let us assume that the clients send their data to the server for the purpose of 

getting it mined. What happens is, with this method, every client adds random noise 

to the data before sending it across to the server. As a result, the server mines that 

randomized data. At its core, the randomization technique uses data distortion to 

work.  

 

Two kinds of obscuration are possible with randomization: 

1. Adding noise: Random noise as may be added to data records.  

2. Multiplying noise: Random projection or random-rotation techniques that may 

be used for perturbing the records.  

 

Privacy-preserving data mining has solutions that address these particular issues. 

As mentioned, data randomization is classified into two approaches. Approach 

number one looks to obscure or randomize the information before sending it to the 

data miner. Approach number two involves using privacy-preserving distributed data 

mining. This method follows an approach where the data is portioned between two or 

more sites, and then these locations cooperate to discover the global data mining 

results without revealing any of the data they hold at their individual sites.  

 

With the first approach, the answer to the problem mentioned previously lies 

in having all insurance companies send their personal information to CDC Before 

sending their individual data sets, each company perturbs it. A random number—

picked from Gaussian distribution—is added to the real data value. This way, the data 

miner will not know the actual value. This approach is known as randomization or 

data obscuration. But, important statistics that relate to the collection (for example, 

the average) will be preserved.  
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2.4 GROUP-BASED ANONYMIZATION: 

The randomization method is effective when it is used at data- collection time, 

because the noise is added to a given sensitive data and it is not dependent on the 

behaviour of other data values. This might also be a weakness since, often, outlier 

records may not be easy to mask. In instances in which privacy preservation is not 

required to be conducted at data-collection time, it is helpful to have a technique 

where the level of inaccuracy is dependent on the behaviour of the site of the record 

we are working with.  

 

One of the limitations of the randomization framework is that it does not 

concentrate at case: when the public attributes are available, there is a scope for 

identifying the identity of the owner. In [10], it was shown that using publicly 

available records may lead to privacy of the record owner getting compromised in a 

big way in high-dimensional cases. This is especially true of outlier records, as these 

can be distinguished easily from other such records in their particular locality. So, 

when constructing groups of anonymous records which then may be transformed in a 

group-specific manner, it is more helpful to maintain a broad approach. 

 

2.4.1 The k-Anonymity Framework: 

In many applications, the data records can be made ready-to-access by just 

removing important identifiers, such as the name and Adhaar or Voter ID, or social-

security numbers from personal records. But, even then, we can use other types of 

attributes (known as pseudo-identifiers) to correctly identify the records. For example, 

attributes such as age, pin-code and gender are available in a variety of public records 

such as the censuses. If these attributes are similarly available in a given data set, they 

may be used to identify the identity of the person the record corresponds to. One of 

the key Observations is: when the more attributes are available to public, it is easy to 

identify the identities with the combination of attributes [14][54].  

 

In generalization, to reduce the granularity of representation, the attribute 

values are generalized to a specified range. Generally suppression or generalization 

can be used for representing the same. In the suppression method, it completely 
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removes the value of the attribute. When using public records, such methods decrease 

the risk of identification while they also reduce the accurateness of applications on the 

transformed data. 

 

To decrease the chances of identification of individuals identity, the k-

anonymity approach suggest to maintain that every row or tuple in the table be in 

distinguish-ability related to no fewer than k respondents. This can be further 

formalized as follows: There are several extensions are there in k-anonymity and first 

approach for k-anonymity is proposed in [110]. The method follows the “domain 

generalization hierarchies” of the quasi-identifiers to build k-anonymous tables. The 

work discussed in [110] proposes the concept of k-minimal generalization and it is 

used to limit the level of generalization [147][149][100]. 

 

The method of generating pseudo-data uses principal component analysis of 

how the records behave within a group. It was shown in [8] that the approach could be 

used effectively for classification problems. Using pseudo-data gives one more layer 

of protection, as it is not easy to conduct an adversarial attack on synthetic data. At 

the same time, the aggregate behaviour of the data is preserved, and this is helpful in a 

variety of data-mining problems. 

 

The only known techniques that provide guarantees on the quality of the 

solution are “approximation algorithms” [15, 14, 89], in which the solution found is 

guaranteed to exist within a certain factor of the cost of the optimal solution.  

 

2.4.2 Personalized Privacy-Preservation: 

Not everyone is concerned about privacy in the same way. For instance, an 

organization or institution considers the privacy of their employees in a different 

outlook. As a result, this means we would be required to treat the records for a given 

data set in different ways for the purposes of anonymization.  In technical terms, it 

implies that the value of k is not fixed in anonymization. But the value can change 

according to the given record. In order to carry out privacy-preserving data mining 

when there are variable limitations on the security of the data records, a condensation-

based method is proposed in [9]. 
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When this technique is used, groups of non-homogeneous size from the data 

can be generated, in a way that it is guaranteed that each record lies in a group whose 

size is at least equal to its anonymity level. So, pseudo-data , which is obtained from 

each group is used to create a synthetic data store with the same aggregate distribution 

function as the original data store. One more paradigm of personalized anonymity is 

discussed in [132] in which an individual can identify the level of privacy for his or 

her “sensitive values. This approach has the advantage that it allows for direct 

protection of the sensitive values of persons than a vanilla k-anonymity method which 

may be susceptible to various kinds of attacks. 

 

2.4.3 Utility-Based Privacy Preservation: 

It is observed that there is information loss in Privacy-preservation process for 

data-mining purposes. This loss of information can called as loss of “utility” for data-

mining purposes. The work presented in [7] suggests that a lot of attributes may need 

to be suppressed to preserve anonymity; it is very important aspect to perform this 

carefully to preserve utility. There are several anonymization methods [18, 50, 83, 

126] that uses cost indicators for measuring the information loss during the 

anonymization process.  

 

The issue of utility-based privacy controlling data mining was reviewed in [69]. The 

overall plan in [69] is to identify and reduce the impact of structuring by individually 

publishing tables which contain the utility based attributes, but it creates issues the 

basic need of preserving privacy. The details performed on the real tables and the 

marginal tables need not be same. It is now identified that this approach can improve 

managing and preserving the data set without negotiating on the privacy. 

Anonymization will differ based on the workload, for example, a workload in which 

some records are used more often than others would be different from one that is 

based on the full data set. In [77], the paper proposes an effective and efficient 

algorithm to achieve workload-aware anonymization. 

 

2.4.5 The l-diversity Method: 

Table 2.1 shows medical records from one hospital located in upstate New 

York. The Table 2.1 is not having any unique identity attributes like name, ssn or eno, 

and, and so on. In this example, the total attributes are divided into two groups: 
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1. The  “sensitive” attributes (consisting only of medical condition)  

2. The “non-sensitive” attributes (pin code, age and nationality).  

 

An attribute will be treated as sensitive if an adversary is not allowed to find 

out the value of that attribute for any person from that dataset as a result of data 

mining. Attributes that are not marked sensitive are non-sensitive. Further, let us 

assume that the attributes set {pin code, age, nationality} be the quasi-identifier for 

this data set. 

 

Table 2.1: Inpatient Micro data 

 Non Sensitive Sensitive 

 Pin Code Age Nationality Disease 

1 13053 28 Russian Heart Disease 

2 13068 29 Pakistani Heart Disease 

3 13068 21 Chinese Viral Infection 

4 13053 23 Pakistani Viral Infection 

5 14853 50 Indian Cancer 

6 14853 55 Russian Heart Disease 

7 14850 47 Pakistani Viral Infection 

8 14850 49 Pakistani Viral Infection 

9 13053 31 Pakistani Cancer 

10 13053 37 Indian Cancer 

11 13068 36 Chinese Cancer 

12 13068 35 Pakistani Cancer 

 

Table 2.2 shows a 4-anonymous table derived from the table in Table 2.1 (here 

“*” denotes a suppressed value so, for example, “pin code = 1485*” means that the 

pin code is in the range [14850−14859] and “age=3*” means the age is in the range 

[30-39]. Note that in the 4-anonymous table, each tuple has the same values for the 

quasi-identifier as at least three other tuples in the table. Because of its conceptual 

simplicity, k-anonymity has been widely seen as a viable definition of privacy in data 

publishing, and due to algorithmic advances in creating k-anonymous versions of a 
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data set [3, 6, 16, 18, 21, 24, 25], k-anonymity has become popular with data 

encryptors. 

 

There are two examples of simple, yet subtle, attacks on a k-anonymous data set 

which allow an attacker to be able to identify individual records. To defend against 

these attacks requires a strong sense of privacy that can be called as ℓ-diversity, the 

focus is to examine the two attacks to arrive at the intuition behind the issues with k-

anonymity. The k-anonymity is a preferred technique due to its simplicity of the 

definition and the many algorithms that are available to conduct the anonymization. 

All the same, the technique is vulnerable to various types of attacks, especially when 

the attacker has access to background information. Certain kinds of attacks are 

described: 

 

Homogeneity attack: Let us consider a scenario where there are two persons 

Alice and Bob are there and both are neighbours. Bob is suffering from fever one day 

and is taken to the hospital through the ambulance. As Alice saw the ambulance, she 

decides to find out what is the problem of Bob. Alice observed the records reported by 

the hospital which contain the 4-anonymous table of current inpatient. So, she realises 

that at least one of the records in this table has Bob’s data. As Alice and Bob are 

friends, she already knows the age of Bob is 31-year-old American male who stays in 

the location with area code 13053. Therefore, Alice can find out that Bob’s record 

number is 9, 10, 11, or 12 very easily even with 4-anonymous table. As every one of 

these patients have the same medical condition (cancer in this case), it is easy for 

Alice to conclude that Bob is suffering from cancer.  

 

Observation 1: K-Anonymity creates clusters or groups that leak information 

about individuals because of limit of the diversity in the sensitive attribute. Such a 

situation is not rare. As a rough calculation, let us assume we have a data set with 

60,000 distinct tuples where the sensitive attribute can take 3 distinct values and is not 

correlated with the non-sensitive attributes. Similarly a 5-anonymization of this table 

can be created and it will have around 12,000 groups and when compared to 4-

anonymization it is having, 1 out of every 81 groups will have no diversity.  

Therefore, one can expect about 148 groups with no diversity. Thus, if there were a 

homogeneity attack, information about 740 people would get compromised.  
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Table 2.2: 4-anonymous Inpatient Micro data 

 Non Sensitive Sensitive 

 Pin Code Age Nationality Disease 

1 130** <30 * Heart Disease 

2 130** <30 * Heart Disease 

3 130** <30 * Viral Infection 

4 130** <30 * Viral Infection 

5 1485* ≥40 * Cancer 

6 1485* ≥40 * Heart Disease 

7 1485* ≥40 * Viral Infection 

8 1485* ≥40 * Viral Infection 

9 130** 3* * Cancer 

10 130** 3* * Cancer 

11 130** 3* * Cancer 

12 1308* 3* * Cancer 

 

What this suggests is that, apart from k-anonymity, the sanitized table needs to 

also ensure “diversity”—all tuples that share the same values of their quasi-identifiers 

need to have diverse values for their sensitive attributes. Another thing to note is that 

an adversary may use “background” knowledge to find out sensitive information. 

 

Background Knowledge Attack: Alice has a pen friend called Umeko who is 

in the same hospital as Bob, and whose patient records also show in the table. Here 

Alice knows the age of Umeko is a 21-year-old and she is Japanese and stays at pin 

code 13068. Based on this available knowledge, Alice can easily gather the 

information about Umeko’s that the record number 1, 2, 3, or 4. Without any more 

information, Alice cannot be sure if Umeko caught a virus or is suffering from heart 

disease. But, it is well known that the Japanese have an extremely low incidence of 

heart disease. Thus, Alice can conclude with near certainty that Umeko is suffering 

from a viral infection. 
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Observation 2: K-Anonymity cannot provide protection against attacks based 

on background or previous knowledge. 

As both these attacks are possible in real life, a stronger definition of privacy 

is required, which will take into account diversity and background information.  

 

2.5 DATA SWAPPING: 

Adding noise or multiplying noise is not only the technique that can be used to 

perturb or obscure the data for providing privacy during data mining. Another method 

to PPDM is data swapping; the values across different fields are swapped in order to 

achieve the privacy-preservation. Advantage of this technique is that, and lower order 

marginal totals of the data are preserved completely and are not obscured at all. One 

can perform certain kinds of aggregate computations without disturbing the privacy of 

the data. Data swapping does not follow the principle of randomization i.e, the value 

of a record is obscured independently of the other records. Therefore, data swapping 

technique can be used along with other techniques such as k-anonymity, as long as the 

swapping process is designed to preserve the privacy 

 

2.6 AGGREGATION: 

Aggregation is the another method for privacy preserving data mining where 

k-number of records of a data set will be replaced by a representative record. That 

perturbed data will be released to data miners. The values of representative record are 

formed by taking the average value of all values. When the aggregation is performed 

representative record results in information loss. The information loss can be reduced 

by using the concept clustering. But, lower the information loss will result in higher 

disclosure risk. 

  

2.7 SUPPRESSION: 

One more way to conduct privacy preserving is to suppress all sensitive data 

before allowing its computation. When the attributes are suppressed, a particular order 

can be followed for maintaining records. In methods that only use partial suppression, 

replacing the exact attribute value with less-informative value is performed by 

rounding (for example, Rs222.34 to Rs300.00), top-coding (for example, age above 

80 is set to 80), whereas in generalization (for example, address can be generalized to 
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pin code), by using intervals attributes values that can be represented in the form of 

intervals (for example, age 22 to 20-25, name ‘Thangaswami’ to ‘T-S’), and so on.  

Like with all methods, suppression of data also has some limitations. Some of the 

issues with the suppression method is that the analysis becomes difficult where the 

choice of suppressions is dependent on data that has been previously suppressed; or 

when there is any kind of dependency between the disclosed data and suppressed data. 

Suppression is not useful in cases where the data mining requires complete access to 

sensitive values. 

 

It is apparent that using such privacy-preserving methods limit the risks 

associated with identification even in cases where the public records are available. 

However, these methods reduce the accuracy of applications on the data that has been 

transformed.  

 

2.8 SECURE COMPUTATION IN PRIVACY PRESERVING DATA MINING: 

Lindell and Pinkas had designed a different approach, using cryptography, to 

understand PPDM [85][55]. However, after considering the mining results, it has been 

found that cryptography solutions may not deliver the expected accuracy. With the 

cryptographic approach to conduct PPDM, it is assumed that the data is stored with 

many private parties who decide to declare the result of particular data-mining 

computations performed together on the given data. The parties that are there in a 

cryptographic protocol exchange encrypted messages to turn certain operations more 

efficient while they may also work to turn other operations computationally 

intractable.  

 

Confidentiality issues in data mining [1]. “Confidentiality” is a big issue that 

comes up when dealing with large volumes of data. Privacy, sometimes, could 

become a necessity because of the law—such as for medical databases—or, it could 

be generated by the need to protect business interests. Despite that, there are cases in 

which data “sharing” leads to mutual gains. One of the important ways in which large 

databases help is with research—no matter if they are scientific or economic. For 

instance, in the field of medicine when various parties pool the research data, they 

gain overall. Similarly, even business competitors with mutual interests can lead to 
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making gains by pooling the data available to them. Even though there seems to be a 

likely chance that potential gains might accrue, it becomes difficult to do so as 

confidentiality issues come up. 

 

Let us say P1 and P2 are parties that own (big) private databases D1 and D2. 

The parties P1 and P2 wants to implement a data-mining algorithm to the joint 

database D1ᴜD2 but not reveal any information about their individual databases 

unnecessarily. Therefore, the information that can be learned by P1 about D2 is the 

one that can be obtained as the output of the data-mining algorithm, and vice versa. 

We do not assume there may be any “trusted” third party that may compute the joint 

output. First, it was Yao who looked into secure two-party computations, which was 

afterwards generalized to multi-party computation in [10, 1, 4].  

 

All works which have described in this work uses similar methodology: the 

functionality f is implemented as combinatorial circuit first then the parties implement 

a short protocol for each gate in the combinatorial circuit. Even though this method is 

found to be appealing for its simplicity and generality, the protocols that get generated 

are dependent on the size of the circuit. This size is further dependent on the size of 

the input (which could be large, as may be found in a data-mining application), and on 

the difficulty of expressing f as a circuit (for instance, a naïve multiplication circuit is 

quadratic in the size of its inputs). We believe that secure two-party computation of 

small circuits with small inputs may be “practical” when using the [17] protocol. 

 

2.8.1 Cryptography: Oblivious Transfer 

In this process, a review is presented on the results of the cryptographic 

research which briefs about how various parties can calculate any function of their 

interest together and also ensure that no other information is revealed. As mentioned 

earlier, with the mentioned calculations, these results give utmost privacy where it 

provides privacy to the information except the function designed for the output. With 

this study, we are trying to create a design which is more realistic and a design which 

is less complex. Though the attempts does not show the “real world” traits with the 

way the research is carried out, but certain key aspects of the research stand out where 

the research results promises privacy and the generality of the results [33][105].  

 



29 
 

 
 

 

2.8.2 The Two-Party Case: 

Two-party protocol proposed by Yao’s is quite efficient, but with reasonable 

size of the inputs, and the size of the circuit computing the function. For quite a few 

functions, the efficiency of Yao’s generic protocol can be compared with that of 

protocols which are targeted at computing the specific function. Here a distributed 

scenario for computing the ID3 algorithm is discovered, where Yao’s  two-party 

protocol is, as is apparent, very expensive. But, a specialized protocol could be 

created for computing this algorithm, which makes use of Yao’s protocol as a 

primitive. Let assume the scenario where there are two parties and each one maintains  

a database of different transactions, and all the transactions have the same set of 

attributes. Here, the parties want to create a decision tree by using the ID3 algorithm 

on the union of their databases.  

 

Effective method for providing privacy-preserving data mining is to use the 

generic Yao protocol with ID3 algorithm. This method has two major obstacles. First 

obstacle is, the database size is very big. As each transaction is carrying multiple 

attributes, and there is scope for having millions of transactions. This states that the 

computational and communication overhead between P1 and P2 for attempting an 

oblivious transfer per input bit is very high.  

 

An important observation is that each node of the tree can be calculated 

separately, with the output being made public, before moving on to the next node. 

With private protocols, usually, intermediate values remain hidden. But, in the case of 

ID3, certain intermediate values (especially, the assignments of attributes to nodes) 

are in reality part of the output and could, thus, be revealed. Once we find the attribute 

of a given node, all parties involved can accordingly separately partition whatever 

transactions remain for the coming recursive calls.  

 

This states that private distributed ID3 algorithm can be reduced to privately 

looking for the attribute which is having the attribute with the highest information 

gain. (This is a somewhat simplified argument, as the other steps of ID3 must also be 

dealt with carefully. But, the most of the issues come up within this step.) 

The overhead of the protocol described above is as follows: 



30 
 

 
 

1. Alice and Bob engage in an oblivious transfer protocol for each input 

wire of the circuit which is connected with Bob's input, 

2. Alice sends Bob tables of size linear in the size of the circuit, 

3. Bob decrypts a constant number of cipher texts for each gate of the 

circuit (this is the cost incurred to evaluate the gates). 

 

The calculation overhead is dominated by the oblivious transfer stage, as the 

evaluation of the gates utilizes symmetric encryption that is very efficient when 

compared to oblivious transfers which need modular exponentiations (this is true for 

small circuits; if the circuit is big, then the circuit calculation may start to dominate). 

Therefore, the computation overhead is roughly linear in the length of Bob's input. 

The number of rounds of the protocol is constant; they are, namely, the variant 

described here has two rounds using the two-round oblivious transfer protocols of [5, 

6, and 15]).  

 

The communication overhead is kept linear in the size of the circuit. (The 

variant of the protocol described in [22]; this provides security against malicious 

adversaries, requires sending s copies of the circuit to reduce the probability of 

cheating to be exponentially tiny in s. There are quite a few functions for which we 

are not aware of how to create linear size circuits (for example, functions calculating 

multiplications or exponentiations, or functions that use indirect addressing). But, 

there are many other functions, notably those that involve additions and comparisons, 

which can be calculated by linear size circuits. The size of the input also needs to be 

reasonable [33].  

 

2.8.3 The Multi-Party Case: 

In multi-party case, three or more parties can involve and they can calculate the 

certain functions, input parameters. Privacy-preserving multi-party calculation may be 

reduced to the two-party case. There is the potential to use the generic two-party 

protocol to calculate a function in the multiparty case. Such a reduction is explained 

in [16]. Before explaining the important points of the reduction, let us  enunciate the 

advantages of this method. 
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2.8.3.1 Trust: 

For using the two-party format of privacy, let us consider that there are two 

parties in this case. Let us also assume that the privacy is maintained and ensured till 

the two parties come to an understanding or conspire. Another instance is that the two 

parties does not impact or affect the privacy and the security of the protocol of a 

group of parties who are in the collusion. Such protocols with such assertion are 

found less secured than the protocols that are secured from collusions like temporarily 

grouped parties which are less than one half. However, the temporary grouping of two 

parties can break the security of the organization or the system.  

 

 Assume a scenario of parties, namely users of bidders, who have not 

developed a relationship of trust within the parties and on the other side, there are few 

parties from central who have developed a trust relationship. Another instance is the 

scenario of bidding where let us consider that the two special parties are those who 

perform the auction and the other party is the issuer. Here the ratio of the number of 

party members is very high and hence, there is larger probability for developing fake 

bidders among the party in order to control the parties which are majorly participating 

in the bid. As the fake bidders are more, it becomes even harder for the organization 

who owns the auction and the accounting firm to control the system.  

 

2.8.3.2 Independence: 

Parties which are despoiled must make their choice of selecting the inputs not 

relating their choice with the parties which are candid. This process is very important 

to follow in the case of a sealed auction where the bids are not exposed. In this case, 

the parties must individually make their choice of bids. It is obvious that the 

independence of inputs does not directly mean or result privacy. For instance, assume 

that a bid is raised with a higher rate keeping no knowledge of the actual bid rate. 

Such techniques can be employed for certain encryption patterns. 

 

2.8.3.3 Communication: 

A design can be assumed for better communication between parties who are 

participants and the special parties (auctioneers) where each participant must 

communicate with only one of the special parties and can share single information to 

that particular party. This scenario hugely reduces the system and infrastructure 
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required for communication and eliminates the need of availability of the all parties 

for communication in the given time. This implies that the security is maintained by 

the protocol by making the channel between the special parties with a new 

communication channel rather having no security. At the end of the communication, 

when each of the simple parties share their information or message with the special 

parties, they will consolidate the messages with a protocol and compute the details.  

 

2.8.3.4 Privacy: 

Privacy must be ensured by making sure that no party make any knowledge 

about the information that is not expected them to be known. The information that the 

party must know about other parties is the outcome of the entire computation made by 

the special parties. For instance, in a particular bid, if only the highest bid details are 

revealed and not the other details, it becomes obvious to understand that the rest of the 

bids were lower bids compared to the bid which was revealed as the winning bid. 

Though it is revealed, we can conclude that this is only details that could be revealed 

about the bids which were lost.  

 

2.8.3.5 Correctness: 

Every party is assured that the integrity of the revealed information is 

maintained. If we assume the example of auction in this case, we can conclude that 

the party which has win with the highest bid is assured and no changes can be done to 

the result by any part or even the auctioneer.  

 

2.8.3.6 Efficiency: 

Assessment made by the protocol follows a circuit representation of the 

function. The efficiency is calculated as it is made for construction model of two 

party. It is calculated as overhead per gate and per input bit. 

 

2.8.3.7 Guaranteed Output: 

The parties which are despoiled should be a barrier for the good parties from 

finding or computation of their output. In other way, the despoiled parties should not 

impact the computation of the result by carrying out a “service denial” pressure from 

them.  
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2.8.3.8 Fairness: 

The parties which are despoiled the system will get their results only when the 

fair parties get their results. There should not be a case to happen where the fair party 

does not get their result but the despoiled party receives the result. This scenario is 

very important to consider, especially, in the case of signing a contract. It will be 

unfair and issue raiser when the despoiled party gets a contract signed and the fair 

party has not received it.  

 

The protocol is defined with two special parties with a two parties role in a 

two party case. The one who issues the result designs a circuit for calculating the 

function. This design can have lots of inputs from different parties. For instance, the 

inputs from the parties could be different bids from them. The parties who issues the 

outcome converts or encodes the design as a two party scheme selecting the garbled 

values for the wires and creates tables for each of the gates. The party who are the 

auctioneer takes the charge for the calculating the outcome of the design or circuit. To 

achieve the outcome, the design requires the input of those tables prepared by the 

issuer, and the jumbled value for each wire as input by giving the value based on the 

input bit of each wire accompanied to it.  

 

When the circuit receives the jumbled values of the wires from the input, the 

circuit starts calculating the inputs it can calculate for the outcome of the circuit. As 

the transfer protocol of the oblivious transfer is used, the system is ready to be used as 

application. Every bidder involves in an unknown transfer proxy for every input bids 

of the circuit. The input given by each bidder is the input bit value. The one who 

sends the inputs for computing is the issuer where the two-party protocol is applied by 

the issuer. The two inputs for the circuit is the two jumbled values which are applied 

to each wire input. The one who receives the values is the auctioneer.  

 

2.9 DATA TRANSFORMATION:  

As per Stanley R.M.Oliveira and Osmar R.Zaiane, they have proposed 

technique of privacy preservation by using Data Transformation Techniques. 

Stanley and Osmar have introduced a technique named GDTM. This technique 

obliviously protects the privacy of attributes which are in numerical format. This 
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technique was prescribed to fulfil the requirements of clustering analysis. Image 

processing is also one of the techniques from the works of Gonzalez and woods 

[Gonzalez and Woods 1992]. Their work is focussed on transforming the digital 

images geometrically. This has implied to many benefits like resizing, dimensions, 

and language translation. GDTM technique was also benefited with analysing 

databases tasks. In specific, analysing the database for the need of distorting the data 

[Castano et al. 1995]. 

 

They have also revealed that these kind of data modifiers are easy to 

implement, with no dependency on any algorithms for clustering, keeping the 

cluster’s features and maintaining computational methods. It was also evident that this 

technique has not fully satisfied the criteria of resolving the preservation of privacy in 

data mining, but it was contradicted and triaged that this technique is a general 

method to start-up to have private data to preserve in clustering. Till date, no idealistic 

framework was not identified or documented in the context of PPC (Privacy 

Preserving Clustering). The existing methods only propose to encode private 

numerical details to meet the need of privacy criteria and making sure that the general 

contexts of clustering analysis is preserved.  

 

2.10 INFORMATION HIDING:  

Based on the purposes of hiding, the PPDM algorithms can be classified into 

two kind: data hiding and rule hiding. With the data-hiding method, sensitive data 

such as social security numbers, addresses and the names of individuals are hidden. 

However, when rule-hiding methods are used, sensitive information (that is, the data-

mining result) that has been extracted from the original database after conducting data 

mining is removed. Most PPDM algorithms use data-hiding methods. Still other 

PPDM algorithms conceal sensitive data by making modifications to it. 

 

2.11 CONCLUSIONS: 

This chapter has presented various existing techniques that have been used for 

privacy preserving data mining. Traditionally techniques, owner of data would 

transform or randomize the data before giving it to the data miners. However, the 

process of anonymization or randomization is more secure when any future analysis 
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that would be performed on the data.  Therefore, during anonymization or 

randomization process, attributes which are very important for data analysis may be 

suppressed whereas the attributes that are not suppressed may turn out to be 

irrelevant.  First, such anonymization algorithms are optimized to preserve specific 

data patterns according to the underlying data mining technique.  

 

Anonymization algorithms based on data mining techniques may apply 

different generalizations for several groups of tuples rather than the same 

generalization for all tuples. In this way, it may be possible to retain more useful 

information.   

 

Researchers are looking in different directions for new anonymization 

techniques; they can use the enhanced versions to observe and maintain the 

anonymity of the resulting models, and then Privacy preserving anonymity  models 

can be used as generalization functions.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


