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  Chapter 3 

METHODOLOGY 

 

In this chapter, basic objectives of the thesis and Methodology; how those objectives 

have met will be described. 

 

3.1 OBJECTIVES OF THE THESIS: 

The Proposed work deals with privacy issues that are usually affects data 

mining projects. This research has provided a new approach to privacy preserving 

data mining so that, accurate data mining results can be obtained without violating 

privacy constraints. However, the data mining techniques requires a complete level of 

data access that violates privacy regulations and security constraints. The Main aim of 

the Thesis is to evaluate the Preservation of Privacy for Sensitive data when Data 

Mining Technique (Clustering) is applied. 

 

The main objectives of this thesis are: 

1. To Perform Data Transformation of Sensitive Data using VQ Codebook 

Generation through LBG and Modified LBG Algorithms. 

2. To Measure Distortion between Original Data and Transformed Data.  

3. To Measure Data Quality of Transformed Data. 

4. To Evaluate the Accuracy and Distortion of Transformed data obtained using 

LBG and Modified LBG. 

 

3.2 METHODOLOGY: 

Main Objective is the transformation of sensitive data and is achieved by 

quantizing the data. Vector Quantization is performed based on the following steps:  

As stated in [23[7], the Vector Quantization systems works based on the following 

three steps: 

1. Generating Codebook from Training Data. 

2. Encoding the original data with the help of Codebook by nearest neighbor 

search; 

3. Using the index table, data will be reconstructed by looking up in the 

codebook. 
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Privacy preserving data mining basically requires first two steps but this work 

proposes to reconstruct the data back, so that reconstructed data looks very similar to 

the original one but does not reveal the original one. Transformed data set represents 

approximate data not exact and original data thus privacy is preserved. 

 

Table 3.1 : Original Data 

700 1000 700 900 1400 

600 1500 900 1000 3700 

2200 5500 6100 2000 1500 

7500 6000 4500 5600 7600 

 

Table 3.2: Codebook 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Table 3.4: Reconstructed Data 

900 600 900 900 900 

600 1700 900 1000 3900 

2500 5000 6100 1900 1200 

7500 5600 4300 5400 7400 

 

Index Code words 

1 200 300 5900 1900 500 

2 8000 2700 1100 3400 4500 

3 400 1100 1000 200 800 

4 6500 2300 700 1600 1500 

5 8800 1200 2000 1800 4000 

6 300 2200 1500 2000 2400 

7 900 600 900 900 900 

8 700 700 200 300 500 

9 600 1700 900 1000 3900 

10 1700 3900 5000 1900 4500 

11 2500 5000 6100 1900 1200 

12 7500 5600 4300 5400 7400 

7 9 

11 12 

Table 3.3: Index 

Table 
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Table 3.1shows the original data and it is represented in 4*5 matrix form. That 

is five rows and 4 columns and it is the actual data. Using the original data, codebook 

will be constructed. Codebook is now used to perform encoding and decoding also 

called as reconstruction. Take the first row (700, 1000, 700,900, and 1400) is the 

original data, quantizer will look for its best approximating row in the codebook and it 

has found that its approximating row is having index 7. Index table represents indices 

of the original data not direct codebook values. Next step is the reconstruction process 

with index table, finally (900, 600, 900, 900, 900) is generated in place of (700, 1000, 

700,900, 1400). 

 

Codebook is constructed using VQ LBG initially and then Modified LBG is also 

applied. Series of experiments performed on data set. This work focuses mainly on 

the overall quality of generated clusters after transforming dataset and the distortion 

produced in the dataset. Experiments are conducted based on the following steps:  

1. Data set is preprocessed by dealing with the missing value .To do so, missing 

value is replaced with average value of that attribute over the whole dataset. 

2. Vector quantization method is applied to transform original dataset. 

3. Two algorithms were introduced for codebook generation. LBG Algorithm is 

used in first case then modified LBG is used. 

4. It is been proposed to compare how closely each cluster in the transformed 

dataset matches its Corresponding cluster in the original dataset. It is been 

observed and expressed the quality of the generated clusters by computing the 

distortion measure. 

 

3.3 STEPS INVOLVED IN PPDM USING VECTOR QUANTIZATION: 

In this thesis, a codebook will be constructed from training data and then 

reconstructed data will be generated by approximating each point of data to its nearest 

value. Because original data should not be revealed once the transformation is 

performed, transformed data set represents approximate data not exact and original 

data thus privacy is preserved.  

 

3.3.1 Proposed Approach 1: 

Step 1: Take training sequence from real world data and UCI repository water 

treatment data set have been taken, experiments conducted on two types of data sets. 
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Step 2: Construct code book using LBG by taking input data from training sequence 

call it as D 

Step 3: Now Code book contains set of all centroids ( or code words) 

Code book data can be compressed version of original training sequence; we can call 

it as D’ 

Step4: clustering is performed on both data sets D and D`. Results were compared. 

 

3.3.2 Proposed Approach 2: 

Step 1: Take training sequence from Real world data and UCI repository water 

treatment data set.  

Step 2: Construct code book using Modified LBG by taking input data from training 

sequence call it as D. 

Step 3: Now Code book contains set of all centroids ( or code words). 

Code book data can be compressed version of original training sequence; we can call 

it as D’. 

Step4: clustering is performed on both data sets D and D`. Results are compared. 

Take the first row (700, 1000, 700,900, and 1400) is the original data , 

quantizer will look for its best approximating row in the codebook and it has found 

that its approximating row is having index 7. Index table represents indices of the 

original data not direct codebook values. Next step is the reconstruction process with 

index table, finally (800, 900, 800, 1000, 1300) is generated in place of (700, 1000, 

700,900, 1400). 

 

This work has taken the sensitive attribute value (in this case sensitive attribute is 

salary) and replaced the original value with new values with the help quantization 

techniques. Once transformed data set is generated, a data owner releases the 

transformed data to the data miners for extracting hidden knowledge from the data 

store.  

Table 3.5: Original Data 

700 1000 700 900 1400 

600 1500 900 1000 3700 

2200 5500 6100 2000 1500 

7500 6000 4500 5600 7600 
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    Table 3.6: Codebook generation using Modified-LBG 

Index Code words 

1 300 300 6100 2000 500 

2 8000 2700 1100 3400 4500 

3 500 1100 1000 300 800 

4 6500 2300 700 1600 1500 

5 8800 1200 2000 1800 4000 

6 300 2200 1500 2000 2400 

7 800 900 800 1000 1300 

8 600 1700 900 1000 3900 

9 700 1700 1000 1400 3500 

10 1700 3900 5000 2000 4500 

11 2000 5000 6500 2400 1200 

12 7000 5500 4000 5500 7300 

 

Table 3.8: Reconstructed Data with Modified LBG 

800 900 800 1000 1300 

700 1700 1000 1400 3500 

2000 5000 6500 2400 1200 

7000 5500 4000 5500 7300 

 

 

3.4 K-MEANS CLUSTERING ON TRANSFORMED DATA:  

Grouping of similar of objects is called as clustering.  

Clustering plays an important role in many data mining applications such as: 

1. scientific data exploration 

2. information retrieval and text mining 

3. spatial database applications 

4. Web analysis 

5.  CRM and marketing 

6.  medical diagnostics 

7. Computational biology, and many others. 

7 9 

11 12 

Table 3.7: Index  
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 Figure:3.1 shows the example for clustering . There are 3 clusters are represented 

in the figure, cluster one has two objects, cluster two has 6 objects and cluster 3 has 7 

objects. K means algorithm can be analysed as follows;  

K-means algorithm: 

Step1:  Select the value of K , which is nothing but number of clusters. 

Step2:  Choose k objects in a random fashion. These will become the initial centroids.  

Step3:   The objects which are closer to the cluster will be assigned or moved to that 

group (also called cluster)  for which the objects are nearest to the centroid. 

Step4:   Recalculate the centroids for newly formed k clusters. 

Step5:   Repeat steps 3 and 4 until all the objects have been moved. 

The aim of K-means clustering is to place the objects which are closer to its nearest 

cluster with the help of centroid condition and nearest neighbour search condition. 

  

 

 

Figure:3.1: example on clustering 

 

 It is been proposed to perform clustering on original data and transformed data 

for evaluating the performance of the proposed approach. Generated clusters will be 

compared and analysed. The proposed approaches are flexible so that, any data 

mining task can be applied on transformed data and can expect accurate secure 

results. Detailed explanation of results has been discussed in chapter 5. 

 

 

 

 


