
 
 

CHAPTER 2 

LITERATURE OUTLINE 

 

In earlier literature, there were so many approaches proposed on Error 

Correction Codes (ECCs) to protect memory circuits from faults. J.Byunghyun, 

D.Rossi et.al [4, 5] only suggested a powerful ECCs to protect the advanced 

memories in last few years and Bose-Chaudhuri-Hocquenghem (BCH) [6], Euclidean 

Geometry (EG) [7] and Different Set (DS) [8] codes has been newly proposed for 

memory circuit’s protection from transient faults. These codes also gained a lot of 

utilization to correct the errors occurred by noise and channel impairments [9] in 

communications. Generally, False Packet Acceptance (FPA) is used in 

communication to analyze the correctness and this FPA is occurred when the packet is 

considered with error as a correct packet. The SDC is also having same nature of 

FPA. Most of the communication systems are designed to achieve a maximum Mean 

Time to False Packet Acceptance (MTTFPA). This maximum MTTFPA can be 

achieved in most cases by using an error-detection code in addition to the error 

correction code used to correct errors. For example, cyclic redundancy check is 

generally used to detect the errors on each packet, i.e., error detection code 

concentrates only on detection excluding correction. It means that it is leaving the 

detection of errors that exceeds the capability of correcting errors of the code to the 

detection of errors in code. When these types of codes are used to protect the memory 

circuits from faults, they can perform the error correction along with error detection to 

avoid silent data corruption. 

 



 
 

  In some of emerging technologies with high on-off ratios, it is also expected to 

bound power consumption by cutting off the leakage power. These improvements in 

area, performance and power consumption, bring us technical challenges of their own. 

One of the main challenges is reliability. It is expected that devices become less 

reliable in smaller feature sizes and experience both more permanent defects due to 

the imperfect manufacturing process and more transient faults due to the effect of 

noise. It is a challenging task to provide reliability in both the device failure rate and 

system complexity up to the point that the conventional techniques will not be 

efficient enough or even capable of tolerating these error rates and complexity for the 

future generation systems. To implement such a reliable system a new design patterns 

for reliability were exploited, as discussed below. 

(i) Fine-grained reliability  

This technique is used to limit the area overhead and bound the impact on the 

throughput. When the error rate is high, the system must be partitioned into fine-

grained block size, where the errors strike in smaller number. Protecting blocks with 

few errors requires less area overhead. 

(ii) Using alternative resources 

With this technique, some of the redundancy can be shifted from area domain 

to time domain to limit the area overhead. 

(iii) Defect pattern matching  

This technique is used to maximize resource utilization and make use of 

almost all the defect free resources, isolating defective ones. In this technique the 

design configuration is re-structured to match the defect pattern of the chip. 

 

 



 
 

(iv) Global reliability  

When using one unified technique to protect the system, the area overhead 

provided to protect one resource can be reused to protect other resources as well. An 

instance of this technique is using the same ECCs to protect against transient faults 

and permanent defects. With this technique the redundancy in the code will be used 

more efficiently to protect both errors. Another example is protecting the memory and 

its supporting logic (e.g., detector circuit) with single ECC. 

 

Before going into the application of these design patterns in our reliable 

techniques, a review on the sources of unreliability has to be considered. The sources 

of failure are divided into two main categories, by the nature of the sources and their 

impacts on the system: 

(i) Permanent defects 

(ii) Transient faults 

(i) Permanent defects  

As the result of imperfect fabrication process, devices may have variation in 

shape and size. When the device structure is very different from the designed 

structure, the device will not perform as intended and will make a permanent defect. 

The probability that a node is defective is called the defect rate. These defects could 

be of the form of a broken interconnect or junction because of lack of deposited 

molecules, or a too-high resistance interconnect due to lack of proper number of 

doping atoms, or a misplaced connection between devices because of extra molecule 

deposition. 

 



 
 

In general the feature size scaling reduces control over the fabrication 

process which results in higher defect rates. Even for well studied and largely 

manufactured conventional lithographic systems, the technology is facing reliability 

challenges. It is expected that design rules will become more restricted and require 

more regular design structure to bound the rate of manufacturing defects [2]. 

Furthermore, circuit designers can no longer design simply by technology design rules 

and expect a functional, let alone a scalable design. Designers must know when to use 

more relaxed rules and not simply relax the rules on the entire design, which negates 

physical scaling [3]. For emerging VLSI technologies the defect rate is even higher 

due to the small feature size and bottom-up nature of the design. For example, imprint 

lithography, which provides one of the most reliable VLSI wire fabrication 

techniques, is reported to have 15% defective wires [4]. Although defect rate for 

emerging technologies is expected to decrease once the technologies are more mature, 

due to the nature of the fabrication process it is still expected to be high [4,5]. 

(ii) Transient faults 

When a node in the system loses its effective charge due to ionized particle hit 

or various sources of noises, it may cause the value of a node to be flipped in the 

circuit. However, the error does not permanently change the circuit and it only 

generates a faulty bit value at the node that can last for one or few cycles. The 

transient fault rate is the probability that a single node loses its correct value during 

one clock cycle. Feature size scaling, faster clock cycles and lower power designs 

increase the transient fault rate. Feature size scaling and voltage level reduction 

shrinks the amount of critical charges holding logical state on each node; this in turn 

makes each node more susceptible to transient faults, e.g., an ionized particle strike 

has higher likelihood of being fatal as the critical charge is reduced in a node [6] 



 
 

which may cause a glitch or bit-flip. Furthermore operating at higher clock frequency 

increases the probability that a glitch in the signal is latched and propagated as an 

erroneous value throughout the circuit. D.Rossi et.al [6] a review on defect and fault 

tolerant techniques to protect VLSI technology systems against the sources of 

unreliability as explained above. 

 

 Now that the sources of unreliability are known, let’s take a review on some 

of the conventional reliable designs. It also presents the reasons that, these 

conventional reliable designs were high defect and fault rate designs. 

 

  Traditionally chips were tested and any defective chip would be discarded. 

However, as the device defect rate increases and the systems become larger, the 

probability of having a perfect chip will become unreasonably low and removing all 

chips with any defective node will dramatically decrease the system yield. Therefore, 

currently in large and regular systems (e.g., memory or Programmable Logic Array 

(PLA)), the system is tested and part of the system which is defective is isolated and 

the rest of the chip will be functional. For example, in memory systems, a row or a 

column that contains a defective cell will be burnt-out and the rest of the system 

performs correctly [7, 19]. Tolerating a few defective rows or columns in the system 

increases the system yield. However, as the defect rate increases the probability of 

having even a single defect free row will become very slim. For example, in a VLSI-

PLA block that contains a 100×100 programmable devices and a device defect rate of 

10%, the probability that a row of 100 devices is perfect is about 9o% which makes it 

very unlikely that there will even be a single perfect row in a block (about 0.2%). 

Therefore, in order to keep the system yield high and make use of a defective chip 



 
 

with reasonable area cost, one must use a more fine-grained defect tolerant technique, 

which tolerates defects at the device level. There is a need to make use of the defect 

free devices on the non-perfect rows that also contain defective devices. Therefore, 

fine-grained defect pattern matching technique can be used, which makes use of 

almost all the defect free devices in the system, although they belong to a defective 

part. In this technique the defect pattern of the chip is extracted and then the design 

configuration will be re-structured to match to the defect pattern of the system. The 

system will be configured by this matching design configuration. This technique 

requires post-fabrication configurability which can be achieved with various emerging 

technology devices, e.g., [2] catenane-based molecule [9], mechanical VLSI tube 

switch [10] or conventional programmable devices like Static Random Access 

Memory (SRAM) based reprogrammable switches, floating gate transistors, or fuses. 

The system also requires the appropriate hardware to test and locate defects in the 

chip. In [10] the defect pattern matching problem is modeled by a graph and a 

matching algorithm with low complexity is proposed. It also illustrates that the fine-

grained matching technique can tolerate 10% defect in the wires and another 10% 

defect in the programmable devices, in less than 3-fold area for the worst-case design. 

In contrast, techniques that are not based on fine-grained matching require larger area 

overhead; e.g., gate multiplexing requires 100-fold area to tolerate up to a 3×10
−3

 

device defect rate [11]. The matching technique is feasible since the defect pattern is 

static and fixed and once the defect pattern is discovered, it can be used to configure 

the system. 

  

 

 



 
 

2.1 Defects-Tolerant Works 

In conventional VLSI designs, a system undergoes a chip level test and all the 

non-perfect chips are discarded. However, as mentioned above, the defect rate of 

VLSI technology design is expected to be a few percentages. With this defect rate 

almost every system has significant number of defective devices. 

 

For example, assume a system with 1011 transistors and the defect rate of 1%. 

The expected number of defects in this system is 1 in every 100 nodes or 109 

defective nodes in total, and with probability of 99%, the number of defective nodes is 

at least 108.  

 

At this point most of the fault tolerant techniques tolerate single error; a 

simple example is Triple Modular Redundancy (TMR) [14] which provides three 

copies of the system followed by a reliable voter. TMR techniques will guarantee to 

correct single error or multiple errors, as long as they fall in one copy. The reliability 

of TMR technique can be improved by generalizing the number of copies to N. In N-

Modular Redundancy (NMR) technique, all defects that cause at most              

d(N−1)/2e erroneous copies are detected. The NMR technique, however, is not 

practical for the above example, where the system is expected to have 109 defective 

nodes. The system would need nine orders of magnitude area overhead. To tolerate 

defects in this system with replication based techniques the system must be 

partitioned into fine-grained units, and NMR must be applied on each unit. 

 



 
 

For example, the above system can be partitioned into 1010 units each of size 

10 nodes, where each node can be defective with 1% probability. In this case, each 

unit is defective with 9% probability, 

   

                                     
                                         (2.1) 

 

For the sake of simple presentation, it was assumed that the interconnects are 

reliable and the error does not accumulate in the system. These may not be practical 

assumption, however, even with this relaxed assumption the NMR results in 

impractically large area overhead. As mentioned, the probability of having a reliable 

system is the probability of having less than b (N−1)/2c erroneous units, where b is 

the bit length and c is the code length used. 

 

                                 
 
 
 

         
          

            
                                    (2.2) 

 

Equating this probability to the target value, the minimum required number of 

copies of N = 45 have to be found. The replication factor of 45 is not the final area 

overhead of the system. Implementing a reliable voter for each unit of size 10 nodes, 

require a considerable amount of area. The first approach is to design a reliable voter 

has to replicate N times. Furthermore a circuit to take the majority of 45 signals is a 

huge circuit compared to the 10-node unit. In best case the voter grows linearly with 

the input size (N), so the voter area in total would grow as 2N. Therefore, the final 

area overhead of this technique is expected to be at about 2025 times the original area. 

This is huge area overhead, however, it is a considerable improvement from nine 

order of magnitude overhead of the system level NMR. In short, the above example, 



 
 

illustrates that NMR technique, even fine-grained NMR technique, will not be 

practical for VLSI technology defect tolerant designs. 

  

Another approach which uses the resources more economically compared to 

NMR is sparing and reconfiguration technique. This technique is very popular for 

regular structures like memory systems [20, 8]. In this technique the resources are 

overpopulated, and only the non-defective units are used. For example in the memory 

system, some extra columns are considered, the columns are then tested, and those 

that contain defective cells will be isolated. So this technique can tolerate a few 

defective cells in the system. However, when the defect rate is high, it will be 

challenging to find even a single defect free column, let alone a large enough set of 

columns that can perform as a full memory system. For example in the memory 

system with columns of length 1000 cells, and the defect rate of 1%, the probability 

that a single column is defect free is 4×10
−5

. So using sparing and reconfiguration 

technique alone will not provide a suitable defect tolerant scheme for VLSI 

technology designs. However, a compact defect tolerant approach for VLSI 

technology designs can be believed and also developed, and is present in [10], uses 

defect pattern matching reliability design pattern, to achieve a reasonable area 

overhead for practical designs. In this technique the design of each unit is matched 

with the defect configuration of that unit, so defective units are made to use still. The 

fact that makes this possible is that permanent defects are statically located at the 

system. 

 

So if the defects are located, the system can program the design around the 

defects and still make use of defect free resources even in defective units. This 



 
 

technique is applicable for systems with regular structure and fixed configuration like 

Read Only Memories (ROM) and Programmable Logic Arrays (PLA), where the row 

and column configurations do not change during the operation. Once the defect 

pattern of the system is discovered, the row configuration of the system will be 

compared with the row defect pattern. Each configuration will be mapped to the first 

row with the compatible defect pattern, i.e., the configuration is mapped to the defect 

free nodes. Using this matching technique the most compact results compared to the 

related works were shown; it can tolerate 10% defect rate with about 30% area 

overhead on average. 

 

2.2 Fault Tolerant Works 

Transient fault tolerant techniques are divided into two classes:  

(i) Rollback techniques 

(ii) Feed-Forward techniques 

In rollback recovery techniques spatial redundancy (duplicated copy of logic) 

is used at error detection and temporal redundancy is used at error correction 

(repeating the operation). At starting when there are no errors the system runs with a 

high speed, but when the system detects an error it stops and repeats the affected 

operation to rectify the error and to generate the exact result. Most of rollback 

recovery techniques operating cycles pass with no error occur and, therefore, 

influence the efficiency of the recovery process that occurs rarely and the fact that a 

low abuse potential. 

 

In contrast, feed-forward recovery plans with no temporal redundancy to 

detect and correct errors in the system will provide adequate spatial redundancy. An 



 
 

example of feed-forward technique is NMR technique. Similar to the discussion on 

the permanent defect tolerant scheme, the first requirement for our design is fine-

grained reliability. One recent feed-forward approach that has received considerable 

amount of attention in VLSI technology community is majority-multiplexing, which 

provides reliability at the device-level. This technique was originally invented by Von 

Neumann in 1956 [29] and there has been some improvement on the original 

technique recently [11]. This technique was the first fault tolerant approach that 

specifically targets VLSI technology designs. This technique is suggested to tolerate 

errors, caused by permanent defects and transient faults [28]. However, the analysis 

provided for this scheme is more acceptable for permanent defects. The reliability 

goal of this system is set at 90% defect rate which is reasonable chip yield, but too 

low for a valid fault tolerant target. 

 

It is shown in [11] that the device defect rate of 10
−5

 to 10
−2

 requires 100 to 

1000, replication factor. More efficient majority-multiplexing is provided in [27]. 

However, they show great improvement for lower defect rates (e.g., 10
−8

) and for 

higher defect rates it stays close to the original majority-multiplexing. Next the details 

of the majority-multiplexing technique and the replication factor required for this 

technique are discussed, which can go as far as 1000 for the defect rate of 0.01. Later 

in [10] it was shown that a design defect and fault tolerant techniques that are more 

efficient than majority-multiplexing approach. 

 

 

 

 


