
CHAPTER 3 

FAULT FREE CODING 

 

3.1 Background 

Most of the defect and fault tolerant schemes for conventional designs assume 

Single Event Upset (SEU). This assumption is valid when the error rate is low enough 

the probability of single error occurs in the system is very less. However, due to the 

decline in the device reliability, this assumption may not be valid for future designs. 

In this chapter, a review about some sources of defects and faults are discussed. It also 

illustrates the necessity of robust defect and fault systems for future effective designs. 

 

To analyze the details of the proposed reliable designs, two VLSI wire based 

architectures are implemented; they are VLSI-PLA and VLSI memory. The second 

part of this chapter reviews these two architectures and the devices and substrate 

model that they are built on. 

 

3.2 Reliability in Nano-Scale Designs 

  Chemists have successfully shown fabricating nano-scale devices that are 

below 10 nm wide. At this scale devices are composed of only tens of atoms. It is 

already known that atoms and molecules have statistical behavior and only the 

statistical behavior of these particles can be controlled. When the devices are made of 

thousands of atoms and molecules, the shape and the behavior of the devices follow 

the statistical prediction, almost all the times. However, at the scale of devices with 

tens of atoms and molecules, the variation in the device shape and behavior will be 

more visible and at higher rate. The variation in shape will cause permanent defect, 



and the variation in behavior will cause noise and transient fault consequently. 

Sources of defect and fault will be explained in more detail in the following section. 

 

3.2.1 Permanent Defects 

The statistical structure of the devices will results in the following categories 

of defects in the system. 

(i) VLSI wires may break along their axis during assembly. The integrity of each 

VLSI wire depends on 100 atoms in each radial cross-section and the lack of 

some atoms or atomic bonds may result in a break or high resistance VLSI 

wire. 

(ii) VLSI wire to lithographic scale wire junctions depend on a small number of 

atomic scale bounds which are statistical in nature and subject to variation. 

(iii) Programmable device located between crossed VLSI wires will be composed 

of only tens of programmable molecules. The lack of functional molecules 

results in a high resistance device which is no longer programmable. 

(iv)  Statistical doping of VLSI wires may lead to high variation among VLSI 

wires. If the doping location or density is sufficiently different from the 

designed device, a VLSI wire current may not be controllable or the wire may 

not conduct properly. 

 

In the above list, the defects that are related to VLSI wire based architectures 

are considered particularly, e.g., VLSI-PLA and VLSI memory. At this scale, wires 

and devices are expected to be defective in the 1%−10% range. 

 



Since, these technologies have not been mass produced and still under active 

research, not many device defect rates have been reported. For example, an array of 

250 VLSI wire fabrication is reported in [13], the VLSI wires has width of 100 nm 

and can be spaced 100 nm apart. 

  

The work in [13] reports 95% of the wires had good contacts. Another work 

[13] reported fabrication of 6×6 VLSI wire crossbar with 40 nm wide VLSI wires. 

They reported that 85% of cross-point junctions measured were usable. Both of these 

are early experiments and the yield rates are said to improve. However, based on the 

physical phenomena involved, the defect rates are anticipated to be closer to the few 

percent range which is quite higher than the defect rates of conventional lithographic 

processing. 

 

3.2.2 Transient Faults 

A transient fault is an event that lasts for one cycle. The circuit will operate 

normally when the charge distribution on a circuit node is less than the noise 

threshold. When it exceeds the noise threshold, the complete distributed voltage may 

be construed as the reverse logical state and the circuit will function in abnormal 

manner. There is a finite probability for this occurrence of abnormal behavior (glitch) 

if the transient fault occurs at any node. This behavior causes difference between the 

responses of active clocked circuits and static circuits. In static circuits like memory, a 

glitch on a node may cause a bit flip. In actively clocked circuits, the glitch may 

propagate to an input of a sequential cell, get latched as a wrong value, and affect the 

machine operation. In pre-charged combinational circuits, a glitch on a node if 



happens after the pre-charge phase, gets latched and cause an erroneous signal that 

can propagate through the system. 

 

However, there will be no latching for many transient faults. Some of 

persistent data may not be suitable for machine operation and an error will be detected 

in program operations. So, there will be deviation in the effective error rate for large 

combination circuit. A brief description about the types of deviations applying for 

calculating the error rate of typical circuits is presented below. 

(i) Logical Masking  

Logical masking avoids the propagation of soft error if it occurred at any 

input. Let’s consider a transient fault strike is said to be occurred on an input of two-

input NAND gate, next input is 0, the strike will be completely masked such that there 

should be no change in the output. This means, the particle strike should not cause 

any soft error and also there should be a sensitized path from input to output for the 

propagation of error. 

(ii) Temporal Masking  

Temporal masking prevents the occurrence of soft error, because in temporal 

masking a glitch on a node may be outside the latching window of all the latches in 

the subsequent paths. Hence there should be no latching of error. 

(iii) Electrical masking  

The glitch pulse amplitude may reduce after passing through some logic 

stages, which may cause the glitch to attenuate. This phenomenon is called electrical 

masking. In the fault tolerant analysis, the worst-case analysis was done and assumes 

that any transient fault strike will result in a soft error. However, the real fault rate is 



less than the worst-case analysis. In order to achieve the exact analysis one must 

consider the details of the circuit designs and check for the above masking processes. 

 

There are many sources that can give growth to transient faults like impacts of 

ionized particles with high energy, thermal noise and short noise. In now a day’s 

feature size and voltage scaling of VLSI systems lead to small node capacitance and 

voltage. This indirectly reduces the critical charge on the node holding in logical 

states. This reduction in the critical charge indirectly denotes the representation of 

states with only a few electrons, hence each node in the system becomes more 

vulnerable to charge distraction. The main reason behind this problem should be 

caused by anyone of the sources described below. 

 

3.3 High-Energy Particles 

High-energy particles come from two sources: 

(i) Alpha particles of high energy 

(ii) Neutrons of high energy 

Alpha particles contain two protons and two neutrons. Various radioisotopes 

undergoing radioactive decay are the main sources of alpha particles generation. Low 

energy alpha particles are emitted by materials that are used for the purpose of 

packaging can go as deep as 15μm to 30μm in silicon and causes a severe effect on 

the circuits by causing an upset in the circuit. Elements such as some isotope of 

natural boron that is contained in the doping material are also responsible for the 

generation of alpha particles. The illustration about the boron-related upsets has been 

given in Dynamic-RAMs and Static-RAMs [15]. It is also shown that 81% of the 

SEUs in a 0.25 μm SRAM are because of the boron. The main cause of errors in 



SRAMs and other sensitive circuits are alpha particles caused by radioactive 

impurities from packaging or doping materials. 

  

The surge current is responsible for the occurrence of errors in the memory 

processing elements. It is caused by the direct ionization of semiconductor devices 

which indirectly created by the charged particles like alpha particles. This is different 

for high-energy neutrons because they don’t have any electrical charge, but these high 

energy neutrons are also responsible to produce the SEUs and the degradation of 

electrical properties by nuclear collision that gives rise of charged particles which in 

turn causes ionization. But the probability of nuclear collision is very low. It would be 

in the range of one out of 40,000 (i.e., one neutron hits the nucleus out of 40,000 

neutrons). Though this is low in range its effect will be very high and cause an error. 

As mentioned above, all the high-energy particles lethal hit, but a hit as critical charge 

reduces the possibility of high-energy particles is increased lethal. 

  

It is already shown that as the manufacturing process goes from 0.25μm to 

0.18μm, the transient fault rate per chip induced by alpha particles is going to be 

increased by 30 times to the initial rate and also it reduces the supply voltage from 2V 

to 1.6V. In similar there is also a 20% [16] increment in the transient fault rates per 

chip due to the neutrons. 

 

 

 

 

 


