
CHAPTER 4 

LOOP FEEDBACK ERROR CORRECTION 

 

4.1 Majority Multiplexing for VLSI Technology Designs 

The most commonly used feed-forward fault tolerant techniques utilize the 

technique of multiplexing the logic gates for the design of VLSI technology. This was 

originally developed as NAND-multiplexing in 1956 [12] by Von Neumann. 

Reliability can be achieved by the replication of logic in these multiplexing 

techniques. In this technique each and every bit is replicated by N times, denoted by 

the group of N lines and the computations are also replicated by N times. Majority 

voting logic will correct errors. To prevent single point of failure, voters are also 

replicated. The trick is every bit as calculation and representation voting phase 

reduces the number of wires in the package to make sure the error is present. Each 

processing unit (NAND gate) is replaced by duplicated copies of multiple processing 

units and voters in multiplexing scheme. There is an independent and separate path 

for each and every N lines of input group in the multiplexed unit. There are two stages 

in every multiplexed unit, each unit having N processing units (NAND gate). The first 

unit is called as execution unit. It performs the execution (i.e. normal logic operation) 

and produces the replicated results of the logic function (NAND logic). The second 

unit is called as restorative unit. This restorative unit is responsible for improving the 

reliability of output by reducing the voting on the output of first unit (executive unit). 

  

  A randomized interconnect connects the first unit to the second unit.  

Randomized connection with the execution stage is connected to the restorative phase.  

In a recent study [17], the majority of fault tolerant design, results in more compact 



gates, NAND gates which shown better performance. All the devices (execution unit, 

restorative unit and randomized interconnect) utilized in this work are failed with 

equal probability. The complete area overhead of this work is limited by N. The 

replication factor of this work is calculated as 2×N. One more multi-manager level 

multiplexing between the majority of the restoration can be optimized by sharing the 

second unit among multiple first units for further optimization of [18] multiplexing. 

 

If M be the numeral of executive units that shared a restorative unit, then there 

should be an impact on the reliability of the system by its numeral value or M, there is 

also a limit for M based on the reliability of the system. The replication factor of a 

system can be designed as ((M+1)/M) × N) [11], if N be the multiplexing factor, M be 

the number of executive units and one restoration unit. There is an important note that 

while considering the area required by interconnects the complete area overhead 

should be larger than replication factor, especially when the value of N is high. 

  

This technique is suggested to bear both permanent defects and transient faults 

[11]. In the defect-tolerant application, this method is obvious to the defect location 

map, and tolerates defect the same way that it may tolerate transient faults. Depending 

on the source of the failure (permanent defects, or transient faults), the system has 

different reliability target; i.e., for tolerating permanent defects a chip yield of around 

90% is acceptable yield, while the expected failure probability for transient fault 

tolerant application is around 10
−18

, which makes the Failure In Time (FIT) of 360 for 

a typical system. FIT is a standard way of representing system reliability, and it is the 

total numerals of failure in 109 hours of operation. A typical FIT of a commercial 

system is around couple of hundreds, so that it is assumed that FIT=360, is the right 



target. The area overhead of this technique is computed for both permanent defects 

and transient faults application [11]. The chip size, N total, is assumed 1012 in [11]. 

In the same work the system is partitioned into units of size 106 nodes. They assume 

that the units have a logical depth D=10. The area overhead for two cases:  

(i) When tolerating permanent defects with target chip yield of 90% 

(ii) When tolerating transient faults with FIT of 360 

This would expect that the fault rate would go as far as 10
−7

 at most and the defect 

rate would be above this value up to a few percent. 

 

4.2 Design Outline 

Effect of technology scaling to extreme radiation environments such as space 

and avionics electronics affects not only the reliability of memory applications, but 

also in normal terrestrial environment. In particular, the failure rate of SRAM memory   

is increasing dramatically in many applications [15]. Customers realize the 

expectations of the system Reliability, Availability and Serviceability (RAS) system 

is designed to respond how hard and soft failures are a strong function. Soft errors 

don’t cause any permanent change in the semiconductor device but hard errors causes 

the permanent changes in the physical characteristics of device. In other words they 

are simply defined as any upset of a semiconductor device [16]. 

 

A fine-grained rollback technique will protect any arbitrary logic circuit 

against transient faults. The fine-grained rollback technique use general-purpose 

replication and compare to detect errors. The area overhead can be further reduced by 

using more complex error-detection techniques. One potential approach is using error-

correcting codes. ECC are shown to be more efficient than replication in data storage 



and communication applications. However, for combinational logic it is not yet 

shown if error-correcting/detecting codes can outperform replication. A special case 

of protecting logic with error-detecting codes is solved for single error detection in 

arbitrary logic by using parity prediction. In this technique the parity function of the 

output signals is predicted concurrently using the input signals. Checking the output 

signals against the parity signals reveals a potential error in the outputs or parity 

signals. However, generalization of this scheme to tolerate multiple errors in the 

output set is not straight forward. Despite the active research in this field there has not 

been any work to report an error-detecting/correcting technique for arbitrary logic that 

outperforms replication in the area overhead. This chapter solved this problem for one 

subset of combination logic: encoder, corrector and detector circuits. This shows how 

to protect these units exploiting ECC to outperform the area overhead compared to 

replication scheme [12]. 

  

Fault tolerant encoder, corrector and detector can be used to design a 

completely fault tolerant memory system. Conventionally, only memory bits were 

protected against transient faults; however, since combinational logic is becoming 

more susceptible to faults as the feature size scales [6] the supporting logic of the 

memory system must also be protected against transient faults as well. Therefore, 

there has been an increasing amount of research on designing fault tolerant encoders 

and decoders. Most of these techniques consider only single event upset and using 

conventional fault tolerant techniques which are based on adding extra circuitry to the 

encoder, corrector and detector. 

 



The suggested technique can tolerate multiple errors in these units. The unique 

characteristic of this technique is that it does not add any extra protection circuitry to 

the encoder, corrector and detector units. There is a class of ECCs that guarantees 

fault tolerant encoder, corrector and detector design. This class is defined with the 

new restricted definition for ECC. The redundancy accumulated in these units to 

perform their ECC related operation is enough to detect multiple errors in these units. 

This subclass of ECCs has the property that their detector circuitry is fault secure, i.e., 

it can detect any error in the input code vector successfully, despite experiencing 

errors in its own circuitry. 

  

These types of error correcting codes are called as Fault Secure Detector 

(FSD) capable of error correcting codes, FSD-ECCs. This FSD-ECCs are able to 

detect several errors occurred in the received code word as well as in detector 

circuitry as the ECC minimum distance allows, without compromising the detection 

capability of the system when adding the protection for the supporting circuitry. The 

other important advantage of this technique is its flexibility. Once an FSD-ECC code 

is found, the usual detector circuit, which is based on the parity check matrix of the 

code, has the fault secure property. 

 

The fault tolerant encoder and corrector use the FSD unit in its design by 

observing their outputs, i.e. a FSD monitors the responses of encoding unit and also 

the response of decoding unit. If the FSD observes or detects any error in the 

responses of both units it has to repeat the overall operation to produce the exact 

response of output vector. This is called as rollback technique. Using this retrieval 



technique, potential temporary fix encoder output error correction and fault tolerant 

and supports the circuit and fault tolerant memory system can provide. 

  

The ECC mentioned above can also be used to correct erroneous bits in the 

memory words due to the permanent defects. This thesis presents a unified technique 

for tolerating transient faults and permanent defects. When using a single ECC to 

correct both transient and permanent errors, the first advantage is that only one 

encoder and corrector unit is required. If using separate ECC for defect and fault 

tolerant technique, then each memory word has to pass through two encoders, one for 

the defect-tolerant ECC and other for the fault tolerant ECC. Similarly each memory 

word has to pass through two correctors, one for defect-tolerant ECC and other for 

fault tolerant ECC. Therefore, the unified technique, which requires only one encoder 

and corrector unit, saves area, time and power. The analysis and implementation 

detail of this approach will be presented later in this chapter. 

  

This reviews the related works and compares our approach with other fault 

tolerant encoder and corrector techniques. This shows the restricted ECC definition 

into Fault secure detectable (FSD)-ECC. Then the encoder, corrector and detector 

designs and implementation is presented afterwards this chapter also gives the 

demonstration about a unified technique to tolerate permanent defects and transient 

faults together based on FSD-ECC. Finally, this presents the reliability analysis and 

performance of the design. 

 

Usually, memory cells were the only vulnerable part to transient faults. 

However, the supportive logic of memory system is also expected to be affected by 



transient faults as well [6]. Consequently, developing fault tolerant encoders, 

correctors and detectors for memory system attracted considerable attention. Almost 

all the fault tolerant techniques use the parity prediction to protect the encoder and 

decoder circuitry from transient faults and permanent faults, similar to other general 

purpose fault tolerant schemes. In contrast the proposed approach in this work does 

not use the conventional fault tolerant schemes. It exploits the structure of the ECC 

and based on the specific structure of the code guarantees the FSD unit. 

 

Fig.4.1 The fault tolerant parity-prediction based encoder 

 

  The work presented in [13] is based on parity-prediction. It predicts a set of 

parity bits for generating code-word from the information bits, which are the inputs of 

the encoder unit. Then the predicted parity bits will be compared against the similar 

parity bits of the encoder outputs, which are the parity bits of the code-word. The 

general structure of this technique is shown in Fig.4.1. For cyclic codes, the parity 

predictor essentially performs a vector division on the k-bit information vector or 

(n−k) bit ECC parity bits and the parity function is an (n−k) bit remainder. To 

implement a compact parity generator (divider) unit, the right denominator vector 



must be found, which depends on the specific ECC. For this reason, the related works 

are usually designed for one specific code. 

 

In the suggested technique, however, any codes that satisfies the FSD-ECC 

condition, guarantees the fault-secure capability of the detector without demanding 

any other fault tolerant technique. This characteristic make this technique very 

compact and more flexible; once a code is proved to be FSD-ECC, it has the fault 

secure detection capability without requiring to go through any design detail to make 

the detector fault-secure. 

 

To deal effectively regarding errors, it is mandatory to employ additional 

circuit to the main circuit. This additional circuit will detect and correct errors. 

Initially, for each word add a single bit to generate even/odd parity. At the receiving 

end, the system will compare parity of stored data to its parity bit. If any error is 

occurred in run time, the check will notice the difference between parity of data and 

parity bit. From this, it is understood that with the minimal effort, it is easy to find soft 

errors. The drawback of the system is lacking of error correction mechanism [17]. 

 

To address all these problem, Error Detection and Correction (EDAC) 

mechanism is proposed. Here, an extra bit is added to each word. If the system is 

dealing with detection of error for odd number of errors, it is advised to maintain the 

distance between any two possible data vector as three. 

 

 

 



4.3 System Overview 

An overview of the proposed reliable memory system is shown in Fig.4.2 and 

is as described below: The information bits are fed into the encoder to encode the 

information vector and the fault secure detector of the encoder verifies the validity of 

the encoded vector. If the detector detects any error, the encoding operation must be 

redone to generate the correct code-word. The code-word is then stored in the 

memory. Later during operation, the stored code-word will be retrieved from the 

memory unit. Since the code-word is susceptible to transient faults while it is stored in 

the memory, the retrieved code-word must be fed into the detector to detect any 

potential error and possibly to the corrector to recover any erroneous bits. 

 

Fig.4.2 The overview of proposed fault tolerant memory architecture 

 

From the design flow as shown in Fig.4.2, all the code words of memory pass 

through the detector. If an error is detected in a memory word, that word is passed to 

the serial corrector to correct it. The detector then checks the output of the corrector 

and if memory word is correct it sends the information bits out. The detector circuit is 

implemented in parallel for each code-bit and fully pipelined and therefore memory 



words are pipelined through the detector circuit one code-word every cycle. However, 

when an error is detected in a code-word, the normal pipeline flow of the detector is 

stopped and waits for the serial corrector to generate the corrected memory word. This 

serial corrector can take n (code length) cycles to correct all the n-bits of the memory 

word. Therefore, this technique is useful when errors happen with low frequency. 

  

If memory words are error free most of the times and only rarely are detected 

with error, then spending n-cycles plus the latency of the detector will not impact the 

access throughput. However, when errors happen in higher frequency, e.g., the system 

also correct errors due to permanent defects, a more efficient design, which has 

shorter corrector latency, must be used. Data bits stay in memory for number of cycles 

and during this period each memory bit can be hit by transient fault with certain 

probability. Therefore, transient errors accumulate in the memory words over time. In 

order to avoid accumulation of too many errors in the memory words that surpasses 

the code correction capability, the system has to perform memory scrubbing. Memory 

scrubbing is periodically reading memory words from the memory, correcting any 

potential errors and writing them back into the memory. To perform the periodic 

scrubbing operation, the normal memory access operation is stopped and the memory 

goes under the scrubbing operation, where each memory word is read, checked and 

corrected if necessary and then written back into the memory. The scrubbing period 

and the number of faults gathered in the memory are in the relation of direct 

proportion. So, as the scrubbing period increases the accumulation of number of 

errors in the memory also increases. 

 



Therefore, there should be an optimal selection to decrement the number of 

errors in the code word of memory. If the fault rate is high the scrubbing interval must 

be short for reliability purpose, furthermore short scrubbing interval can decrease the 

system performance; since the memory system has to be idle frequently to go through 

the scrubbing operation. One approach to decrease the influence on the performance 

of the system for the case where the fault rate is high and consequently the scrubbing 

is frequent is to make the scrubbing operation fast. This can be done by providing 

multiple detectors and correctors that correct the memory words in parallel. 

  

Achieving high performance, high reliability operation and potential scrubbing 

optimization will be explained in detail, later in this chapter. 

 

4.4 Fault Secure Detector – Error Correcting Codes 

The following section explained the complete details about the FSD based 

ECC. 

 

 4.4.1 Error-Correcting Code Reviews 

This chapter provides a brief introduction on linear block error correcting 

codes.  Let i = (i0, i1... ik−1) be the k-bit information vector that will be encoded into an 

n-bit code-word, c= (c0, c1... cn−1). For linear codes the encoding operation essentially 

performs the following vector-matrix multiplication. 

 

                                                               (4.1) 

Where G is a k×n generator matrix. Checking the validity of a received 

encoded vector is done by employing the parity-check matrix, which is a binary 



matrix H of size (n−k)×n. The checking or detecting operation is basically 

summarized by following vector-matrix multiplication. 

 

                                                        (4.2) 

 

Where H is an (n−k)×n parity check matrix and the (n−k) bit vector ‘s’ is 

called syndrome vector. A syndrome vector is zero, if c is a valid code-word and‘s’ is 

non-zero if c is an erroneous code-word. Each code is uniquely specified by its 

generator matrix or parity-check matrix. 

 

A code is a systematic code if any code-word consists of the original k-bit 

information vector followed by (n–k) parity-bits. With this definition, the generator 

matrix of a systematic code must have the following structure, 

 

                                                                      (4.3) 

 

Where I is a k × k identity matrix and X is a k × (n−k) matrix that generates 

the parity-bits. The advantage of using systematic codes is that there is no need for a 

decoder circuitry to extract the information bits. The information bits are simply 

available in the first k-bits of any encoded vector. 

  

A code is said to be a cyclic code if for any code-word c, all the cyclic shifts 

of the code-word should have valid code-words. A code is cyclic if the rows of its 

parity check matrix and generator matrix are the cyclic shifts of their first rows. It is 



shown that any generator matrix of a cyclic code can be transformed into systematic 

generator matrix. 

 

In this work the minimum distance of ECC is represented by d and is defined 

as the minimum number of bits that were differing between any two code words. 

Similarly the maximum number of errors that can be detectable by an ECC is d−1, 

and the maximum number of errors that it can correct is      , where b is the bit 

length and c is the code length used. 

 

4.4.2 Fault Secure Detector – Error Correcting Code Definition 

 Majority Logic (ML) decoding is one of the primary properties of existing 

cyclic codes [22]. Soft errors should be handled with less complexity system design. 

The factor of ML completely depends on generation of parity equations. All these 

equations should meet the condition that, parity equations should be orthogonal to 

each other. With this condition, at any iteration, the codeword will participate in one 

parity check equation. The advantage of ML decoder is low complexity in nature. For 

checking of N-bits, it is taking N-cycles which increase the burden on system and 

these will effect on system performance [21]. To overcome this drawback, a parallel 

encoder/decoder was proposed. But implementation of this parallel encoder/decoder 

will affect the power and complexity. 

 

For flash memories also, the above concept was implemented [30]. 

Implementation of fault detector is a typical process and it is accurate by calculating 

the value of syndrome. But calculation of syndrome needs other hardware circuitry. 

As a fault detector, ML decoder is used which increases the acceleration in detection 



process [15]. The results show that the properties of Euclidean Geometric Cyclic 

Code (EGCC)-Low Density Parity Check (LDPC) enable efficient fault detection. 

LDPC codes have a limited number of 1’s in each row and column of the matrix; this 

limit guarantees limited complexity in their associated detectors and correctors 

making them fast and light weight. 

  

4.5 Euclidean Geometric Cyclic Codes [EGCC] 

EGCC is part of the LDPC codes, and based on their attributes, has the following 

characteristics: 

(i) Capability to correct large number of errors. 

(ii) Sparse encoding, decoding and checking circuits synthesized into simple 

hardware. 

(iii) Modular encoder and decoder blocks that allow an efficient hardware 

implementation. 

(iv)  Clean section of code bits in memory for information and systematic code 

structure. 

An important thing about EGCC, its systematic distribution ML total parity-check 

decoder, using a simple way to perform error detection is not allowed. 

 

4.6 Previous Approaches on Majority Logic Detector/Decoder 

4.6.1 Simple Majority Logic Decoder 

As previously described, this simple and powerful ML decoder, based on the 

amount of parity check equations, corrects the numerous random bit-flips. It has 

following parts: 

 



 (i) A Cyclic Shift Register (CSR) 

 (ii) An XOR matrix  

 (iii) A majority gate 

 (iv) An XOR gate for the purposed correction 

 

The input signal is stored in the CSR and then moved over all the taps. Then 

the outcomes of the check sum equations from the XOR matrix are evaluated based 

on the intermediate values obtained at each and every step. Finally, in the Nth-cycle 

the output (input’s decoded version) [15] signal is going to be produced after getting 

the result into the final tap. 

 

4.6.2 Syndrome Fault Detection - Majority Logic Detector/Decoder 

There are still some more alternative designs to improve the decoder 

performance. One possibility is to add a fault detector by calculating the syndrome, so 

that only faulty code words are decoded [26]. Since most of the code words will be 

error-free, no further correction will be needed, and therefore performance will not be 

affected. Although the implementation of an SFD reduces the average latency of the 

decoding process, it also adds complexity to the design. 

 

4.7 Majority Coding  

In the proposed Majority Logic Detector/Decoder (MLD), the data words are 

going to be stored in the memory after they were encoded using Different Set Cyclic 

Code (DSCC). When the data words are started to read from memory they are going 

to fed through the MLD for advanced processing. This process corrects the data word 



fed from memory from all bit flips from which they have suffered while storing into 

the memory. 

 

The proposed technique is based on the succeeding theory: 

“Given a word read from a memory protected with EGCC codes, and affected by up   

to five bit-flips, all errors can be detected in only three decoding cycles” [8]. 

 

 These N-solving cycles required to guarantee that detect errors in the simplest 

case is a big improvement. Proof of this hypothesis is very complex from a 

mathematical point of view. Therefore, the two alternatives given herein are used to 

prove this. 

(i) A reference current is enabled to verify the hypothesis; experiments were 

carried out in detail, through simulation [8]. 

(ii) A simplified mathematical model was proposed to show the proof, especially 

for the case in which a single word is getting affected by two bit flips. 

 

If this hypothesis is correct, only three cycles are necessary to affect up to five bits 

to detect all the errors. The input signal is stored in the CSR and then moved over all 

the taps. Then the outcomes {Bj} of the check sum equations from the XOR matrix 

are evaluated based on the obtained intermediate values at each and every step. 

Solving the first three cycles of the process, evaluation matrix X if for all {Bj} is ‘0’ 

code word is determined to be accurate and is transmitted directly to the output. There 

are three cycles if it contains at least ‘1’ for the proposed method to eliminate errors 

all the decoding process will continue. 

 



4.8 Modified- Majority Logic Detector/Decoder 

This chapter gives the illustration about two M-MLD algorithms. The first 

MMLD algorithm can correct t errors based on EG code error detection and also 

ensures to the (t + 1) error. The second M-MLD enhances the probability of error 

detection that affecting more than (t + 1) bit by integrating additional error detection 

logic in to the first one. The complete details about these two are given in following 

subsections. A complexity comparison also discussed in the following subsection 

based on the number of gates presented. 

 

4.8.1 Majority Logic Detector/Decoder for Error Detection 

The following example illustrated the explanation about the proposed 

algorithm. Let (21, 11) be a Euclidean Geometry code, a triple error occurs then 

decoded into another valid code word can trigger words that can cause miscorrection 

and silent data corruption (SDC). The proposed decoder reduces the SDC by keeping 

the Euclidean Geometry code (21, 11) as same as one shown in Fig.4.3. But it takes 

four equations to check at least to perform a one bit correction. There are two 

important observations to get the exact knowledge about the proposed design. In first 

design, a circuit is used instead of the majority of the inputs to a circuit which requires 

a minimum of four, then three miscorrection is that if the error does not occur. The 

second modified this decoder is used, the error bit of a double-fault again equation 

may affect the approval of only one bit can be rest time to heal another error is 

corrected. Therefore, the value of one of the four remaining equations will check and 

some will be corrected. 

 



Conventionally, there will be 2(t + 1) equations to check for a Euclidean 

Geometry code which can correct t errors. Then, instead of ones that are at least          

(t + 2) a majority (a little correction) that requires no miscorrection there with (t + 1) 

errors and errors are corrected at the same time t will provide the warranty.  

As described earlier, when there are (t + 1) errors, the increment in the 

majority level to perform a correction avoids the performing a miscorrection for 

decoding. 

 

 

Fig.4.3 Euclidean Geometry code (21, 11) decoder  

 

But, this only is not sufficient to complete error detection. The decoder, after 

repeating the word t or fewer errors if we, that are sure to be corrected, but (t + 1) if 

there are no errors indicates that an uncorrectable error. To detect errors, using an 

option to detect errors in the last three to iterate is n+3. In the results of [8] all errors 



affecting five or fewer bits are detected in the first three iterations of EG codes, shows 

that since the three additional iterations will be able to detect errors. In fact, if there 

are more errors decoding algorithm to detect using the first three iterations [8], the 

approach can be modified to reduce the delay and the remaining iterations is not 

necessary if there is no error. Fig.4.4 shows the block diagram of the proposed 

decoder design. From the figure it is observed that the decoding operation ends in 

three iterations if there are no errors or it would be completed in n+3 iterations if 

there are errors such that the position of the contents of shift register should be same. 

It gives the complete description about this simplified design [8]. 

 

  

Fig.4.4 Decoding procedure of ED-MLD 



  Error detection iterations 1 to 3 and n+1  to n+3 all One Step Majority Logic 

Decodable (OS-MLD) check equations can be an “OR” operation. Fig.4.5 shows the 

modified decoder for EG code (21, 11). For memory applications the second one 

gives a prior design of interest since, its word length is same as the ones used for 

many memory designs. In [7] a high complex error detection method (syndrome 

calculation) was illustrated which can be used in association with modified majority 

threshold for correction for remaining Euclidean geometry codes. This also 

guarantees that when there is a (t + 1) error SDC can be avoided. 

 

The implementation of MMLD algorithm for EG codes (21, 11) and (73, 45) 

has been done using VHDL. After that errors have been injected to verify modified 

algorithms correction and detection capabilities. EG code (21, 11) is tested for 1, 2 

and 3 errors and also for all possible combinations. (73, 45) for the code 1, 2, 3, 4 and 

5 with errors 100,000,000 random errors generated combinations tested. In both cases 

the modified algorithm was able to fix all correctable error patterns. The number of 

errors codes (three errors in the first case and the second five) and exceeds the error 

correction feature; the modified algorithm is able to detect unrecoverable error in each 

case. Therefore, the SDC is prevented in all cases. Also an implementation of OS-

MLD (conventional algorithm) has been done to evaluate that whether the obtained 

codes are suffering from any SDC. The corresponding results are shown in Table 4.1. 

From the Table 4.1 it can be observed that for both single codes for error correction 

codes that exceed the capability miscorrected a significant percentage of errors and 

silent data corruption is seen to be the cause. 

 



Finally, the scheme proposed in [7], discussed the EG codes used with OS-

MLD should be noted. Because this code takes 2(t + 1) of minimum distance to 

correct t errors i.e. there is a guarantee of correction of (t + 1) error detection. 

 

Table 4.1 OS-MLD algorithm’s performance 

EG code Total Number of Errors SDC 

(21, 11) 3 75.04% 

(73,45) 5 46.61% 

 

 

Fig.4.5 Euclidean Geometry code (21, 11) ED-MLD decoder  

 

4.8.2 Additional Error Detection- Majority Logic Detector/Decoder 

AED-MLD stands for Additional Error Detection-Majority Logic Decoding. 

The main aim of AED-MLD is to reduce the probability of SDC. The earlier proposed 

ED-MLD is not able to avoid complete SDC, because in that it ensures that all errors 

affecting (t + 1) bits will be detected avoiding SDC. But when the number of errors is 



greater than (t + 1) the SDC can still occur. SDC cannot be completely shunned since, 

the code has a minimum distance of 2 (t + 1). 

  

AED-MLD algorithm with some modifications as ED-MLD performs 

decoding process. In AED-MLD, error corrections are logged out during n-iterations 

but not performed. The number of iterations for which t is large, then an uncorrectable 

error is detected and ends up solving. The second modification takes a value of one 

check the exact number of equations (t + 1) at the same time, during the first n-

iterations, then uncorrectable error detection and decoding is finished. For the first 

modification if the number of error corrections made is more than t, the number of 

errors should be larger than t. For the second case, it has to check (t + 1) check 

equations with a value one. If the corrected bit is in error then there must be minimum 

t other errors such that it is considered as an uncorrectable error, similarly if it is not 

in the error then the check equations contains at least (t + 1) error. So for both case 

the uncorrectable error is in common. Fig.4.6 shows the decoding procedure of AED-

MLD algorithm. 

 

AED-MLD algorithm (73, 45) code is applied to EG code and the traditional 

algorithm and ED-MLD MLD algorithm were compared in terms of fault detection 

capabilities. It is already known that the ED-MLD can reduce the probability of SDC 

when the errors are more than (t + 1). The error probability of SDC was removed by 

AED-MLD algorithm. If the number of errors is counted as odd, AED-MLD works in 

an effective way. This is because odd number of 1’s are created only when there are  

(t + 1) ones in the output. This detection of tH reduces SDC probability for odd 

number of errors.  



 

Fig.4.6 AED-MLD decoding sequence 

 

Table 4.2 Different Code Lengths 

Code MLDD ED-MLD AED-MLD 

(21,11) 347 365 607 

(73,45) 1023 1034 1777 

(273,191) 3488 3509 6258 

(1057,813) 12991 13048 23623 

 

 

 



4.9 Implementation of Cyclic Code (21, 11) 

The set P = (0, 2, 7, 8, 11) is a perfect simple difference set of order q = 22, 

Let z(X) = 1 + X2 + X7 + X8 + X11      (4.1) 

The generator polynomial of the difference set code of length n=21 is,                    

g(X) = X21 + 1 / H(X) = 1 + X2 + X4 + X6 + X7 + X10   (4.2) 

Thus, the code is a (21, 11) cyclic code. It has,  

z*(X) = X11 z(X-1) = 1 + X3 + X4 + X9 + X11    (4.3)  

w0(X) = X9 z*(X) = X9 + X12 + X13+X18 + X20    (4.4) 

By shifting w0 (X) cyclically to the right 2 times, 7 times, 8 times and 11 times, the 

following can be obtained. 

w1(X) = X + X11 + X14 + X15 + X20      (4.5) 

w2(X) = X4 + X6 + X16 + X19 + X20      (4.6)  

 w3(X) = 1 +X5 + X7 + X17+X20      (4.7) 

 w4(X) = X2 +X3 +X8 + X10 + X20      (4.8) 

Five parity checksums orthogonal on e20 are, 

A1 = S9 = e9 + e12 + e13 + e18 + e20      (4.9) 

A2 = S1 = e1 + e11 + e14 + e15 + e20      (4.10) 

A3 = S4 + S6 = e4 + e6 + e16 + e19 + e20     (4.11) 

A4 = S0 + S5 + S7 = e0 + e5 + e7 + e17 + e20     (4.12) 

A5 = S2 + S3 + S8 = e2 + e3 + e8 + e10 + e20     (4.13) 

 



 

Fig.4.7 MLDD for (21, 11) cyclic code 

 

Using above equations and majority gate, this design the MLDD. To design 

the majority gate for the (21, 11) cyclic code as shown in Fig.4.7. This considers all 

combinations of A1, A2, A3, A4, A5, that results in a majority “1” and obtain the 

simplified expression for the same. As explained before, to calculate the syndrome 

this uses the parity check matrix. 

 

 Let r = (r0, r1, r2, r3, r4, r5, r6, r7, r8, r9, r10, r11, r12, r13, r14, r15, r16, r17, r18, r19, r20) be the 

received vector. 

The syndrome S = (S0, S1, S2, S3, S4, S5, S6, S7, S8, S9) is given by, 

S0 = r0 + r10 + r13 + r14 + r19      (4.14)  

S1 = r1 + r11 + r14 + r15 + r20      (4.15) 

S2 = r2 + r10 + r12 + r13 + r14 + r15 + r16 + r19    (4.16)  

S3= r3 + r11 + r13 + r14 + r15 + r16 + r17 + r20    (4.17)  

S4 = r4 + r10 + r12 + r13 + r15 + r16 + r17 + r18 + r19   (4.18) 

S5 = r5 + r11 + r13 + r14 + r16 + r17 + r18 + r19 + r20   (4.19) 



S6 = r6 + r10 + r12 + r13 + r15 + r17 + r18 + r20    (4.20) 

S7 = r7 + r10 + r11 + r16 + r18      (4.21)  

S8 = r8 + r11 + r12 + r17 + r19      (4.22)  

S9 = r9 + r12 + r13 + r18 + r20      (4.23) 

 

4.10 Comparison of Complexity 

The complexity of proposed decoder is similar to the decoder designed in [8] 

under the case of ED-MLD. But there are only two differences a) Also, the error 

detection performed during the iteration n+1, n+3 and b) correction circuit to trigger 

the majority of those requiring a larger number is replaced by a circuit. Some 

additional simple control logic is required for first difference. In the second difference 

the number of combinations that need to be checked can be reduced, since it reduces 

the number of gates. Let us discuss for (21, 11) code. For this code if any one of the 

combinations of the three is equal to one then the majority circuit has to check for five 

equations. But for the proposed design it is going to be checked for four 

combinations. In the first case, there are ten combinations and the second only five. 

AED-MLD algorithm based on MLD algorithm requires additional logic compared to 

ED-MLD. This additional logic cost for AED-MLD can be reduced by implementing 

a second register to store the actual word, and then n-iterations are done to perform 

the error correction. A counter that has iterations than t errors, and further based on 

the result used to determine the corrected or the original is sent to the output register. 

 

Both the techniques are implemented using Hardware Description Language 

(HDL) and synthesized using latest technology library. The gate equivalent 

representation of obtained results is shown in Table 4.2. In ED-MLD approach, 



traditional OS-MLD scheme Majority Logic Detector/Decoder (MLDD), [8] was 

implemented.  

 

The proposed AED-MLD requires an additional overhead in terms of circuit 

area when compared with ED-MLD approach. So, the designer to justify the 

utilization of extra circuit has to analyze if there is any extra error detection capability 

is required for a given application. 

 

Finally, the AED-MLD and ED-MLD has average memory access latency and 

realized it would be worth approximately three iterations. The factor of latency is very 

small because if the system didn’t find any error, both methods will end with three 

iterations. 

 

 

 

 

 

 

 

 

 

 

 

 

 



4.11 Simulation Results 

Fig.4.8 shows the write mode operation for the proposed approach. The design 

of encoding operation for source reading and the conditions for during error and error 

free modes are observed. The triggering and redo operations are observed. It is 

observed during encoding operation. When an error is introduced the redo operation 

will perform the encoding and result was generated. This results in the elimination of 

error. 

 

 

 

 

Fig.4.8 Timing observation for write operation 

Memory with fault data (0, 2 loc.) Encoder redo operation on run 

Input data passed 

Encoder correction operation 



The operation of decoding is observed and the obtained result is shown in     

Fig.4.9 and it is observed that during writing operation if there is any error introduced 

either during storage or during reading operation for decoding operation. In case of 

error coding the decoder triggers the corrector units which intern apply the correction 

operation on fetched data which results error free coding. 

 

 

 

 

 

Fig.4.9 Timing observation for read operation 

 

 

Output after correction  

Corrected data after online scrubbing Read output data from the memory 



4.12 Synthesis Report 

The following synthesis provides a basic description of how to use Xilinx ISE 

10.1 version to create self correcting logic unit. This report explains about various 

macro statistics. 

 

Target Device Xcv1600e-7-fg1156 

Macro Statistics No: of Macro Cells 

# ROMs 1 

5x7 bit ROM 1 

# Counters 4 

32-bit Up counter 4 

# Registers 31 

15-bit register 13 

7-bit register 17 

1-bit register 1 

# Latches 3 

15-bit latch 1 

7-bit latch 1 

1-bit latch 1 

# Comparators 2 

32-bit comparator less 2 

# Multiplexers 1 

15-bit Multiplexer 11-to-1 1 

# XORs 147 

1-bit XOR4 30 

1-bit XOR3 38 

1-bit XOR2 78 

HDL Synthesis Report 

Macro Statistics No: of Macro Cells 

# ROMs 1 

   5x7 bit ROM 1 

# Counters 4 

   32-bit Up counter 4 

# Registers 219 

   Flip-Flops 219 

# Latches 3 

   15-bit latch 1 

   7-bit latch 1 



   1-bit latch 1 

# Comparators 2 

32-bit comparator less 2 

# Multiplexers 1 

15-bit Multiplexer 11-to-1 1 

# XORs 147 

1-bit XOR4 30 

1-bit XOR3 38 

1-bit XOR2 78 

Final Register Report 

# Registers 352 

# Flip Flops 352 

Partition Report 

No Partitions were found in this design  

Partition Implementation Status 

Final Report 

RTL Design Statistics Output Report No: of Cells 

# Ios 9 

Cell Usage  

# BELs 997 

# GND 1 

# INV 11 

# LUT4 239 

# LUT4_D 239 

# LUT4_L 16 

# LUT3 141 

# LUT3_D 7 

# LUT3_L 2 

# LUT2 26 

# LUT2_D 2 

# LUT1 128 

# MUX Carry 187 

# MUXF6 15 

# VCC 1 

# XOR Carry 124 

# Flip-Flops/Latches 360 

# FDS 1 

# FDRE 96 

# FDE 195 

# FD 59 

# FDR 1 

# LDC-1 1 



# LDE-1 7 

# Clock BUF 1 

# IO BUF 8 

# BUFGP 1 

# OBUF 7 

# IBUF 1 

Device Utilization Summary 

Number of Slice Flip-Flops 353 out of 31104 1% 

Number of Slices 380 out of 15552 2% 

Number of Ios 9 

Number of 4-Input LUTs 605 out of 31104 1% 

Number of GCLKs 1 out of 4 25% 

Number of Bounded IOBs 9 out of 724 1% 

IOB Flip-Flops 7 

Timing Summary 

Minimum Period 35.656ms (Max.Freq.28.046MHZ) 

Maximum output required Time After CLK 6.229ns 

Minimum Input Arrival Time Before CLK 10.958ns 

Speed Grade -7 

 

 

 

 

 

 

 

 

 

 



4.13 Place and Route  

The schematic symbol represents fault-tolerant memory system as shown in 

Fig.4.10. 

 

Fig 4.10 Schematic Symbol of the Proposed System 

 

The logical interconnection for the targeted device obtained as shown in Fig.4.11. 

 

Fig 4.11 The RTL realization of the developed system 

 

The targeted device consumes about 1/3rd of the FPGA area for the realization 

of the suggested logic. The routing of the interconnection of the logic blocks with the 

port connections is shown in Fig.4.12. 

 



 

Fig 4.12 FPGA routing of the implemented system 

The logical placement for the logical block when implemented onto the 

targeted device obtained is shown in Fig.4.13. The device uses the logical 

interconnections of such configurable block to realize the proposed logic. 

 

 

Fig.4.13 Logical placement for the proposed approach in the FPGA device 

 

 

 

 



4.14 Power Analysis 

The power analysis report for the proposed system is shown in the table. The 

table shows various output signals, thermal summary of the proposed system. 

 

Power Summary I(mA) P(mW) 

Total Estimated Power consumption  367 

Vcco33 3.33V 2 7 

Vccint 1.80V 200 360 

Logic 0 0 

Clocks 0 0 

Inputs 0 0 

Outputs   

Signals 0 0 

Vcco33 0 0 

Quiescent Vcc033 3.33V 2 7 

Quiescent Vccint 1.80V 200 360 

Thermal Summary 

Theta J-A      13C/W  

Ambient Temperature 25°C  

Case Temperature 29°C  

Estimated Junction Temperature 30°C  

 

 

 

 

 

 

 

 

 


