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CHAPTER 4 

DYNAMIC RESOURCE ALLOCATION IN NETWORK FUNCTION 

VIRTUALIZATION FOR BIG DATA WORKLOADS IN CLOUD DATACENTERS 

4.1 Introduction 

As a relatively new concept, Network Function Virtualization (NFV) is aimed at shifting tasks 

such as routing and caching away from commercial products (middleboxes) and toward software-

centric technologies operating on virtual machines. This kind of migration has a number of 

advantages, including significantly lower price and maintenance, lower network function updates 

(instead of costly middlebox hardware upgrades), and more flexible placement and chaining of 

network services in the infrastructure [105]. The field of network function virtualization (NFV) 

has advanced significantly, from the installation and configuration of virtual network functions 

(VNFs) [106, 107] to their operation and administration [108, 109].Cloud datacenter operators 

nowadays must contend with more stringent energy limitations while still providing distinct 

hosting services to apps. Various big data applications, which are built on the MapReduce 

computing platform, are emerging as the backbones of modern businesses. The main characteristic 

of big data systems is their high fan-out, which is comprised of a huge number of dispersed 

components with diverse resource requirements and complicated execution dependencies that 

must all work together. Implementing large numbers of data applications, particularly when it 

comes to the allocation of resources for each component, is thus a complicated process. Because 

cloud systems are dynamic and transitory, managing big data applications for datacenter providers 

is made even more challenging due to the inherent complexity of system stacks and the transient 

nature of cloud systems. 

It is important to note that when installing such large-scale data processing systems in cloud 

computing environments, they do not function in isolation, and as a result, they are more 

susceptible to being influenced by resource unpredictability. A small number of techniques        

[110, 111] have attempted to address the problem of network diversity in big data platforms, but 

these strategies are either tailored to the MapReduce ecosystem or explore multi-cloud scenarios 

without optimising for the diversity inside a single cloud datacenter. Furthermore, such techniques 

are limited by a number of significant limitations. First and foremost, these strategies are focused 
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on bandwidth heterogeneity rather than unpredictability. Broadband availability in cloud networks 

is not only diverse, but it is also extremely changeable over time, with potentially very unexpected 

behaviour. In addition, services are not assessed in the context of real-world cloud bandwidth 

distribution. Such approaches do not, in addition, provide any guarantees of predictable 

performance or models, nor do they provide any insights into how a changeable network influences 

the behaviour of big data applications. Several studies, such as [112 116], look at the problems of 

VNF placement and forwarding from the point of view of the network in order to reduce the 

amount of system resources that are needed. 

The primary goal of network function virtualization (NFV) in dynamic resource allocation 

is to substitute hardware middleboxes with more adaptable virtual network functions (VNFs). 

VNFs must be created and their allotted resources must be modified on demand in order to 

dynamically react to ever-changing traffic needs. Also, NFV encourages the virtualization of 

network services like transcoders, routers, and load balancers, which used to be done by hardware 

devices, and their migration to devices that run software instead. 

4.1.1 Gain and Assistances for Machine Learning attributed NFV Placement Procedures 

Past studies identified intrusions in virtual machines [117-120]. NFV uses COTS infrastructure to 

provide software-virtualized services that lower OPEX, CAPEX, and market risks [121]. In 

traditional, model-based networks, mathematical is used to explain system behavior; however, this 

method has a number of drawbacks [122]. First and foremost, the development of an all-

encompassing empirical communication network has become more difficult as network 

complexity has increased. Another source of issue with model-based networks stems from the 

concept of problem decomposition, which is the process by which a parent's problem is divided 

into smaller child problems, each of which is treated independently. To address the above 

constraints of prototype networks, an alternative data-based architecture that makes use of machine 

learning has been proposed as a means of addressing the issues. The application of machine 

learning in data-based systems has a number of advantages, the most significant of which is the 

decrease in the computing complexity of the system. Training and implementation phases are two 

distinct phases in the operation of a machine learning algorithm; the training phase, which contains 

the majority of the algorithm's computationally intensive processes, can be finished offline, 

enabling the implementation phase to be executed while the technique is running. This is a 
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noticeable difference over the usage of complex optimization methods that are computationally 

demanding due to the fact that their complexity usually scales along system parameters and is 

frequently insufficient when running in real time. A plethora of implementations (classification, 

forecasting, clustering, and so on) can be provided by machine learning in future networks (for 

example, to solve challenges currently faced by NSPs, such as resource allocation and performance 

[123], as well as security, resilience, energy efficiency, and traffic management.  

4.1.2 Modeling of Machine Learning 

The extracting features from the prior dataset generation stage included the resource requirements 

for the VNF instances, the resource capacity of the network servers, the delay among servers, the 

delay tolerance between reliant VNF instances, and the constituent interdependence of the network 

infrastructure. These measurements are used to estimate the placement of each VNF instance on 

one of the network's servers based on their characteristics. Due to the fact that there is a prediction 

in each of the VNF instances (multioutput) and that each prediction picks a server from the list of 

network servers, the machine learning model may be considered a multi-output, multi-class 

classification issue in this context (multi-class). Due to the nature of the problem, several 

techniques, including neighbour-based methods and tree-based methods, are being investigated. 

Specifically, these two families of techniques were chosen for their ability to solve the multi-class, 

multi-output criterion, which is something that many learning algorithms are incapable of doing 

owing to the intrinsic complexity of the solution [124]. 

In this section, we discuss preliminary research results on the trade-offs between typical 

aims of dynamic resource allocation and the implications of these findings. The outcomes of the 

Pareto analysis reveal that over-allocation of resources, total resource consumption, and total delay 

may all be avoided when they are done in conjunction with one another. However, achieving these 

goals may require major modifications to an existing embedding, such as the restarting and 

stopping of several VNF instances. The goal of reducing the amount of time spent altering existing 

embeddings clashes with the other aims. It is critical to be aware of this trade-off since maximising 

just one aim, such as resource usage, may result in significant overhead every time an embedding 

has to be modified to accommodate new sources or other modifications. To allow complete 

flexibility and effective resource allocation in NFV situations, minimal overhead when starting 

and stopping VNF instances is critical. This conclusion highlights the significance of low overhead 
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when starting and terminating VNF instances. In general, VNF performance profiling may be used 

to automatically test the performance of any accessible VNF, and the results of the assessment can 

then be used to train any machine learning regression method that is available. Finally, the machine 

learning models that have been built can be easily incorporated into current VNF placement 

algorithms with a little bit of effort. When confronted with a new situation, we may choose to use 

current models as a starting point for transfer learning rather than training from scratch in order to 

save training time (e.g., with different computer hardware). 

4.2 Background Work 

At present, the supervision of the network is computerised within a few stages of processing, with 

the manual process going through the network supervision. Nevertheless, the provision of 

requirements as network topology attains greater miscellaneous and multifaceted organisation or 

advancement of their facilities requires extended duration upon the application for the further 

demand for the enhancement of the human resource administration, which leads to the operating 

cost of the network. For finding the outcome of this concern, the widely applicable methodology 

for representing the suitable network under the complexity reach is the machine learning 

technique, which is the sub-area of artificial intelligence [125]. 

 

Figure 4.1: General machine learning process attributed to network organization 
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Automated management of the network by means of machine learning commonly incorporates the 

processing system as depicted in the above Figure 4.1. Primarily, the operation of VNFs is 

attributed to the infrastructure of NFV, which employs the resources that are under the virtual basis 

of the usage of analytics regulators under the process. The overall functioning of the ETSI NFV is 

based on the group representing the data to be monitored for the purpose of collecting features 

under the environment of NFV, for instance, the utilisation of CPU, traffic load, memory 

allocation, and so forth [126].  

Previously, data monitoring had the stored process in the required database. Later, the conversion 

of data is done through the model designed by the application of machine learning based systems. 

Throughout the training process, the machine learning procedure produces the systematic design 

for the objective. Next, the design will create the scheme for the operation of the virtual networking 

system attributed to the present phases. Finally, the NFV Management and Orchestrator (MANO) 

organisation accomplishes the entire NFV situation rendering towards the strategies.As a result, 

network management using a machine learning organisation enables operators to improve VNF 

distribution [127] as well as service management [128] through the use of resource prediction in 

an NFV environment [129].  

The substrate network S = (V, L) is the corresponding computation network, which should be built 

in Figure 4.2. For each v V node, there is a cv R 

empty. This is an abstract type of resource, which may be the CPU or memory available. Likewise, 

each l L link has a rl R dl R 

is transmitted to users (or other sources of traffic), where each user u U is located on the network 

node v and needs a data rate u network service S. 

Multi-component c C (i.e., VNFs) modules (e.g. VNFs), linked by arcs (or also named Virtual 

Connection) a A, are part of a S = (C, A) network operation. VNFs can be executed one or more 

times until a certain number of resources (rc R ssigned as per their resource requirements 

by each instance of VNF c. In this work, rc is typically a pre-defined fixed value or a linear rc( ) 

function of traffic load (e.g., byte/s).We also show that all hypotheses are contradictory, which 

contributes to an over-or under-allocation. As a result, we propose to model and predict rc( )  using 

machine learning. 
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Figure 4.2: Overview of substrate network 

4.2.1 Appropriate Machine Learning Procedures 

Within the process of machine learning, a regression procedure is utilised for model training based 

on the measurements of the performance over VNF. Variable regression-based operators have now 

been evaluated based on their prolific performance for the appropriate system design. 

Linear Regression: The easiest kind of model for regression is linear regression, which depends 

on the relations based on the feature classification with the valued targets. (Now, the performance 

of VNF is attained with the major requirements of resources). Several alternatives related to linear 

regression were examined. For instance, the model for ridge regression for the variant attained to 

the model of linear regression which operates for several correlated features (e.g., bytes and packet 

load) differently. Because of their consistency, linear models with only a few hyperparameters can 

be trained efficiently and easily. Linear regression at the same time does not effectively measure 

typical data for the non-linear system associated with the VNF. 

Support Vector Regression (SVR): To prevent over-fitting, SVR uses regularisation to determine 

the most efficient, most appropriate function that matches all the training data and fits inside an e-

tolerance. The strength C and tolerance e of regularizations are hyperparameters which can be set 

or tuned automatically depending on temporal data. If properly configured, the regularisation of 

SVR can lead to models that generalise well to new entries, making them convenient but not too 

simple. Training time complexity for the number of samples is more than quadratic, so it is difficult 

for large VNF datasets. 
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Decision Tree: These trees regress by the breakdown of the dataset into sub-sets that are smaller 

and smaller, depending on the information contained. Also, on non-scalable data, decision trees 

perform well and the predicted outcomes are simple to understand since we can view the decision 

trees. The disadvantage of decision trees is that they are easily over-fit and therefore do not make 

new data prevalent. 

Ensemble Learning: It incorporates various learning models of machines and incorporates their 

predictions. It enables the strengths of various models to be leveraged, over-fitting and executed 

perfectly than any model. Gradient boost (GB and Random Forest (RF)), are prominent ensemble 

learning approaches together with various decision trees built in the system. 

Neural Networks: The multi-layer perceptron (MLPs) finds the best way for the chronological 

way that has been linked layers (for example, inputs, hidden, and outputs) in the neural 

methodology.The input values traverse the network through layer upon layer. Later, the weights 

have been increased through the academic environment within the concluding prediction by an 

activation function. Moreover, the MLPs trained for the greater and non-linear associations within 

the information developed for the classified feature engineering are properly built and configured. 

Even then, several pieces of data and longer training are typically needed to operate normally and 

effectively. Methods such as dropout, whereby trained weights are arbitrarily ignored, will prevent 

over-fitness. Unlike MLPs, neural networks are more effective for both image-dependent and 

temporal (e.g., time series) inputs when compared with MLPs. 

4.3 Materials and Methods 

The true resource needs of the VNF here are rising linearly as the traffic load rises. This results in 

a severe over-allocation when allocating fixed resources attributed to the maximum projected load 

traffic (at this time, rc = 0.7), i.e., much more than the sum of resources available that other VNF 

instances cannot use. Figure 4.3 offers a two-chained VNF example based on the resource 

allocation model. rc (5) = 0.3 (yellow) is true to the necessary resources to allow the user to hold 

all VNF instances close. If, however, a fixed resource of rc = 0.8 (pink) is allocated to each 

instance, they must share it through different nodes, resulting in excessive link delays and lower 

quality of service. 
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Figure 4.3: Two-Chained VNF  placement based on the Resource Allocation Model  

This framework in Figure 4.4 demonstrates Apache Spark with GPUs, speeding up and optimising 

the end-to-end for data discovery, the instance for the ML and tuning of hyperparameters in the 

direction of the requirements prediction of VNF resources that can handle a certain traffic load. 

We begin by looking at the acceleration of ML and XGBoost pipelines and then explore the 

application scenario. ML, often referred to as predictive analysis, utilises procedures in the 

direction of training the model for certain datasets within the features labelled. Later, the system 

predicts further labels for a new data collection, as shown in Figure 4.5, as it uses the trained 

model.  

 

Figure 4.4: Apache Spark 3.0 accelerated end-to-end data preparation and model training 
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Figure 4.5: Supervised ML uses labelled data to build a model for prediction on unlabeled data 

Machine learning techniques are a method of recursive exploration, including the design, 

preparation, validating, and tuning of the hyperparameters in prediction. We can use the design for 

the development. Feature engineering is the method of translating unlabeled information into 

participation within the machine learning technique. That being said, raw data is taken and merged 

in a way that is more predictive, as shown in Figure 4.6, for a duration of about 80%. 

 

Figure 4.6: Deployment of Machine learning-based technique 

Optimization of hyperparameters regulates the characteristics of the model that has been 

specifically designed for testing, comparable to decision tree depth, in order to discover a critical 



65 
 

model conceivable aimed at our delinquent placement. XGBoost is a leading, modular, distributed 

variant of GBDT and stands for Extreme Gradient Boosting. Instead of sequences like GBDT, 

trees with XGBoost are designed in parallel. Furthermore, XGBoost employs a level-specific 

approach to search gradient values and determines partition quality with each splitting within a set 

of trained data using these partial sums. 

4.3.1 Dynamic VNF resource allocation using a machine learning technique 

The resources are allocated meticulously in competition with real-world scenarios associated with 

the individual instance of VNF, and the prolific performance outlines are ensuing as of the data 

measured through the analysis of the approach shown in Figure 4.7. 

Stage 1: The procedure begins with profiling a provided virtual network function (VNF), 

evaluating and comparing its performance with various resource configurations. It is a method that 

routinely checks a specific VNF with various resource (and other) configurations when testing its 

efficiency, for example, by delivering as much traffic as feasible using VNF regarding the 

maximum sustainable traffic. Performance profiling contributes to enormous volumes of raw VNF 

cs). Since these 

datasets include several potentially VNF-specific requirements and measurement parameters, we 

are only interested in VNF resource allocation metrics and the associated results. Many times, 

instants for the CPU (%) with the configurations of memory (for example, per MB), usually 

measured via VNF factor, capturing the ability under the performance criteria to peak value. 

maintainable load under the traffic (for instance, Mbits/s). Other parameters (for instance, within 

the VNF configurable over the thread calculation) affecting the performance of the VNF should 

also be considered. 
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Figure 4.7: Modular workflow from raw VNF performance measurements  to machine learning-

based VNF resource allocation and placement 

 
Stage 2: The resultants are utilised for the model's built-in machine learning using raw VNF 

performance measurements. Thus, these trained models were acquired to predict the resource 

quantity in the VNF attained to the efficient load. Further, the models are trained to observe the 

information within the analysis of loaded traffic among the points of data measurement. For 

instance, we must separate the data set within the set of features performance, for instance, the 

obtainable loading traffic combined with the valued target for the requirements of the resource 

using models of machine learning upon the data measured within the VNF performance. 
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Specific values could miss a data set because of possible faults over the phase of prolific 

 with missed values, the feature 

corresponding to the median attains common practice. It is also necessary to standardise within 

the features scaled between 0 and 1; this benefits that features selected over distinct varieties of 

values, which have a noticeable influence and can increase convergence speed during gradient 

descent training. We can also train machine learning methods, e.g., by stochastic gradient descents, 

to minimise their prediction errors. Regularization terms should apply to the loss function reduced 

during testing to avoid over-fitting and ensure generalization.  

 In addition, the trained models of ML might be reprocessed in an advanced process 

deprived of further preparation. Correspondingly, it is possible to record and reuse the scale used 

to preprocess the data such that all new data is processed continuously. In the VNF package, we 

recommend the bundling and sharing of trained VNFs in an online repository designed for the 

training of models with the scaled features. The VNF descriptor enables the stored model and 

scaler to be replicated and used with the algorithm for VNF placement in alternate (optional) fields. 

Stage 3: In this stage, machine learning techniques are used in a VNF placement algorithm to 

predict the resources requirements rc ( ) for a VNF case that must handle a traffic load .We can 

use any regression algorithm for VNF performance measurement training models. Here, we 

address various groups of applicant-based regression techniques, later checking the adequacy of 

the profile performance. 

Stage 4: The algorithm associated with the VNF placement might control the methodology over 

the exact allocation of the resource, in which case the allocated problem can be mitigated. There 

are many hyperparameters tuned for the system gained storage (for instance, batch size, learning 

performance, The optimal setting for the hyperparameter will differ from one dataset to 

another dataset. 

We therefore automatically recommend tuning hyperparameters with a network-based 

examination and then cross-validating the combination of the model associated with the k-fold 

validation. Hence, the system involves the random splitting of data attained for the learning rate, 

VNF through the dataset trained for further investigation to analyse respective hyperparameter 

standards throughout the provided restriction field (splits of 70% to 30% are typical). For each 
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hyperparameter environment, k times, repeat this process and calculate the corresponding 

validation errors. After this, the lowest validity error hyperparameter setting is selected, and we 

can train the model on the complete dataset using these hyperparameters as shown in Figure 4.8. 

 

Figure 4.8: Process of Tuning hyperparameters 

Also, after the development and release of a new VNF, the entire process from stage 1 to stage 3 

can be carried out offline in progress. Although the process takes time, it must only be carried out 

once via VNF because the qualified models of machine learning techniques are stored for later 

reuse. During stage 4, the placement of the VNF procedure loads and uses machine learning 

models for the trained set at individual VNFs that are required, so that allocated resources for each 

VNF instance are determined dynamically. Unlike machine-learning models, it is very fast (less 

than 1ms in our evaluation) to estimate VNF resource requirements and can be performed online.  

4.4 Proposed Weighted XGBoost model 

For the case of minimum gradient search boosting, the XGBoost acts as well-organized application 

under the machine learning process for the process of stochastic based gradient search boosting. It 

also delivers superior feature of greater effective operation through the boosting technique in order 

to necessitate the contact for providing the tuning of hyperparameters for the proper design in 

training the model. In this study, supervised based learning technique is the challenge which is 

associated to the XGBoost due to mentioned principles: Since we have huge observations within 

the data trained, features count reaches minimal observation count in case of data training. 



69 
 

Therefore, the available dataset incorporates the combination of statistical with the numerical 

ability in order to partition the features. In which the data count is represented as m with feature 

quantity n. Further, prior to the process of sigmoid operation, the raw data predicted will be 

claimed as zi, in addition estimation under conditional probability is , someplace for the 

operation of sigmoid symbolizes with (·). At this point, true label is expressed as yi, wherein the 

parameters for achieving the loss functions can be tuned based on  and . 

Second-order Approximation of Gradient Boosting Tree 

According to Second-order Approximation, in practice, the learning objective that is additive in 

process is denoted as: 

                        (4.1) 

Where tth the iteration of the training process is represented by t, and with the expansion by 

applying the method of 2nd order Taylor series expansion over eq (4.1), the representation will be 

as follows, 

         (4.2) 

The term that follows  expressed can be neglected within the objective of additive 

learning since it is uncorrelated to the model that fits the iteration level of tth instance. From eq 

(4.2), the values 

scalar quantities since the mutual boosting level of trees decides to cope with the dual based 

concern. integrated with the loss functions. The activation energy attains the sigmoid function 

within the characteristic behaviour of derivates that consistently effects the system, 

                          (4.3) 
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Loss of Weighted Cross-entropy 

For the classification under dual process, the loss function of weight=ed cross-entropy is given as  

                   (4.4) 

This  specifies a parameter that causes the instability.Instinctively, a trade-off relation exists 

between the value of loss function. The greater the , the loss will imply 0. Conversely, the 

lesser the , the more weights are related to the loss function in the case of data points that are 

associated with the exact identification of label 0. Thus, the 1st order derivative is represented as 

follows: 

                                                                                                            (4.5) 

Corresponding way of derivation within the terms of @L=@z for the loss function of ordinary 

cross-entropy model. Therefore, the distinguished modification in the term of adds the 

summation for regulating the parameters that affect the system. Considering the derivative steps 

over the parameter zi in a sequential process, attains the 2nd order derivative, which is represented 

as follows, 

                                                        (4.6) 

Focal Loss 

In accordance with focal loss, the following expression denotes the binary based focal loss 

function, 

                     (4.7) 

From the findings, if the term is fit for the condition of = 0, then the entire step falls under the 

loss function of cross-entropy.  Considering the eq (4.3), focal loss associated with 1st order 

derivative is expressed as: 
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                                      (4.8) 

Another boundary condition set for the = 0 under eq 4.8), then the following derivative is 

unchanged. A transparent configuration is built even though it is extensive process. For the 

shortened expression, the variables that can be set for the minor arrangement is, 

                                                                (4.9) 

Persevering such formations associated with eq (4.8), representation of 1st order derivatives is as 

follows, 

                                                                                    (4.10) 

Conclusively, the considered derivatives under the term condition of zi, integrates to eq (4.3), 

(4.10), the 2nd order derivative is obtained as that describes the behavior as follows: 

                                         (4.11) 

Another time, for the condition of = 0, the above 2nd derivative implies , that 

correlates with the cross-entropy for loss function of ordinary 2nd order derivative. 
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4.5 Dataset Description 

Softwarised network data zoo (SNDZoo) 

It is termed as the open-source version of gathering the datasets for the networking process that 

objectives the validation and, in addition, simplifies the ML techniques under the research of the 

software packaged domain networks. important published datasets that focus on the challenges 

limited to the virtual network performance that can be operated within the placement of VNF. 

Moreover, the collected data is completely updated under the benchmark of the structured 

framework that includes TNG-bench, industrialised through a 3rd party dealer to necessitate the 

outcome, such as Gym. Further, the dataset presented for the set comprising 2.8-15 million points 

of data for the instance of data trained and tested can be associated within the variable estimation 

and optimization techniques over the domain of NFV. 

Table 4.1: Summary of 3 standard VNF datasets primarily distributed under the SNDZoo 

network 

Data set 

Type 

Session VNF Configs Exp. metrics Total data 

points 

WEB02 Load 

balancer 

HAProxy 

VNF 

1600 268 4.6M 

WEB01 Load 

balancer 

Nginx VNF 1600 268 4.6M 

WEB03 Proxy Squid VNF 1600 268 4.6M 

A. Squid Caching Proxy Server 

The widely employed caching-based proxy server is utilised within the platform of Linux and 

Unix. which specifically stores and manages the demanded objects, which include Internet objects, 

over which the sub-divided things are Web or FTP servers, within the feasibility of a machine 

made nearby the demanded station of the workplace rather than with the server. implemented 

through multiple orders for optimal assurance of response times, besides usage of low bandwidth 

throughout the clearance of end customers. It also behaves as a caching proxy server. Further, it 
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trains the requested objects within the client-based techniques, for instance, a web-based browser, 

towards the server. In the process of bringing the objects to the server, the objects shift within the 

client location to save the draught of the stored cache. The advantage of caching is that multiple 

clients require the same object inputs for hard disc cache storage., it empowers the clients to 

undertake the data in a rapid manner through an Internet source. The overall process will minimise 

the traffic load of the network in combination with the original cache process. The Squid suggests 

a broad perspective of featuring characteristics such as follows: 

 Allocating load against the hierarchical intercommunication for proxy-based servers. 

 Individual clients who access the server face significant contact switch inclines. 

 Permitting or disagreeing with entry to detailed Web pages by means of added applications 

 Creating statistics nearby on a regular basis necessitates relying on Web pages to validate 

browsing habits. 

common proxy server. It necessitates certain protocols such as Gopher, FTP, SSL, and WAIS, 

instead of Internet protocols that include broadcast protocols and the protocols of video 

conferencing. Since it provides help for the protocol of UDP for communication under the 

interconnection of several programs of supported multimedia, 

B. HAProxy TCP/HTTP Load Balancer 

This is allowed and a real, reliable solution for the greater advantage of available resources under 

the application of TCP and HTTP, besides the balancing of load. Furthermore, it suits mixed 

websites in terms of traffic load within the power of world visited origin in order to fit the server. 

Over the years, critical analysis of the standard de-factorization resulted in the open-source version 

of the balancer being transported to the mainstream platform of distributed linux, and mostly 

positioned through pre-defined cloud platforms.The Mian mode of function is to integrate the 

traditional structures that are simple and with no risk factor, indeed, contributing the opportunity 

for unexposed breakable web servers to the networking system. 
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C. Nginx VNF 

A free open-source mail proxy server, HTTP web server, and load balancer under the protocols of 

TCP, HTTP, and UDP loaded traffic. It is well-known for its superior performance, accuracy, 

stability, simple configuration, rich feature set, and small resource ingesting. The most 

straightforward approach to the balancing load integrated into nginx will be equivalent to the 

preceding concept: 

 

The viable motivation for nginx load balancing algorithms fluctuates further due to the server's 

qualification under the structure assists in the methodology of loaded particulars. Furthermore, if 

the processing requests are uniformly stable, the execution will be quick.Additionally, if the server 

prescribes the parametric weight to the server, this accounts for the weight as the field of decision 

making towards the balancing load.  

 

Under such a configuration, all 5 novel requirements overcome the distribution for the instance 

application that follows, with 3 requirements associated with srv1,  with srv 2, and the next with 

srv 3. In accordance with this, the weights are feasible to the density that has the least connection 

under the load of ip-hash for further matching of the Nginx latest versions. 
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4.6 Results and Discussion 

The results implementing the proposed technology of Squid and Nginx VNF weighted XGBoost. 

Our suggested approach to the dynamic allocation of resources is illustrated and evaluated. We 

evaluate the data using the Squid and Nginx proxy performance measurements. Every dataset 

comprises 4.6 million data points and 100 GB of data. From these datasets, we used six different 

machine learning algorithms to learn from them about the relationship between performance and 

resource requirements. We also defined and compared the value of hyperparameter tuning. 

Machine learning algorithms can evaluate the exact VNF request. Our machine under the 

specifications of the processor is an Intel Core-i7 with storage capability of around 16 GB of RAM 

that measures the mathematical modelling of the system. 

4.6.1 VNF Resource Allocation Difficulties 

As discussed in earlier sections, the more generalised method is for the allocation of a pre-defined 

and fixed number of resources for every instance of VNF. However, such a methodology is subject 

to the prevailing circumstances attained by the VNFs and necessitates additional resources for 

attaining higher traffic rates. As per Figure 4.9, that depicts the concern over the data taken as 

reference with the equivalent case of the Nginx dataset for the estimation. At this time, the actual 

requirement for the true resource of the VNF placement could improve the linearity portion within 

the traffic load factor.Through the static resource allocation, the attribution is towards the peak 

traffic expected at about the value of rc = 0.8, which feeds into the critical case of over-allocation, 

through which the possible occurrence of resource management fills the data allocated within the 

feasible range of other instances of VNF. Similarly, Figure 4.10 shows the overview of the 

allocation of a fixed number of resources. 
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Figure 4.9: Overview of Resource Allocation using Linear Approximation 

 

Figure 4.10:  Overview of the Allocation of Fixed number of Resources 

4.6.2 Prediction for Performance of VNF 

Using six different machine learning algorithms from four distinct families of data mining 

algorithms (linear regression, support vector machines (SVR), ensemble learning, and neural 
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networks), we are able to determine the most accurate machine learning algorithm for learning 

from VNF performance measurements. It is necessary to preprocess measured data before it is 

used to train machine learning models in order to be effective. We restrict the data to a subset that 

only contains important information, such as observations of maximum sustainable traffic load for 

varied CPU configurations, by limiting all non-resource-related parameters to fixed values. This 

allows for faster processing and training. Furthermore, we fill in any missing values and scale the 

features, in this case, the sustained high traffic load, to a range of 0 to 1. 

 

Figure 4.11: Performance prediction of Squid VNF under varied models of machine learning  

As seen in Figure 4.11, the VNF performance evaluation of the Squid VNF demonstrates a strong 

linear connection between maximum sustained traffic load and CPU for the majority of 

measurements (up to 2000 kB/s), which explains the high accuracy of linear models in most cases. 

In comparison to the fixed model, all ML models performed well in terms of fitting the data. Unlike 

the linear model, which simply fits a linear model, the SVR model makes use of a nonlinear 

function. However, our proposed XG boosting model raises its predictions in a stepwise manner, 

which is owing to the usage of decision trees inside the model, which divides the data into separate 

parts with comparable prediction values. 
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Figure 4.12: Nginx VNF performance measurements and predictions under varied models of ML 

In Figure 4.12, it can be shown that the real required CPU for raising the maximum sustainable 

traffic load grows in a somewhat linear fashion initially, but even then, it increases substantially 

when traffic loads exceed 2000 kB/s. However, our proposed XG boosting model raises its 

predictions in a stepwise manner, which is owing to the usage of decision trees inside the model, 

which divides the data into separate segments with comparable prediction values. Every ML model 

is trained and evaluated using five-fold cross-validation once it has been preprocessed. By using a 

model, we seek to minimise the loss as a function of the root mean squared error (RMSE). The 

root mean square error (RMSE) is the average of all prediction errors, with being the real target 

value and yi being the predicted value (in this case, the necessary CPU) as written in the 

mathematical formulation of RMSE. 

 

The root mean square error (RMSE) of the six ML algorithms for the Squid cache dataset is shown 

in Figure 4.13. Besides displaying the results of the six machine learning models, this also depicts 

the errors associated with the presently prevalent paradigm of allocating fixed resources to every 

VNF instance (here, configured to 0.8 CPU).  
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Figure 4.13: RMSE under varied models of ML with/without tuning hyperparameters by 

the proposed dataset of Squid VNF dataset 

The RMSE of prediction on the validation set is shown as a bar representing the average RMSE 

of prediction in 5-fold cross validation with the standard deviation represented by error bars. As 

expected, the fixed model does not accurately represent the real resource needs of the Squid cache, 

resulting in a very high average root mean square error (RMSE) of around 0.4.  

All ML algorithms outperform their predecessors by a wide margin (RMSE between 0.1 

and 0.2). Additionally, in Figure 4.13, the root mean square error (RMSE) of all models using 

baseline hyperparameters and after hyperparameter tuning is compared.  

 

Figure 4.14:  RMSE under varied models of ML with/without tuning hyperparameters by the 

proposed dataset of Nginx VNF dataset 
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On the Nginx dataset, we train all machine learning models in the same way that we did for the 

Squid VNF, with and without hyperparameter adjustment, and plot their root mean square error 

(RMSE) in Figure 4.14. Similarly, hyperparameter adjustment has the most impact on the 

performance of more complex models, such as SVR, MLP, and gradient boosting in this instance. 

According to the results, the two ensemble approaches outperform all other ML algorithms when 

used with Nginx.  

4.6.3 Results and Discussion of Influence over Overall Allocated Resources 

As per Figure. 4.15, this displays overall CPU allocation assigned to the three various algorithm 

variants with growing traffic load. More traffic makes it necessary for the VNF instances to handle 

the increased traffic load properly. Here, the allocation of a fixed number of resources corresponds 

to an over-allocation of up to 11.89 times as many CPU resources as XGBoost. 

 

Figure 4.15: Entire CPU allocated within the placements of VNF under model variability 

4.6.4 Result Analysis on influence over VNF Instances count 

We need additional instances of VNF for load balancing between various network nodes with more 

allocated resources. Figure 4.16 shows the fixed case of allocated resources. This is more obvious, 

as there are 3-4 times as many instances as in our proposed case. Again, in terms of the number of 

placed VNF instances, the result of the linear models and the proposed is very close. Moreover, 
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insignificant linear model over-allocation is associated with a proposed model for higher loads at 

6000kB/s and contributes to a slightly higher VNF instance. 

 

Figure 4.16: Model influence on VNF instances count 

Figure 4.17 depicts the overall link interruption in the VNF placements processed.Although earlier, 

the placements of VNF using immovable prototypes contribute to considerably inferior outcomes, 

in addition to a total delay of up to 5.5 times greater than our proposed model. Our proposed and 

linear models contribute to comparable total traffic delays. The total delay for higher traffic for 

linear models is up to 22% higher than our proposed model (51ms in our case), as more instances 

of linear approximation in the VNF placement occur. 

 

Figure 4.17: Model influence on the total delay 
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Result Analysis on prediction with respect to duration 

At every stage under modelling of training and tuning, as per Figure 4.18, shows the measured 

time per prediction. All five machine-learning models generate fast predictions of 0.2 ms, 

excluding the analysis of random forest (RF), which could reach about 0.79 ms. The two basic 

models for the linear function were (including linear regression and scaled ridge regression), which 

are robust, over where the random forest model is slower. Whereas the model for XGBoost's 

(proposed) usage has an equivalent count for decision tree models, its penetration is constrained 

by considerably speeding up predictions within 0.1 ms. Likewise, the MLP method uses a shallow 

neural network that permits fast predictions (1x 128 hidden units). 

 

Figure 4.18: Prediction times for different models 

We show the algorithms on a logarithmic scale for such designed models associated with the 

placement of the VNF procedure (Figures 4.19). The random forest model attains a prediction time 

of approximately 11 times higher than other models, which is also considerably higher than 1 min. 

The other learning models are very close to 1 2 s. 
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Figure 4.19: Prediction times for different models 

Result Analysis and Performance Evaluation under Imperfect Prediction: 

Regarding dataset bias and noise, prediction errors are inevitable. We analyse the effects of 

imperfect predictions on system performance in order to examine the underlying limits of 

predictive scheduling. Figure 4.20 equivalences to the total regular weighted average amount to 

the response time of many prediction schemes and proposed XGBoost scheduling. In Figure 4.20 

(a), we notice that all prediction methods cost up to 35.2% more than the predictive schedules. 

This is the reason. Notice that both false negative and false positive predictions are imperfectly 

predictable in these prediction schemes. In particular, the framework allocates more extra 

resources to maintaining false requests, which thus raises total costs. The overall increasing pattern 

in Figure 4.20 (b) is proportionate to the increased cost trade-off (V). This is because higher cost 

trade-off values (V) lead to greater total queuing lengths and longer queue times.  
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(a) Time-average total cost 

 

(b) Average response time 

Figure 4.20: Analysis within the prediction schemes 

Result Analysis on generalizability of Trained Models 

The proposed algorithm of XGBoost machine learning outcomes predicts the quantity of both 

testing as well as training sequences in the study. Primarily, the proposed methodology has tuning 

of hyperparameters that remained enhanced through the widely used Bayesian Optimization 

procedure. In addition, it utilises the enhanced or adjusted performance of hyper-parameters for 
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the analysis part. During the stage of hyperparameter optimization, the algorithm tries to apply to 

variable parameter sequences and combinations within the XGBoost besides straining for the mean 

score of AUC maximisation under the cross-validation of the 20-fold categorised cross-validation. 

Through Bayesian Optimization procedure recapitulations, the parameter optimum level has been 

reached, which will set the model to terminate beyond 20 iterations due to the critical expected 

enhancement. 

In each VNF experiment, we calculated 20% of the labelled datasets to be used as test data 

sets and the model was tested separately through available datasets from different VNF 

placements. We define experimental investigations over the curves with characteristics of the 

receiver operating characteristics (ROC). Figure 4.21 shows X and Y labels that reflect the value 

of the false-positive rate (FPR) combined with the true positive rate (TPR). The prediction results 

of every model for test datasets from various VNF types represent differently coloured curves. 

 

Figure 4.21: Different VNF datasets associated to ROC curves  

performance. In comparison, the trained model validated by the HAProxy test dataset displayed 

the lowest prediction results. The findings were especially worse than the other XGBoost model 

results where the SVR model has been tested by Nginx, Squid, and HAProxy test datasets. 



86 
 

4.7 Summary 

Because of the dynamic nature of NFV, the VNF resource requirements are not necessarily static. 

In reality, resource allocation to VNFs should be adjusted to account for variations in incoming 

network traffic. These alterations create a considerable delay in resource reallocation. So, using 

resource forecast models before allocating resources can help avoid problems in the future and 

improve the performance of techniques for allocating resources. For this, we derive designed 

models which correctly forecast the requirements associated with the resources of VNF, based on 

the load of the traffic system. By means of VNF models based on the placement procedures, overall 

efficiency under subsequent VNF locations is increased. Our review of five separate machine 

learning algorithms shows that selecting the machine learning algorithm that fits best for complex 

resource allocation is very important. By means of statical allocation of resources, the contribution 

will be towards significant infrastructure over-allocation, elevated virtual networking services 

count, and unnecessarily extreme latency, possibly contributing to cost increment and poor facility 

eminence. In addition, the complex distribution of resources will protect properties and boost 

facility superiority. In a future study, we can see if we can dynamically adjust TensorFlow and 

Pytorch to enhance thread counts. Another factor we wanted to discuss container recovery and 

relocation is finding an optimised container management policy. We would run a set of tests to see 

which type of platform the device runs on to deliver the best outcomes. 

 

 

 

 

 

 

 

 

 


