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ABSTRACT 

During last decade, outsourcing data and application software to the cloud has become a 

trend. This outsourcing reduces the infrastructure and maintenance cost at user side. But 

because of the untrusted nature of Cloud server (CS), it is necessary to verify the integrity 

of outsourced data to prevent it from being lost, modified and corrupted. As file owners 

are not having physical ownership of this data, to download full data periodically to check 

integrity is costly and not efficient due to restricted computational resources at its end. 

Public auditing is a method in which external party can check the exactness of remotely 

stored data using cryptographic techniques without downloading it. Using this method, 

cloud user delegates the verification of outsourced data to external entity such as Third-

Party auditor (TPA). During auditing, cloud user generates a challenge for outsourced 

data, CS produces the proof for challenged data and generated proof is verified by TPA. 

The efficiency of auditing algorithms is measured by proof generation or verification time, 

computation cost and communication overhead.  

Two auditing models: Proof of Retrievability (PoR) and Provable Data Possession 

(PDP) are widely used to verify the integrity of outsourced data in cloud storage. PoR uses 

special blocks called “Sentinels” randomly embedded in data file for detection purpose. In 

PDP, before uploading a file, cloud user produces the authenticators or tags using 

cryptographic algorithms such as Message Authentication Code (MAC), homomorphic 

authenticators, Elliptical Curve Cryptography (ECC). Since these cryptographic methods 

are based on bilinear pairing, increases computational and communicational overhead on 

Cloud user as well as TPA. So, there is a need to generate lightweight auditing system 

which reduces the computational and communicational overhead of cloud user and TPA. 

This research work focuses on PDP model using improved cryptographic technique such 

as Indistinguishability Obfuscation (IO). The proposed research mainly identifies three 

issues that exist in PDP model using IO. The issues are (1) To use such auditing schemes 

in real applications such as Secure Multi-party Computation (SMC), (2) Collusion 

resistant group user support, (3) not preserving identity and data privacy from TPA during 

auditing. To address these issues, we propose lightweight PDP model using IO. 

The first research contribution proposes the verifiable multi-party computation 

using IO for online auction based on Perfectly Private Auditing Trail (PPAT) scheme. 

Non-Interactive Zero-Knowledge (NIZK) Proof is widely used to verify the integrity of 
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data. But verification time is more using NIZK since it is based on bilinear pairing. The 

proposed scheme implements NIZK using IO which greatly reduces the verification time. 

This proposed scheme works in two phases: Auction and Audit. During Auction phase, 

worker node generates proof using Pedersen Commitment Scheme. This proof is verified 

using IO based NIZK in Audit phase. Experimental results are found to be improved. In 

proposed scheme, Auction and Audit phases are independent of each other which results 

in reduced verification time compared to existing schemes.  

The second research contribution proposes secure group-based collusion resistant 

public auditing scheme using IO. To make the auditing process lightweight, this scheme 

uses One-Way Function (OWF) such as MAC with IO. During auditing, TPA has to only 

calculate and verify MAC which greatly reduces the verification time and communication 

overhead. This scheme support creation of user groups dynamically with CDH based ring 

signature scheme. Revoked user from group may collude with CS and create collusion 

attack. To avoid this collusion, it regularly updates the current valid member list to CS and 

TPA during verification. It also supports dynamic updates such as insert, delete and 

modify data on outsourced files. To verify these updates, it uses Merkle Hash Tree 

(MHT). Experimental results shows that proposed scheme reduces the communication 

overhead and verification time. 

The third research work proposes privacy-Preserving Dynamic Provable Data 

Possession (P2DPDP) scheme with batch update using IO. It tries to balance the 

computation overhead between cloud user and TPA during auditing. Cloud user sign a  

contract with TPA regarding auditing frequency. Based on this contract, TPA generates 

challenge using IO and creates log file for each audit. User can check the integrity of 

outsourced data and auditing work of TPA as per his convenience. To reduce the 

computation overhead generated due to MHT, this scheme uses Muti-leaf Authentication 

based on Rank Based Merkle Tree (RBMT). It allows to verify multiple update operations 

at once. Experimental results show reduced communication and verification overhead.   

 

 

 


