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Chapter 1 

Introduction 

Cloud computing is the result of continuous evolution in the field of technology and 

Internet-based services. It provides two basic service models, computing and storage. 

To meet user demands, all cloud computing services need high-performance cloud 

storage. So, cloud storage is one of the important components of cloud computing 

system. Many small-scale industries and individuals prefer to use these services since 

it results in reduced infrastructure and maintenance costs. The data in cloud storage is 

easily shared and accessed by many users. Cloud Server (CS) is one of the untrusted 

entities in cloud computing paradigm. Once the data is outsourced on CS, it can be 

stored at any data center and user is not having any physical control over this data. 

Cloud users are not having any way to ensure the correctness of this outsourced data. 

In this chapter, a brief introduction to public auditing, problems with existing 

auditing techniques are presented. The evaluation parameters for public auditing are 

described. The research issues are highlighted and the objectives of the research are 

stated. 

 

1.1 What is Cloud Computing 

 
Mell and Grance [1] defined cloud computing as “A model of enabling ubiquitous, 

convenient, on-demand network access to a shared pool of configurable computing 

resources (e.g. networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimum management effort or service provider 

interaction”. Fig 1.1 summarizes five essential characteristics of cloud computing such 

as: 

• On-demand Self Service 

• Broad Network Access 

• Resource Pool 

• Rapid Elasticity 

• Measured Service 
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Fig. 1.1: Essential characteristics of cloud computing 

 
For the proper functioning of this paradigm, service and deployment models are 

playing a major role. Fig. 1.2 shows these services and deployment models of cloud 

computing. The deployment model defines the type of access for cloud: Public, Private, 

Hybrid, and Community. Based on this access, cloud can be divided into the following 

categories. 

• Public cloud 

• Private Cloud 

• Community Cloud 

• Hybrid Cloud 

 
Cloud computing is based on the service model. It provides resources to users in terms 

of these services. Basically, three type of services provided by cloud are: 

• Infrastructure-as-a-Service (IaaS) 

• Platform-as-a-Service (PaaS) 

• Software-as-a-Service (SaaS) 

Cloud storage is one of the important services provided by cloud paradigm. Cloud 

storage is a service model in which data is transmitted and stored on remote storage 

systems, where it is maintained, managed, backed up, and made available to users over 

a network - typically, the internet. Users generally pay for their cloud data storage at a 

per-consumption, monthly rate. Cloud service providers manage and maintain data 

transferred to the cloud. Organizations opting for cloud storage eliminate the need to 

buy, manage and maintain in-house storage infrastructure. 

Metered Service 

Rapid Elasticity 

Resource Pool 

Broad Network Access 

On-Demand Self Service 
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Fig. 1.2: Deployment and Service models of cloud computing 

 
Cloud service providers maintain large data centers in multiple locations around the 

world. When customers purchase cloud storage from a provider, they hand over most 

aspects of the data storage to the vendor including security, capacity, storage servers, 

computing resources, data availability, and delivery over a network. Customer 

applications can access the stored cloud data through traditional storage protocols or 

Application Programming Interfaces (APIs), or they can also be moved to the cloud. 

Cloud storage provides many benefits that result in cost savings and greater 

convenience for users. With a cloud storage service, customers only pay for the storage 

they use, eliminating the need for big capital expenses. Using storage service, customers 

only pay for the capacity they use whereas, in inhouse storage networks, organizations 

pay more than they need. Cloud storage is typically available from any system, 

anywhere and at any time; users do not have to worry about operating system (OS) 

capability or complex allocation processes. Off-site security is a major advantage of 

cloud storage. User doesn’t have to invest anything extra cost to maintain the security 

infrastructure using cloud storage. Cloud makes a replica of user copies and stores them 

at multiple servers for fast availability and recovery of data. 

Even though cloud storage provides multiple advantages, it suffers from many 

security and performance issues. Cloud data security is one of the challenges for data 
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service providers. Since once data leaves company premises, company no longer has 

any control over this data. Maintaining regulated data is a major concern of service 

providers. To achieve security, it uses multiple controls such as encryption, access 

control, multi-factor authentication, etc. Cost can be a major issue for a company if it 

outsourced large data on the cloud. This vast data if frequently moved between company 

premises and cloud storage may result in increased cost of monthly charges. 

 

1.2 Public auditing for cloud storage 

 
Ensuring the correctness of outsourced data is one of the necessities of cloud users 

because of such an uncontrolled environment of cloud computing. Multiple threats can 

be possible to this outsourced data. This data in a public environment is the main target 

for hackers. Unintentional natural instances may delete data because of a crash. 

Auditing is a process that offers clear and recognizable traces of resource access for 

various activities. Two practical and widely used strategies for integrity verification are 

Proof of Retrieval (PoR) and Provable Data Possession (PDP). In PoR, cloud user 

produces sentinels to secure their own data at CS. A predefined number of sentinels are 

appended to the file. Generally, sentinels are OWFs. Cloud users can check the integrity 

of outsourced data by giving challenges to CS by checking fixed number of sentinels. 

Since CS is not aware of the location of sentinels, it can’t modify the data. Juels and 

Kaliski [2] proposed PoR based on sentinels. But it faces the problem of a restricted 

number of challenges once file is uploaded. Another strategy, PDP is based on random 

sampling authenticators. Cloud user produces authenticators or tags before uploading a 

file on CS. The user keeps some part of metadata related to the outsourced file at its 

end. With the help of this metadata, user can verify the integrity of outsourced data. 

Authenticators are based on cryptographic algorithms such as RSA, ECC, etc. Ateniese 

et al. [3] proposed PDP using homomorphic verifiable Tags (HVT) based on RSA. This 

research work concentrates only on the PDP model. 

CS is one of the un-trusted entities which can hide some unintentional failures and 

data errors to maintain their reputation. So, the user must have some way to check the 

integrity of his data stored on cloud storage. Users can't download entire files and check 

integrity frequently due to resource constraints. Cloud user can check the privacy and 

integrity of files he retrieves with existing cryptographic primitives. However, the cloud 

user wants to verify that CS does not delete or modify files before retrieval. So public 

auditing process is widely used where an external entity can verify the integrity of 
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outsourced data on behalf of cloud user without downloading the entire file. The cloud 

user delegates the task of integrity verification to an external entity called Third Party 

Auditor (TPA). TPA with the help of cryptographic techniques can verify the integrity. 

The auditing process mainly consists of three components: Cloud User, Cloud Server 

(CS), and TPA as shown in Fig. 1.3. 

 

 

• Cloud User: Cloud user is an individual user or a group member who 

outsources large data files on CS. 

• Cloud Server: CS consists of vast storage space and computation assets to offer 

data storage services to the user. 

• Third-Party Auditor: TPA is an external expert and having capability to check 

the correctness of cloud storage on behalf of cloud user either periodically or 

upon user’s requests. 

As shown in Fig. 1.3, Cloud user outsources files on CS and later can perform update 

operations such as insert, delete or modify data in the file. Either periodically or based 

on a request from user, TPA generates a challenge message to CS. Based on the current 

state of data for the respective blocks in the challenge request, CS has to generate a 

response. CS communicates this response to TPA. TPA validates the response and the 

verification result is communicated back to the cloud user. This is the general process 

in any auditing scheme. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1.3: Architecture of Cloud Storage Auditing 
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1.3 Research motivation 

 
1.3.1 What happens to outsourced information 

 
Once the user outsourced data on CS, user is not having any physical control over it 

since data get stored at any remote data center of that provider. Data at these sites may 

be deleted either intentionally or unintentionally. The storage systems at the remote site 

may face data loss due to disk crashes, natural disasters, or any other reason. CS may 

avoid reporting such instances to cloud users to maintain their reputation. CS may also 

need to create the space for specific users. To allocate such space mostly data of 

infrequent users is the first choice to delete. CS is not going to report such adjustments 

to cloud users intentionally. At the time of accessing the data, user can check the 

integrity using cryptographic controls but there is a need for user to ensure that 

outsourced data must be retained properly prior to retrieval. 

 

1.3.2 Lack of lightweight PDP Schemes 

 
Most of the PDP schemes are based on cryptographic constructs such as Message 

Authentication Code (MAC), Homomorphic Authenticators (HA), etc. HA is widely 

used for integrity verification. The tags for the files to be uploaded are calculated using 

RSA or ECC-based homomorphic authenticators. This calculation involves lots of 

complex operations on large numbers such as multiplication, exponentiation, pairing, 

etc. It causes increased verification time during tag verification and also results in 

increased communication costs between CS, user, and TPA. There are some modern 

cryptographic techniques such as Indistinguishability Obfuscation (IO), Structure- 

preserving cryptography, etc. that can be used to implement such PDP schemes. Zhang 

et al. [4] proposed such PDP scheme using IO and MAC to verify the integrity of 

outsourced data. Thus, lightweight PDP that reduces this computation and 

communication burden on TPA and user is a need today. 

In most of the PDP schemes, cloud user is continuously involved during auditing 

which creates an unnecessary burden on user. TPA also suffers from the computational 

burden. To get rid of this, there is a need for a lightweight PDP that can allow user to 

verify the integrity as per his convenience and the computational burden of TPA should 

also be reduced. 
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To achieve lightweight PDP, handling of dynamic data updates through MHT is also 

a major cause since during the verification of these dynamic data updates, unnecessary 

Auxiliary Authentication Information (AAI) has to be generated and verified against 

the certified root. So, there is a need to use other data structures for the verification of 

dynamic updates in PDP schemes. 

 

1.3.3 Need of verifiable and secure MPC applications 

 
Multi-party applications such as E-auction, E-voting still facing problems due to 

disputes among users. There is no way for these users to verify the integrity of their 

input values. Cuvelier and Pereira [5] proposed verifiable Multi-Party Computations 

(MPC) that use Non-Interactive Zero-Knowledge (NIZK) proof for verification. 

Verification using NIZK involves the generation and verification of multiple relations 

that increase computation cost at the verifier side. So, there is a need to develop MPC 

systems that address two main issues: the integrity of the computation, and the secrecy 

of the inputs. 

 

1.4 Research question, objectives, and scope of this research 

 
1.4.1 Research Question 

 

The research question for this research is: 
 

“How can we utilize modern cryptographic algorithms such as IO to achieve 

lightweight Provable Data Possession schemes during public auditing for cloud 

storage?” 

 

Most of the existing PDP schemes are based on cryptographic algorithms that incur 

large computation and communication overhead on cloud users and TPA. Hence the 

question is how to improve these PDP schemes using modern cryptographic algorithms 

like IO. 

 

1.4.2 Research Objectives 
 

This research presents three research objectives to be achieved later in this thesis. 

 
Objective 1: To propose an improved auditing scheme using modern 

cryptographic technique IO for MPC to reduce verification costs. 
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This objective proposes a verifiable MPC application such as E-auction based on IO. 

 
The Pedersen commitment scheme is used to generate the proof. These proofs are 

validated using NIZK implementation of IO. The number of rounds in this verifiable 

scheme is independent of each other that reduces the verification time during auditing. 

 

Objective 2: To develop an efficient group-based public auditing scheme that can 

detect and resist collusion attacks using IO. 

 

In order to achieve a lightweight auditing scheme, it is necessary to reduce verification 

time. Hence this objective proposes a secure group-based public auditing scheme with 

collusion resistance. This scheme uses IO with MAC to develop a lightweight PDP. 

During auditing, the cloud user has to just calculate and verify the MAC which greatly 

reduces the computation burden of TPA. Collusion due to revoked user in group is 

avoided by communicating the recent valid group members list to CS and TPA. 

 

Objective 3: To develop a lightweight auditing scheme that maintains the identity 

privacy of cloud user from TPA. 

 

This objective proposes Privacy-Preserving Dynamic Provable Data Possession 

(P2DPDP) scheme using IO. This scheme tries to balance the computational overhead 

between cloud user and TPA. To achieve this, cloud user makes a contract with TPA 

concerning the frequency of auditing task to perform. TPA has to generate the log based 

on this contract for his auditing work. The user as per his convenience is going to verify 

the integrity of outsourced data using log. The proposed scheme also uses Rank-based 

Merkle Tree (RBMT) to handle dynamic updates in batch mode. 

 

1.4.3 Scope of Research 
 

Lightweight integrity verification, group user support, handling of dynamic data 

updates, collusion resistance using a modern cryptographic algorithm such as IO is the 

key work of this research. Many modern cryptographic algorithms are available but the 

work in this research concentrates only on IO cryptographic technique. CS is one entity 

having vast computing and storage capacity. But TPA and cloud users are not having 

such resources. Considering this fact, this research work tries to balance the 

computation as well as communication overhead between cloud user and TPA so that 

such systems can be utilized by cloud users to verify the integrity of outsourced data. 
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This research work also proposes privacy-preserving PDP schemes.  This work 
 

concentrates on data privacy and identity privacy during auditing. TPA is one of the 

external parties involved in the auditing process. So, it is necessary that during auditing, 

TPA must not infer any information such as data and identity of user. This work also 

proposes an auditing scheme that supports group users to access cloud storage in a 

group. So, the data and identity privacy of each user in the group is also considered 

while generating the PDP processes. 

 

1.5 Public auditing performance measures 

 
To evaluate the performance of the public auditing system, proposed auditing schemes 

must consider the following design goals and evaluation parameters as described below. 

 

1.5.1 Public auditing design goals 

 
To enable public verification of cloud storage, our research work proposes modified 

PDP schemes for auditing. These schemes must satisfy design goals as shown in Fig. 

1.4. 

 
Fig. 1.4: Design Goals for Public Auditing 

 

 
1. Public Verification: Cloud user delegates the verification task to an external 

party such as TPA. It is necessary that TPA can check the integrity of 

outsourced data without downloading the entire file as well as the involvement 

of cloud user. 

2. Data Dynamic Support: Cloud users regularly update outsourced files by 

performing operations such as insert, delete, and modify. Auditing schemes 

should support static as well as dynamic updates generated by cloud users. 

3. Lightweight: TPA must be able to complete verification tasks with minimum 

communication and computation overhead. Continuous involvement of a user 
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should be avoided to reduce the burden of a cloud user during auditing. 

4.  Privacy-Preserving: User’s data contents and identity must not be revealed to 

TPA during auditing. Group level privacy such as data and identity privacy of 

each user from other group members should be preserved. 

5. Collusion-Resistant: Existing group users may be revoked from a group 

because of any reason. This revoked group user may collaborate with CS and 

generate collusion attack. It is necessary to develop revocation procedures in 

such a way that such type of collusion should be avoided during auditing. 

 

1.5.2 Public auditing evaluation parameters 

 
The auditing system can be assessed based on: 

i) Auditing time and 

ii) Communication overhead 

 
Generally, auditing schemes involve two basic operations: proof generation and proof 

verification. Cloud user normally generates the proof for the data to be outsourced using 

cryptographic algorithms. During auditing, these proofs are verified by TPA. Consider 

the time required to generate the proof is Proof_Generation_Time and the time to verify 

the proof is Proof_Verification_Time. Auditing time is nothing but the total time needed 

to generate the proof and time needed to verify this proof i.e. 

Auditing time = Proof_Generation_Time + Proof_ Verification_Time 

 
Since proof generation and verification are based on cryptographic techniques, it 

involves multiple exponentiations, pairing, and hashing operations. These operations 

are time-consuming which increases the total auditing time. Auditing time mostly 

depends on the following parameters: 

a. Number of users in a group, 

b. Cryptographic algorithms 

c. Number of file blocks 

d. Size of a challenge message 

e. Proof size 

 

So, the main objective of this research work is to propose auditing schemes that reduce 

the proof generation and verification time during auditing. 

During proof generation and verification, TPA generates a challenge message and 
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sends it to CS. CS has to produce proof and send it to TPA. This may incur 

communication overhead among these three main entities. This communication 

overhead can be calculated based on the size of the challenge message, and proof size. 

This communication traffic is generally computed in KB/MB based on messages. 

Computation cost is generally computed at TPA and user sides. This cost totally 

depends on cryptographic operations performed during proof generation and 

verification. It includes exponentiation and pairing operations on groups as well as hash 

operations. It also depends on a number of challenged blocks. Since CS must-have 

capability in terms of computing and storage to perform their intended tasks, we are not 

considering computation cost for an evaluation concerning CS. But we are considering 

this cost with respect to cloud user and TPA since auditing must not incur increased 

computational overhead on user. 

 

 

1.6 Thesis structure 

 
The organization of the thesis and brief outline of chapters is as shown in Fig. 1.5. The 

main requirement of this work is to generate a lightweight PDP scheme. The challenges 

to achieve this are lightweight integrity verification, group user support, dynamic data 

updates, collusion-resistant, privacy-preserving. These challenges are discussed in 

further chapters. 

 

Chapter1: Introduction 

 
This chapter briefly gives the introduction of the public auditing system, motivation, 

and the need to research in this field. Research question related to research is stated in 

this chapter. This chapter also mentions the research objectives and scope of this 

research work. The evaluation parameters are also described in this chapter. 

 

Chapter 2: Literature Survey on Public Auditing 
 

This chapter surveys the state-of-art cryptographic techniques used for public auditing 

systems of cloud storage. The research gaps related to this work are identified in this 

chapter. Based on these research gaps, research contributions are stated. 
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Fig. 1.5: Thesis Structure 

 
 

Chapter 3: Verifiable MPC 
 

This chapter begins with system architecture for verifiable MPC applications such as 

E-auction. It covers the methodology and algorithms for two phases of the E-auction 

system: Audit and Auction. It discusses the results and performance of proposed system. 

 

Chapter 4: Collusion-Resistant PDP 
 

This chapter illustrates the system framework for a group-based collusion-resistant 

public auditing scheme. This proposed scheme consists of 5 phases: Setup, Store, Audit, 

Prove and Verify. The methodology is stated for each phase. Security analysis along 

with results are also discussed to analyze the performance of the proposed system. 
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Chapter 5: P2DPDP 
 

This chapter initially introduced the P2DPDP scheme by stating the system framework. 

Elaborates the methodology for 4 phases of this scheme: Setup, Store, Audit_Data, and 

Audit_Log. Further security analysis and results are also discussed. 

Chapter 6: Overall Conclusion and Future Scope 
 

This chapter states the overall conclusion and future scope of this research work. 


