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Chapter 3 

 
Verifiable Multi-Party Computation using IO 

 
3.1 Introduction 

 
Verifiable MPC scheme i.e. Perfectly Private Audit Trail (PPAT) for E-auction 

suggested by Cuvelier and Pereira [5] is based on NIZK. The verification in PPAT is 

done using NIZK that involves the generation and verification of multiple complex 

relations to be checked. It has increased the verification time during auditing since it 

involves complex comparisons. This verification time also depends on the number of 

users. If the number of users involved in bidding is more, verification time is also 

increasing. NIZK implementation using IO greatly reduces this verification time. In 

proposed scheme, each client involved in the bidding generates the commitment d for 

his bidding value x using Pedersen Commitment scheme. Encrypted bidding value 

cipher and commitment d send to an external but trusted entity such as worker. The 

client also has to generate the audit circuit that consists of opening value O used to 

verify the commitment d. This is the one-time cost incurred by user to generate the audit 

circuit but it greatly reduced the verification time because there is no need to generate 

this circuit for each verification. It also maintains privacy from worker since the opening 

value is shared to worker using a circuit where a worker has to just execute this circuit. 

The proposed verifiable MPC scheme works in two independent phases: Auction and 

Audit. The audit phase will start only after the completion of the Auction phase. Because 

of these independent phases, during Audit phase, bidding time is not considered and 

verification time is reduced. 

 

3.2 The proposed scheme 

 
In this part, we discuss the system architecture for the proposed verifiable MPC E- 

auction system. We describe the process for the proposed architecture. Then we 

elaborate deeply on two phases of the proposed scheme: The auction and Audit phase 

step by step. 
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3.2.1 Architecture of Verifiable MPC 

There are mainly 3 entities involved in this MPC arrangement: Client, Worker, and 

Public Bulletin Board (PBB). The client is an entity that actively participates in bidding 

by sharing their input values and is interested to verify the integrity of his shared value. 

The worker is a coordinating entity that computes the auction result and assists the client 

during proof verification. The worker is a node who can also be a client or separate 

entity often addressing the correctness aspect through zero-knowledge proof. Public 

Bulletin Board (PBB) board is a place where worker publishes the bidding result and 

proof for the correctness of the output. The arrangement for different entities is as shown 

in Fig.3.1. It comprises multiple clients. Each client 𝐶𝑖 has his private input 𝑥𝑖 ∈ I, where 

i=1,2,…,n. 

In PPAT, each client can verify input at any time. Each client submits one bid to 

worker node W. The result for the auction system is nothing but a list of sorted bids. 

Each Client computes 𝑐𝑖 ← Enc (𝑥𝑖 ). From 𝑐𝑖 , 𝐶𝑖 derives 𝑑𝑖 ← DerivCom (𝑐𝑖) and 

computes 𝜋𝑟𝑎𝑛(𝑑𝑖, I) as in Eq. 3.1. where 𝜋𝑟𝑎𝑛 is a proof which consists of relation as 

follows : 

𝑅𝑟𝑎𝑛 = {(d, (x,O))| Verify(d,x,O) =1 ^ x ∈ I} (3.1) 

where O is an opening term to expose the commitment d. While 𝑐𝑖 is sent to W, each 𝐶𝑖 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3.1: Architecture of Verifiable MPC 
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publishes 𝑑𝑖 and 𝜋𝑟𝑎𝑛 (𝑑𝑖, I) on PB. W computes the sorted list (𝑥′ ...𝑥′ ) from (𝑥1…𝑥𝑛) 
1 𝑛 

using any known sorting algorithm. W reshuffles 𝑑𝑖 from the sorted list, to generate an 

ordered list of commitments 𝑑′ …𝑑′ . Later W calculates n-1 commitments 𝑒 …𝑒 
1 𝑛 1 𝑛−1 

where 𝑒𝑖 = 𝑑𝑖 ≥ 𝑑𝑖+1 which requires n-1 proofs. 

 
Thus 𝜋𝑐𝑜𝑟 is a combined proof based on sorted commitments as in Eq. 3.2. 

 
𝜋𝑐𝑜𝑟 = ((𝑒1,𝑂1 , 𝜋1) ^ …^ (𝑒𝑛−1,𝑂𝑛−1 , 𝜋𝑛−1)) (3.2) 

 
W publishes 𝜋𝑐𝑜𝑟 on PBB along with 𝑑′ ….𝑑′ . Then each client validates 𝜋 to verify 

1 𝑛 𝑐𝑜𝑟 

the result of the auction. In PPAT scheme, for every verification, such relations are 

generated and verified to check the correctness of the input value. It results in increased 

verification time on the client-side. 

 

3.2.2 Auction Phase of Verifiable MPC 

 
In this phase, multiple clients participate in a bid by sharing their bid value x with 

worker. Encrypted bid value cipher shared to the worker so that bid value will not 

change during transit. Before uploading bid value to worker, Client generates metadata 

or tag i.e. commitment d and opening value O for bid message using Pedersen 

commitment scheme. The client also generates an audit circuit for verification. 

Publishes d, and public parameters on PBB. Client send d and cipher value to worker. 

Based on the bid values received from multiple clients, worker performs the 

computation i.e. in case of auction, sorting operation using any suitable sorting 

algorithm. Based on the result, worker sort the commitments received from each client 

as (𝑑′ , 𝑑′ ,.    𝑑′ ) and publishes the bid result and sorted commitments on PBB where 
1 2 𝑛 

clients can see the bid result. This complete workflow between client and worker is as 

shown in Fig. 3.2. The following steps describe the complete auction phase and proof 

generation using Pedersen commitment scheme. Multiple entities we consider are as 

follows: 

Set of n clients 𝐶𝑖 for i=(1,2,….n), 

worker node w and 

Public Bulletin Board PBB. 

The input for Auction phase is: 

Bid value of n clients 𝑥𝑖 for i=(1,2,….n), 

public Key pk and Secret Key sk, 
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1. 

2. 

Client 

Generate cipher text from message x. 

Cipher= 𝐸𝑛𝑐𝑝𝑘(x) 

Compute commitment d, 

h = 𝑔𝑎mod p 

d = 𝑔𝑐𝑖𝑝ℎ𝑒𝑟 ℎ𝑟 mod p 

Send d and Cipher to worker 

Worker 

Publish d, p, q, g and h on PBB 

3. Decrypt cipher text using sk 

x = 𝐷𝑒𝑐𝑠𝑘 (cipher) 

4. Sort inputs from every client 

(𝑥′ ,𝑥′ ,…𝑥′ ) = sort (𝑥 ,𝑥 ,…𝑥 ) 1     2 𝑛 1     2 𝑛 

5. Sort Commitments, publish on PBB. 

(𝑑′ , 𝑑′ ,.....𝑑′ ). 1 2 𝑛 

Display result to client 

 
6. Client can see the auction result on PBB. 

Large p & q in such a way that q divides p-1, 

g is generator of the order-q, 

Random Secret a from 𝑍𝑞. 

Step1: Each client 𝐶𝑖 share the bid value 𝑥𝑖. 𝐶𝑖 generates 𝐶𝑖𝑝ℎ𝑒𝑟𝑖 value by encrypting 

message 𝑥𝑖 using public key pk of worker w. 

𝐶𝑖𝑝ℎ𝑒𝑟𝑖 = 𝐸𝑛𝑐𝑝𝑘 (𝑥𝑖) 
 
 

 

Fig. 3.2: Workflow of Auction Phase 

 
Step 2: Each client 𝐶𝑖 generates the commitment 𝑑𝑖 using Pedersen's commitment as 

below. Initially, 𝐶𝑖 calculates h = 𝑔𝑎 mod p. Using Eq. (3.3), generate 𝑑𝑖 with random 

value 𝑟𝑖 

𝑑𝑖= 𝑔𝑐𝑖𝑝ℎ𝑒𝑟𝑖  ℎ𝑟𝑖  mod p (3.3) 

 
𝐶𝑖 send this commitment 𝑑𝑖 and 𝑐𝑖𝑝ℎ𝑒𝑟𝑖 to worker w and also publishes 𝑑𝑖 on PBB. 

𝐶𝑖 also publish public parameters such as g, p, q and h on PBB. 
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𝐴𝑢𝑑𝑖𝑡𝐾 
 

Input: Opening Value O is a tuple (cipher, r) 

Output: Successful/Unsuccessful 

 
 

Calculate d =𝑔𝑐𝑖𝑝ℎ𝑒𝑟 ℎ𝑟𝑖 mod p 

Test if d = d’ if true 

Output “Accept” 

else 

Output “Reject” 

Step 3: 𝐶𝑖 generates the audit circuit 𝐴𝑢𝑑𝑖𝑡𝐾 using opening value O (𝐶𝑖𝑝ℎ𝑒𝑟𝑖, 𝑟𝑖) and 

obfuscate it. Uniform PPT algorithm iO takes security parameters, audit circuit 𝐴𝑢𝑑𝑖𝑡𝑘 

and computes verification key vk as vk = iO (𝐴𝑢𝑑𝑖𝑡𝐾). The audit circuit is nothing but 

the verification algorithm. If client wants to check for different relations during Audit 

phase, he has to update this algorithm with multiple verifications that need to check. 

When this circuit is executed, based on 𝐶𝑖𝑝ℎ𝑒𝑟𝑖 and 𝑟𝑖 contained in Opening value O, 

new commitment d will be generated and compared with d’ stored on PB. If both values 

are same, a successful result is displayed on PBB else Unsuccessful result is displayed. 

 

 

Step 4: W decrypt a ciphertext 𝑐𝑖𝑝ℎ𝑒𝑟𝑖using his own secret key sk, and retrieve the bid 

value 

𝑥𝑖 = 𝐷𝑒𝑐𝑠𝑘 (cipher) 

 
Step 5: W sorts the input of every client using any suitable sorting algorithm. 

 
(𝑥′ ,𝑥′ ,....𝑥′ )=sort (𝑥 , 𝑥 ,....𝑥 ) 

1     2 𝑛 1 2 𝑛 

 
Step 6: W rearranges 𝑑𝑖 to generate a sorted list of commitments (𝑑′ , 𝑑′ ,. .... 𝑑′ ). W 

1 2 𝑛 

publishes the bid result (𝑥′ ,𝑥′ ,....𝑥′ ) and sorted commitments (𝑑′ , 𝑑′ ,. .... 𝑑′ ) on PBB. 
1     2 𝑛 1 2 𝑛 

 
 

Algorithm1 shows the Auction phase of the proposed system. 

 
Algorithm1: Auction Phase 

Input: Message x, public Key pk and Secret Key sk, 
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Large p & q in such a way that q divides p-1. 

g is a generator of the order-q 

Random Secret a from 𝑍𝑞 

C: Set of Clients (1, 2,...n) 

W: Worker Node 

PB: Public Bulletin Board 

 
Output: Proofs generated by client and worker node 

 
1. For each Client 𝐶𝑖, i ← 1 to n 

• Generate cipher by encrypting message x. 𝐶𝑖𝑝ℎ𝑒𝑟𝑖 = 𝐸𝑛𝑐𝑝𝑘 (𝑥𝑖) 

• Calculate h = 𝑔𝑎 mod p 

• Generate commit d using random value, 𝑑𝑖= 𝑔𝑐𝑖𝑝ℎ𝑒𝑟𝑖 ℎ𝑟𝑖 mod p 

• Send d and 𝐶𝑖𝑝ℎ𝑒𝑟𝑖 to the worker node. 

• Publish d on PB. 

2. Make g, p, q and h as public by publishing on PBB. 

3. W decrypt ciphertex using his own secret key sk 𝑥𝑖 = 𝐷𝑒𝑐𝑠𝑘 (cipher) 

4. W sorts the input of every client using any suitable sorting algorithm. 

(𝑥′ ,𝑥′ ,....𝑥′ )=sort (𝑥 , 𝑥 ,....𝑥 ) 
1     2 𝑛 1 2 𝑛 

5. W rearranges 𝑑𝑖 to generate a sorted list of commitments (𝑑′ , 𝑑′ ,. ... 𝑑′ ). 
1 2 𝑛 

6. W publish sorted bid values (𝑥′ ,𝑥′ ,....𝑥′ ) and respective commitments (𝑑′ , 
 

𝑑′ ,. ... 𝑑′ ) on PBB. 
1     2 𝑛 1 

2 𝑛 

 

3.2.3 Audit Phase of Verifiable MPC 

 
After the auction phase, audit phase will start where clients can verify the bid. In PPAT 

protocol, auction system uses NIZK which is mostly built on bilinear groups. In the 

proposed system, we have modified PPAT protocol for auction system which uses 

NIZK using the modern cryptographic construct Indistinguishability Obfuscation. In 

this proposed NIZK scheme, an obfuscated function is having parameters instance, 

witness and verify the instance if the witness relation holds. To produce a proof π, using 

(authentic) witness 𝑤0 , a prover initially builds a NIZK proof of statement x. 

Afterward, a prover can assert that π was evidence generated utilizing witness 𝑤1 ≠ 𝑤0 

even though he is not aware of the witness 𝑤1 when he initially generated the proof. 

Algorithm 2 shows the original audit program with witness 𝑤0. In audit phase, opening 
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Client 

1. Give request for audit using verification key vk 

Request for Audit 

Worker 

2. Execute the audit circuit 𝐴𝑢𝑑𝑖𝑡𝐾 

3. Display the result to client. 

 

Successful/Unsuccessful Result on PBB. 

 
6. Client can see the auction result on PBB. 

value O is the input comprised of encrypted bid value given by each client and a random 

value r. Using O and r, the verifier calculates d. It will be compared with d value of PB. 

If a relation holds, audit program displays the “Successful” otherwise “Unsuccessful”. 

Algorithm 2: Audit Phase 
 

Input: Opening Value O is a tuple (cipher, r) 

Output: Successful/Unsuccessful verification 

1.  Test if d = 𝑔𝑐𝑖𝑝ℎ𝑒𝑟 ℎ𝑟 mod p 

2. Outputs accept if true, reject if false. 

 
Algorithm 3 shows the obfuscated program Audit Phase* with witness other 

than 𝑤0. We are going to maintain privacy of each bid since worker only contains 

original and encrypted value of each bid. It displays only commitments on PBB. Again, 

we also have assumed that worker is a trusted entity. 

 

Algorithm 3: Audit Phase* (Obfuscated) 
 

Input: Opening Value O is a tuple (𝑐𝑖𝑝ℎ𝑒𝑟∗, r) 

Output: Successful/Unsuccessful verification 

1. If cipher = 𝑐𝑖𝑝ℎ𝑒𝑟∗, 

test if 𝑔𝒄𝒊𝒑𝒉𝒆𝒓
∗ 
ℎ𝑟 mod p = 𝑑∗, 

Outputs accept if true, reject if false. 

2. Test if d = 𝑑∗ 

3. Outputs accept if true, reject if false 

 
Fig. 3.3 shows the workflow for Audit phase of proposed verifiable MPC scheme. 

 

Fig. 3.3: Workflow for Audit phase 
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Initially, client who wants to verify the integrity gives a request to the worker. Worker 

executes the audit circuit 𝐴𝑢𝑑𝑖𝑡𝐾. During execution of this audit circuit, commitment d 

is calculated using cipher and r enclosed in opening value O. Newly calculated d is 

compared with d’ generated by worker and published on PBB. If both values are same, 

“Successful” result is communicated to client by publishing on PBB else 

“Unsuccessful” result is displayed. 

 

3.3 Results and Discussions 

 
To analyze the performance of our proposed auditing scheme, we have compared 

it with auditing scheme used in PPAT. The implementation of this system is realized in 

Python. The main components of the system are auction-goers or clients, Cloud Service 

Provider (CSP) and Worker. Client entity implemented as Android app from where 

users can bid for the auction. Auction values get stored on CSP using Firebase Cloud 

Server. Worker is implemented on system having Windows 8.1with an Intel Core i5- 

5200U CPU functioning at 2.20 GHz, 2201 Mhz, 4.0 GB RAM. The elliptic curve 

which we have used is having its base size as 256 bits and its embedding degree 6. 

 

3.3.1 Comparison of verification time with PPAT 

 
We have implemented auditing system for auction. Auction and Audit phases work 

independently with each other. Audit phase will start after the completion of Auction 

phase only. Different users can share their bid values using android app. For obtaining 

the results, bid values are stored on Firebase server. The results were obtained up to 

1000 users. The parameter we have chosen is verification time required for user to check 

the correctness of result. 

In proposed system, integrity of data is exploited by a hacker entity that is having 

the capability to modify the inputs and result of auction. If values are modified, our 

auditing system will correctly generate a “Verification Unsuccessful” message to 

verifier. Table.3.1 shows the verification time in seconds for the proposed NIZK system 

using IO compared with NIZK protocol used in PPAT algorithm for auction system. 

According to Table 3.1, we observe that the verification time for our proposed NIZK 

using IO is reduced as compared to NIZK scheme used in PPAT for different number 

of users. We have not considered the size of input for this system while calculating the 



63  

Table 3.1: Verification time for auction system 
 

Number of 

Clients 

Verification time for client (in sec) 

using NIZK scheme in PPAT [5] 

Verification time for client (in sec) 

using proposed system 

5 0.236 0.0591 

10 0.394 0.0917 

50 1.973 0.1146 

100 4.17 0.171 

500 19.364 0.3164 

1000 42.08 4.025 

 

result as every client submits only the bidding value which is mostly very small in size. 

Fig. 3.4 shows the graphical representation of the performance of our proposed system. 

As we can observe from the graph, the verification time of the proposed NIZK system 

is constant compared to NIZK in PPAT. In PPAT, as the number of users are increased, 

verification time also increases. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 3.4: Performance of Proposed NIZK System 

 

Even though IO is one of the weaker primitive and not possible to have a real-life 

implementation, combined with OWF, can create a useful cryptographic construct. By 

using these constructs, it is possible to implement IO for different applications. 

Experimental results prove the same. The reduced and constant verification time is the 

result of two different phases: i) auction and ii) audit in our proposed scheme. Audit 

phase is completely independent of auction phase. Because of this, the verification time 

for our scheme is drastically reduced as compared with NIZK scheme used in PPAT 

Verification time using NIZK in PPAT 

Verification Time using Proposed system 

45 

40 

35 

30 

25 

20 

15 

10 

5 

0 

5 10 50 100 500 1000 

Number of Users 

V
er

if
ic

at
io

n
 T

im
e
(i

n
 S

e
c)

 



64  

protocol. Moreover, scheme is secure since the encrypted bidding values from each user 

are used in auditing. By assuming worker as one of the trusted entities, our scheme also 

maintains privacy. 

 

3.3.2 Comparison of proof size with PPAT 

 
PPAT scheme uses NIZK to verify the correctness of bid value. Initially, client send a 

commitment on their private input as well as proof to PBB. Client also submits the 

opening value of commitment to worker using a secure channel. The proof size in PPAT 

with respect to client-side for auction is as below in Eq. (3.4). 

 

[2n(3k-1)]Sm + [n(6k+2) +6k+8]𝑆𝑚𝑝 + [n(8k-1)+3k +3]A (3.4) 

Where, n - number of clients 

k- number of proofs 

Sm - Scalar multiplication of EC point in G1 without pre-computation 

𝑆𝑚𝑝 - Scalar multiplication of EC point in G1 with pre-computation 

A - EC point addition in G1 

 
In proposed verifiable auction system, the client generates an audit circuit that contains 

opening value for the commitment of input bid value. During Audit phase, worker 

executes this audit circuit and returns the result of verification based on the value of 

cipher. If the bid value is modified, naturally the newly calculated commitment will be 

different from the commitment displayed on PBB by worker during Auction phase. the 

Audit circuits are generally polynomial in size. So to calculate the proof size in proposed 

system, we consider the size of the opening value as follows. For implementation, we 

have used ECC encryption that generates 256 bits cipher. The random value r is any 

random number having a size of 128 bits. Based on this, Table 3.2 shows the proof size 

for PPAT and proposed system. Proof size in PPAT is calculated by considering auction 

with n+1 bids of size < 2𝐾+1 using Eq. (3.4). The performance for proof size of both 

scheme is as shown in Fig. 3.5. As observed from Fig. 3.5, the proof size required in 

proposed system is reduced as compared to PPAT scheme. For 1000 clients, PPAT 

scheme needs to send the proof of size 2.53 MB whereas in proposed scheme this size 

is only 48 KB. Again in proposed system, generating the audit circuit is a one-time cost 

for user during Auction phase. 



65  

Proof size for client using NIZK scheme in PPAT [5] 

Proof size for client using proposed system 
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Table 3.2 Proof size comparison for Auction system 
 

Number of 

Clients 

Proof size for client using NIZK 

scheme in PPAT [5] 

Proof size for client using 

proposed system 

5 12.56 KB 0.24 KB 

10 22.79 KB 0.48 KB 

50 134.36 KB 2.4 KB 

100 250.5 KB 4.8 KB 

500 1.04MB 24 KB 

1000 2.53 MB 48 KB 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 3.5 Proof size comparison for verifiable auction system 

 
 

3.4 Conclusion 

 
The proposed work implemented the verifiable auction system to carry out our 

experiments. Users can validate the correctness of the bidding value and bidding result 

using auditing technique. To verify the correctness, PPAT scheme uses NIZK, which 

results in increased verification time for user. Our implementation uses modern 

cryptographic techniques such as IO. This work also shows an application such as 

verifiable auction system using IO. Results show that using our proposed verification 

scheme, for 100 users, verification time has reduced to 0.171 seconds which is 4 seconds 
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in PPAT scheme. As the number of users are increased in PPAT scheme, verification 

time is also increased. Our proposed system shows constant verification time even 

though users are increased. Since the Auction and Audit phase are independent of each 

other, verification time is drastically reduced as compared to PPAT scheme. 


