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Chapter 1 INTRODUCTION 

Proportional to the growth in the usage of Human Sensor Networks (HSNs), the volume of 

the data exchange between Sensor devices is increasing at a rapid pace. A HSN is the 

communication model that can be used for resource constrained applications such as medical 

applications and operates in and around a human body. HSN consists of tiny sensor devices which can 

be worn by a person or can be implanted inside the body [1].  

A HSN device can either be a sensor or an actuator/controller device [2]. A sensor device is meant 

to sense or collect various health parameters of the human body such as heart rate, temperature, blood 

pressure, blood glucose, etc. Actuators on the other hand can process the data that is collected by the sensors 

and take certain action based on the sensed data. The collected data is then sent to base station device which 

is usually a hand-held device such as a PDA or a smart phone. A Sensor contains built-in radio in order to 

have an effective communication among the sensors and to the base station. The base station mostly 

processes and forwards the aggregated data to remote servers over the internet for further processing and 

analysis. Thus, HSN devices can continuously monitor a person’s health and give feedback to the user or 

to the medical personnel. 

1.1 HSN Architecture 

HSN follows a 3-tier architecture and is depicted in Fig 1.1. Tier-1 deals with Intra-network 

communication, Tier-2 deals with inter-network communication and Tier-3 deals with internet 

communication [3]. Tier-1 contains the list of sensor nodes such as ECG, BP, Motion sensor, etc., that are 

responsible to sense or collect different health-related data. Tier-2 contains base station, usually the 

handheld mobile devices, which are meant for processing the data collected from Tier-1 and transfer it to 

the Tier-3. Tier-3 contains the remote database server and access points where the information is shared 

or accessible to family members and medical assistants. This allows them to continuously monitor the 

patient’s health condition and provide biofeedback. 
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Fig 1. 1  3-Tier architecture of HSN 

1.1.1 Tier-1 (Sensor Level) 

Tier-1 of HSN indicates the sensor level, where it contains multiple devices that periodically sense 

data from the human body periodically and pass that data to the controller device. The controller device 

will aggregate the collected data and forwards it to the base station. The properties that a sensor device 

should have are: 

- Tiny size 

- Less weight 

- Easy integration to existing network 

- Low power functions 

1.1.2 Tier-2 (Mobile Level) 

 Tier-2 of HSN denotes the mobile level, where it represents the base station. Mostly, base station 

contains mobile devices like a smart phone or a PDA and it should accomplish the below tasks: 

- Initialization and configuration of nodes  

- Synchronization among the nodes. 

- Examine the node operation. 
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- Provide security services amongst nodes. 

- Collect the sensed data from Tier-1 and process it. 

- Forward the processed data securely to remote servers via internet. 

1.1.3 Tier-3 (Remote Sensor Level) 

 Tier-3 of HSN indicates remote sensor level, where it contains the medical server, doctors, 

emergency assistants and intermediate family. The responsibilities of Tier-3 are: 

- Collect the processed data from Tier-2 via internet. 

- Store the collected data in medical server.  

- Provide server data access to doctors, medical assistants and family 

- Allow doctors to examine the medical data and provide feedback. 

- Notify the patient with suggested medication. 

1.2 Challenges in HSN 

Although most of the challenges [4] faced by a HSN are similar to generic WSNs, some 

major concerns in a HSN for healthcare application are the following: 

Extreme Energy Efficiency: For ease of use and comfort for the users and widespread adoption 

of HSN [5], the sensor devices deployed must be small in size with enough power supply to last 

for a range starting from few days to a few months or years depending on the application and the 

placement of the device eg. a node which is implanted inside the body is expected to have a much 

longer lifetime on a single battery when compared to those worn on body which may be easily 

recharged. However, the size of the device also restricts the size of the power source it can carry. 

Hence, the energy usage [6] by the HSN devices should be minimal. 

Managing Interference: With a widespread adoption of HSNs, when multiple people wearing 

HSN come into range of each other, there can be an interference [7] and network co-ordination 

will be difficult [5]. Also, when two or more HSNs are in range of each other, a node from one 

HSN might read a message from another HSN. This might be an issue especially in network where 

an actuator node might act on a message received from another HSN. This issue however can be 

resolved by implementing proper user-authentication service [8], [9] which will confirm the 

correctness of source of the message before taking any action. 
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Security: Unauthorized access [8], [9] or manipulation of a node [10] in a network might have a 

severe consequence on the performance of the whole network. eg. an adversary might try to inject 

false packets [11] into the network or manipulate packets in transit. Hence user authentication and 

data integrity checks will help prevent the consequences due to such attacks [12], [13], [14], [15]. 

Privacy: As HSNs will be dealing with potentially sensitive health data about people, we need to 

protect the user’s privacy [10], [15], [16]. An adversary might passively listen to the 

communication and try to overhear the critical information. Hence confidentiality of the data is 

achieved by encrypting patient’s data with a secret key in order to secure the data communication 

among the tiers. 

1.2.1 WSNs v/s HSNs 

Although HSNs share similar features with the generic Wireless Sensor Networks (WSNs) 

like low computation power, small memory, small energy resource etc., the solutions for generic 

WSN applications may not be appropriate to HSN due to the differences listed out in Table 1.1. 

Of all the differences between HSN and WSN, a few properties of HSN which makes its security 

needs [17] [18] different than that of the generic WSNs has been briefly described below: 

Energy consumption: Distinct from generic WSNs, sensors or devices in HSNs are placed on or 

implanted inside human body thus limiting the possibility of charging the device regularly or 

replacing the energy source. Hence a security solution needs to be designed with minimal 

communication and computation operations so that sensor/device can run for a long time with 

minimum energy requirement. 

Memory: As many of the devices and bio-sensors have to be very small in order to not generate 

problems for the user, there is a restriction on the amount of memory that can be placed on these 

devices. In a few projects that are being implemented, the amount of memory available on each 

node is not sufficient for current cryptographic algorithms like AES, DES etc. which leads to a 

requirement of newer encryption algorithm with lower memory requirement. 

Topology: As communication in HSN mainly happens from sensor to base station, HSN has star 

topology [19] and the communication distance is mostly within a short range. As the 

communication range is less, single-hop communication is enough for the communication. Also, 
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position of the sensors is relatively constant except for some body movement hence there is no 

dynamic change in network topology. 

Network Structure: As the sensors (nodes) are not dynamically added or removed from the 

network and the number of nodes in a network is relatively very less (4-64), they don’t need to 

periodically keep discovering their neighbors. 

Based on the above-mentioned features of HSNs which differentiates it from the generic 

WSNs, existing asymmetric encryption protocols are not a feasible solution for ensuring data 

communication security. 

Table 1. 1  WSNs v/s HSNs 

 

1.2.2 Security Requirements of HSN 

Based on the type of application and the data that is being dealt with, a network can have 

different security requirements. e.g. an application might not be worried about keeping the data 

secret but can only be concerned about the correctness of the data that is being received by the 

other devices.  
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1.2.3 Various security requirements in a HSN 

Data Confidentiality: Since the data being dealt with is private to a patient, one of the security 

requirements is to ensure that even if the adversary captures the packets by eavesdropping, he 

should not be able to disclose the data. This can be achieved by encrypting the data with a secret 

key before transmission. 

Data Authentication: It is essential to validate that the data received by the base station is sent by 

the authentic sensor node and not by an adversary i.e. authenticity of the packet source has to be 

ensured. Data authentication [9] can be achieved in HSNs by making use of MAC(Message 

Authentication Code) in all the packets that are being transmitted so that the receiver knows packet 

has originated from a trusted source. 

Data Integrity: An adversary can alter a patient’s data when it is being transmitted over an 

insecure channel. It can be very dangerous specially in life-critical matters if an altered packet is 

being accepted by the base station or the remote server. Therefore, proper data integrity solutions 

[20], [21], [22] should be incorporated as a part of the security framework so that the tampered 

data packets can be detected at the receiving end. 

Data Freshness: The most common attack which is carried out by an adversary is a replay attack 

where he stores the captured packets and later replays them. Data freshness ensures that the packets 

being received is fresh and not reused. Data freshness is mostly ensured by using a timestamp or 

a nonce in the packets. 

Availability: Availability ensures that a patient’s information is always available to the medical 

personnel. However, availability can be targeted in HSN by an adversary by either physically 

capturing a node or jamming the network or draining out power of a node by flooding it with false 

packets. This can be an issue as lack of updated health data might even result to loss of life. 

The various attacks which can be carried out by an adversary to compromise the above-

mentioned security requirements along with their possible security solutions have been 

summarized below in Table 1.2 [23]. 

  



8 

 

Table 1. 2  HSN Security threats and solutions 

Security Threats Security Requirements Possible Security Solutions 

Unauthenticated or 

unauthorized access 

Key establishment and  

trust setup 

- Random key distribution 

- Public key cryptography 

Message disclosure Confidentiality and privacy - Link/network layer encryption 

- Access control 

Message 

modification 

Integrity and authenticity - Keyed secure hash function 

- Digital signature 

Denial-of-service 

(DoS) 

Availability - Intrusion detection 

- Redundancy 

Node capture and 

compromised node 

Resilience to node 

compromise 

- Inconsistency detection and          

   node revocation 

- Tamper-proofing 

Routing attacks Secure routing - Secure routing protocols 

Intrusion and high-

level security attacks 

Secure group management, 

Intrusion detection, 

Secure data aggregation 

- Secure group communication 

- Intrusion detection 

1.3 Adversary Model for HSN 

To understand the security requirements of the HSN, we first need to understand the 

adversary model in HSN including his/her capabilities and computation power. A brief description 

of the same has been covered in this section. 

1.3.1 Types of Adversary 

An adversary in the HSN can be categorized as the following [24]: 

1. An adversary can be an active or a passive entity. A passive attacker can eavesdrop on the 

communication channel or can carry out side-channel attacks. An active adversary on the 

other hand is able to read, tamper or inject false messages into the network. 

2. An adversary can be an internal or an external entity with respect to the system. 

3. An adversary can be a single entity or a coordinated group of entities. 
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4. The adversary can be sophisticated, with specialized equipment or unsophisticated with 

people who are not experts of the field and thus depend on commercially available 

equipment. 

1.3.2 Abilities of an adversary 

As communications between the nodes in a HSN occurs wirelessly, we assume that the 

adversary can observe all the (encrypted) messages all the time. Also, the adversary can easily 

eavesdrop or inject false packets into the network using a simple radio transmitter/receiver. 

Following are the capabilities of an adversary [25], [26]: 

 Compromise a sensor node. 

 Alter the data integrity. 

 Passively listen to messages and store them for replaying later. 

 Inject fake messages into the network. 

 Exhaust resources like power by continuously sending fake messages to the nodes. 

 Destroying the packets carrying information of high importance. 

 Breach the location privacy of a user/node. 

 Target availability by capturing or disabling a node. 

 Physically tampering the device. However, in case of HSNs, as the nodes are worn on or 

inside the body, an outsider has no chance to physically tamper the device. Hence the attack 

is primarily carried out by the user/wearer of the device. 

1.4 Energy Consumption 

In generic wireless sensor networks, there is a possibility of a sensor being regularly charged 

whenever there is a power drop. Whereas in HSNs, the sensors are placed on or implanted inside human 

body thus restricting the flexibility of regularly charging the device or replacing the energy source. Hence, 

to increase the lifetime of a sensor node, the consumption of overall energy is to be reduced.   

According to the radio model proposed by Heinzelman et al. [27], data communication consumes 

most of the energy as compared to data sensing or data processing. Hence one of the desirable 

communication patterns is to use a short-range communication instead of long-range communications as 
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long-range transmission consumes more energy [28]. A sensor node consumes energy for three main 

functions [28]: acquisition, data communication and data processing. 

1. Acquisition: The amount of energy consumed for data acquisition or sensing is negligible compared 

to the energy consumed for data processing or communication. However, the amount of energy 

consumed for sensing data depends on the type of parameter being sensed and the frequency of sensing 

the data. 

2. Data Communication: This involves the energy consumed for transmitting data as well as for 

receiving messages. Most of the energy of a sensor node is consumed by data communication than any 

other task specially in case of long-range communications. 

3. Data Processing: The amount of energy consumed for processing the data is very less as compared to 

the energy consumed for communication of data over a long range. The energy consumed for a certain 

operation however might vary based on the underlying hardware and the instruction set. 

As encryption alone consumes a significant amount of energy in short-range applications like 

HSNs, designing a lightweight encryption algorithm for such applications will significantly increase the 

lifetime of a sensor node. Existing conventional encryption algorithms are not a feasible solution for 

ensuring secure data communication. Hence a security solution needs to be designed with minimal 

communication and computation operations so that sensor can run for a long time with minimum energy 

requirement. Thus, the need for lightweight encryption algorithms became essential.  

1.5 Security Assumptions 

The most important device in HSN architecture is the back-end server [29] which is 

managed by the hospital, or the medical center and it periodically receives raw or processed data 

from all the active HSN base stations. It is assumed that the back-end servers are physically 

protected and has appropriate authentication and access control mechanism so that only authorized 

people can access the patient data. The back-end server thus acts as a trusted third party so once 

authenticated, all the devices in the network trust it. 

Furthermore, a secure end-to-end communication between the base stations and the 

external servers is needed. Hence, the communication needs to be encrypted and measures should 

be taken to ensure data integrity and authentication. There are various key establishment protocols 
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[30], [31], [32] which are used for establishing a shared key between different entities of a HSN 

for a secured communication. However, as key establishment protocol is out of scope of this thesis, 

for efficiency reasons, it is assumed that the symmetric key is pre-established between the between 

the devices and can be renewed [33], [34], [35] regularly using any of the existing algorithms. 

Also, for the purpose of authentication, each base station belonging to HSN is registered at the 

back-end server. The main focus area in this thesis is the node to base station communication than 

the base station to end server communication. 

1.6 Cryptography 

The method of shielding information using coding techniques is called Cryptography. This allows 

only the intended users can access the data. It refers to techniques obtained from mathematical concepts 

named as algorithms. These algorithms are applied for cryptographic key generation, digital signing, data 

privacy verification and for high secure data transfer operations. 

Cryptography has four objectives as listed below [36]: 

1. Confidentiality of the information 

2. Integrity of the information 

3. Non-repudiation: the originator of the data can’t deny it at a later stage. 

4. Authentication of users. 

Procedures that satisfy any of the above-mentioned criteria are called as cryptosystems. 

1.6.1 Types of Cryptography [37] 

1. Symmetric-key Cryptography: Also known as a single-key encryption algorithm, where the 

same key is used by the sender and receiver for encrypting and decrypting the data respectively. 

Examples for symmetric-key encryption algorithms include AES, DES, etc. 

2. Asymmetric-key Cryptography: Also known as public-key encryption algorithm. This method 

uses a pair of keys namely public key and private key. The sender uses public key for encrypting 

the data and uses private key for decrypting the data. Examples of asymmetric-key encryption 

algorithms include RSA, Diffie-Hellman, ECC etc.  
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1.6.2 Limitations of Conventional Cryptography 

The applications using small computing devices viz., RFID tags, industrial controllers, 

sensor nodes, smart cards and mobile phones are becoming common. This shift from desktops to 

small computing devices needs new security concerns. Applying conventional algorithms to small 

computing devices is very challenging. Because conventional algorithms work well only on larger 

systems having enough processing power, huge memory capacities and not having power 

constraints. These algorithms do not function properly with sensor networks. Because systems are 

having limited resources [38]. In many conventional cryptographic standards, the tradeoff between 

security, performance and resource requirements was optimized for desktop and server 

environments, and this makes them difficult or impossible to implement in resource-constrained 

devices. When they can be implemented, their performance may not be acceptable. 

Therefore, lightweight cryptographic methods were proposed to overwhelm various 

challenges of conventional cryptography. This involves constraints associated with processing 

speed, physical size, energy or power drain and memory limitation.  

During the past decade, several lightweight cryptographic algorithms were proposed and 

utilized over resource-constraint devices.  

National organization (NIST) and international organization(ISO/IEC) have outlined 

various methods that can be utilized for lightweight cryptography as well as those that are suitable 

for RFID and sensor devices. These organizations have defined the device spectrum as below: 

  - Conventional cryptography: Suitable for Desktops and Servers; Smart phones and Tablets 

- Lightweight cryptography: Suitable for Sensor networks and RFID; Embedded Systems 

1.6.3 Lightweight Cryptography 

Lightweight cryptography is an encryption algorithm or a protocol that is designed for 

resource constraint environments that comprises of sensors, RFID tags, healthcare devices, 

handsfree smart cards, etc.  ISO/IEC 29192 is a standardization project of lightweight 

cryptography, and its properties were clearly mentioned depending on the target platforms. For 

hardware implementations, the important lightweight properties to be considered are chip size and 
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energy consumption. For software implementation, the important lightweight properties to be 

considered are code size and RAM size. Sufficient security is provided by lightweight 

cryptographic algorithms. 

There are several emerging areas in which highly constrained devices are interconnected, 

working in concert to accomplish some tasks. Examples of these areas include: automotive 

systems, sensor networks, healthcare, distributed control systems, the Internet of Things (IoT), 

cyber-physical systems, and the smart grid. Security and privacy can be very important in all of 

these areas. When current NIST-approved algorithms can be engineered to fit into the limited 

resources of constrained environments, their performance may not be acceptable. For these 

reasons, NIST started a lightweight cryptography project that was tasked with learning more about 

the issues and developing a strategy for the standardization of lightweight cryptographic 

algorithms [38]. 

Most of the lightweight encryption algorithms will follow symmetric key encryption. 

Block ciphers and stream ciphers are two separate methods of encrypting data with symmetric 

encryption algorithms [39].  

 Block cipher: Also known as encrypting information in chunks. A block cipher will break 

the plaintext messages into equal-sized blocks and then encrypt each block using a secret 

key.  

 Stream Cipher: Also known as encrypting information bit-by-bit. A stream cipher will 

break the plaintext messages into single bits and convert each bit into the ciphertext using 

a secret key. 

The difference between the block and the stream ciphers are presented in Table 1.3. 

Table 1. 3  Comparison of Block cipher and Stream cipher 

S.No Block Cipher Stream Cipher 

1 Block Cipher Converts the plain text into 

cipher text by taking plain text’s block at 

a time. 

Stream Cipher Converts the plain text into 

cipher text by taking 1 byte of plain text at 

a time. 

2 Block cipher uses either 64 bits or more 

than 64 bits. 

While stream cipher uses 8 bits. 
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3 The complexity of block cipher is 

simple. 

While stream cipher is more complex. 

4 Block cipher Uses confusion as well as 

diffusion. 

While stream cipher uses only confusion. 

5 In block cipher, reverse encrypted text is 

hard. 

While in stream cipher, reverse encrypted 

text is easy. 

6 The algorithm modes which are used in 

block cipher are: ECB (Electronic Code 

Book) and CBC (Cipher Block 

Chaining). 

The algorithm modes which are used in 

stream cipher are: CFB (Cipher Feedback) 

and OFB (Output Feedback). 

7 Block cipher works on transposition 

techniques like Caesar cipher, polygram 

substitution cipher, etc. 

While stream cipher works on substitution 

techniques like rail-fence technique, 

columnar transposition technique, etc. 

8 Block cipher is slow as compared to 

stream cipher. 

While stream cipher is fast in comparison 

to block cipher. 

Lightweight encryption algorithms mainly falls under symmetric block ciphers.  

1.7 Structure of Lightweight Cryptographic algorithm 

Lightweight cryptographic algorithms commonly use one of the two structures: Feistel and 

SPN. 

1.7.1 Feistel Structure 

Feistel Structure depicted in Fig 1.2, is a design model that is used by various block 

ciphers. An algorithm design based on Feistel structure uses the same algorithm both for encoding 

and decoding [40], [41]. 

The encoding method using Feistel structure has several rounds of processing on the 

plaintext, where each round has a “substitution” step followed by a permutation step. 

 The input block to each round is divided into two halves denoted as L for left half, and R 

for the right half. 

 R will be left unmodified in each round and L undergoes an operation that is dependent on 

encryption key and R. 
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Fig 1. 2 Feistel structure 

 An encrypting function ‘f’ takes two inputs − the key K and R and generates the output as 

f(R,K). It is then XORed with L. 

 A special subkey is derived for each round of operation and all of the subkeys belong to 

original key. 

 Current round R will be the L for next round and current round output of L will be R for 

next round. The no. of rounds are specified by the algorithm design. 

 After the last round, the concatenation of R and L blocks will form the final ciphertext 

block.  

The hard part of designing a Feistel Cipher is based on choosing a round function ‘f’. 

The process of decoding Feistel structure is mostly the same. Here the Feistel structure 

starts with cipher text rather plain text and the remaining process is exactly the same as the one 

followed in encoding. But the subkeys are used in reverse order. 

In the final step of Feistel structure, it is essential to perform the swapping of L and R 

blocks. Incase if the final swapping is missed, then the ciphertext can’t be decrypted. In Feistel 
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cipher, the no. of rounds to be chosen depends on the security level of a system. More the number 

of rounds more secure the system is. At the same time, more rounds will slow down the processes. 

Thus, no. of rounds of an encryption algorithm depends on efficiency–security tradeoff. 

1.7.2 SPN Structure 

Fig 1. 3  SPN Structure 

Substitution–Permutation Network (SPN) structure depicted in Fig 1.3, is a sequence of 

associated mathematical operations used in block cipher cryptographic algorithms such as AES, 

PRESENT, SHARK, and Square.  

This structure takes a block of plaintext and the cipher key as inputs, then applies several 

alternating "rounds" of substitution box(S-box) and permutation box(P-box) to generate a block of 

ciphertext [41].  

S-box and P-box will transform the input block into output block by using the round key. 

Decryption is performed in reverse process to encryption process. The S-box and P-box 

are inversed, and the round keys are applied in reverse order.  

https://en.wikipedia.org/wiki/Block_cipher
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Decryption
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S-box substitutes a small block of bits(input) with another block of bits(output). 

Invertibility is ensured by using one-to-one S-box and hence is the decryption When one input bit 

is changed, if it results in a change of half output bits, it is considered to be a good S-box.  

P-box performs permutation on all the bits. The S-box outputs of each round are taken as 

input for P-box, performs permutation and gives them as an input to S-box for next round. If any 

of the S-box output bits are distributed to as many as possible S-boxes, then it is considered to be 

a good P-box. Round key is combined in each round using few groups operation such as XOR.   

1.8 Challenges in Lightweight Cryptography 

Lightweight cryptography focuses on extremely wide range of resource-limited devices 

such as RFID tags and sensor devices. They can be implemented both on software and hardware 

using different technologies of communication. Due to the constraints on processor speed, code 

size, energy consumption and throughput, conventional cryptographic algorithms are harder to 

implement on resource-limited environments. Trade-offs of lightweight cryptography include 

speed, cost of implementation, energy consumption, performance and security.  The goal of 

lightweight cryptography is to use low computing resources, low power supply, less energy 

consumption and less memory and provide a better security solution that can operate on resource-

limited devices. Lightweight cryptographic algorithm is expected to be simple and works faster 

than that of conventional cryptographic algorithms [42].  

In order to overcome most of the difficulties of conventional cryptography, lightweight 

cryptographic algorithms are proposed. This includes constraints associated with limited memory, 

physical size, energy drain and less processing requirements. During the past few years, several of 

the lightweight cryptographic algorithms are designed and are developed. These algorithms have 

been primarily used for the applications involving resource-constraint devices.  

Lightweight cryptography is a block cipher based encoding method [39] that provides data 

confidentiality in highspeed lightweight environments like sensor devices. Below are the criteria 

that lightweight block ciphers must consider [43], [44]:  

 Tiny block size of <= 64-bit 
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 Tiny key size of <= 80-bit 

 Simple logic encryption round function 

 Less complex in key scheduling 

1.9 Hardware Description Language (HDL): 

The programming languages like Pascal, FORTRAN, C etc. were used to design the 

computer programs which are usually in sequential nature. Similarly, coming to digital field of 

design, a language is needed to design the digital logic circuits. As a result, the Hardware 

Description Language(HDL) got into the existence. The HDL allows the designers to simulate or 

model the processes of computer hardware components. 

Although HDLs are familiar in verifying circuit logic, there is a need for the designers to 

manually transform the HDL design to schematic circuit by interconnecting the logic gates. An 

HDL could be used to define digital circuitry at the Register Transfer Level (RTL). Therefore, the 

digital designers need to specify the flow of the data among the registers and the way of processing 

the data. Based on RTL description, the logic synthesis tools will automatically extract the gates 

and the interconnections among them for circuit implementation. 

Thus, designing the circuits in HDL allows the designer to describe the complex circuits in 

an abstract level by means of dataflow and functionality. The specified functionality could be then 

implemented by the logic synthesis tools in form of logic gates and interconnections among them. 

HDLs are also used for designs at system-level. System boards, programmable logic 

array(PAL), field programmable logic array(FPGA) and interconnect buses can all be simulated 

using HDL. A common strategy is to use an HDL to design IC chip and then use simulation to test 

system functionality [45].  

Verilog is a Hardware Description Language (HDL). It employs a textual format to 

describe electronic systems and circuits. In the area of electronic design, we apply Verilog for 

verification via simulation for testability analysis, fault grading, logic synthesis, and timing 

analysis. 

Verilog is also more compact since the language is more of an actual hardware modelling 

language. As a result, you typically write fewer lines of code, and it elicits a comparison to the C 
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language. However, Verilog has a superior grasp on hardware modelling as well as a lower level 

of programming constructs.  

1.9.1 FPGA: 

A Field-Programmable Gate Array (FPGA) is an integrated circuit designed to be 

configured by a designer or a customer after manufacturing, hence the name "field-

programmable". FPGA configuration is usually specified using a HDL, which is same as that 

utilized for ASIC(Application-Specific Integrated Circuit) [46].  

1.9.2 FPGA and ASIC: 

In earlier days, lightweight cryptography is targeted towards application specific integrated 

circuits (ASIC). ASICs involve high non-recurring engineering cost and long time to market where 

as Field Programmable Gate Arrays (FPGAs) involve low non-recurring engineering cost and less 

time to market [47].  

FPGAs are considered as slow processing devices, low less energy efficient and usually 

less functional compared to ASIC. According to the previous study, FPGA implemented designs 

require an average of 40 times more area, consumes 12 times more power and the processing speed 

is one third less compared to ASIC implemented designs.  

The dominant factor favorable to ASICs is their lower power consumption, which is of 

primary concern for lightweight cryptographic devices and their lower cost in large volumes. With 

the advent of low-cost and low-power FPGAs, we expect them to become popular for battery 

powered applications such as WSN nodes. Hence, they are a targeted for lightweight cryptographic 

applications. Reconfigurability of FPGAs allows the system to be upgraded if ever the need arises 

which is not possible with ASICs. Furthermore, lightweight crypto implementations lead to area 

saving over traditional implementations. This enables a designer to add crypto to an existing design 

at a minimal cost or to reduce the overall area consumption which might lead to cost saving as the 

design might now fit into a smaller, cheaper FPGAs [48]. 

Recent FPGAs like Xilinx Virtex-7, Altera Stratix-5, etc have surpassed an equivalent 

ASICs by offering considerably less power usage, less resource cost, improved processing speed 

http://self.gutenberg.org/articles/Integrated_circuit?View=embedded%27%27
http://self.gutenberg.org/articles/Application-specific_integrated_circuit?View=embedded%27%27
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and increased possibility of on-the-fly reconfiguration. Conclusively, a design that requires six to 

ten ASICs can now be realised with just one FPGA. 

1.9.3 Xilinx Tool: 

Encryption algorithms can be implemented either in software or hardware. Software 

implementation minimizes the memory and no. of clock cycles, whereas hardware implementations 

will optimize the area, power, and energy which is the focus of this research work. Field 

Programmable Gate Array (FPGA) platform is chosen for hardware implementation of 

cryptographic algorithms due to its speed, flexibility, and programmability. One can implement 

any digital hardware on FPGA. FPGA configuration is usually specified using HDL (Verilog or 

VHDL) and a common strategy is to use an HDL to design IC chip and then use simulation to test 

system functionality.  

Synthesizing and implementation of the VERILOG code is carried out on Xilinx- Project 

Navigator ISE. The Xilinx ISE Simulator (ISim) is a Hardware Description Language (HDL) 

simulator that enables you to perform functional and timing simulations for VHDL, Verilog and 

mixed language designs.  

For this first hardware part of the work is designed then it is coded in HDL Language 

(Verilog/VHDL). Using the FPGA vendor tool (Xilinx ISE, vivado - Xilinx company tools) the bit 

file is generated and the same is programmed using FPGA[49].  

ISE enables the developer to  

 Synthesize their designs,  

 Perform timing analysis,  

 Examine RTL diagrams,  

 Simulate a design's reaction to different stimuli, and  

 Configure the target device with the programmer. 

The Xilinx ISE is primarily used for circuit synthesis and design. The latest version of it is 

Xilinx ISE 14.7 and is used in implementation. 

To work on Xilinx, one should have knowledge the about  
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 Modules,  

 Testbench,  

 Datapath,  

 Wires, and  

 Registers.  

Once the Xilinx is installed, then you will have to create .v files with input and output ports 

defined along with correct operations performed on them. Then you will have to create a data path 

which consists of the connections between all components. The data path will contain all the 

components. Then you will have to create a testbench which will be used to provide inputs and 

extract output.  

1.10 Motivation 

With the advances in technology of medical field, research in HSN has become one of the 

emerging areas. A HSN contains a number of sensors that collect health data from human body 

and is communicated to the servers. This helps medical analysts to have continuous health 

monitoring of a patient. As HSNs deals with potentially sensitive health data about people, there 

is a need to protect the user’s privacy [4]. An adversary might passively listen to the 

communication and try to overhear the critical information. Hence confidentiality of the data is 

essential to have secure node-to-node communication, node to base station communication and 

base station to remote server communication. This can be achieved by encrypting patient’s data 

with a secret key. Conventional encryption algorithms are not suitable for HSNs since they 

consume more resources. As the sensor devices are having limited resources, the encryption 

algorithms designed for HSN should balance the security requirements along with minimal energy 

consumption.  

It is vital to secure the information at Tier-1 itself before transmitting it to base station or 

to the remote server. If the start point was not protected, then this will leave a huge probability 

that anyone can obtain patients’ data during transmission to a base station. So, even if there was 

a strong implementation to the rest of the architecture, skipping the first stage makes the 

architecture vulnerable to different attacks.  
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The focus of this thesis is to design an Energy Efficient Lightweight Encryption (EELWE) 

algorithm that provide secured data transmission from sensor device (Tier-1) to mobile device 

(Tier-2) with minimum energy consumption. In HSNs, most of the nodes are on a single-hop range 

of each other and have limited and non-replenishable energy source which are mostly neither 

rechargeable nor replaceable. Hence the total energy consumed has to be reduced in order to 

increase the effective lifetime of a node. According to the radio model proposed by Heinzelman et 

al. [27], data communication consumes most of the energy as compared to data sensing or data 

processing. Hence one of the desirable communication patterns is to use a short-range 

communication instead of long-range communications as long-range transmission consumes more 

energy [28]. Thus, in case of WSN scenarios where the node density is high, the data packets can 

be forwarded through intermediate nodes thus leading to a multi-hop path. 

It can be seen that the amount of energy consumed by encryption is significant when the 

communication range is low thus making it a major concern for HSN. Furthermore, the encryption 

algorithm should be lightweight and must consume less energy because of low battery limitation. 

These two parameters must be addressed to be able to achieve the needed goal which is ensuring 

the confidentiality, privacy, and integrity of the patient’s data for a long lifetime without the need 

to replace the battery. 

Generally, less than 100 meters is the communication range of WSN nodes. The WSN 

standard is 802.15.4. As per telosb datasheet  (http://www.willow.co.uk/TelosB_Datasheet.pdf) the 

communication range goes from 20 m to 30 m for indoor and for 75 m to 100 m for out door. 

This work is related to HSNs, where the sensor nodes are either placed on or implanted with in 

the human body. These sensors have limited energy source which are mostly neither rechargeable 

nor replaceable. Hence the total energy consumed must be reduced in order to increase the 

effective lifetime of a node.  

According to the radio model proposed by Heinzelman et al. [27], data communication consumes 

most of the sensor’s energy as compared to data sensing or data processing. Hence one of the 

desirable communication patterns is to use a short-range communication. The amount of energy 

consumed by encryption is significant when the communication range is low thus making it a major 

concern for HSN.  

https://www.researchgate.net/deref/http%3A%2F%2Fwww.willow.co.uk%2FTelosB_Datasheet.pdf
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Hence, to increase the lifetime of a sensor, a lightweight encryption algorithm is proposed to 

reduce the energy consumption during data processing. Also, to reduce the energy consumption 

for data communication among the nodes, it is preferable to use very short-range communication 

of distance < 3m.   

1.11 Conclusion 

In this chapter, the architecture of HSN is presented which deals with the communication 

of data among the three tiers and the challenges in HSN are explored. Security requirements of 

HSN along with the adversary model of HSN has been explored. The energy consumption model 

has been discussed which specifies the consumption of energy for three activities namely data 

acquisition, data processing and data communication. Of all the three functions, high energy is 

consumed for data communication. While considering long range communications, when 

compared to the energy consumption of data communication, the energy consumed for data 

acquisition and data processing becomes negligible. Whereas, for HSN applications which deals 

with short range communications, the energy consumed for encryption process is also countable 

along with the energy consumed for data communication. Hence, it is vital to choose a lightweight 

encryption algorithm that is energy-efficient. The limitations of conventional cryptography are 

identified and the need for lightweight encryption is mentioned along with their challenges. The 

Feistel and SPN structures of block ciphers are discussed, and a comparative study of block 

ciphers and stream ciphers has been explored.  Finally, the importance of HDL and usage of it in 

FPGA implementations has been discussed.  

1.12 Organization of thesis  

Chapter 1 describes the introduction of Human Sensor Networks (HSN), its working 

architecture, challenges, adversary model, energy model for HSN and security assumptions. It also 

discussed about the conventional cryptography and its limitations. This chapter also focused on 

the need for lightweight cryptography HSN, different structures, challenges and the standards to 

design a lightweight encryption algorithm is highlighted. Details of hardware description language, 

hardware implementations are also discussed.  
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Chapter 2 describes the literature survey done in three aspects. First part of survey in done 

in identifying the parameters that will consume energy of a sensor. Second part of survey 

investigated several existing algorithms that are hardware implemented. Investigations are done 

considering their block size, key size, operations included, round function and energy and security 

aspects. Third part of survey is done on the existing performance metrics of lightweight encryption 

algorithms. Based on the survey carried out, different research gaps were identified in all three 

aspects and to address the research gaps, the objectives were framed. Finally, the problem 

statement is specified that defines the issues to be investigated and the problem to be solved.    

Chapter 3 gives the clear description of methodology that is followed in addressing the 

problems identified. The objectives are clearly described with their algorithms. In this chapter, the 

algorithm for calculating energy consumption, algorithm for proposed energy efficient lightweight 

encryption(EELWE) method and the algorithm for calculating the metric (MSEC) value are clearly 

explained. The EELWE algorithm is proposed in three variants and both encryption and decryption 

process of all the three variants are clearly described in this chapter. Along with the MSEC metric, 

other hardware and software metrics that are available are also discussed.  

Chapter 4 shows the results of hardware implementation of proposed lightweight 

encryption algorithm and the amount of consumed energy by three variants of the proposed 

algorithm. This chapter also presents the computed values of different parameters required for 

estimating energy consumption of EELWE algorithm. This chapter also presents the proposed 

lightweight encryption algorithm’s(EELWE) performance w.r.t to Area, Energy consumption, 

Throughout, Hardware efficiency and MSEC. and discusses about the comparative analysis of 

EELWE algorithm with the existing lightweight algorithms.  

Chapter 5 concludes the research work. This chapter also discusses about the limitations 

and future scope of the research work. 
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