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Chapter 2 LITERATURE SURVEY 

 

2.1 Survey on Energy Efficiency Methods 

Most of the research conducted in lightweight encryption algorithms primarily focused 

on energy consumption done during data transmission in Wireless Body Area Networks 

(WBANs) and researchers have proposed various algorithms and protocols to reduce the energy 

consumption. 

Maryam El Azhari et al. [50] proposed an algorithm for equalizing the energy consumption 

among sensor nodes by postponing routing of data via the most-recently used path. They have 

discussed about the theoretical and realistic model of MABMR (Mobile-Agent-based-Multipath-

Routing) algorithm. Also, they have shown the estimated consumed energy and estimated lifetime 

of an overall network considering the intersecting and nonintersecting nodes. They have shown that 

proposed algorithm has produced better performance when compared to optimum routing path. It 

has increased network lifetime to the maximum by minimizing overall energy consumption. 

Ameneh Rostampour et al. [51] have discussed about an EAWD (Energy Aware WBAN 

Design) model to reduce the installation cost and sensor’s energy consumption in the network. But 

this model hasn’t considered the relay nodes. Authors have recommended a new topology that is 

applicable for WBANs, which is the upgraded version of EAWD model. Energy consumption of 

relay & sensor nodes and maintenance cost of the network are considered in this model. The process 

of this topology is to examine various candidate sites in order to place relay nodes in the network. 

Then for every selection, relay node whose energy usage is maximum is identified. The topology 

proposed consists of selected places that will reduce the maximum value. This method uses the 

utility function in order to reduce the overall installation cost, overall sensor’s energy 

consumption and the relay node’s energy consumption with high energy usage. They showed that 

the network lifetime is increased by uniformly distributing the relay nodes’ energy consumption. 

Noor Zaman et al. [52] have implemented a cross layer method to design Position-

Responsive routing protocol (PRRP) that is energy efficient. This protocol is implemented to 

reduce energy consumed in a sensor node by minimizing the idle state time of a sensor node and 
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minimizing the distance of communication across the network. The PRRP algorithm is evaluated 

in terms of throughput, energy consumption and lifetime of a network. The protocol results are 

examined and compared with the standard protocols such as CELRP and LEACH.  Outcomes 

showed that by using PRRP protocol there is a considerable improvement w.r.t to energy 

efficiency and performance of wireless sensor networks.   

Sangwon Lee et al. [53] used an in-field deployed WBAN called KNOWME in order to 

quantify energy consumption of the mobile device during data communication. They have 

considered different programming paradigms, sensing modalities, data storage, computations, 

and communication demands. Based on the research done, the Active energy profile scheme had 

been proposed for wireless body area networks in order to define the best energy efficient 

alternatives by using short profile periods.  

William J. Buchanan et al. [54] have outlined the challenges of lightweight cryptographic 

algorithms. Authors have also discussed regarding the benchmarks for block size, key size, 

simple round functionality that a lightweight encryption algorithm must follow. Important 

constraints for lightweight cryptography are mainly related to gate equivalents, timing, power 

requirements, memory requirements, and energy consumption. They have clearly mentioned 

about the metrics to be considered for hardware as well as software implementations of 

lightweight encryption algorithms. This paper also outlined various methods such as encrypting, 

hashing, streaming, signing and techniques for replacing conventional cryptographic methods in 

embedded systems and sensor networks. Few trends in designing lightweight encryption 

algorithms are also discussed.  

Bassam Jamil Mohd et al. [55] have proposed a novel energy model for hardware 

implemented lightweight block ciphers depending on the design parameters. They considered 

energy as an essential metric to measure the performance of lightweight block cipher. For this, 

they have designed a model to calculate the energy consumed by a lightweight block cipher 

implemented in hardware. This model provided with the equations that computes the time 

requirement, area requirement, power requirement for encrypting a block of data. Based on time, 

area and power requirements, the energy consumption is calculated. They have applied this model 

on PRESENT algorithm and tested its energy consumption with possible variants of rounds. 

Authors have determined that minimal energy can be obtained with an optimal no. of rounds per 
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cycle.  

F. Shebli, Iyad Dayoub et.al. [56] discussed about the radio model, proposed by 

Heinzelman et al. [57], and energy model meant for wireless sensor networks. They stated that 

the sensor consumes energy for three major purposes. One for acquiring data or sensing data from 

an environment. Second for communicating the data, and third for processing the data. According 

to the radio model, it is noticed that the energy consumed for communicating data is very high 

when compared to data sensing or data processing functions. They have also discussed about 

energy consumed during data transmission in multi-hop sensor network and have proposed an 

optimum transmission range. They stated that to have an appropriate communication, better 

solution is to use a short-range communication instead of long-range communications, because 

energy is consumed in large amounts for long-range communications.  

Nikhil Walke, R.K. Bedi [58] done the survey on methodologies that are used in 

developing the wireless patient monitoring system and discussed about their merits and demerits. 

They have also discussed about protocols that are built to increase wireless sensor network’s 

reliability. The SPEED protocol [59][60] which is stateless protocol used in sensor networks for 

real time communication. This protocol can be used in WBANs for real time monitoring of a 

patient. MMSPEED [61] is a Multipath Multi SPEED protocol that assures timeliness and 

reliability in wireless sensor networks. ESRT [62] is an event to sink reliable transport protocol 

used in wireless sensor networks that reduces energy consumption and also guarantees reliability. 

STCP[63] is a sensor transport control protocol that provides congestion control and reliability. 

RMST[64] is a reliable data transfer protocol used in sensor networks that guarantees delivery of 

packets. RBC[65] is a reliable bursty converge cast protocol used to increase the channel 

utilization and packet delivery ratio; and decreases the end-to-end delay. These protocols are also 

utilized in WBANs for medical and other applications.  

Xiaoling Xu et.al.[66] presented a survey related to energy harvesting and data sharing 

integration in wireless body area networks(WBANs). They mainly focused on different WBAN’s 

collaboration, energy acquisition, integration and sharing of data in perspective of energy 

harvesting enhancement. They have also addressed different sources of energy generated from 

human body. Also, it is not reliable to depend on single source for energy harvesting. So, authors 

have developed a hybrid system for energy harvesting which collects energy from different 
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sources of environment. 

Dapeng Wu et.al.[67] proposed an EDFS-energy efficient data forwarding strategy to 

balance energy consumption of sensor and to improve the lifespan of a network in heterogenous 

WBANs. The foremost applications of WBAN are human body monitoring and biological 

information collection. Because the body sensors have restricted energy source, the depletion of 

energy will degrade the performance of network w.r.t energy efficiency and latency. Also, 

heterogenous body sensors will result in various energy consumption levels. EDFS main focus is 

to target the above-mentioned challenges. Their contributions involve: 1) processing of actual 

biological information through compressed sensing in order to reduce the size of the data being 

transferred, 2) selecting optimal relay sensor using EDFS by considering the sampling frequency, 

the rest of energy level and sensor position in WBAN. Reliability and energy efficiency of data 

transmission in WBANs is improved by using EDFS. Also, simulation results showed that EDFS 

can deal well with regularly changing topologies while improvising energy efficiency.  

Subhadeep Banik et.al [68] clearly mentioned the importance of energy parameter in 

lightweight cryptography. They analyzed all those parameters that affects the design’s energy 

consumption. They considered parameters like the structure of round function, clock signal 

frequency, design unrolling and algorithm parameters like plaintext, key and no. of rounds, and 

introduced a model for energy consumption in CMOS. Authors have taken the block ciphers with 

unrolled architecture of r rounds. They have concluded that in an unrolled architecture of a block 

cipher with r rounds, the sum of energy consumed by an encryption algorithm is a quadratic 

equation in r.  They have applied this model on nine different algorithms to predict the optimal 

energy efficient r value. 
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Table 2. 1  Summary of existing Articles on Energy Efficiency Methods 

Sno Authors Research Article Journal Summary Remarks / Findings 

1 

Maryam El Azhari, 

Nadya El Moussaid, 

Ahmed Toumanari, 

and Rachid Latif 

Equalized Energy 

Consumption in 

Wireless Body 

Area Networks 

for a Prolonged 

Network 

Lifetime, 2017 

Wireless 

Communications 

and Mobile 

Computing, 

Wiley Hindawi 

1. Proposed an algorithm to 

equalize the energy 

consumption among sensor 

motes by postponing routing 

of data via the most-recently 

used path. 

 

2. Network lifetime is 

increased to the maximum, 

and it also maintains data 

delivery within the delay 

interval threshold. 

1. Performance is better 

compared to the optimal 

routing path.  

 

2. Discussed about overall 

energy consumption but 

focused mainly on energy 

consumed during data 

transmission. Didn't 

concentrated much on data 

processing 

2 

Ameneh 

Rostampour, Neda 

Moghim, and Marjan 

Kaedi 

A New Energy-

Efficient 

Topology for 

Wireless Body 

Area Networks, 

2017 

J Med Signals 

Sens, National 

Library of 

Medicine, PMC 

US National 

Library of 

Medicine 

1. Proposed an EAWD 

model to reduce the energy 

consumption and also the 

network's installation cost  

 

2. Considered relay and 

sensor nodes’ energy 

consumption and network 

maintenance costs.  

1. Increases the lifetime of 

the network with nearly 

uniform distribution of the 

relay nodes’ energy 

consumption. 

 

2. Not focused on energy 

consumption for data 

processing 
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3 

Noor Zaman , Low 

Tang Jung, and 

Muhammad 

Mehboob Yasin 

Enhancing 

Energy 

Efficiency of 

Wireless Sensor 

Network through 

the Design of 

Energy Efficient 

Routing Protocol, 

2016 

17th 

International 

Conference on 

Advanced 

Communication 

Technology 

(ICACT), 2015, 

IEEE 

1. Designed an energy 

efficient routing protocol 

entitled “Position 

Responsive Routing 

Protocol” (PRRP).  

 

2. PRRP is designed to 

minimize energy consumed 

in each node by (1) reducing 

the amount of time in which 

a sensor node is in an idle 

listening state and (2) 

reducing the average 

communication distance 

over the network.  

1. The performance of the 

proposed PRRP was 

critically evaluated in the 

context of network lifetime, 

throughput, and energy 

consumption of the network 

per individual basis and per 

data packet basis.  

 

2. The outcomes show a 

significant improvement in 

the WSN in terms of energy 

efficiency and the overall 

performance of WSN but 

energy consumption during 

data processing needs 

attention  
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3 

Sangwon 

Lee; Murali 

Annavaram 

Wireless Body 

Area Networks: 

Where does 

energy go?, 2012 

IEEE 

International 

Symposium on 

Workload 

Characterization 

(IISWC) 

1. Used an in-field deployed 

WBAN called KNOWME to 

present a comprehensive 

quantification of a mobile 

phone’s energy 

consumption. 

 

2. Quantified the energy 

impact of different 

programming paradigms, 

data storage, computations 

and communicationd 

demands.  

1. Energy impact w.r.t. to 

mobile devices which are 

Tier-2 devices are only 

focused. Needs focus on 

energy impact on sensors 

which are Tier-1 devices.  

4 

William J. 

Buchanan,Shancang 

Li &Rameez Asif 

Lightweight 

cryptography 

methods, 2017 

Journal of Cyber 

Security 

Technology, 

Taylor and 

Francis 

1. Outlined challenges of 

lightweight cryptography. 

 

2. Discussed some trends in 

the design of lightweight 

algorithms. 

1. Parameters to be 

considered for hardware and 

software implementations of 

lightweight algorithms 

 

2. Metrics considered are 

Clock cycles, Area & Power 
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5 

Bassam J. Mohd, 

Thaier Hayajneh, 

Muhammad Z. 

Shakir, Khalid A. 

Qaraqe, and 

Athanasios V. 

Vasilakos 

Energy Model 

for Light-Weight 

Block Ciphers 

for WBAN 

Applications, 

2014 

IEEE EAI 

International 

Conference on 

Wireless Mobile 

Communication 

and Healthcare 

(Mobihealth) 

1. Proposed a novel energy 

model for light-weight block 

cipher for hardware 

implementation based on the 

design parameters. 

 

2. There exists an optimum 

number of rounds per cycle 

to minimize energy. 

1. All the possible variations 

of rounds and block sizes are 

not considered. 

6 

F. Shebli,  

I. Dayoub,  

A. M’foubat,  

A. Rivenq,  

J. M. Rouvaen 

Minimizing 

energy 

consumption 

within wireless 

sensors networks 

using optimal 

transmission 

range between 

nodes 

International 

Conference on 

Signal 

Processing and 

Communications, 

IEEE 

1. Discussed about an 

energy model for wireless 

sensor networks and stated 

three major purposes of 

energy consumption by a 

sensor device. 

2. Discussed about energy 

consumed during data 

transmission in multi-hop 

sensor network and 

proposed an optimum 

transmission range.  

1. For effective 

communication in Wireless 

sensor networks, better 

solution is to use a short-

range communication 

because energy is consumed 

in large amounts for long-

range communications.  

 

2. Not focused on energy 

consumption of data 

processing 
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7 
Nikhil Walke,  

R.K. Bedi 

WBANs for 

Patient 

Monitoring 

Systems: A 

Survey and 

Outlook 

International 

Journal of 

Science and 

Research 

1. Surveyed on 

methodologies that are used 

in developing the wireless 

patient monitoring system 

and discussed about their 

merits and demerits. 

2. Discussed about protocols 

such as SPEED, 

MMSPEED, ESRT, STCP, 

etc that can be used in 

WBANs. 

1. Ensures timeliness and 

reliability of WSN interms of 

data delivery but not in terms 

of energy consumption 

 

2.  Main focus is on reliable 

data transfer in WSNs only 

8 

Xiaoling Xu,  

Lei Shu,  

Mohsen Guizani,  

Mei Liu,  

Junye Lu 

A Survey on 

Energy 

Harvesting and 

Integrated Data 

Sharing in 

Wireless Body 

Area Networks 

International 

Journal of 

Distributed 

Sensor Networks 

1. Discussed about different 

energy harvesting and data 

sharing integration in 

wireless body area networks 

 

2. Addressed different 

sources of energy generated 

from environments and as 

well as from human body 

and have developed a hybrid 

system for energy harvesting  

1.Relaible energy harvesting 

is done by collecting energy 

from different sources of 

environment using hybrid 

system.  

 

2. Energy consumption of 

sensor node is not discussed 
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9 

Wu, D.,  

Yang, B.,  

Wang, H.,  

Wu, D., 

Wang, R. 

An Energy-

Efficient Data 

Forwarding 

Strategy for 

Heterogeneous 

WBANs 

IEEE Access 

1. Proposed an EDFS-

energy efficient data 

forwarding strategy to 

balance energy consumption 

of sensor and to improve the 

lifespan of a network in 

heterogenous WBANs 

 

2. Their contributions 

involve: i) processing of 

actual biological 

information through 

compressed sensing in order 

to reduce the size of the data 

being transferred, ii) 

selecting optimal relay 

sensor using EDFS by 

considering the sampling 

frequency, energy level and 

sensor position in WBAN.  

1. Reliability and energy 

efficiency of data 

transmission in WBANs is 

marginally improved by 

using EDFS. 

 

2. Simulation results showed 

that EDFS can deal well with 

regularly changing 

topologies while improvising 

energy efficiency.  
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2.2 Survey on Lightweight Encryption Algorithms 

WSN is an emerging area for network research, many different protocols and applications 

are being developed and need to be tested properly before they can be deployed. To reduce the 

development cost and deployment time of a project, most works are being simulated before 

implementing them on actual hardware.  

2.2.1 Survey of Block Ciphers 

In spite of the large number of works being done in the field of security in WBAN, there 

are a very few available literatures providing a proper evaluation framework to compare the 

existing protocols based on their energy needs.  

Cazorla et al. [69] has done a study of 17 different block ciphers including 12 lightweight 

block ciphers and have compared the memory requirements and energy consumption in terms of 

CPU cycles required. However, there is no restriction on memory usage with a few algorithms 

taking up to 17K ROM.  

Kerry A et. al. [70] discussed about the National Institute of Standards and Technology 

(NIST) project of lightweight cryptography. Summarization of NIST’s findings on lightweight 

cryptography project and their plans are presented in this report.  and the strategies for 

standardizing lightweight cryptography algorithms. Specifically, NIST has chosen to create an 

open portfolio on lightweight algorithms. It included a set of questions raised to investors of 

lightweight cryptography that will help in deciding the requirements.  Based on the responses from 

the investors, NIST will create profiles that are meant for gathering the device and application 

requirements of lightweight cryptography. Algorithm recommendations will be done for the usage 

of those profiles only that depict the performance, security and physical characteristics.  

Law et al. [71] has analyzed 8 block ciphers and presented benchmark results on memory 

requirement and CPU cycles required in different modes of operation including CBC, CFB, OFB 

and CTR.  

Hager et al. [72] have concluded that if the power consumed by various operations are 

same, then the energy consumed in terms of joules is proportional to the time needed. In these 

papers, CPU cycle count has been taken as the parameter for evaluating the energy efficiency. 
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L. Batina et al. [73], have shown that the energy consumed may not be proportional to the 

no. of CPU cycles due to different amount of energy consumed by various operations and 

subsystems, which again is dependent on the underlying architecture. 

A total of 14 different block ciphers are being investigated among which 11 are lightweight 

block ciphers while only 3 are conventional block ciphers. Details of various parameters (key 

length, block size, number of rounds) of the investigated ciphers are presented in Table 2.2. 

Table 2.2 shows that the major difference between the lightweight block ciphers and the 

conventional ciphers is in their block size and key length. As opposed the conventional ciphers 

which mostly have 128 bits key, many of the lightweight ciphers provide a choice of key length 

varying between 64, 80, 96 or 128 bits depending on security needs. Similarly, most of the 

lightweight ciphers have a block size of 64 bits as compared to the conventional block ciphers 

which mostly have 128 bit blocks. 

Table 2. 2  Summary of Investigated Block Ciphers 

Algorithm Block Size Key Length # Rounds Structure 

AES-128 128 128 10 SPN 

DESXL 64 184 16 Feistel 

HIGHT 64 128 32 Feistel 

IDEA 64 128 8.5 Lai-Massey 

KLEIN 64 64, 80, 96 12, 16, 20 SPN 

LBLOCK 64 80 32 Feistel 

LED 64 64, 128 32, 48 SPN 

mCrypton 64 64, 96, 128 12 SPN 

Piccolo 64 80, 128 25, 31 Feistel 

PRESENT 64 80, 128 31 SPN 

TEA 64 128 Var Feistel 

XTEA 64 128 Var Feistel 

SEA 96 96, ... Var Feistel 

AES-128 

Joan Daemen and Vincent Rijmen [74] developed AES, a block cipher chosen as a standard 

by NIST in 2000. AES is a subclass of Rijndael block cipher and is one of the most common block 
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cipher. Structurally, it is an SPN (Substitution-Permutation Network) based cipher which can 

encrypt under key length of 128, 192 or 256 bits with 10, 12 or 14 iterations respectively. 

James M et al. [75] proposed the hardware implementation of the standard AES block 

cipher. AES is more effective when implemented in hardware as it utilizes minimal hardware 

resources, cost effective and is also secure. The conventional method of AES 128 is implemented 

in Xilinx 14.2 using HDL code. Both the encryption process and decryption process are tested and 

the simulation results showed that the latency is reduced which in turn increased the throughput of 

the algorithm. 

Security: Till 2006, the best attack known for AES-128 was against its 7-round version [76] and 

only side-channel attacks were known for the full version AES until May 2009. The first key-

recovery attack on full-version AES is biclique cryptanalysis [77] with a complexity of 2126.1 which 

was published by Bogdanov et al. in 2011. Other interesting attacks on AES are meet-in-the-middle 

attack [78] and an improved meet-in-the-middle attack by Demirci et al. [79] 

DESXL 

Leander et al. [80] proposed DESL, DESXL and are the lightweight versions of DES (Data 

Encryption Standard). It takes an input of 64 bits, a 56-bit key and iterates through 16 rounds 

similar to DES but using a single S-box for all rounds instead of using 8 S-boxes which brought 

down the gate complexity of the cipher. One of the main weakness in DES was the linear property 

of S-boxes [81] which has been strengthened by using a single more non-linear S-box 8 times 

hence also reducing the memory requirement. DESX is a DES variant that takes 184 bit key and 

uses key whitening method to reinforce security. We have chosen DESXL for the analysis in this 

work as it has best of both i.e. DESX and DESL. 

Soufiane Oukili et.al [82] presented the FPGA implementation of DES block cipher. 

Permutation choice1 method is used in key scheduling process which generates subkeys that varies 

with time. This allows to produce different ciphertexts for the same plaintext and key with varied 

times. The FPGA implementation of algorithm is done using Spartan 3e version of Xilinx and 

results showed that it has achieved high encryption rate with minimal hardware utilization.  
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Security: There are a few papers which have studied the weakness in these DES variants. Philip 

Rogaway [83] shows that the effective key length in DESX is 119 bits instead of 184 bits. Although 

no attacks have yet been exhibited against DESXL, like in DESX, DESXL will have an effective 

key length of 119 bits. Hence the best attack against DESXL is by brute-force with complexity of 

2119. 

HIGHT 

Hong et al. [84] proposed HIGHT and is a hardware-oriented lightweight encryption 

protocol and all its operations are 8-bit-processor-oriented. It takes a 64 bits block, 128 bits key, 

goes through 32 iterations and is based on generalized Feistel structure. Unlike most conventional 

block ciphers, HIGHT consists mainly of simple operations like XOR, addition mod 28, subtraction 

mod 28 and left bitwise rotation and has “on-the-fly” key generation. 

 Bassam Jamil Mohd et.al [85] presented the FPGA implementation of HIGHT algorithm 

with different optimal pipelined and scalar designs. They analysed that less design area and power 

is required for scalar design implementations and low energy and high throughput is achieved by 

pipelined design implementations. As best performance can be obtained by balancing energy and 

area, authors concluded through the simulation results that the resources and power are lessen by 

18% and 10% respectively for scalar implementations. Similarly, energy consumption is minimized 

by 60% and throughput is increased by 18% for pipelined implementations of HIGHT block cipher. 

Security: One of the best known attack on full version of HIGHT is biclique cryptanalysis [86] 

which needs 248 chosen plaintexts for the analysis and has a time complexity of 2125.93. Another 

interesting attack presented by Chen et al. [87] is the impossible differential attack on 27-rounds 

HIGHT which needs 2120 memory access and has a time complexity of 2126.6. Jiqiang Lu. [88] also 

presented three different attacks on 25-, 26-and 28-round version HIGHT. 

IDEA 

James Massey and Xuejia Lai [89] proposed IDEA a conventional symmetric block cipher 

introduced in 1991 and was intended to be the successor of DES. It takes a 64 bit input and 128 

bits key and iterates through 8 identical transforms (round) followed by an output transform (half 

round) thus having 8.5 rounds in total. 
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Pushpalatha G S et. al [90] presented the hardware implementation of IDEA block cipher. 

Both the encryption and decryption process of IDEA is implemented in FPGA using Verilog HDL. 

They have used Xilinx ISE 14.7 for simulation and the results showed that the latency is minimized 

to 212.5ns and less memory of only 1% from overall device memory is used. 

Security: Two of the most effective attacks, a linear attack on 5-round IDEA with a time complexity 

of 2103 encryptions and a similar attack on 7.5 round IDEA with a time complexity of 2115.1 

encryptions, were proposed by Biham et al. [91]. However, in 2012, the full-version IDEA was 

broken using narrow biclique [92] so that the key could be recovered with a complexity of 2126.1. 

KLEIN 

Proposed by Z Gong et al. in 2012 [93]. KLEIN is a family of lightweight block ciphers 

which is designed for resource-constrained devices such as sensors and RFID tags and is based on 

SPN structure. It combines a 4-bit Sbox with Rijndael’s byte oriented MixColumn which allows 

its compact implementation in both hardware and software [94]. KLEIN operates on 64 bits input 

block and supports variable key lengths: 64, 80 or 96 bits with variable number of rounds: 12, 16 

or 20. 

Pulkit Singh et. al [95] reported about resource utilization, power utilization and 

performance of different hardware implementations of KLEIN block cipher. FPGA 

implementations of KLEIN is done using a variety of Xilinx families and the simulated results are 

verified. They stated that embedded devices with less I/O ports can be secured using iterative 8-bit 

designs and designs with parallel processing can achieve high throughput with less design area for 

resource-limited applications.  

Security: One of the most effective attacks against the full-version KLEIN is the biclique 

cryptanalysis [96] with a complexity of 262.84 for KLEIN-64 while Abed et al. [97] proposed a 

biclique attack against KLEIN-80 and KLEIN-128 with a complexity 279.00 and 295.18 respectively.  

Another practical attack against 8-round KLEIN was proposed by Aumasson et al. [98] 

which exploits the existence of differentials of unexpectedly high probability.  
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LBLOCK 

Wenling Wu et al. [99] proposed LBLOCK a lightweight encryption protocol which takes 

a 64-bit size block and an 80-bit key. The design of LBLOCK is Feistel structure based, has 32 

iterations and is 4-bit oriented which can be implemented efficiently. 

 Hasan M. N et. al [100] presented the implementation of LBlock cipher on FPGA Altera 

board. The results of implementation showed that LBlock requires an area of 326 LE(logic 

elements) and clock cycles of 32 for encryption process. They also stated that a high throughput of 

312Mbps is achieved at a clock frequency of 156.3MHz with 107.6mW power utilization. When 

compared with lightweight block ciphers like Hummingbird and XTEA, LBlock produced better 

results considering the similar FPGA platform. 

Security: Kakaro et al. [101] presented an Impossible Differential attack against 21-round and 22-

round version of LBLOCK with a complexity of 269.5 and 279.28 respectively. On the other hand, 

biclique attack against LBLOCK has been explored mainly in two papers. Kakaro et al. [102] have 

proposed biclique attack against reduced round versions and full version LBLOCK with a 

complexity of 278.76. Wang et al. [103] presented a biclique attack against full version LBLOCK 

with a complexity of 278.40 and also proposed a new key scheduling algorithm for LBLOCK which 

would improve its diffusion property. 

LED 

J. Guo, et al. [104] designed the LED block cipher keeping hardware compaction and small 

silicon footprint in mind. One of its key features is its non-existent key-schedule: the user provided 

key is used instead as it is. Based on AES-like design, it also uses S-boxes and a variant of 

MixColumns and ShiftRows. It is designed to take fixed length 64 bit input block with a choice of 

key length (and no of rounds) of 64 or 128 bits (32 or 48 rounds respectively) and re-uses the S-

box of PRESENT [105]. 

Mohammed Al-Shatari et. al. [106] the hardware implementation of round based iterative 

LED cipher with a block size and key size of 64 bits. This implementation is done on a variety of 

FPGA platforms and the simulation is done using Altera and Xilinx tools. As the proposed LED 
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architecture used lookup tables for MixColumns in place of multipliers, simulated results showed 

that LED produced better performance w.r.t to area and throughput.   

Security: One of the best attack against full version LED is the biclique cryptanalysis presented by 

Abed et al. [97] which breaks LED-64 and LED-128 with a complexity of 263.58 and 2127.42 

respectively.  

Jeong et al. [107] also proposed a biclique attack on 29-rounds LED-64 and 45-round LED-

128 with a computational complexity of 263.58 and 2127.45 respectively. Another interesting attack 

published by Isobe and Shibutani [108] is a meet-in-the-middle attack on 8-round LED-64 and 16-

round LED-128. 

mCrypton 

C. Lim and T. Korkishko [109] designed mCrypton a lighter version of the block cipher 

Crypton [110] designed specifically for resource-constrained devices. It has 64 bit block size with 

flexibility for key length (64, 96 and 128 bits). It is based on SPN structure and iterates for 32 

rounds. The key scheduling algorithm consists of 2 stages: round key generation using S-box 

transformation and key variable update using word-wise rotations and bitwise rotations within the 

word. 

Authors in [109] also presented the implementation of mCrypton block cipher in hardware 

using CMOS technology of 0.13μm. This algorithm required the gate count of 2400 – 3000 for 

encryption process and gate count of 3500 - 4100 if decryption process is also included. 

Implementation results showed that the mCrypton algorithm is best suited for sensor devices and 

RFID tags as its hardware resource utilization falls within the economic range.  

Security: Jeong et al. [111] presented the first biclique attack against mCrypton-64/96/128 with a 

computational complexity of 263.18, 294.81 and 2126.56 respectively. A related-key impossible 

differential attack [112] was published in 2012 for mCrypton-96 and mCrypton-128 with time 

complexity of 274.9 and 266.7 respectively. 

Piccolo 

K. Shibutani et al. [113] proposed Piccolo a lightweight encryption protocol which takes 

64 bits block, has a choice of key lengths: 80 bits(25 rounds) and 128 bits(31 rounds) and is based 
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on variant of 4-line type-II generalized Feistel network. The main feature in Piccolo’s round 

function is its compact 4-bit S-boxes which takes only 4 NOT, 3 XOR and 1 XNOR gate i.e. about 

12 GE(Gate Equivalent) and it is one of the first block ciphers to have a hardware implementation 

in less than 1000 gates. 

Ayoub Mhaouch et. al [114] proposed the hardware implementation of Piccolo block cipher 

with a tradeoff between speed and area. Two architectures (serial and iterative) of Piccolo with a 

key of 128 bits are implemented in FPGA and the corresponding simulations are done using Xilinx 

Spartan3. In iterative design, clock cycles of 31 are used for encryption process which achieved 

151 Mbps throughput and utilization of resources to 76%. In serial design, the cost of area is 

optimized which utilizes 54% of resources and resulted in 6.4Mbps throughput with clock cycles 

of 496.  

Security: Most of the security concerns for Piccolo are related to biclique attacks. Jeong et al. [107] 

presents a biclique attack against Piccolo 80/128 with a complexity of 279.13 and 2127.35 respectively. 

Another paper [86] also presented a biclique attack against full version Piccolo-80/128 with a 

complexity of 279.34 and 2127.36 respectively while [115] presents a biclique attack on full version 

Piccolo-80 and 28-round Piccolo-128 with a complexity of 278.95 and 2126.79. 

PRESENT 

A. Bogdanov et al. [105] proposed PRESENT at CHES 2007 as a SPN structure based 

ultra-lightweight cipher that iterates for 31 rounds. Like a few other lightweight ciphers, PRESENT 

also has a block length of 64 bits while it provides a choice of key length: 80 bits and 128 bits. 

Each round consists of three steps: addRoundKey step which is a XOR operation, sBox layer which 

uses a 4-bit Sbox 16 times in parallel in each round and pLayer, a linear bitwise permutation step. 

 Pandey J. G et. al. [116] presented the FPGA architectures of Present block cipher with a 

block of 64 bits and a key of 80 and 128 bits. The proposed designs are applicable for latency 

critical and resource critical applications and are implemented using Xilinx Vertex5. Simulation 

results showed that for encryption, it requires a clock cycles of 33, 458MHz of frequency, static 

power of 97μW, dynamic power of 1140μW and achieved a 889 Mbps throughput with 2.6 μJ 

energy consumption. For decryption, it requires a clock cycles of 33, 330MHz of frequency, static 
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power of 43μW, dynamic power of 1086μW and achieved a 330 Mbps throughput with 4.9 μJ 

energy consumption. For combined encryption and decryption process, it requires 215MHz of 

frequency, static power of 62μW, dynamic power of 11105μW and achieved a 417 Mbps 

throughput with 2.6 μJ energy consumption. 

Security: A lot of cryptanalytic attention was given to PRESENT due to its linear bias. Joo Yeon 

Cho [117] proposed a key recovery attack against 25-round PRESENT using multi-dimensional 

linear cryptanalysis with a data complexity of 262.4. It also proposed an advanced key search 

technique for 26-round PRESENT with data complexity of 264.  

G. Leander [118], Nakahara et al. [119], B. Collard et al. [120], B. Collard et al. [121] have 

also exploited the linear bias in the cipher to propose various attacks. However, Biclique 

cryptanalysis [97] has been proposed against full version PRESENT-80/128 in 2013, with time 

complexity of 279.49 and 2127.32 respectively. 

TEA and XTEA 

D. Wheeler and R. Needham [122] designed TEA (Tiny Encryption Algorithm) a 

lightweight block cipher. However, due to a few weaknesses found in TEA [112], it was replaced 

by XTEA [123]. It has a block size of 64 bits, 128 bit key, is based on Feistel structure and has 

very simple F-function. The simplicity of the algorithm is compensated by large no. of 

rounds(recommended 64). 

 Hussain M. A et. al. [124] presented two hardware implementations (sequential and hybrid) 

of TEA block cipher on FPGA device using Verilog HDL coding. Results were simulated in Xilinx 

14.7 design suite. Simulation results showed that the clock cycles of 340 are required for encryption 

as well as decryption process in sequential architecture design whereas hybrid architecture design 

requires only 4 cycles. It is observed that the less utilization of resources and power is achieved in 

sequential architecture design, but has minimal throughput. Hybrid architecture design achieves 

high throughput but with maximum resource and power utilization. 

Security: Many of the weaknesses of TEA were published by Kelsey et al. [125] along with a 

related-key attack against TEA which requires only 223 chosen plaintexts and one related query 

with a time complexity of 232. There has been quite a few papers on cryptanalysis of XTEA of 

which a few attacks were published in 2012. Bogdanov and Wang [126] identified zero correlation 
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linear approximation for 14 and 15 rounds of TEA and XTEA using which they designed key 

recovery attacks for 21-round TEA and 25-round XTEA. Also, a meet-in-the-middle attack 

explained in Y. Sasaki et al. [127] and an impossible differential attack explained in J. Chen et al. 

[128] against reduced XTEA was published in AfricaCrypt 2012. 

SEA 

F.X. Standaert et al. [129] designed SEAn,b a low cost encryption protocol designed 

specifically for hardware with limited instruction set. Also the encryption protocol is scalable w.r.t. 

text size, key length and processor word size. It is based on Feistel structure, does “on-the-fly” key 

derivation and has variable no of rounds. 

Kumar B.P et. al [130] presented the implementations of SEA block cipher on FPGA with 

different parameters. It is implemented using VHDL coding and results are simulated in Xilinx. 

Both encryption as well as decryption process are done with a low cost. Simulation results showed 

that SEA utilizes less area but at a cost low throughput.  

Security: No security attacks published against SEA except the weaknesses given in the original 

paper.  

Summary of common operations used by lightweight encryption algorithms and summary 

attacks against those algorithms is presented in Table 2.3.  

Table 2. 3  Summary of Lightweight Block Ciphers 

Algorithm Common Operations Summary Of Attacks 

AES-128 Byte substitution 

Shift rows (transposition) 

Mix columns 

Add round Key 

Biclique Cryptanalysis: 2126.2 

DESXL Key whitening (XOR) No attacks published 

HIGHT Addition mod 28 

Subtraction mod 28 

 XOR 

 S-bit left rotate 

Biclique cryptanalysis: 2125.93 

Related key attack: 2125.83 

IDEA Modular addition 

Modular multiplication 

Narrow biclique: 2126.1 
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XOR 

KLEIN Round transformation: 

XOR, rotate bytes, Sbox 

Key schedule: cyclic shifts, 

swap, XOR 

Biclique on full version: 

KLEIN-64: 262.81 

KLEIN-80: 279.00 

KLEIN-96: 295.18 

mCrypton S-box 

Bit permutation 

Column to row transposition 

Subkey addition 

Biclique against full version 

mCrypton-64: 263.18 

mCrypton-96: 294.81 

mCrypton-128: 2126.56 

PRESENT Subkey addition 

S-box layer 

Biclique: 

22 round PRESENT-80: 279.49 

PRESENT-80(Full): 279.49 

PRESENT-128(Full): 2127.32 

Piccolo 4 bit Sbox 

Byte permutation 

Biclique on full version: 

Piccolo-80: 279.13 

Piccolo-128: 2127.35 

LBLOCK Subkey Addition 

8 S-boxes 

4 bits permutation 

Biclique on full version: 278.7 

Impossible differential: 

21/22 round: 269.5/279.28 

LED No key schedule Biclique on full version: 

LED-64: 263.58 

LED-128 2127.25 

TEA Addition, shifts, XOR 17 round TEA: 257 chosen plaintext 

Related key attack: 232 

SEA “on-the-fly” key derivation 

XOR, 3-bit Sbox, rotations 

addition mod 2b (b=word size) 

No security analysis published 

XTEA Left & right shift; 

XOR 

Additions 

23-round XTEA: MITM: 2117 

Impossible differential: 262.3 

Related-key differential attack (27 

rounds): 

Three-subset MITM attack against 25 

round 

XTEA: 2120.4 encryptions 
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2.2.2 Energy Analysis 

Mickael Cazorla et al. [69], Law, Y. W. et al. [71] have investigated various block ciphers 

for different parameters including energy in terms of CPU cycles.  

LED and PRESENT consume same amount of energy though LED takes 1.5 times the CPU 

cycles consumed by PRESENT. Also, KLEIN serial takes almost the same energy as PRESENT.  

Table 2. 4  Summary of Energy Consumption 

Algorithm Block Size 

(bits) 

Encryption 

(mJ/block) 

Encryption 

(µJ/byte) 

AES-128 128 0.069 4.31 

DES 64 0.175 21.8 

DESXL 64 0.193 24.15 

HIGHT 64 0.043 5.37 

IDEA 64 0.079 9.87 

KLEIN-80 64 0.056 7.0 

mCrypton-64 64 0.172 21.5 

PRESENT 64 0.077 0.292 

Piccolo-80 64 0.068 0.506 

LBLOCK 64 0.061 0.125 

LED-64 64 1.16 9.758 

TEA 64 0.024 0.182 

XTEA 64 0.048 0.258 

SEA 96 0.041 0.376 

If we analyse the energy consumption as given in Table 2.4, TEA and XTEA are among the 

least energy consuming ciphers as they have very simple round functions while we also have ciphers 

like LED and Piccolo which consume more energy than conventional block ciphers like AES and 

IDEA. As seen in the above table, being a hardware-oriented cipher, LED-64 does not perform well 

on a generic hardware platform and consumes more energy than any other investigated cipher. 

Similarly, the round function of PRESENT is much simpler as compared to mCrypton resulting in 

less energy consumption. 

Cryptolux [131] presented that AES has higher throughput than the ciphers like DESXL, 

LED, Piccolo etc indicating it takes lesser time hence lesser energy to encrypt same amount of data 
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than the other ciphers. However, ciphers like HIGHT, LBLOCK and mCRYPTON are shown to 

have better throughput.  

ECRYPT [132] has also summarized the throughput of various ciphers and it can be seen 

that AES has more throughput than DES, DESXL and XTEA but has lesser throughput than ciphers 

like mCRYPTON, PRESENT, HIGHT etc. This difference in result occurs because the results 

shown in most of these works U. o. L. CryptoLUX [131] E. II, Block ciphers [132] are based on 

hardware implementations for the smallest gate-equivalent implementation of these block ciphers 

while our work compares all the block ciphers based on their performance on a generic hardware. 

Though the above analysis gives us an estimate of the energy consumption, it doesn’t give 

any information on the security vs. energy efficiency trade-off for the ciphers.  

2.3 Survey on Performance metrics for Lightweight Encryption Algorithms 

In lightweight cryptography, an encryption algorithm should be lightweight w.r.t. to 

resources and in turn it should offer good security against possible attacks. Vast research was done 

on analyzing the performance of lightweight encryption algorithms. Performance metrics that are 

discussed by various authors included the parameters related to area, code size, and clock cycles 

needed for encryption as well as for decryption operation. Some researchers considered only the 

security aspect while measuring the encryption algorithm’s performance.  

Deepti Sehrawat et al. [133] have explored various security attacks that may encounter on 

lightweight block ciphers and also discussed about the countermeasures. Cryptographic algorithms 

are classified based on the mode of their implementation(Software or Hardware) or on the 

architecture(Symmetric or Asymmetric). Block ciphers implemented in software are less expensive 

and offers high flexibility compared to hardware implementation. Hardware implemented block 

ciphers are comparatively easier to implement compared to software implementation and they 

mainly focus on the optimization of hardware resources. Clear picture about different possible 

attacks was specified by the authors w.r.t implementation type: Software or Hardware. The majority 

of symmetric lightweight block ciphers have found to be vulnerable to brute force attacks. 

Bassam Jamil Mohd et al. [85] proposed a performance metric aimed at evaluating the 

efficiency of a lightweight encryption algorithm and is applied on Hight algorithm. They have 
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designed the scalar and pipelined architectures of Hight algorithm and also optimized their FPGA 

implementations. By considering metrics like power, energy and LEs(logical elements), optimal 

design is determined. Of all these, which performance metric to be considered depends on the 

certain applications. Authors have considered energy and area as the essential factors for hardware 

implemented designs and proposed a performance metric that is dependent on design area and 

energy parameters. The proposed metric is defined as “Metric = E * LE”, where E is the energy, 

 is energy load factor and LE is the area measured in gate equivalents. According to this metric, 

the block ciphers with minimal energy and area consumption are treated as highly efficient. 

Chao Pei et al. [134] discussed about the security-performance tradeoff of lightweight block 

ciphers for resource constrained applications in industrial WSNs. They have proposed a software 

performance metric that purely depends on the code size, block size, RAM size, and clock cycles 

necessary for encryption as well as for decryption operation. Code size refers to the amount of 

memory necessary for saving the encryption code and the required constants and is measured in 

bytes.  RAM size refers to the amount of memory required for storing intermediate results during 

the execution of an encryption process and is measured in bytes.  Cycles/byte refers no. of clock 

cycles required to either encrypt a block data or decrypt a block data or both. Throughput refers to 

the no. of bits encrypted per second and is measured in kbps. Finally, they have proposed a 

combined metric that is defined as “Combined metric = CodeSize * CycleCount / BlockSize”, 

where block size refers to no. of bits in a data block. Block ciphers with low combined metric are 

treated as highly efficient algorithms. This combined metric is applicable only for algorithms that 

are software implemented and also the security aspect is not considered in the proposed metric.  

Sohel Rana et al. [135] have presented a survey on various lightweight encryption 

algorithms and analyzed their performance on different metrics. The performance of eleven 

lightweight encryption algorithms is discussed by the authors for evaluation metrics like key size, 

code size, RAM size, and cycle count. Performance analysis discussed here considered the software 

implementation of algorithms. No metrics were proposed for hardware implementation of 

lightweight encryption algorithms. 

Sooyeon Shin et al. [136] discussed regarding some benchmarking projects such as 

ECRYPT II, BLOC, and eBACS that have been promoted to calculate the performance of 
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cryptographic primitives and also the lightweight block ciphers on various hardware and software 

platforms. ENCRYPT II is an European network excellence project of cryptology[137].  

Eisenbarth et. al.[138] have implemented and assessed the performance of twelve 

lightweight block ciphers  w.r.t  RAM size, code size, and  count of cycles for encryption and 

decryption. For this they used 8-bit AVR microcontroller. eBACS(ENCRYPT Benchmark of 

Cryptographic system) is a standard benchmarking for cryptography and evaluated performance of 

several cryptographic primitives on personal computers and servers, taking the speed metric into 

consideration. Another research project called BLOC analyzed block ciphers implemented for 

resource limited environments.  

At the time of project, Cazorla et.al. [69] evaluated five conventional and twelve lightweight 

block ciphers for wireless sensor nodes. For this purpose, authors used 16-bit Texas MSP 

microcontroller and expressed that the results of simulation are not accurate when compared to real 

implementation.   

Deepti Sehrawat et al. [139] discussed about the parameters and tools for measuring the 

performance of security algorithms that are implemented in software. RAM usage, code size, 

encryption cycle count, decryption cycle count are the factors that are considered for evaluating a 

lightweight block cipher. Based on these factors they have presented the performance metrics such 

as energy measured in J, combined metric defined as “CodeSize * CycleCount”. Smaller metric 

value indicates better implementation of cipher algorithm. Other performance metrics for software 

implementation of block ciphers include throughput and power consumption.  

A. A. Priyanka et. al.[140] have presented another combined metric that indicates the 

tradeoff between the implementation size and the performance. The combined metric is defined as 

“CM = CodeSize – Encryption_CycleCount”. A smaller value of metric represents better 

implementation of a cipher.  

M. Matsui et. al.[141] categorized lightweight implementations into three variants 

depending on the values attained from the combined metric discussed in [140].  First category falls 

under Ultra Lightweight implementation, which requires ROM capacity of 4KB and RAM capacity 

of 256 bytes. Second category falls under Low-cost implementation, which requires ROM capacity 



51 

 

of 4KB and RAM capacity of 8KB. Third category falls under Lightweight implementation, which 

requires ROM capacity of 32KB and RAM capacity of 8KB.  

Mohd. B. J. et. al. [142] discussed about various metrics to measure the performance of 

lightweight encryption algorithms based on the software and hardware implementation. They have 

discussed about two software metrics. One of the software metrics is Throughput (measured in 

bits/sec) and is defined as “Th = NB/TB”, where NB refers to no. of bits in a block and TB refers to 

block encryption time. As throughput is the function of design frequency, throughput is also defined 

as “Th = (NB * F)/CB”, where F indicates frequency and CB indicates the no. of cycles. Multiple 

non-correlate metrics are combined to form a synthetic metric that measures various performance 

aspects. One such synthetic metric is defined as “SM = CodeSize * CycleCount / BlockSize”.  

A number of hardware metrics were discussed in [142]. The foremost hardware metric to 

measure the performance of an algorithm is Area. Design area is measured differently for different 

implementations. In ASIC implementation, design area is measured in terms m2 for physical 

design tools [143], whereas pre layout design the area is measured in terms of GE(Gate Equivalent) 

[144]. Usually, GE estimates the complexity of hardware design, and 1 GE is equal to 2-input 

NAND gate. In FPGA implementation, design area is measured based on the utilization of resources 

that depend on the vendor. LE is the measure for design area in Altera Quartus II design, where an 

LE contains lookup table(LUT) and register. CLB(Configurable logic block) is the measure for 

design area in Xilinx design, where a CLB contains various logic cells which in turn contains a 

lookup table and D flipflop. However, there are tables that converts the design area from one vendor 

representation to other vendor representation.  

Area/bit is another hardware metric discussed in [142], where the design area is normalized 

to one bit. It defines the cost of area that is required to encrypt a single bit. This allows fair 

comparison of block ciphers w.r.t to area. Throughput(Th) is another hardware metric that is similar 

to the software metric. But, in hardware implementations throughput is combined with other metrics 

to accurately measure the performance of a block cipher.  

Performance efficiency is a hardware metric that is measured as the ratio of throughput to 

area with clock frequency as fixed [145]. It is defined as “Efficiency = Throughput / Area” or 

“Efficiency = NB / (TB * Area)” or “Efficiency = (NB * F)/ (CB * Area).  Researchers of [145] 
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felt that the efficiency metric doesn’t suit for lightweight block ciphers and proposed a metric called 

FOM (Figure-of-Merit). FOM is defined as “FOM = Throughput / GE2”.  

Energy(EB) and power(P) are the essential hardware performance metrics of lightweight 

block ciphers that are targeted specially for low energy-resource-constraint devices. Energy per bit 

is one more hardware metric, where the energy is normalized w.r.t no. of bits in a block. Energy 

per bit is defined as “Eb = EB / NB” and it is a better metric to measure the actual cost of energy 

compared to just energy metric. Hardware metric for area constrained systems is used to measure 

both energy and bit cost of area. It is defined as “A * Eb = (A * EB) / NB”.  

Finally, throughput per (area * energy/bit) is a hardware metric that calculates energy cost, 

area cost and time to encrypt a single bit [144]. It can be defined as: 

    Th / (A * Eb) = Th / (A * EB / NB) 

   = (NB / TB) / (A * EB / NB) 

   = NB
2 / (A * TB * EB) 

   = ((NB / TB) * (NB / TB)) / (A * EB / TB) 

    = Th2 / (A * P) 

Thus, throughput over area and energy per bit is defined as “Th/(A * Eb) = Th2 / (A * P)”. 

Hatzivasilis G. et. al.[146] presented few evaluation metrics  related to performance factors, 

cost and security. The level of security of an algorithm is defined as the measure of fastest identified 

computational attack. In several cases, key length indicates the security level and is quantified in 

bits. Another metric discussed is throughput which is measured in kbps at a certain frequency. 

Mostly, hardware implementations of lightweight encryption algorithms use a frequency of 

100KHz and software implementations use a frequency of 4MHz.  

Another generic metric discussed in [146] is latency. Latency is defined as the no. of clock 

cycles required to process a single block. Next comes the Power metric which is measured in W 

for hardware implementation. Usually, power is based on the hardware technology used and on GE. 

In software implementation with frequency of 4MHz and voltage of 0.9V, average power is 

considered as 0.004W for 8-bit microcontroller and 0.00135W for 16-bit microcontroller. 
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Another generic metric is Energy per bit which indicates the energy consumed for processing a 

single bit. This metric is same for both hardware and software implementations and measured in 

J. Energy per bit is defined as “Energy[J] = (Latency[cycles/block] * Power[W]) / 

BlockSize[bits]”. Memory usage is another metric which is measured as the requirement of RAM 

and ROM for an algorithm. RAM bytes indicate the no. of bytes required for storing intermediate 

results and ROM bytes indicate the code size of an algorithm.  

Tradeoff between the design size and performance is measured using the Efficiency metric. 

In hardware implementation, the efficiency metric is defined as “HardwareEfficiency = Throughput 

/ Gate complexity”. In software implementation, the efficiency metric is defined as 

“SoftwareEfficiency = Throughput / CodeSize”. The higher efficiency value indicates an efficient 

implementation of lightweight encryption algorithm. 
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Table 2. 5  Summary of Various Performance Metrics 

Sno Authors Research Article Journal Summary Remarks / Findings 

1 

Bassam Jamil 

Mohd, Thaier 

Hayajneh, Zaid 

Abu Khalaf and 

Khalil Mustafa 

Ahmad Yousef 

Modeling and 

optimization of the 

lightweight HIGHT 

block cipher design 

with FPGA 

implementation, 2016 

 

Security and 

Communicatio

n Networks, 

ACM Digital 

Library 

Proposed an optimized FPGA 

implementation of Hight and 

proposed a metric for 

measuring the performance 

based on the design area and 

energy consumption of the 

encryption method   

1. Metric w.r.t to design area 

and energy 

 

2. No focus on Security metric 

2 

Chao Pei, 

YangXiao, 

WeiLiang,  

Xiaojia Han 

Trade-off of security 

and performance of 

lightweight block 

ciphers in Industrial 

Wireless Sensor 

Networks, 2018 

 

EURASIP 

Journal on 

Wireless 

Communicatio

ns and 

Networking, 

Springer 

Proposed Software 

implementation performance 

metrics that is based on code 

size, cycle count and block 

size 

1. Software performance 

metric = 

Codesize×Cycle_count/Block_

size 

 

2. Metrics for hardware 

implementation was not 

specified. 

3 

Sohel Rana, Md. 

Anwar Hussen 

Wadud, Ali Azgar, 

Dr. Mohammod 

Abul Kashem 

A Survey Paper of 

Lightweight Block 

Ciphers Based on Their 

Different Design 

Architectures and 

Performance Metrics, 

2019 

International 

Journal of 

Computer 

Engineering 

and 

Information 

Technology 

Presented a survey of 

lightweight block cipher 

algorithms with performance 

analysis for different 

evaluation metrics  

1. Metrics considered w.r.t 

code size, block size, key size, 

cycle count and RAM size 
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4 

William Diehl, 

Farnoud 

Farahmand, 

Panasayya Yalla, 

Jens-Peter Kaps 

and Kris Gaj 

Comparison of 

Hardware and Software 

Implementations of 

Selected Lightweight 

Block Ciphers, 2019 

 

IEEE 

International 

Conference on 

Field 

Programmable 

Logic and 

Applications 

Presented different 

performance metrics for both 

hardware and software 

implementations of 

Lighweight block ciphers 

1.Performance w.r.t to 

Throughput, Throughput-to-

Area, and Energy 

 

2. No focus on tradeoff 

between energy and security 

5 
Deepti Sehrawat, 

Nasib Singh Gill 

A Review on 

Performance 

Evaluation Criteria and 

Tools for Lightweight 

Block Ciphers, 2019 

International 

Journal of 

Advanced 

Trends in 

Computer 

Science and 

Engineering 

Discussed about the 

performance evaluation of 

lightweight block ciphers 

based on code size, cycle 

count for encryption and 

decryption, memory usage, 

energy consumed 

1. Considered the performance 

of lightweight block ciphers 

that are software implemented. 

 

2. Metrics for hardware 

implementation are not 

focused 

 

6 

George 

Hatzivasilis, 

Konstantinos 

Fysarakis, Ioannis 

Papaefstathiou, 

Charalampos 

Manifavas 

A review of lightweight 

block ciphers, 2017 

Journal of 

Cryptographic 

Engineering, 

Springer 

Presented the performance 

metrics called Hardware 

Efficiency and Software 

efficiency  

1.Throughput and GE metrics 

for Hardware efficiency 

2. Throughput and Code size 

for Software efficiency 

3. Not focused on security 

parameter 

7 
Deepti Sehrawat, 

Nasib Singh Gill 

Analysis of security 

attacks on lightweight 

block ciphers and their 

countermeasures, 2018 

 

Journal of 

Engineering 

and Applied 

Sciences, 

Medwell  

Summarized various 

cryptographic attacks on 

lightweight block ciphers 

1. Possible attacks based on 

the type of implementation: 

Software or Hardware 

2. Most of the block ciphers 

are prone to brute force attack 



56 

 

8 
A. A. Priyanka, 

S. K. Pal 

A Survey of 

Cryptanalytic Attacks 

on Lightweight Block 

Ciphers 

International 

Journal of 

Computer 

Science and 

Information 

Technology & 

Security 

 

Presented one combined 

metric that indicates the 

tradeoff between the 

implementation size and the 

performance.  

1. The combined metric is 

defined as 

CM = CodeSize – 

Encryption_CycleCount.  

2. Metrics for hardware 

implentation are not 

considered 

9 
M. Matsui,  

Y. Murakami 

Minimalism of 

software 

implementation 

International 

Workshop on 

Fast Software 

Encryption, 

Springer 

1. Categorized lightweight 

implementations into three 

variants depending on the 

values attained from the 

combined metric 

 

1.Ultra Lightweight 

implementation: Requires 4KB 

ROM and 256 bytes RAM. 

Low-cost implementation: 

Requires 4KB ROM and 8KB 

RAM. 

Lightweight implementation: 

Requires 32KB ROM and 8KB 

RAM. 

 

2. Focused only on 

implementations w.r.t memory 

 

10 

Mohd, B. J., 

 Hayajneh T.,  

Vasilakos A. V 

A survey on 

lightweight block 

ciphers for low-

resource devices: 

Comparative study and 

open issues 

Journal of 

Network and 

Computer 

Applications 

Discussed about various 

metrics to measure the 

performance of lightweight 

encryption algorithms based 

on the software and hardware 

implementation.  

1. Software Metrics: 

Throughput, Synthetic metric 

2. Hardware Metrics: Design 

Area, Efficiency, Figure of 

Merit, Power, Energy, Metric 

for Energy and area per bit, 
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Throughput over area and 

energy per bit 

3. No metric is defined w.r.t 

energy and security. 

 

11 

Hatzivasilis G.,  

Fysarakis K.,  

Papaefstathiou I.,  

Manifavas C 

A review of lightweight 

block ciphers 

Journal of 

Cryptographic 

Engineering 

Presented few evaluation 

metrics  related to 

performance factors, cost and 

security.  

1. The level of security of an 

algorithm is defined as the 

measure of fastest identified 

computational attack. 

 2. Security parameter of an 

algorithm is not measured w.r.t 

energy consumption 
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2.4 Conclusion 

In this chapter, various lightweight block ciphers have been studied. Observations have 

been recorded focusing on the energy efficiency methods, existing lightweight block ciphers and 

the metrics for measuring the performance of a lightweight encryption algorithms. Energy 

efficiency methods discussed mainly focused on data transmission and less importance is given to 

energy consumption in sensors for data encryption process. 14 different block ciphers has been 

explored and energy analysis of those ciphers was done. Different performance metrics are 

discussed based on the type of the implementation. The security parameter is not considered in 

these metrics for measuring the performance of an encryption algorithm. A cipher is considered as 

a best cipher when it provides appropriate security and balances the tradeoff between performance 

and cost. 

  



59 

 

2.5 Research Gaps 

I. Research done on energy consumption in sensor nodes has less focus on data processing and 

that they didn't cover all the possible variations of rounds and block sizes for calculating the 

energy consumption of an encryption process. 

 

II. Many of the existing lightweight algorithms were developed by considering the metrics 

like code size, memory, and clock cycles. Very few algorithms were developed taking 

energy metric into consideration.  

 

III. Researchers have proposed various metrics for measuring performance of lightweight 

encryption algorithms subject to software and hardware implementations. However, they 

haven’t discussed regarding security metric w.r.t energy. Considering just the energy metrics 

or only the security aspects does not measure the accurate performance of a lightweight 

encryption algorithm. 
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2.6 Problem Statement 

The problem statement is to design and develop an Energy Efficient Lightweight Encryption 

algorithm for providing data security ensuring confidentiality and consuming minimal energy with 

better performance for energy constrained applications such as Human Sensor Networks.  
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2.7 Objectives 

I. To develop an algorithm for evaluating the energy consumed by the sensor nodes using 

different performance metrics for an encryption process in Human Sensor Network. 

 

II. To design and implement a Lightweight encryption algorithm for providing data 

confidentiality in energy constrained applications. 

 

III. To design and implement an algorithm that measures the performance of proposed 

lightweight encryption algorithm using the metric MSEC (Metric for Security vs. Energy 

Consumption). 
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