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Chapter 5 CONCLUSION AND FUTURE SCOPE 

 

5.1  Conclusion 

In this thesis, various properties of HSN have been explored. The 3-tier architecture of 

HSN and the communication among the three tiers is discussed. The energy model of a sensor 

device is also explored which clearly mentioned about the level of energy consumption for 

different functions. For long range communications, the energy consumed for encryption process 

becomes negligible when compared to energy consumed for data transmission. Whereas, for HSN 

applications which work at very small radio range within 3meters, the energy consumed for 

encryption process is also countable along with the energy consumed for data transmission. The 

importance of choosing better lightweight encryption algorithm that is energy-efficient is 

identified. The limitations of conventional cryptography are identified. A variety of several cipher 

family algorithms whose structure is based on Feistel, SPN have been studied for their energy 

efficiency. A comparative study of block ciphers and stream ciphers has been explored.  

Subsequently, the security requirements of HSN along with the security model and adversary 

model of HSN has been noted.   

Different lightweight block ciphers have been studied for their energy efficiency and 

performance while used in HSNs. Observations have been recorded focusing on following three 

criteria. 

1. Energy efficiency methods 

2. Lightweight block ciphers 

3. Performance metrics  

Most of the energy efficiency methods have focused upon energy consumption during data 

transmission. Less focus was paid on data encryption process in sensors.  14 different block ciphers 

including 11 different lightweight ciphers were taken from an open source library and energy 

consumption analysis was done. The energy consumption value does not give any information 

about security provided by the ciphers. A cipher is considered as a best cipher when it provides 

appropriate security and balances the tradeoff between performance and cost. Among the 
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performance metrics discussed, few are generic metrics, few metrics are associated with hardware 

implementation, and few associated with software implementation. But none of the metrics 

included the security parameter while measuring the performance of a lightweight encryption 

algorithm.     

For applications like HSNs where the energy availability is constrained, the desired 

property of a block cipher is to attain more security at the expense of less energy. A new 

Lightweight encryption algorithm EELWE has been proposed in this thesis. Three variants of 

EELWE are implemented: EELWE32 with block size of 32 bits, EELWE48 with block size of 48 

bits and EELWE64 with block size of 64 bits. All the three variants have used 80-bit key. When 

simulated in the Xilinx environment, EELWE has consumed comparably less energy than several 

existing lightweight ciphers. Both the encryption and decryption processes are simulated, and the 

results are recorded. Energy consumption is measured for multiple rounds with r = 1, 2, 4, 8, 16, 

32, 64, 128 and 254. EELWE32 has consumed an energy of 4979.92 pJ/bit for 254 rounds and 

minimum energy consumption is obtained at r = 16 with a value of 515.33 pJ/bit. EELWE48 has 

consumed an energy of 4741.96 pJ/bit for 254 rounds and minimal energy is consumed at r = 16 

with a value of 421.54 pJ/bit. EELWE64 has consumed an energy of 5072.69 pJ/bit for 254 rounds 

and minimal energy consumption is obtained at r = 16 with a value of 381.05 pJ/bit energy. From 

the observations, it is concluded that EELWE64 consumes minimal energy at r = 16 rounds and is 

381.05 pJ/bit. In lightweight encryption algorithms, one of the security factors is to have more no. 

of rounds to ensure better security. Hence, to have better security, it is suggested to undergo 254 

rounds which consumes an energy of 5072.69 pJ/bit. Even this value is far less than energy 

consumed by other algorithms.  

EELWE64 along with eleven other lightweight encryption algorithms are simulated in 

Xilinx environment. When effective design area in GE is taken as a performance metric, EELWE 

proved to be the second best. When energy consumed is taken as performance metric, EELWE has 

consumed the least energy. Even when the throughput is taken as a performance metric, EELWE 

has produced relatively good throughput. Hardware efficiency (Kbps/GE) is the highest for 

EELWE and is more than 140% higher than KLEIN which is next best algorithm.    

The performance of an EELWE w.r.t security vs energy consumption is analyzed using the 

metric called MSEC. This metric value is inversely proportional to the energy consumed i.e., lesser 
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the energy consumption, greater will be metric value. Based on the Moore’s law, it is measured 

that EELWE is secured till the year 2317. EELWE has exhibited better MSEC value (928.13) 

compared to existing algorithms and it is concluded that EELWE algorithm will secure the data 

for greater number of years, before it can be broken.  

5.2 Limitations and Future Scope 

The MSEC metric is used to measure the performance of lightweight encryption 

algorithms. Though EELWE is proven to be best w.r.t to various performance metrics, it can be 

further analyzed based on the cryptanalysis. Better results might be obtained if non-linear key 

scheduling is used.   

This thesis has mainly focused on data confidentiality. Its better to focus on data 

authentication using energy efficient MAC algorithms.  

Most of the encryption algorithms uses either number theory or logical operations for key 

scheduling and round functions. It’s better if they can be designed by applying advanced theories 

such as GAs, Neural networks, etc.   
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