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ABSTRACT 

 

Research in Human Sensor Networks (HSN) has become the primary topic, as there 

is significant development in Health and clinical care technologies. It has reached common 

public because of the active ongoing research. In HSNs, the sensors are either implanted 

or placed on the human body that are responsible for sensing the health data viz., 

Heart rate, Blood Pressure (BP), Diabetic level, etc. The base station processes the 

collected information and transfers the data to HSN servers via internet. Medical 

assistants who can access the servers will analyze the data and suggest appropriate 

medication. This will allow the doctors to have continuous monitoring on patient’s 

health condition. Since the data is related to patient’s health, it should be secured and 

confidential. To provide better security to patient’s data, the information collected should 

be protected at the sensor node using encryption algorithm (before it is being transmitted to 

mobile devices). As the sensor devices are resource-constrained, the encryption algorithms 

used should balance the security requirements along with energy consumption. Energy per 

bit is considered as an important performance metric in measuring the energy efficiency of 

an encryption algorithm in low resource constraint devices.  

Energy consumption in a sensor device happens for three different activities carried 

out through a sensor. One of the sensor activities is data acquisition which is associated with 

sensing the data from its environment. Energy consumed for data acquisition is very 

minimum and is almost negligible. The second sensor activity is data processing, which 

involves the task that performs few computations on the data collected. The energy 

consumed for data processing activity is also minimum and considered to be negligible in 

long-range distance communication. The third activity of a sensor is data communication, 

which comprises the transmission of collected and processed data to other nodes or to a base 

station, which usually contains the mobile or handheld devices. Most of the sensor energy is 

consumed for data communication activity. To reduce the energy consumption of this 

activity, it is preferrable to choose multi-hop communication with small range distance 

rather than single-hop long-range communication.  

Vast research was done on energy efficiency methods that are used to reduce the 

energy consumed during the data communication. But less focus is done on the energy 

consumption during data processing. In long range communications, the energy consumed 
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for data processing and data acquisition is negligible when compared to energy consumed 

for data communication. For applications of HSNs which involve short range 

communications, energy consumed for processing the data is also countable along with data 

communication. Hence, the energy efficiency of data processing which involves encryption 

process is to be considered. For this, a variety of existing lightweight block ciphers are 

surveyed. The study of block ciphers is done based on the structure followed by a block 

cipher, operations used in the encryption process, the energy consumed for encryption 

process and feasible attacks against the block ciphers are considered. There is a need for a 

new lightweight block cipher algorithm that consumes less amount of energy than that of 

existing block ciphers.  

Various metrics are available to measure the performance of lightweight block 

ciphers. These metrics are categorized based on the implementation type. For software-

implemented block ciphers, the vital parameters considered are the code size, RAM usage 

and throughput. For hardware-implemented block ciphers, the vital parameters considered 

are the block size, power utilization and energy consumption. Most of the performance 

metrics available mainly concentrated on the design parameters but the security parameter is 

not taken into consideration. Hence, there is a need for performance metric that measures the 

trade-off amongst the security and the energy consumption of a lightweight encryption 

algorithm.  

The focus of this research work is to propose an Energy Efficient Lightweight 

Encryption (EELWE) algorithm to ensure confidentiality of data, specifically in energy 

constrained HSN applications. The proposed EELWE is a Feistel structured ARX based 

algorithm and is designed for different block sizes(32-bit,48-bit & 64-bit). All the three 

versions will use 80-bit key and simple round functionality for encryption and decryption 

process. As the algorithm is using simple round function and 80-bit key, to provide adequate 

security it undergoes to a maximum of 254 iterations. The three versions of EELWE differs 

in the number of bits in a block along with the number of times the round function is 

performed for each iteration.  

One of the essential parameters for lightweight cryptography is energy. Hence the 

implementation of EELWE algorithm is done in hardware and the simulation of EELWE is 

done in Xilinx ISE design suite 14.7. The three versions of EELWE are executed and are 

tested for various iterations of 2n where n = 0, 1, 2, 3, 4, 5, 6, 7, 8. For each iteration, 
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the input text and the corresponding cipher text are recorded. The constants needed 

for calculating the energy consumption are acquired from implementation results of 

various iterations. These obtained constant values are used to compute different 

parameters of energy consumption such as time, effective design area, power and 

energy. Finally, to have a fair assessment among the different block ciphers, energy 

consumed per bit of an encryption algorithm is calculated. 

Performance of an EELWE is analyzed using the metric called Metric for Security 

v/s Energy Consumption (MSEC) that quantifies the trade-off amongst security and energy 

consumption of an encryption algorithm. Experimental results shows that the proposed 

EELWE algorithm consumes less energy and exhibits better MSEC value compared to most 

existing lightweight encryption algorithms. Along with MSEC, the performance of EELWE 

is measured with other metrics such as Throughput, Area, and Hardware efficiency. 

Performance analysis of EELWE along with other existing lightweight algorithms is done 

using various metrics. Based on the analysis, it is proved that EELWE is the best energy 

efficient algorithm that can be used in HSN applications which can provide data security for 

greater number of years.  
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