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Chapter 1 INTRODUCTION 

Proportional to the growth in the usage of Human Sensor Networks (HSNs), the volume of 

the data exchange between Sensor devices is increasing at a rapid pace. A HSN is the 

communication model that can be used for resource constrained applications such as medical 

applications and operates in and around a human body. HSN consists of tiny sensor devices which can 

be worn by a person or can be implanted inside the body [1].  

A HSN device can either be a sensor or an actuator/controller device [2]. A sensor device is meant 

to sense or collect various health parameters of the human body such as heart rate, temperature, blood 

pressure, blood glucose, etc. Actuators on the other hand can process the data that is collected by the sensors 

and take certain action based on the sensed data. The collected data is then sent to base station device which 

is usually a hand-held device such as a PDA or a smart phone. A Sensor contains built-in radio in order to 

have an effective communication among the sensors and to the base station. The base station mostly 

processes and forwards the aggregated data to remote servers over the internet for further processing and 

analysis. Thus, HSN devices can continuously monitor a person’s health and give feedback to the user or 

to the medical personnel. 

1.1 HSN Architecture 

HSN follows a 3-tier architecture and is depicted in Fig 1.1. Tier-1 deals with Intra-network 

communication, Tier-2 deals with inter-network communication and Tier-3 deals with internet 

communication [3]. Tier-1 contains the list of sensor nodes such as ECG, BP, Motion sensor, etc., that are 

responsible to sense or collect different health-related data. Tier-2 contains base station, usually the 

handheld mobile devices, which are meant for processing the data collected from Tier-1 and transfer it to 

the Tier-3. Tier-3 contains the remote database server and access points where the information is shared 

or accessible to family members and medical assistants. This allows them to continuously monitor the 

patient’s health condition and provide biofeedback. 
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Fig 1. 1  3-Tier architecture of HSN 

1.1.1 Tier-1 (Sensor Level) 

Tier-1 of HSN indicates the sensor level, where it contains multiple devices that periodically sense 

data from the human body periodically and pass that data to the controller device. The controller device 

will aggregate the collected data and forwards it to the base station. The properties that a sensor device 

should have are: 

- Tiny size 

- Less weight 

- Easy integration to existing network 

- Low power functions 

1.1.2 Tier-2 (Mobile Level) 

 Tier-2 of HSN denotes the mobile level, where it represents the base station. Mostly, base station 

contains mobile devices like a smart phone or a PDA and it should accomplish the below tasks: 

- Initialization and configuration of nodes  

- Synchronization among the nodes. 

- Examine the node operation. 
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- Provide security services amongst nodes. 

- Collect the sensed data from Tier-1 and process it. 

- Forward the processed data securely to remote servers via internet. 

1.1.3 Tier-3 (Remote Sensor Level) 

 Tier-3 of HSN indicates remote sensor level, where it contains the medical server, doctors, 

emergency assistants and intermediate family. The responsibilities of Tier-3 are: 

- Collect the processed data from Tier-2 via internet. 

- Store the collected data in medical server.  

- Provide server data access to doctors, medical assistants and family 

- Allow doctors to examine the medical data and provide feedback. 

- Notify the patient with suggested medication. 

1.2 Challenges in HSN 

Although most of the challenges [4] faced by a HSN are similar to generic WSNs, some 

major concerns in a HSN for healthcare application are the following: 

Extreme Energy Efficiency: For ease of use and comfort for the users and widespread adoption 

of HSN [5], the sensor devices deployed must be small in size with enough power supply to last 

for a range starting from few days to a few months or years depending on the application and the 

placement of the device eg. a node which is implanted inside the body is expected to have a much 

longer lifetime on a single battery when compared to those worn on body which may be easily 

recharged. However, the size of the device also restricts the size of the power source it can carry. 

Hence, the energy usage [6] by the HSN devices should be minimal. 

Managing Interference: With a widespread adoption of HSNs, when multiple people wearing 

HSN come into range of each other, there can be an interference [7] and network co-ordination 

will be difficult [5]. Also, when two or more HSNs are in range of each other, a node from one 

HSN might read a message from another HSN. This might be an issue especially in network where 

an actuator node might act on a message received from another HSN. This issue however can be 

resolved by implementing proper user-authentication service [8], [9] which will confirm the 

correctness of source of the message before taking any action. 
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Security: Unauthorized access [8], [9] or manipulation of a node [10] in a network might have a 

severe consequence on the performance of the whole network. eg. an adversary might try to inject 

false packets [11] into the network or manipulate packets in transit. Hence user authentication and 

data integrity checks will help prevent the consequences due to such attacks [12], [13], [14], [15]. 

Privacy: As HSNs will be dealing with potentially sensitive health data about people, we need to 

protect the user’s privacy [10], [15], [16]. An adversary might passively listen to the 

communication and try to overhear the critical information. Hence confidentiality of the data is 

achieved by encrypting patient’s data with a secret key in order to secure the data communication 

among the tiers. 

1.2.1 WSNs v/s HSNs 

Although HSNs share similar features with the generic Wireless Sensor Networks (WSNs) 

like low computation power, small memory, small energy resource etc., the solutions for generic 

WSN applications may not be appropriate to HSN due to the differences listed out in Table 1.1. 

Of all the differences between HSN and WSN, a few properties of HSN which makes its security 

needs [17] [18] different than that of the generic WSNs has been briefly described below: 

Energy consumption: Distinct from generic WSNs, sensors or devices in HSNs are placed on or 

implanted inside human body thus limiting the possibility of charging the device regularly or 

replacing the energy source. Hence a security solution needs to be designed with minimal 

communication and computation operations so that sensor/device can run for a long time with 

minimum energy requirement. 

Memory: As many of the devices and bio-sensors have to be very small in order to not generate 

problems for the user, there is a restriction on the amount of memory that can be placed on these 

devices. In a few projects that are being implemented, the amount of memory available on each 

node is not sufficient for current cryptographic algorithms like AES, DES etc. which leads to a 

requirement of newer encryption algorithm with lower memory requirement. 

Topology: As communication in HSN mainly happens from sensor to base station, HSN has star 

topology [19] and the communication distance is mostly within a short range. As the 

communication range is less, single-hop communication is enough for the communication. Also, 
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position of the sensors is relatively constant except for some body movement hence there is no 

dynamic change in network topology. 

Network Structure: As the sensors (nodes) are not dynamically added or removed from the 

network and the number of nodes in a network is relatively very less (4-64), they don’t need to 

periodically keep discovering their neighbors. 

Based on the above-mentioned features of HSNs which differentiates it from the generic 

WSNs, existing asymmetric encryption protocols are not a feasible solution for ensuring data 

communication security. 

Table 1. 1  WSNs v/s HSNs 

 

1.2.2 Security Requirements of HSN 

Based on the type of application and the data that is being dealt with, a network can have 

different security requirements. e.g. an application might not be worried about keeping the data 

secret but can only be concerned about the correctness of the data that is being received by the 

other devices.  
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1.2.3 Various security requirements in a HSN 

Data Confidentiality: Since the data being dealt with is private to a patient, one of the security 

requirements is to ensure that even if the adversary captures the packets by eavesdropping, he 

should not be able to disclose the data. This can be achieved by encrypting the data with a secret 

key before transmission. 

Data Authentication: It is essential to validate that the data received by the base station is sent by 

the authentic sensor node and not by an adversary i.e. authenticity of the packet source has to be 

ensured. Data authentication [9] can be achieved in HSNs by making use of MAC(Message 

Authentication Code) in all the packets that are being transmitted so that the receiver knows packet 

has originated from a trusted source. 

Data Integrity: An adversary can alter a patient’s data when it is being transmitted over an 

insecure channel. It can be very dangerous specially in life-critical matters if an altered packet is 

being accepted by the base station or the remote server. Therefore, proper data integrity solutions 

[20], [21], [22] should be incorporated as a part of the security framework so that the tampered 

data packets can be detected at the receiving end. 

Data Freshness: The most common attack which is carried out by an adversary is a replay attack 

where he stores the captured packets and later replays them. Data freshness ensures that the packets 

being received is fresh and not reused. Data freshness is mostly ensured by using a timestamp or 

a nonce in the packets. 

Availability: Availability ensures that a patient’s information is always available to the medical 

personnel. However, availability can be targeted in HSN by an adversary by either physically 

capturing a node or jamming the network or draining out power of a node by flooding it with false 

packets. This can be an issue as lack of updated health data might even result to loss of life. 

The various attacks which can be carried out by an adversary to compromise the above-

mentioned security requirements along with their possible security solutions have been 

summarized below in Table 1.2 [23]. 
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Table 1. 2  HSN Security threats and solutions 

Security Threats Security Requirements Possible Security Solutions 

Unauthenticated or 

unauthorized access 

Key establishment and  

trust setup 

- Random key distribution 

- Public key cryptography 

Message disclosure Confidentiality and privacy - Link/network layer encryption 

- Access control 

Message 

modification 

Integrity and authenticity - Keyed secure hash function 

- Digital signature 

Denial-of-service 

(DoS) 

Availability - Intrusion detection 

- Redundancy 

Node capture and 

compromised node 

Resilience to node 

compromise 

- Inconsistency detection and          

   node revocation 

- Tamper-proofing 

Routing attacks Secure routing - Secure routing protocols 

Intrusion and high-

level security attacks 

Secure group management, 

Intrusion detection, 

Secure data aggregation 

- Secure group communication 

- Intrusion detection 

1.3 Adversary Model for HSN 

To understand the security requirements of the HSN, we first need to understand the 

adversary model in HSN including his/her capabilities and computation power. A brief description 

of the same has been covered in this section. 

1.3.1 Types of Adversary 

An adversary in the HSN can be categorized as the following [24]: 

1. An adversary can be an active or a passive entity. A passive attacker can eavesdrop on the 

communication channel or can carry out side-channel attacks. An active adversary on the 

other hand is able to read, tamper or inject false messages into the network. 

2. An adversary can be an internal or an external entity with respect to the system. 

3. An adversary can be a single entity or a coordinated group of entities. 
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4. The adversary can be sophisticated, with specialized equipment or unsophisticated with 

people who are not experts of the field and thus depend on commercially available 

equipment. 

1.3.2 Abilities of an adversary 

As communications between the nodes in a HSN occurs wirelessly, we assume that the 

adversary can observe all the (encrypted) messages all the time. Also, the adversary can easily 

eavesdrop or inject false packets into the network using a simple radio transmitter/receiver. 

Following are the capabilities of an adversary [25], [26]: 

 Compromise a sensor node. 

 Alter the data integrity. 

 Passively listen to messages and store them for replaying later. 

 Inject fake messages into the network. 

 Exhaust resources like power by continuously sending fake messages to the nodes. 

 Destroying the packets carrying information of high importance. 

 Breach the location privacy of a user/node. 

 Target availability by capturing or disabling a node. 

 Physically tampering the device. However, in case of HSNs, as the nodes are worn on or 

inside the body, an outsider has no chance to physically tamper the device. Hence the attack 

is primarily carried out by the user/wearer of the device. 

1.4 Energy Consumption 

In generic wireless sensor networks, there is a possibility of a sensor being regularly charged 

whenever there is a power drop. Whereas in HSNs, the sensors are placed on or implanted inside human 

body thus restricting the flexibility of regularly charging the device or replacing the energy source. Hence, 

to increase the lifetime of a sensor node, the consumption of overall energy is to be reduced.   

According to the radio model proposed by Heinzelman et al. [27], data communication consumes 

most of the energy as compared to data sensing or data processing. Hence one of the desirable 

communication patterns is to use a short-range communication instead of long-range communications as 
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long-range transmission consumes more energy [28]. A sensor node consumes energy for three main 

functions [28]: acquisition, data communication and data processing. 

1. Acquisition: The amount of energy consumed for data acquisition or sensing is negligible compared 

to the energy consumed for data processing or communication. However, the amount of energy 

consumed for sensing data depends on the type of parameter being sensed and the frequency of sensing 

the data. 

2. Data Communication: This involves the energy consumed for transmitting data as well as for 

receiving messages. Most of the energy of a sensor node is consumed by data communication than any 

other task specially in case of long-range communications. 

3. Data Processing: The amount of energy consumed for processing the data is very less as compared to 

the energy consumed for communication of data over a long range. The energy consumed for a certain 

operation however might vary based on the underlying hardware and the instruction set. 

As encryption alone consumes a significant amount of energy in short-range applications like 

HSNs, designing a lightweight encryption algorithm for such applications will significantly increase the 

lifetime of a sensor node. Existing conventional encryption algorithms are not a feasible solution for 

ensuring secure data communication. Hence a security solution needs to be designed with minimal 

communication and computation operations so that sensor can run for a long time with minimum energy 

requirement. Thus, the need for lightweight encryption algorithms became essential.  

1.5 Security Assumptions 

The most important device in HSN architecture is the back-end server [29] which is 

managed by the hospital, or the medical center and it periodically receives raw or processed data 

from all the active HSN base stations. It is assumed that the back-end servers are physically 

protected and has appropriate authentication and access control mechanism so that only authorized 

people can access the patient data. The back-end server thus acts as a trusted third party so once 

authenticated, all the devices in the network trust it. 

Furthermore, a secure end-to-end communication between the base stations and the 

external servers is needed. Hence, the communication needs to be encrypted and measures should 

be taken to ensure data integrity and authentication. There are various key establishment protocols 
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[30], [31], [32] which are used for establishing a shared key between different entities of a HSN 

for a secured communication. However, as key establishment protocol is out of scope of this thesis, 

for efficiency reasons, it is assumed that the symmetric key is pre-established between the between 

the devices and can be renewed [33], [34], [35] regularly using any of the existing algorithms. 

Also, for the purpose of authentication, each base station belonging to HSN is registered at the 

back-end server. The main focus area in this thesis is the node to base station communication than 

the base station to end server communication. 

1.6 Cryptography 

The method of shielding information using coding techniques is called Cryptography. This allows 

only the intended users can access the data. It refers to techniques obtained from mathematical concepts 

named as algorithms. These algorithms are applied for cryptographic key generation, digital signing, data 

privacy verification and for high secure data transfer operations. 

Cryptography has four objectives as listed below [36]: 

1. Confidentiality of the information 

2. Integrity of the information 

3. Non-repudiation: the originator of the data can’t deny it at a later stage. 

4. Authentication of users. 

Procedures that satisfy any of the above-mentioned criteria are called as cryptosystems. 

1.6.1 Types of Cryptography [37] 

1. Symmetric-key Cryptography: Also known as a single-key encryption algorithm, where the 

same key is used by the sender and receiver for encrypting and decrypting the data respectively. 

Examples for symmetric-key encryption algorithms include AES, DES, etc. 

2. Asymmetric-key Cryptography: Also known as public-key encryption algorithm. This method 

uses a pair of keys namely public key and private key. The sender uses public key for encrypting 

the data and uses private key for decrypting the data. Examples of asymmetric-key encryption 

algorithms include RSA, Diffie-Hellman, ECC etc.  
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1.6.2 Limitations of Conventional Cryptography 

The applications using small computing devices viz., RFID tags, industrial controllers, 

sensor nodes, smart cards and mobile phones are becoming common. This shift from desktops to 

small computing devices needs new security concerns. Applying conventional algorithms to small 

computing devices is very challenging. Because conventional algorithms work well only on larger 

systems having enough processing power, huge memory capacities and not having power 

constraints. These algorithms do not function properly with sensor networks. Because systems are 

having limited resources [38]. In many conventional cryptographic standards, the tradeoff between 

security, performance and resource requirements was optimized for desktop and server 

environments, and this makes them difficult or impossible to implement in resource-constrained 

devices. When they can be implemented, their performance may not be acceptable. 

Therefore, lightweight cryptographic methods were proposed to overwhelm various 

challenges of conventional cryptography. This involves constraints associated with processing 

speed, physical size, energy or power drain and memory limitation.  

During the past decade, several lightweight cryptographic algorithms were proposed and 

utilized over resource-constraint devices.  

National organization (NIST) and international organization(ISO/IEC) have outlined 

various methods that can be utilized for lightweight cryptography as well as those that are suitable 

for RFID and sensor devices. These organizations have defined the device spectrum as below: 

  - Conventional cryptography: Suitable for Desktops and Servers; Smart phones and Tablets 

- Lightweight cryptography: Suitable for Sensor networks and RFID; Embedded Systems 

1.6.3 Lightweight Cryptography 

Lightweight cryptography is an encryption algorithm or a protocol that is designed for 

resource constraint environments that comprises of sensors, RFID tags, healthcare devices, 

handsfree smart cards, etc.  ISO/IEC 29192 is a standardization project of lightweight 

cryptography, and its properties were clearly mentioned depending on the target platforms. For 

hardware implementations, the important lightweight properties to be considered are chip size and 
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energy consumption. For software implementation, the important lightweight properties to be 

considered are code size and RAM size. Sufficient security is provided by lightweight 

cryptographic algorithms. 

There are several emerging areas in which highly constrained devices are interconnected, 

working in concert to accomplish some tasks. Examples of these areas include: automotive 

systems, sensor networks, healthcare, distributed control systems, the Internet of Things (IoT), 

cyber-physical systems, and the smart grid. Security and privacy can be very important in all of 

these areas. When current NIST-approved algorithms can be engineered to fit into the limited 

resources of constrained environments, their performance may not be acceptable. For these 

reasons, NIST started a lightweight cryptography project that was tasked with learning more about 

the issues and developing a strategy for the standardization of lightweight cryptographic 

algorithms [38]. 

Most of the lightweight encryption algorithms will follow symmetric key encryption. 

Block ciphers and stream ciphers are two separate methods of encrypting data with symmetric 

encryption algorithms [39].  

 Block cipher: Also known as encrypting information in chunks. A block cipher will break 

the plaintext messages into equal-sized blocks and then encrypt each block using a secret 

key.  

 Stream Cipher: Also known as encrypting information bit-by-bit. A stream cipher will 

break the plaintext messages into single bits and convert each bit into the ciphertext using 

a secret key. 

The difference between the block and the stream ciphers are presented in Table 1.3. 

Table 1. 3  Comparison of Block cipher and Stream cipher 

S.No Block Cipher Stream Cipher 

1 Block Cipher Converts the plain text into 

cipher text by taking plain text’s block at 

a time. 

Stream Cipher Converts the plain text into 

cipher text by taking 1 byte of plain text at 

a time. 

2 Block cipher uses either 64 bits or more 

than 64 bits. 

While stream cipher uses 8 bits. 
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3 The complexity of block cipher is 

simple. 

While stream cipher is more complex. 

4 Block cipher Uses confusion as well as 

diffusion. 

While stream cipher uses only confusion. 

5 In block cipher, reverse encrypted text is 

hard. 

While in stream cipher, reverse encrypted 

text is easy. 

6 The algorithm modes which are used in 

block cipher are: ECB (Electronic Code 

Book) and CBC (Cipher Block 

Chaining). 

The algorithm modes which are used in 

stream cipher are: CFB (Cipher Feedback) 

and OFB (Output Feedback). 

7 Block cipher works on transposition 

techniques like Caesar cipher, polygram 

substitution cipher, etc. 

While stream cipher works on substitution 

techniques like rail-fence technique, 

columnar transposition technique, etc. 

8 Block cipher is slow as compared to 

stream cipher. 

While stream cipher is fast in comparison 

to block cipher. 

Lightweight encryption algorithms mainly falls under symmetric block ciphers.  

1.7 Structure of Lightweight Cryptographic algorithm 

Lightweight cryptographic algorithms commonly use one of the two structures: Feistel and 

SPN. 

1.7.1 Feistel Structure 

Feistel Structure depicted in Fig 1.2, is a design model that is used by various block 

ciphers. An algorithm design based on Feistel structure uses the same algorithm both for encoding 

and decoding [40], [41]. 

The encoding method using Feistel structure has several rounds of processing on the 

plaintext, where each round has a “substitution” step followed by a permutation step. 

 The input block to each round is divided into two halves denoted as L for left half, and R 

for the right half. 

 R will be left unmodified in each round and L undergoes an operation that is dependent on 

encryption key and R. 
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Fig 1. 2 Feistel structure 

 An encrypting function ‘f’ takes two inputs − the key K and R and generates the output as 

f(R,K). It is then XORed with L. 

 A special subkey is derived for each round of operation and all of the subkeys belong to 

original key. 

 Current round R will be the L for next round and current round output of L will be R for 

next round. The no. of rounds are specified by the algorithm design. 

 After the last round, the concatenation of R and L blocks will form the final ciphertext 

block.  

The hard part of designing a Feistel Cipher is based on choosing a round function ‘f’. 

The process of decoding Feistel structure is mostly the same. Here the Feistel structure 

starts with cipher text rather plain text and the remaining process is exactly the same as the one 

followed in encoding. But the subkeys are used in reverse order. 

In the final step of Feistel structure, it is essential to perform the swapping of L and R 

blocks. Incase if the final swapping is missed, then the ciphertext can’t be decrypted. In Feistel 
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cipher, the no. of rounds to be chosen depends on the security level of a system. More the number 

of rounds more secure the system is. At the same time, more rounds will slow down the processes. 

Thus, no. of rounds of an encryption algorithm depends on efficiency–security tradeoff. 

1.7.2 SPN Structure 

Fig 1. 3  SPN Structure 

Substitution–Permutation Network (SPN) structure depicted in Fig 1.3, is a sequence of 

associated mathematical operations used in block cipher cryptographic algorithms such as AES, 

PRESENT, SHARK, and Square.  

This structure takes a block of plaintext and the cipher key as inputs, then applies several 

alternating "rounds" of substitution box(S-box) and permutation box(P-box) to generate a block of 

ciphertext [41].  

S-box and P-box will transform the input block into output block by using the round key. 

Decryption is performed in reverse process to encryption process. The S-box and P-box 

are inversed, and the round keys are applied in reverse order.  

https://en.wikipedia.org/wiki/Block_cipher
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Decryption
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S-box substitutes a small block of bits(input) with another block of bits(output). 

Invertibility is ensured by using one-to-one S-box and hence is the decryption When one input bit 

is changed, if it results in a change of half output bits, it is considered to be a good S-box.  

P-box performs permutation on all the bits. The S-box outputs of each round are taken as 

input for P-box, performs permutation and gives them as an input to S-box for next round. If any 

of the S-box output bits are distributed to as many as possible S-boxes, then it is considered to be 

a good P-box. Round key is combined in each round using few groups operation such as XOR.   

1.8 Challenges in Lightweight Cryptography 

Lightweight cryptography focuses on extremely wide range of resource-limited devices 

such as RFID tags and sensor devices. They can be implemented both on software and hardware 

using different technologies of communication. Due to the constraints on processor speed, code 

size, energy consumption and throughput, conventional cryptographic algorithms are harder to 

implement on resource-limited environments. Trade-offs of lightweight cryptography include 

speed, cost of implementation, energy consumption, performance and security.  The goal of 

lightweight cryptography is to use low computing resources, low power supply, less energy 

consumption and less memory and provide a better security solution that can operate on resource-

limited devices. Lightweight cryptographic algorithm is expected to be simple and works faster 

than that of conventional cryptographic algorithms [42].  

In order to overcome most of the difficulties of conventional cryptography, lightweight 

cryptographic algorithms are proposed. This includes constraints associated with limited memory, 

physical size, energy drain and less processing requirements. During the past few years, several of 

the lightweight cryptographic algorithms are designed and are developed. These algorithms have 

been primarily used for the applications involving resource-constraint devices.  

Lightweight cryptography is a block cipher based encoding method [39] that provides data 

confidentiality in highspeed lightweight environments like sensor devices. Below are the criteria 

that lightweight block ciphers must consider [43], [44]:  

 Tiny block size of <= 64-bit 
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 Tiny key size of <= 80-bit 

 Simple logic encryption round function 

 Less complex in key scheduling 

1.9 Hardware Description Language (HDL): 

The programming languages like Pascal, FORTRAN, C etc. were used to design the 

computer programs which are usually in sequential nature. Similarly, coming to digital field of 

design, a language is needed to design the digital logic circuits. As a result, the Hardware 

Description Language(HDL) got into the existence. The HDL allows the designers to simulate or 

model the processes of computer hardware components. 

Although HDLs are familiar in verifying circuit logic, there is a need for the designers to 

manually transform the HDL design to schematic circuit by interconnecting the logic gates. An 

HDL could be used to define digital circuitry at the Register Transfer Level (RTL). Therefore, the 

digital designers need to specify the flow of the data among the registers and the way of processing 

the data. Based on RTL description, the logic synthesis tools will automatically extract the gates 

and the interconnections among them for circuit implementation. 

Thus, designing the circuits in HDL allows the designer to describe the complex circuits in 

an abstract level by means of dataflow and functionality. The specified functionality could be then 

implemented by the logic synthesis tools in form of logic gates and interconnections among them. 

HDLs are also used for designs at system-level. System boards, programmable logic 

array(PAL), field programmable logic array(FPGA) and interconnect buses can all be simulated 

using HDL. A common strategy is to use an HDL to design IC chip and then use simulation to test 

system functionality [45].  

Verilog is a Hardware Description Language (HDL). It employs a textual format to 

describe electronic systems and circuits. In the area of electronic design, we apply Verilog for 

verification via simulation for testability analysis, fault grading, logic synthesis, and timing 

analysis. 

Verilog is also more compact since the language is more of an actual hardware modelling 

language. As a result, you typically write fewer lines of code, and it elicits a comparison to the C 
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language. However, Verilog has a superior grasp on hardware modelling as well as a lower level 

of programming constructs.  

1.9.1 FPGA: 

A Field-Programmable Gate Array (FPGA) is an integrated circuit designed to be 

configured by a designer or a customer after manufacturing, hence the name "field-

programmable". FPGA configuration is usually specified using a HDL, which is same as that 

utilized for ASIC(Application-Specific Integrated Circuit) [46].  

1.9.2 FPGA and ASIC: 

In earlier days, lightweight cryptography is targeted towards application specific integrated 

circuits (ASIC). ASICs involve high non-recurring engineering cost and long time to market where 

as Field Programmable Gate Arrays (FPGAs) involve low non-recurring engineering cost and less 

time to market [47].  

FPGAs are considered as slow processing devices, low less energy efficient and usually 

less functional compared to ASIC. According to the previous study, FPGA implemented designs 

require an average of 40 times more area, consumes 12 times more power and the processing speed 

is one third less compared to ASIC implemented designs.  

The dominant factor favorable to ASICs is their lower power consumption, which is of 

primary concern for lightweight cryptographic devices and their lower cost in large volumes. With 

the advent of low-cost and low-power FPGAs, we expect them to become popular for battery 

powered applications such as WSN nodes. Hence, they are a targeted for lightweight cryptographic 

applications. Reconfigurability of FPGAs allows the system to be upgraded if ever the need arises 

which is not possible with ASICs. Furthermore, lightweight crypto implementations lead to area 

saving over traditional implementations. This enables a designer to add crypto to an existing design 

at a minimal cost or to reduce the overall area consumption which might lead to cost saving as the 

design might now fit into a smaller, cheaper FPGAs [48]. 

Recent FPGAs like Xilinx Virtex-7, Altera Stratix-5, etc have surpassed an equivalent 

ASICs by offering considerably less power usage, less resource cost, improved processing speed 

http://self.gutenberg.org/articles/Integrated_circuit?View=embedded%27%27
http://self.gutenberg.org/articles/Application-specific_integrated_circuit?View=embedded%27%27
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and increased possibility of on-the-fly reconfiguration. Conclusively, a design that requires six to 

ten ASICs can now be realised with just one FPGA. 

1.9.3 Xilinx Tool: 

Encryption algorithms can be implemented either in software or hardware. Software 

implementation minimizes the memory and no. of clock cycles, whereas hardware implementations 

will optimize the area, power, and energy which is the focus of this research work. Field 

Programmable Gate Array (FPGA) platform is chosen for hardware implementation of 

cryptographic algorithms due to its speed, flexibility, and programmability. One can implement 

any digital hardware on FPGA. FPGA configuration is usually specified using HDL (Verilog or 

VHDL) and a common strategy is to use an HDL to design IC chip and then use simulation to test 

system functionality.  

Synthesizing and implementation of the VERILOG code is carried out on Xilinx- Project 

Navigator ISE. The Xilinx ISE Simulator (ISim) is a Hardware Description Language (HDL) 

simulator that enables you to perform functional and timing simulations for VHDL, Verilog and 

mixed language designs.  

For this first hardware part of the work is designed then it is coded in HDL Language 

(Verilog/VHDL). Using the FPGA vendor tool (Xilinx ISE, vivado - Xilinx company tools) the bit 

file is generated and the same is programmed using FPGA[49].  

ISE enables the developer to  

 Synthesize their designs,  

 Perform timing analysis,  

 Examine RTL diagrams,  

 Simulate a design's reaction to different stimuli, and  

 Configure the target device with the programmer. 

The Xilinx ISE is primarily used for circuit synthesis and design. The latest version of it is 

Xilinx ISE 14.7 and is used in implementation. 

To work on Xilinx, one should have knowledge the about  
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 Modules,  

 Testbench,  

 Datapath,  

 Wires, and  

 Registers.  

Once the Xilinx is installed, then you will have to create .v files with input and output ports 

defined along with correct operations performed on them. Then you will have to create a data path 

which consists of the connections between all components. The data path will contain all the 

components. Then you will have to create a testbench which will be used to provide inputs and 

extract output.  

1.10 Motivation 

With the advances in technology of medical field, research in HSN has become one of the 

emerging areas. A HSN contains a number of sensors that collect health data from human body 

and is communicated to the servers. This helps medical analysts to have continuous health 

monitoring of a patient. As HSNs deals with potentially sensitive health data about people, there 

is a need to protect the user’s privacy [4]. An adversary might passively listen to the 

communication and try to overhear the critical information. Hence confidentiality of the data is 

essential to have secure node-to-node communication, node to base station communication and 

base station to remote server communication. This can be achieved by encrypting patient’s data 

with a secret key. Conventional encryption algorithms are not suitable for HSNs since they 

consume more resources. As the sensor devices are having limited resources, the encryption 

algorithms designed for HSN should balance the security requirements along with minimal energy 

consumption.  

It is vital to secure the information at Tier-1 itself before transmitting it to base station or 

to the remote server. If the start point was not protected, then this will leave a huge probability 

that anyone can obtain patients’ data during transmission to a base station. So, even if there was 

a strong implementation to the rest of the architecture, skipping the first stage makes the 

architecture vulnerable to different attacks.  



22 

 

The focus of this thesis is to design an Energy Efficient Lightweight Encryption (EELWE) 

algorithm that provide secured data transmission from sensor device (Tier-1) to mobile device 

(Tier-2) with minimum energy consumption. In HSNs, most of the nodes are on a single-hop range 

of each other and have limited and non-replenishable energy source which are mostly neither 

rechargeable nor replaceable. Hence the total energy consumed has to be reduced in order to 

increase the effective lifetime of a node. According to the radio model proposed by Heinzelman et 

al. [27], data communication consumes most of the energy as compared to data sensing or data 

processing. Hence one of the desirable communication patterns is to use a short-range 

communication instead of long-range communications as long-range transmission consumes more 

energy [28]. Thus, in case of WSN scenarios where the node density is high, the data packets can 

be forwarded through intermediate nodes thus leading to a multi-hop path. 

It can be seen that the amount of energy consumed by encryption is significant when the 

communication range is low thus making it a major concern for HSN. Furthermore, the encryption 

algorithm should be lightweight and must consume less energy because of low battery limitation. 

These two parameters must be addressed to be able to achieve the needed goal which is ensuring 

the confidentiality, privacy, and integrity of the patient’s data for a long lifetime without the need 

to replace the battery. 

Generally, less than 100 meters is the communication range of WSN nodes. The WSN 

standard is 802.15.4. As per telosb datasheet  (http://www.willow.co.uk/TelosB_Datasheet.pdf) the 

communication range goes from 20 m to 30 m for indoor and for 75 m to 100 m for out door. 

This work is related to HSNs, where the sensor nodes are either placed on or implanted with in 

the human body. These sensors have limited energy source which are mostly neither rechargeable 

nor replaceable. Hence the total energy consumed must be reduced in order to increase the 

effective lifetime of a node.  

According to the radio model proposed by Heinzelman et al. [27], data communication consumes 

most of the sensor’s energy as compared to data sensing or data processing. Hence one of the 

desirable communication patterns is to use a short-range communication. The amount of energy 

consumed by encryption is significant when the communication range is low thus making it a major 

concern for HSN.  

https://www.researchgate.net/deref/http%3A%2F%2Fwww.willow.co.uk%2FTelosB_Datasheet.pdf
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Hence, to increase the lifetime of a sensor, a lightweight encryption algorithm is proposed to 

reduce the energy consumption during data processing. Also, to reduce the energy consumption 

for data communication among the nodes, it is preferable to use very short-range communication 

of distance < 3m.   

1.11 Conclusion 

In this chapter, the architecture of HSN is presented which deals with the communication 

of data among the three tiers and the challenges in HSN are explored. Security requirements of 

HSN along with the adversary model of HSN has been explored. The energy consumption model 

has been discussed which specifies the consumption of energy for three activities namely data 

acquisition, data processing and data communication. Of all the three functions, high energy is 

consumed for data communication. While considering long range communications, when 

compared to the energy consumption of data communication, the energy consumed for data 

acquisition and data processing becomes negligible. Whereas, for HSN applications which deals 

with short range communications, the energy consumed for encryption process is also countable 

along with the energy consumed for data communication. Hence, it is vital to choose a lightweight 

encryption algorithm that is energy-efficient. The limitations of conventional cryptography are 

identified and the need for lightweight encryption is mentioned along with their challenges. The 

Feistel and SPN structures of block ciphers are discussed, and a comparative study of block 

ciphers and stream ciphers has been explored.  Finally, the importance of HDL and usage of it in 

FPGA implementations has been discussed.  

1.12 Organization of thesis  

Chapter 1 describes the introduction of Human Sensor Networks (HSN), its working 

architecture, challenges, adversary model, energy model for HSN and security assumptions. It also 

discussed about the conventional cryptography and its limitations. This chapter also focused on 

the need for lightweight cryptography HSN, different structures, challenges and the standards to 

design a lightweight encryption algorithm is highlighted. Details of hardware description language, 

hardware implementations are also discussed.  
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Chapter 2 describes the literature survey done in three aspects. First part of survey in done 

in identifying the parameters that will consume energy of a sensor. Second part of survey 

investigated several existing algorithms that are hardware implemented. Investigations are done 

considering their block size, key size, operations included, round function and energy and security 

aspects. Third part of survey is done on the existing performance metrics of lightweight encryption 

algorithms. Based on the survey carried out, different research gaps were identified in all three 

aspects and to address the research gaps, the objectives were framed. Finally, the problem 

statement is specified that defines the issues to be investigated and the problem to be solved.    

Chapter 3 gives the clear description of methodology that is followed in addressing the 

problems identified. The objectives are clearly described with their algorithms. In this chapter, the 

algorithm for calculating energy consumption, algorithm for proposed energy efficient lightweight 

encryption(EELWE) method and the algorithm for calculating the metric (MSEC) value are clearly 

explained. The EELWE algorithm is proposed in three variants and both encryption and decryption 

process of all the three variants are clearly described in this chapter. Along with the MSEC metric, 

other hardware and software metrics that are available are also discussed.  

Chapter 4 shows the results of hardware implementation of proposed lightweight 

encryption algorithm and the amount of consumed energy by three variants of the proposed 

algorithm. This chapter also presents the computed values of different parameters required for 

estimating energy consumption of EELWE algorithm. This chapter also presents the proposed 

lightweight encryption algorithm’s(EELWE) performance w.r.t to Area, Energy consumption, 

Throughout, Hardware efficiency and MSEC. and discusses about the comparative analysis of 

EELWE algorithm with the existing lightweight algorithms.  

Chapter 5 concludes the research work. This chapter also discusses about the limitations 

and future scope of the research work. 
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Chapter 2 LITERATURE SURVEY 

 

2.1 Survey on Energy Efficiency Methods 

Most of the research conducted in lightweight encryption algorithms primarily focused 

on energy consumption done during data transmission in Wireless Body Area Networks 

(WBANs) and researchers have proposed various algorithms and protocols to reduce the energy 

consumption. 

Maryam El Azhari et al. [50] proposed an algorithm for equalizing the energy consumption 

among sensor nodes by postponing routing of data via the most-recently used path. They have 

discussed about the theoretical and realistic model of MABMR (Mobile-Agent-based-Multipath-

Routing) algorithm. Also, they have shown the estimated consumed energy and estimated lifetime 

of an overall network considering the intersecting and nonintersecting nodes. They have shown that 

proposed algorithm has produced better performance when compared to optimum routing path. It 

has increased network lifetime to the maximum by minimizing overall energy consumption. 

Ameneh Rostampour et al. [51] have discussed about an EAWD (Energy Aware WBAN 

Design) model to reduce the installation cost and sensor’s energy consumption in the network. But 

this model hasn’t considered the relay nodes. Authors have recommended a new topology that is 

applicable for WBANs, which is the upgraded version of EAWD model. Energy consumption of 

relay & sensor nodes and maintenance cost of the network are considered in this model. The process 

of this topology is to examine various candidate sites in order to place relay nodes in the network. 

Then for every selection, relay node whose energy usage is maximum is identified. The topology 

proposed consists of selected places that will reduce the maximum value. This method uses the 

utility function in order to reduce the overall installation cost, overall sensor’s energy 

consumption and the relay node’s energy consumption with high energy usage. They showed that 

the network lifetime is increased by uniformly distributing the relay nodes’ energy consumption. 

Noor Zaman et al. [52] have implemented a cross layer method to design Position-

Responsive routing protocol (PRRP) that is energy efficient. This protocol is implemented to 

reduce energy consumed in a sensor node by minimizing the idle state time of a sensor node and 
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minimizing the distance of communication across the network. The PRRP algorithm is evaluated 

in terms of throughput, energy consumption and lifetime of a network. The protocol results are 

examined and compared with the standard protocols such as CELRP and LEACH.  Outcomes 

showed that by using PRRP protocol there is a considerable improvement w.r.t to energy 

efficiency and performance of wireless sensor networks.   

Sangwon Lee et al. [53] used an in-field deployed WBAN called KNOWME in order to 

quantify energy consumption of the mobile device during data communication. They have 

considered different programming paradigms, sensing modalities, data storage, computations, 

and communication demands. Based on the research done, the Active energy profile scheme had 

been proposed for wireless body area networks in order to define the best energy efficient 

alternatives by using short profile periods.  

William J. Buchanan et al. [54] have outlined the challenges of lightweight cryptographic 

algorithms. Authors have also discussed regarding the benchmarks for block size, key size, 

simple round functionality that a lightweight encryption algorithm must follow. Important 

constraints for lightweight cryptography are mainly related to gate equivalents, timing, power 

requirements, memory requirements, and energy consumption. They have clearly mentioned 

about the metrics to be considered for hardware as well as software implementations of 

lightweight encryption algorithms. This paper also outlined various methods such as encrypting, 

hashing, streaming, signing and techniques for replacing conventional cryptographic methods in 

embedded systems and sensor networks. Few trends in designing lightweight encryption 

algorithms are also discussed.  

Bassam Jamil Mohd et al. [55] have proposed a novel energy model for hardware 

implemented lightweight block ciphers depending on the design parameters. They considered 

energy as an essential metric to measure the performance of lightweight block cipher. For this, 

they have designed a model to calculate the energy consumed by a lightweight block cipher 

implemented in hardware. This model provided with the equations that computes the time 

requirement, area requirement, power requirement for encrypting a block of data. Based on time, 

area and power requirements, the energy consumption is calculated. They have applied this model 

on PRESENT algorithm and tested its energy consumption with possible variants of rounds. 

Authors have determined that minimal energy can be obtained with an optimal no. of rounds per 
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cycle.  

F. Shebli, Iyad Dayoub et.al. [56] discussed about the radio model, proposed by 

Heinzelman et al. [57], and energy model meant for wireless sensor networks. They stated that 

the sensor consumes energy for three major purposes. One for acquiring data or sensing data from 

an environment. Second for communicating the data, and third for processing the data. According 

to the radio model, it is noticed that the energy consumed for communicating data is very high 

when compared to data sensing or data processing functions. They have also discussed about 

energy consumed during data transmission in multi-hop sensor network and have proposed an 

optimum transmission range. They stated that to have an appropriate communication, better 

solution is to use a short-range communication instead of long-range communications, because 

energy is consumed in large amounts for long-range communications.  

Nikhil Walke, R.K. Bedi [58] done the survey on methodologies that are used in 

developing the wireless patient monitoring system and discussed about their merits and demerits. 

They have also discussed about protocols that are built to increase wireless sensor network’s 

reliability. The SPEED protocol [59][60] which is stateless protocol used in sensor networks for 

real time communication. This protocol can be used in WBANs for real time monitoring of a 

patient. MMSPEED [61] is a Multipath Multi SPEED protocol that assures timeliness and 

reliability in wireless sensor networks. ESRT [62] is an event to sink reliable transport protocol 

used in wireless sensor networks that reduces energy consumption and also guarantees reliability. 

STCP[63] is a sensor transport control protocol that provides congestion control and reliability. 

RMST[64] is a reliable data transfer protocol used in sensor networks that guarantees delivery of 

packets. RBC[65] is a reliable bursty converge cast protocol used to increase the channel 

utilization and packet delivery ratio; and decreases the end-to-end delay. These protocols are also 

utilized in WBANs for medical and other applications.  

Xiaoling Xu et.al.[66] presented a survey related to energy harvesting and data sharing 

integration in wireless body area networks(WBANs). They mainly focused on different WBAN’s 

collaboration, energy acquisition, integration and sharing of data in perspective of energy 

harvesting enhancement. They have also addressed different sources of energy generated from 

human body. Also, it is not reliable to depend on single source for energy harvesting. So, authors 

have developed a hybrid system for energy harvesting which collects energy from different 
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sources of environment. 

Dapeng Wu et.al.[67] proposed an EDFS-energy efficient data forwarding strategy to 

balance energy consumption of sensor and to improve the lifespan of a network in heterogenous 

WBANs. The foremost applications of WBAN are human body monitoring and biological 

information collection. Because the body sensors have restricted energy source, the depletion of 

energy will degrade the performance of network w.r.t energy efficiency and latency. Also, 

heterogenous body sensors will result in various energy consumption levels. EDFS main focus is 

to target the above-mentioned challenges. Their contributions involve: 1) processing of actual 

biological information through compressed sensing in order to reduce the size of the data being 

transferred, 2) selecting optimal relay sensor using EDFS by considering the sampling frequency, 

the rest of energy level and sensor position in WBAN. Reliability and energy efficiency of data 

transmission in WBANs is improved by using EDFS. Also, simulation results showed that EDFS 

can deal well with regularly changing topologies while improvising energy efficiency.  

Subhadeep Banik et.al [68] clearly mentioned the importance of energy parameter in 

lightweight cryptography. They analyzed all those parameters that affects the design’s energy 

consumption. They considered parameters like the structure of round function, clock signal 

frequency, design unrolling and algorithm parameters like plaintext, key and no. of rounds, and 

introduced a model for energy consumption in CMOS. Authors have taken the block ciphers with 

unrolled architecture of r rounds. They have concluded that in an unrolled architecture of a block 

cipher with r rounds, the sum of energy consumed by an encryption algorithm is a quadratic 

equation in r.  They have applied this model on nine different algorithms to predict the optimal 

energy efficient r value. 
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Table 2. 1  Summary of existing Articles on Energy Efficiency Methods 

Sno Authors Research Article Journal Summary Remarks / Findings 

1 

Maryam El Azhari, 

Nadya El Moussaid, 

Ahmed Toumanari, 

and Rachid Latif 

Equalized Energy 

Consumption in 

Wireless Body 

Area Networks 

for a Prolonged 

Network 

Lifetime, 2017 

Wireless 

Communications 

and Mobile 

Computing, 

Wiley Hindawi 

1. Proposed an algorithm to 

equalize the energy 

consumption among sensor 

motes by postponing routing 

of data via the most-recently 

used path. 

 

2. Network lifetime is 

increased to the maximum, 

and it also maintains data 

delivery within the delay 

interval threshold. 

1. Performance is better 

compared to the optimal 

routing path.  

 

2. Discussed about overall 

energy consumption but 

focused mainly on energy 

consumed during data 

transmission. Didn't 

concentrated much on data 

processing 

2 

Ameneh 

Rostampour, Neda 

Moghim, and Marjan 

Kaedi 

A New Energy-

Efficient 

Topology for 

Wireless Body 

Area Networks, 

2017 

J Med Signals 

Sens, National 

Library of 

Medicine, PMC 

US National 

Library of 

Medicine 

1. Proposed an EAWD 

model to reduce the energy 

consumption and also the 

network's installation cost  

 

2. Considered relay and 

sensor nodes’ energy 

consumption and network 

maintenance costs.  

1. Increases the lifetime of 

the network with nearly 

uniform distribution of the 

relay nodes’ energy 

consumption. 

 

2. Not focused on energy 

consumption for data 

processing 
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3 

Noor Zaman , Low 

Tang Jung, and 

Muhammad 

Mehboob Yasin 

Enhancing 

Energy 

Efficiency of 

Wireless Sensor 

Network through 

the Design of 

Energy Efficient 

Routing Protocol, 

2016 

17th 

International 

Conference on 

Advanced 

Communication 

Technology 

(ICACT), 2015, 

IEEE 

1. Designed an energy 

efficient routing protocol 

entitled “Position 

Responsive Routing 

Protocol” (PRRP).  

 

2. PRRP is designed to 

minimize energy consumed 

in each node by (1) reducing 

the amount of time in which 

a sensor node is in an idle 

listening state and (2) 

reducing the average 

communication distance 

over the network.  

1. The performance of the 

proposed PRRP was 

critically evaluated in the 

context of network lifetime, 

throughput, and energy 

consumption of the network 

per individual basis and per 

data packet basis.  

 

2. The outcomes show a 

significant improvement in 

the WSN in terms of energy 

efficiency and the overall 

performance of WSN but 

energy consumption during 

data processing needs 

attention  
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3 

Sangwon 

Lee; Murali 

Annavaram 

Wireless Body 

Area Networks: 

Where does 

energy go?, 2012 

IEEE 

International 

Symposium on 

Workload 

Characterization 

(IISWC) 

1. Used an in-field deployed 

WBAN called KNOWME to 

present a comprehensive 

quantification of a mobile 

phone’s energy 

consumption. 

 

2. Quantified the energy 

impact of different 

programming paradigms, 

data storage, computations 

and communicationd 

demands.  

1. Energy impact w.r.t. to 

mobile devices which are 

Tier-2 devices are only 

focused. Needs focus on 

energy impact on sensors 

which are Tier-1 devices.  

4 

William J. 

Buchanan,Shancang 

Li &Rameez Asif 

Lightweight 

cryptography 

methods, 2017 

Journal of Cyber 

Security 

Technology, 

Taylor and 

Francis 

1. Outlined challenges of 

lightweight cryptography. 

 

2. Discussed some trends in 

the design of lightweight 

algorithms. 

1. Parameters to be 

considered for hardware and 

software implementations of 

lightweight algorithms 

 

2. Metrics considered are 

Clock cycles, Area & Power 
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5 

Bassam J. Mohd, 

Thaier Hayajneh, 

Muhammad Z. 

Shakir, Khalid A. 

Qaraqe, and 

Athanasios V. 

Vasilakos 

Energy Model 

for Light-Weight 

Block Ciphers 

for WBAN 

Applications, 

2014 

IEEE EAI 

International 

Conference on 

Wireless Mobile 

Communication 

and Healthcare 

(Mobihealth) 

1. Proposed a novel energy 

model for light-weight block 

cipher for hardware 

implementation based on the 

design parameters. 

 

2. There exists an optimum 

number of rounds per cycle 

to minimize energy. 

1. All the possible variations 

of rounds and block sizes are 

not considered. 

6 

F. Shebli,  

I. Dayoub,  

A. M’foubat,  

A. Rivenq,  

J. M. Rouvaen 

Minimizing 

energy 

consumption 

within wireless 

sensors networks 

using optimal 

transmission 

range between 

nodes 

International 

Conference on 

Signal 

Processing and 

Communications, 

IEEE 

1. Discussed about an 

energy model for wireless 

sensor networks and stated 

three major purposes of 

energy consumption by a 

sensor device. 

2. Discussed about energy 

consumed during data 

transmission in multi-hop 

sensor network and 

proposed an optimum 

transmission range.  

1. For effective 

communication in Wireless 

sensor networks, better 

solution is to use a short-

range communication 

because energy is consumed 

in large amounts for long-

range communications.  

 

2. Not focused on energy 

consumption of data 

processing 
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7 
Nikhil Walke,  

R.K. Bedi 

WBANs for 

Patient 

Monitoring 

Systems: A 

Survey and 

Outlook 

International 

Journal of 

Science and 

Research 

1. Surveyed on 

methodologies that are used 

in developing the wireless 

patient monitoring system 

and discussed about their 

merits and demerits. 

2. Discussed about protocols 

such as SPEED, 

MMSPEED, ESRT, STCP, 

etc that can be used in 

WBANs. 

1. Ensures timeliness and 

reliability of WSN interms of 

data delivery but not in terms 

of energy consumption 

 

2.  Main focus is on reliable 

data transfer in WSNs only 

8 

Xiaoling Xu,  

Lei Shu,  

Mohsen Guizani,  

Mei Liu,  

Junye Lu 

A Survey on 

Energy 

Harvesting and 

Integrated Data 

Sharing in 

Wireless Body 

Area Networks 

International 

Journal of 

Distributed 

Sensor Networks 

1. Discussed about different 

energy harvesting and data 

sharing integration in 

wireless body area networks 

 

2. Addressed different 

sources of energy generated 

from environments and as 

well as from human body 

and have developed a hybrid 

system for energy harvesting  

1.Relaible energy harvesting 

is done by collecting energy 

from different sources of 

environment using hybrid 

system.  

 

2. Energy consumption of 

sensor node is not discussed 
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9 

Wu, D.,  

Yang, B.,  

Wang, H.,  

Wu, D., 

Wang, R. 

An Energy-

Efficient Data 

Forwarding 

Strategy for 

Heterogeneous 

WBANs 

IEEE Access 

1. Proposed an EDFS-

energy efficient data 

forwarding strategy to 

balance energy consumption 

of sensor and to improve the 

lifespan of a network in 

heterogenous WBANs 

 

2. Their contributions 

involve: i) processing of 

actual biological 

information through 

compressed sensing in order 

to reduce the size of the data 

being transferred, ii) 

selecting optimal relay 

sensor using EDFS by 

considering the sampling 

frequency, energy level and 

sensor position in WBAN.  

1. Reliability and energy 

efficiency of data 

transmission in WBANs is 

marginally improved by 

using EDFS. 

 

2. Simulation results showed 

that EDFS can deal well with 

regularly changing 

topologies while improvising 

energy efficiency.  
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2.2 Survey on Lightweight Encryption Algorithms 

WSN is an emerging area for network research, many different protocols and applications 

are being developed and need to be tested properly before they can be deployed. To reduce the 

development cost and deployment time of a project, most works are being simulated before 

implementing them on actual hardware.  

2.2.1 Survey of Block Ciphers 

In spite of the large number of works being done in the field of security in WBAN, there 

are a very few available literatures providing a proper evaluation framework to compare the 

existing protocols based on their energy needs.  

Cazorla et al. [69] has done a study of 17 different block ciphers including 12 lightweight 

block ciphers and have compared the memory requirements and energy consumption in terms of 

CPU cycles required. However, there is no restriction on memory usage with a few algorithms 

taking up to 17K ROM.  

Kerry A et. al. [70] discussed about the National Institute of Standards and Technology 

(NIST) project of lightweight cryptography. Summarization of NIST’s findings on lightweight 

cryptography project and their plans are presented in this report.  and the strategies for 

standardizing lightweight cryptography algorithms. Specifically, NIST has chosen to create an 

open portfolio on lightweight algorithms. It included a set of questions raised to investors of 

lightweight cryptography that will help in deciding the requirements.  Based on the responses from 

the investors, NIST will create profiles that are meant for gathering the device and application 

requirements of lightweight cryptography. Algorithm recommendations will be done for the usage 

of those profiles only that depict the performance, security and physical characteristics.  

Law et al. [71] has analyzed 8 block ciphers and presented benchmark results on memory 

requirement and CPU cycles required in different modes of operation including CBC, CFB, OFB 

and CTR.  

Hager et al. [72] have concluded that if the power consumed by various operations are 

same, then the energy consumed in terms of joules is proportional to the time needed. In these 

papers, CPU cycle count has been taken as the parameter for evaluating the energy efficiency. 
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L. Batina et al. [73], have shown that the energy consumed may not be proportional to the 

no. of CPU cycles due to different amount of energy consumed by various operations and 

subsystems, which again is dependent on the underlying architecture. 

A total of 14 different block ciphers are being investigated among which 11 are lightweight 

block ciphers while only 3 are conventional block ciphers. Details of various parameters (key 

length, block size, number of rounds) of the investigated ciphers are presented in Table 2.2. 

Table 2.2 shows that the major difference between the lightweight block ciphers and the 

conventional ciphers is in their block size and key length. As opposed the conventional ciphers 

which mostly have 128 bits key, many of the lightweight ciphers provide a choice of key length 

varying between 64, 80, 96 or 128 bits depending on security needs. Similarly, most of the 

lightweight ciphers have a block size of 64 bits as compared to the conventional block ciphers 

which mostly have 128 bit blocks. 

Table 2. 2  Summary of Investigated Block Ciphers 

Algorithm Block Size Key Length # Rounds Structure 

AES-128 128 128 10 SPN 

DESXL 64 184 16 Feistel 

HIGHT 64 128 32 Feistel 

IDEA 64 128 8.5 Lai-Massey 

KLEIN 64 64, 80, 96 12, 16, 20 SPN 

LBLOCK 64 80 32 Feistel 

LED 64 64, 128 32, 48 SPN 

mCrypton 64 64, 96, 128 12 SPN 

Piccolo 64 80, 128 25, 31 Feistel 

PRESENT 64 80, 128 31 SPN 

TEA 64 128 Var Feistel 

XTEA 64 128 Var Feistel 

SEA 96 96, ... Var Feistel 

AES-128 

Joan Daemen and Vincent Rijmen [74] developed AES, a block cipher chosen as a standard 

by NIST in 2000. AES is a subclass of Rijndael block cipher and is one of the most common block 
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cipher. Structurally, it is an SPN (Substitution-Permutation Network) based cipher which can 

encrypt under key length of 128, 192 or 256 bits with 10, 12 or 14 iterations respectively. 

James M et al. [75] proposed the hardware implementation of the standard AES block 

cipher. AES is more effective when implemented in hardware as it utilizes minimal hardware 

resources, cost effective and is also secure. The conventional method of AES 128 is implemented 

in Xilinx 14.2 using HDL code. Both the encryption process and decryption process are tested and 

the simulation results showed that the latency is reduced which in turn increased the throughput of 

the algorithm. 

Security: Till 2006, the best attack known for AES-128 was against its 7-round version [76] and 

only side-channel attacks were known for the full version AES until May 2009. The first key-

recovery attack on full-version AES is biclique cryptanalysis [77] with a complexity of 2126.1 which 

was published by Bogdanov et al. in 2011. Other interesting attacks on AES are meet-in-the-middle 

attack [78] and an improved meet-in-the-middle attack by Demirci et al. [79] 

DESXL 

Leander et al. [80] proposed DESL, DESXL and are the lightweight versions of DES (Data 

Encryption Standard). It takes an input of 64 bits, a 56-bit key and iterates through 16 rounds 

similar to DES but using a single S-box for all rounds instead of using 8 S-boxes which brought 

down the gate complexity of the cipher. One of the main weakness in DES was the linear property 

of S-boxes [81] which has been strengthened by using a single more non-linear S-box 8 times 

hence also reducing the memory requirement. DESX is a DES variant that takes 184 bit key and 

uses key whitening method to reinforce security. We have chosen DESXL for the analysis in this 

work as it has best of both i.e. DESX and DESL. 

Soufiane Oukili et.al [82] presented the FPGA implementation of DES block cipher. 

Permutation choice1 method is used in key scheduling process which generates subkeys that varies 

with time. This allows to produce different ciphertexts for the same plaintext and key with varied 

times. The FPGA implementation of algorithm is done using Spartan 3e version of Xilinx and 

results showed that it has achieved high encryption rate with minimal hardware utilization.  
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Security: There are a few papers which have studied the weakness in these DES variants. Philip 

Rogaway [83] shows that the effective key length in DESX is 119 bits instead of 184 bits. Although 

no attacks have yet been exhibited against DESXL, like in DESX, DESXL will have an effective 

key length of 119 bits. Hence the best attack against DESXL is by brute-force with complexity of 

2119. 

HIGHT 

Hong et al. [84] proposed HIGHT and is a hardware-oriented lightweight encryption 

protocol and all its operations are 8-bit-processor-oriented. It takes a 64 bits block, 128 bits key, 

goes through 32 iterations and is based on generalized Feistel structure. Unlike most conventional 

block ciphers, HIGHT consists mainly of simple operations like XOR, addition mod 28, subtraction 

mod 28 and left bitwise rotation and has “on-the-fly” key generation. 

 Bassam Jamil Mohd et.al [85] presented the FPGA implementation of HIGHT algorithm 

with different optimal pipelined and scalar designs. They analysed that less design area and power 

is required for scalar design implementations and low energy and high throughput is achieved by 

pipelined design implementations. As best performance can be obtained by balancing energy and 

area, authors concluded through the simulation results that the resources and power are lessen by 

18% and 10% respectively for scalar implementations. Similarly, energy consumption is minimized 

by 60% and throughput is increased by 18% for pipelined implementations of HIGHT block cipher. 

Security: One of the best known attack on full version of HIGHT is biclique cryptanalysis [86] 

which needs 248 chosen plaintexts for the analysis and has a time complexity of 2125.93. Another 

interesting attack presented by Chen et al. [87] is the impossible differential attack on 27-rounds 

HIGHT which needs 2120 memory access and has a time complexity of 2126.6. Jiqiang Lu. [88] also 

presented three different attacks on 25-, 26-and 28-round version HIGHT. 

IDEA 

James Massey and Xuejia Lai [89] proposed IDEA a conventional symmetric block cipher 

introduced in 1991 and was intended to be the successor of DES. It takes a 64 bit input and 128 

bits key and iterates through 8 identical transforms (round) followed by an output transform (half 

round) thus having 8.5 rounds in total. 
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Pushpalatha G S et. al [90] presented the hardware implementation of IDEA block cipher. 

Both the encryption and decryption process of IDEA is implemented in FPGA using Verilog HDL. 

They have used Xilinx ISE 14.7 for simulation and the results showed that the latency is minimized 

to 212.5ns and less memory of only 1% from overall device memory is used. 

Security: Two of the most effective attacks, a linear attack on 5-round IDEA with a time complexity 

of 2103 encryptions and a similar attack on 7.5 round IDEA with a time complexity of 2115.1 

encryptions, were proposed by Biham et al. [91]. However, in 2012, the full-version IDEA was 

broken using narrow biclique [92] so that the key could be recovered with a complexity of 2126.1. 

KLEIN 

Proposed by Z Gong et al. in 2012 [93]. KLEIN is a family of lightweight block ciphers 

which is designed for resource-constrained devices such as sensors and RFID tags and is based on 

SPN structure. It combines a 4-bit Sbox with Rijndael’s byte oriented MixColumn which allows 

its compact implementation in both hardware and software [94]. KLEIN operates on 64 bits input 

block and supports variable key lengths: 64, 80 or 96 bits with variable number of rounds: 12, 16 

or 20. 

Pulkit Singh et. al [95] reported about resource utilization, power utilization and 

performance of different hardware implementations of KLEIN block cipher. FPGA 

implementations of KLEIN is done using a variety of Xilinx families and the simulated results are 

verified. They stated that embedded devices with less I/O ports can be secured using iterative 8-bit 

designs and designs with parallel processing can achieve high throughput with less design area for 

resource-limited applications.  

Security: One of the most effective attacks against the full-version KLEIN is the biclique 

cryptanalysis [96] with a complexity of 262.84 for KLEIN-64 while Abed et al. [97] proposed a 

biclique attack against KLEIN-80 and KLEIN-128 with a complexity 279.00 and 295.18 respectively.  

Another practical attack against 8-round KLEIN was proposed by Aumasson et al. [98] 

which exploits the existence of differentials of unexpectedly high probability.  
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LBLOCK 

Wenling Wu et al. [99] proposed LBLOCK a lightweight encryption protocol which takes 

a 64-bit size block and an 80-bit key. The design of LBLOCK is Feistel structure based, has 32 

iterations and is 4-bit oriented which can be implemented efficiently. 

 Hasan M. N et. al [100] presented the implementation of LBlock cipher on FPGA Altera 

board. The results of implementation showed that LBlock requires an area of 326 LE(logic 

elements) and clock cycles of 32 for encryption process. They also stated that a high throughput of 

312Mbps is achieved at a clock frequency of 156.3MHz with 107.6mW power utilization. When 

compared with lightweight block ciphers like Hummingbird and XTEA, LBlock produced better 

results considering the similar FPGA platform. 

Security: Kakaro et al. [101] presented an Impossible Differential attack against 21-round and 22-

round version of LBLOCK with a complexity of 269.5 and 279.28 respectively. On the other hand, 

biclique attack against LBLOCK has been explored mainly in two papers. Kakaro et al. [102] have 

proposed biclique attack against reduced round versions and full version LBLOCK with a 

complexity of 278.76. Wang et al. [103] presented a biclique attack against full version LBLOCK 

with a complexity of 278.40 and also proposed a new key scheduling algorithm for LBLOCK which 

would improve its diffusion property. 

LED 

J. Guo, et al. [104] designed the LED block cipher keeping hardware compaction and small 

silicon footprint in mind. One of its key features is its non-existent key-schedule: the user provided 

key is used instead as it is. Based on AES-like design, it also uses S-boxes and a variant of 

MixColumns and ShiftRows. It is designed to take fixed length 64 bit input block with a choice of 

key length (and no of rounds) of 64 or 128 bits (32 or 48 rounds respectively) and re-uses the S-

box of PRESENT [105]. 

Mohammed Al-Shatari et. al. [106] the hardware implementation of round based iterative 

LED cipher with a block size and key size of 64 bits. This implementation is done on a variety of 

FPGA platforms and the simulation is done using Altera and Xilinx tools. As the proposed LED 
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architecture used lookup tables for MixColumns in place of multipliers, simulated results showed 

that LED produced better performance w.r.t to area and throughput.   

Security: One of the best attack against full version LED is the biclique cryptanalysis presented by 

Abed et al. [97] which breaks LED-64 and LED-128 with a complexity of 263.58 and 2127.42 

respectively.  

Jeong et al. [107] also proposed a biclique attack on 29-rounds LED-64 and 45-round LED-

128 with a computational complexity of 263.58 and 2127.45 respectively. Another interesting attack 

published by Isobe and Shibutani [108] is a meet-in-the-middle attack on 8-round LED-64 and 16-

round LED-128. 

mCrypton 

C. Lim and T. Korkishko [109] designed mCrypton a lighter version of the block cipher 

Crypton [110] designed specifically for resource-constrained devices. It has 64 bit block size with 

flexibility for key length (64, 96 and 128 bits). It is based on SPN structure and iterates for 32 

rounds. The key scheduling algorithm consists of 2 stages: round key generation using S-box 

transformation and key variable update using word-wise rotations and bitwise rotations within the 

word. 

Authors in [109] also presented the implementation of mCrypton block cipher in hardware 

using CMOS technology of 0.13μm. This algorithm required the gate count of 2400 – 3000 for 

encryption process and gate count of 3500 - 4100 if decryption process is also included. 

Implementation results showed that the mCrypton algorithm is best suited for sensor devices and 

RFID tags as its hardware resource utilization falls within the economic range.  

Security: Jeong et al. [111] presented the first biclique attack against mCrypton-64/96/128 with a 

computational complexity of 263.18, 294.81 and 2126.56 respectively. A related-key impossible 

differential attack [112] was published in 2012 for mCrypton-96 and mCrypton-128 with time 

complexity of 274.9 and 266.7 respectively. 

Piccolo 

K. Shibutani et al. [113] proposed Piccolo a lightweight encryption protocol which takes 

64 bits block, has a choice of key lengths: 80 bits(25 rounds) and 128 bits(31 rounds) and is based 
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on variant of 4-line type-II generalized Feistel network. The main feature in Piccolo’s round 

function is its compact 4-bit S-boxes which takes only 4 NOT, 3 XOR and 1 XNOR gate i.e. about 

12 GE(Gate Equivalent) and it is one of the first block ciphers to have a hardware implementation 

in less than 1000 gates. 

Ayoub Mhaouch et. al [114] proposed the hardware implementation of Piccolo block cipher 

with a tradeoff between speed and area. Two architectures (serial and iterative) of Piccolo with a 

key of 128 bits are implemented in FPGA and the corresponding simulations are done using Xilinx 

Spartan3. In iterative design, clock cycles of 31 are used for encryption process which achieved 

151 Mbps throughput and utilization of resources to 76%. In serial design, the cost of area is 

optimized which utilizes 54% of resources and resulted in 6.4Mbps throughput with clock cycles 

of 496.  

Security: Most of the security concerns for Piccolo are related to biclique attacks. Jeong et al. [107] 

presents a biclique attack against Piccolo 80/128 with a complexity of 279.13 and 2127.35 respectively. 

Another paper [86] also presented a biclique attack against full version Piccolo-80/128 with a 

complexity of 279.34 and 2127.36 respectively while [115] presents a biclique attack on full version 

Piccolo-80 and 28-round Piccolo-128 with a complexity of 278.95 and 2126.79. 

PRESENT 

A. Bogdanov et al. [105] proposed PRESENT at CHES 2007 as a SPN structure based 

ultra-lightweight cipher that iterates for 31 rounds. Like a few other lightweight ciphers, PRESENT 

also has a block length of 64 bits while it provides a choice of key length: 80 bits and 128 bits. 

Each round consists of three steps: addRoundKey step which is a XOR operation, sBox layer which 

uses a 4-bit Sbox 16 times in parallel in each round and pLayer, a linear bitwise permutation step. 

 Pandey J. G et. al. [116] presented the FPGA architectures of Present block cipher with a 

block of 64 bits and a key of 80 and 128 bits. The proposed designs are applicable for latency 

critical and resource critical applications and are implemented using Xilinx Vertex5. Simulation 

results showed that for encryption, it requires a clock cycles of 33, 458MHz of frequency, static 

power of 97μW, dynamic power of 1140μW and achieved a 889 Mbps throughput with 2.6 μJ 

energy consumption. For decryption, it requires a clock cycles of 33, 330MHz of frequency, static 
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power of 43μW, dynamic power of 1086μW and achieved a 330 Mbps throughput with 4.9 μJ 

energy consumption. For combined encryption and decryption process, it requires 215MHz of 

frequency, static power of 62μW, dynamic power of 11105μW and achieved a 417 Mbps 

throughput with 2.6 μJ energy consumption. 

Security: A lot of cryptanalytic attention was given to PRESENT due to its linear bias. Joo Yeon 

Cho [117] proposed a key recovery attack against 25-round PRESENT using multi-dimensional 

linear cryptanalysis with a data complexity of 262.4. It also proposed an advanced key search 

technique for 26-round PRESENT with data complexity of 264.  

G. Leander [118], Nakahara et al. [119], B. Collard et al. [120], B. Collard et al. [121] have 

also exploited the linear bias in the cipher to propose various attacks. However, Biclique 

cryptanalysis [97] has been proposed against full version PRESENT-80/128 in 2013, with time 

complexity of 279.49 and 2127.32 respectively. 

TEA and XTEA 

D. Wheeler and R. Needham [122] designed TEA (Tiny Encryption Algorithm) a 

lightweight block cipher. However, due to a few weaknesses found in TEA [112], it was replaced 

by XTEA [123]. It has a block size of 64 bits, 128 bit key, is based on Feistel structure and has 

very simple F-function. The simplicity of the algorithm is compensated by large no. of 

rounds(recommended 64). 

 Hussain M. A et. al. [124] presented two hardware implementations (sequential and hybrid) 

of TEA block cipher on FPGA device using Verilog HDL coding. Results were simulated in Xilinx 

14.7 design suite. Simulation results showed that the clock cycles of 340 are required for encryption 

as well as decryption process in sequential architecture design whereas hybrid architecture design 

requires only 4 cycles. It is observed that the less utilization of resources and power is achieved in 

sequential architecture design, but has minimal throughput. Hybrid architecture design achieves 

high throughput but with maximum resource and power utilization. 

Security: Many of the weaknesses of TEA were published by Kelsey et al. [125] along with a 

related-key attack against TEA which requires only 223 chosen plaintexts and one related query 

with a time complexity of 232. There has been quite a few papers on cryptanalysis of XTEA of 

which a few attacks were published in 2012. Bogdanov and Wang [126] identified zero correlation 
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linear approximation for 14 and 15 rounds of TEA and XTEA using which they designed key 

recovery attacks for 21-round TEA and 25-round XTEA. Also, a meet-in-the-middle attack 

explained in Y. Sasaki et al. [127] and an impossible differential attack explained in J. Chen et al. 

[128] against reduced XTEA was published in AfricaCrypt 2012. 

SEA 

F.X. Standaert et al. [129] designed SEAn,b a low cost encryption protocol designed 

specifically for hardware with limited instruction set. Also the encryption protocol is scalable w.r.t. 

text size, key length and processor word size. It is based on Feistel structure, does “on-the-fly” key 

derivation and has variable no of rounds. 

Kumar B.P et. al [130] presented the implementations of SEA block cipher on FPGA with 

different parameters. It is implemented using VHDL coding and results are simulated in Xilinx. 

Both encryption as well as decryption process are done with a low cost. Simulation results showed 

that SEA utilizes less area but at a cost low throughput.  

Security: No security attacks published against SEA except the weaknesses given in the original 

paper.  

Summary of common operations used by lightweight encryption algorithms and summary 

attacks against those algorithms is presented in Table 2.3.  

Table 2. 3  Summary of Lightweight Block Ciphers 

Algorithm Common Operations Summary Of Attacks 

AES-128 Byte substitution 

Shift rows (transposition) 

Mix columns 

Add round Key 

Biclique Cryptanalysis: 2126.2 

DESXL Key whitening (XOR) No attacks published 

HIGHT Addition mod 28 

Subtraction mod 28 

 XOR 

 S-bit left rotate 

Biclique cryptanalysis: 2125.93 

Related key attack: 2125.83 

IDEA Modular addition 

Modular multiplication 

Narrow biclique: 2126.1 
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XOR 

KLEIN Round transformation: 

XOR, rotate bytes, Sbox 

Key schedule: cyclic shifts, 

swap, XOR 

Biclique on full version: 

KLEIN-64: 262.81 

KLEIN-80: 279.00 

KLEIN-96: 295.18 

mCrypton S-box 

Bit permutation 

Column to row transposition 

Subkey addition 

Biclique against full version 

mCrypton-64: 263.18 

mCrypton-96: 294.81 

mCrypton-128: 2126.56 

PRESENT Subkey addition 

S-box layer 

Biclique: 

22 round PRESENT-80: 279.49 

PRESENT-80(Full): 279.49 

PRESENT-128(Full): 2127.32 

Piccolo 4 bit Sbox 

Byte permutation 

Biclique on full version: 

Piccolo-80: 279.13 

Piccolo-128: 2127.35 

LBLOCK Subkey Addition 

8 S-boxes 

4 bits permutation 

Biclique on full version: 278.7 

Impossible differential: 

21/22 round: 269.5/279.28 

LED No key schedule Biclique on full version: 

LED-64: 263.58 

LED-128 2127.25 

TEA Addition, shifts, XOR 17 round TEA: 257 chosen plaintext 

Related key attack: 232 

SEA “on-the-fly” key derivation 

XOR, 3-bit Sbox, rotations 

addition mod 2b (b=word size) 

No security analysis published 

XTEA Left & right shift; 

XOR 

Additions 

23-round XTEA: MITM: 2117 

Impossible differential: 262.3 

Related-key differential attack (27 

rounds): 

Three-subset MITM attack against 25 

round 

XTEA: 2120.4 encryptions 
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2.2.2 Energy Analysis 

Mickael Cazorla et al. [69], Law, Y. W. et al. [71] have investigated various block ciphers 

for different parameters including energy in terms of CPU cycles.  

LED and PRESENT consume same amount of energy though LED takes 1.5 times the CPU 

cycles consumed by PRESENT. Also, KLEIN serial takes almost the same energy as PRESENT.  

Table 2. 4  Summary of Energy Consumption 

Algorithm Block Size 

(bits) 

Encryption 

(mJ/block) 

Encryption 

(µJ/byte) 

AES-128 128 0.069 4.31 

DES 64 0.175 21.8 

DESXL 64 0.193 24.15 

HIGHT 64 0.043 5.37 

IDEA 64 0.079 9.87 

KLEIN-80 64 0.056 7.0 

mCrypton-64 64 0.172 21.5 

PRESENT 64 0.077 0.292 

Piccolo-80 64 0.068 0.506 

LBLOCK 64 0.061 0.125 

LED-64 64 1.16 9.758 

TEA 64 0.024 0.182 

XTEA 64 0.048 0.258 

SEA 96 0.041 0.376 

If we analyse the energy consumption as given in Table 2.4, TEA and XTEA are among the 

least energy consuming ciphers as they have very simple round functions while we also have ciphers 

like LED and Piccolo which consume more energy than conventional block ciphers like AES and 

IDEA. As seen in the above table, being a hardware-oriented cipher, LED-64 does not perform well 

on a generic hardware platform and consumes more energy than any other investigated cipher. 

Similarly, the round function of PRESENT is much simpler as compared to mCrypton resulting in 

less energy consumption. 

Cryptolux [131] presented that AES has higher throughput than the ciphers like DESXL, 

LED, Piccolo etc indicating it takes lesser time hence lesser energy to encrypt same amount of data 
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than the other ciphers. However, ciphers like HIGHT, LBLOCK and mCRYPTON are shown to 

have better throughput.  

ECRYPT [132] has also summarized the throughput of various ciphers and it can be seen 

that AES has more throughput than DES, DESXL and XTEA but has lesser throughput than ciphers 

like mCRYPTON, PRESENT, HIGHT etc. This difference in result occurs because the results 

shown in most of these works U. o. L. CryptoLUX [131] E. II, Block ciphers [132] are based on 

hardware implementations for the smallest gate-equivalent implementation of these block ciphers 

while our work compares all the block ciphers based on their performance on a generic hardware. 

Though the above analysis gives us an estimate of the energy consumption, it doesn’t give 

any information on the security vs. energy efficiency trade-off for the ciphers.  

2.3 Survey on Performance metrics for Lightweight Encryption Algorithms 

In lightweight cryptography, an encryption algorithm should be lightweight w.r.t. to 

resources and in turn it should offer good security against possible attacks. Vast research was done 

on analyzing the performance of lightweight encryption algorithms. Performance metrics that are 

discussed by various authors included the parameters related to area, code size, and clock cycles 

needed for encryption as well as for decryption operation. Some researchers considered only the 

security aspect while measuring the encryption algorithm’s performance.  

Deepti Sehrawat et al. [133] have explored various security attacks that may encounter on 

lightweight block ciphers and also discussed about the countermeasures. Cryptographic algorithms 

are classified based on the mode of their implementation(Software or Hardware) or on the 

architecture(Symmetric or Asymmetric). Block ciphers implemented in software are less expensive 

and offers high flexibility compared to hardware implementation. Hardware implemented block 

ciphers are comparatively easier to implement compared to software implementation and they 

mainly focus on the optimization of hardware resources. Clear picture about different possible 

attacks was specified by the authors w.r.t implementation type: Software or Hardware. The majority 

of symmetric lightweight block ciphers have found to be vulnerable to brute force attacks. 

Bassam Jamil Mohd et al. [85] proposed a performance metric aimed at evaluating the 

efficiency of a lightweight encryption algorithm and is applied on Hight algorithm. They have 
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designed the scalar and pipelined architectures of Hight algorithm and also optimized their FPGA 

implementations. By considering metrics like power, energy and LEs(logical elements), optimal 

design is determined. Of all these, which performance metric to be considered depends on the 

certain applications. Authors have considered energy and area as the essential factors for hardware 

implemented designs and proposed a performance metric that is dependent on design area and 

energy parameters. The proposed metric is defined as “Metric = E * LE”, where E is the energy, 

 is energy load factor and LE is the area measured in gate equivalents. According to this metric, 

the block ciphers with minimal energy and area consumption are treated as highly efficient. 

Chao Pei et al. [134] discussed about the security-performance tradeoff of lightweight block 

ciphers for resource constrained applications in industrial WSNs. They have proposed a software 

performance metric that purely depends on the code size, block size, RAM size, and clock cycles 

necessary for encryption as well as for decryption operation. Code size refers to the amount of 

memory necessary for saving the encryption code and the required constants and is measured in 

bytes.  RAM size refers to the amount of memory required for storing intermediate results during 

the execution of an encryption process and is measured in bytes.  Cycles/byte refers no. of clock 

cycles required to either encrypt a block data or decrypt a block data or both. Throughput refers to 

the no. of bits encrypted per second and is measured in kbps. Finally, they have proposed a 

combined metric that is defined as “Combined metric = CodeSize * CycleCount / BlockSize”, 

where block size refers to no. of bits in a data block. Block ciphers with low combined metric are 

treated as highly efficient algorithms. This combined metric is applicable only for algorithms that 

are software implemented and also the security aspect is not considered in the proposed metric.  

Sohel Rana et al. [135] have presented a survey on various lightweight encryption 

algorithms and analyzed their performance on different metrics. The performance of eleven 

lightweight encryption algorithms is discussed by the authors for evaluation metrics like key size, 

code size, RAM size, and cycle count. Performance analysis discussed here considered the software 

implementation of algorithms. No metrics were proposed for hardware implementation of 

lightweight encryption algorithms. 

Sooyeon Shin et al. [136] discussed regarding some benchmarking projects such as 

ECRYPT II, BLOC, and eBACS that have been promoted to calculate the performance of 
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cryptographic primitives and also the lightweight block ciphers on various hardware and software 

platforms. ENCRYPT II is an European network excellence project of cryptology[137].  

Eisenbarth et. al.[138] have implemented and assessed the performance of twelve 

lightweight block ciphers  w.r.t  RAM size, code size, and  count of cycles for encryption and 

decryption. For this they used 8-bit AVR microcontroller. eBACS(ENCRYPT Benchmark of 

Cryptographic system) is a standard benchmarking for cryptography and evaluated performance of 

several cryptographic primitives on personal computers and servers, taking the speed metric into 

consideration. Another research project called BLOC analyzed block ciphers implemented for 

resource limited environments.  

At the time of project, Cazorla et.al. [69] evaluated five conventional and twelve lightweight 

block ciphers for wireless sensor nodes. For this purpose, authors used 16-bit Texas MSP 

microcontroller and expressed that the results of simulation are not accurate when compared to real 

implementation.   

Deepti Sehrawat et al. [139] discussed about the parameters and tools for measuring the 

performance of security algorithms that are implemented in software. RAM usage, code size, 

encryption cycle count, decryption cycle count are the factors that are considered for evaluating a 

lightweight block cipher. Based on these factors they have presented the performance metrics such 

as energy measured in J, combined metric defined as “CodeSize * CycleCount”. Smaller metric 

value indicates better implementation of cipher algorithm. Other performance metrics for software 

implementation of block ciphers include throughput and power consumption.  

A. A. Priyanka et. al.[140] have presented another combined metric that indicates the 

tradeoff between the implementation size and the performance. The combined metric is defined as 

“CM = CodeSize – Encryption_CycleCount”. A smaller value of metric represents better 

implementation of a cipher.  

M. Matsui et. al.[141] categorized lightweight implementations into three variants 

depending on the values attained from the combined metric discussed in [140].  First category falls 

under Ultra Lightweight implementation, which requires ROM capacity of 4KB and RAM capacity 

of 256 bytes. Second category falls under Low-cost implementation, which requires ROM capacity 
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of 4KB and RAM capacity of 8KB. Third category falls under Lightweight implementation, which 

requires ROM capacity of 32KB and RAM capacity of 8KB.  

Mohd. B. J. et. al. [142] discussed about various metrics to measure the performance of 

lightweight encryption algorithms based on the software and hardware implementation. They have 

discussed about two software metrics. One of the software metrics is Throughput (measured in 

bits/sec) and is defined as “Th = NB/TB”, where NB refers to no. of bits in a block and TB refers to 

block encryption time. As throughput is the function of design frequency, throughput is also defined 

as “Th = (NB * F)/CB”, where F indicates frequency and CB indicates the no. of cycles. Multiple 

non-correlate metrics are combined to form a synthetic metric that measures various performance 

aspects. One such synthetic metric is defined as “SM = CodeSize * CycleCount / BlockSize”.  

A number of hardware metrics were discussed in [142]. The foremost hardware metric to 

measure the performance of an algorithm is Area. Design area is measured differently for different 

implementations. In ASIC implementation, design area is measured in terms m2 for physical 

design tools [143], whereas pre layout design the area is measured in terms of GE(Gate Equivalent) 

[144]. Usually, GE estimates the complexity of hardware design, and 1 GE is equal to 2-input 

NAND gate. In FPGA implementation, design area is measured based on the utilization of resources 

that depend on the vendor. LE is the measure for design area in Altera Quartus II design, where an 

LE contains lookup table(LUT) and register. CLB(Configurable logic block) is the measure for 

design area in Xilinx design, where a CLB contains various logic cells which in turn contains a 

lookup table and D flipflop. However, there are tables that converts the design area from one vendor 

representation to other vendor representation.  

Area/bit is another hardware metric discussed in [142], where the design area is normalized 

to one bit. It defines the cost of area that is required to encrypt a single bit. This allows fair 

comparison of block ciphers w.r.t to area. Throughput(Th) is another hardware metric that is similar 

to the software metric. But, in hardware implementations throughput is combined with other metrics 

to accurately measure the performance of a block cipher.  

Performance efficiency is a hardware metric that is measured as the ratio of throughput to 

area with clock frequency as fixed [145]. It is defined as “Efficiency = Throughput / Area” or 

“Efficiency = NB / (TB * Area)” or “Efficiency = (NB * F)/ (CB * Area).  Researchers of [145] 
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felt that the efficiency metric doesn’t suit for lightweight block ciphers and proposed a metric called 

FOM (Figure-of-Merit). FOM is defined as “FOM = Throughput / GE2”.  

Energy(EB) and power(P) are the essential hardware performance metrics of lightweight 

block ciphers that are targeted specially for low energy-resource-constraint devices. Energy per bit 

is one more hardware metric, where the energy is normalized w.r.t no. of bits in a block. Energy 

per bit is defined as “Eb = EB / NB” and it is a better metric to measure the actual cost of energy 

compared to just energy metric. Hardware metric for area constrained systems is used to measure 

both energy and bit cost of area. It is defined as “A * Eb = (A * EB) / NB”.  

Finally, throughput per (area * energy/bit) is a hardware metric that calculates energy cost, 

area cost and time to encrypt a single bit [144]. It can be defined as: 

    Th / (A * Eb) = Th / (A * EB / NB) 

   = (NB / TB) / (A * EB / NB) 

   = NB
2 / (A * TB * EB) 

   = ((NB / TB) * (NB / TB)) / (A * EB / TB) 

    = Th2 / (A * P) 

Thus, throughput over area and energy per bit is defined as “Th/(A * Eb) = Th2 / (A * P)”. 

Hatzivasilis G. et. al.[146] presented few evaluation metrics  related to performance factors, 

cost and security. The level of security of an algorithm is defined as the measure of fastest identified 

computational attack. In several cases, key length indicates the security level and is quantified in 

bits. Another metric discussed is throughput which is measured in kbps at a certain frequency. 

Mostly, hardware implementations of lightweight encryption algorithms use a frequency of 

100KHz and software implementations use a frequency of 4MHz.  

Another generic metric discussed in [146] is latency. Latency is defined as the no. of clock 

cycles required to process a single block. Next comes the Power metric which is measured in W 

for hardware implementation. Usually, power is based on the hardware technology used and on GE. 

In software implementation with frequency of 4MHz and voltage of 0.9V, average power is 

considered as 0.004W for 8-bit microcontroller and 0.00135W for 16-bit microcontroller. 
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Another generic metric is Energy per bit which indicates the energy consumed for processing a 

single bit. This metric is same for both hardware and software implementations and measured in 

J. Energy per bit is defined as “Energy[J] = (Latency[cycles/block] * Power[W]) / 

BlockSize[bits]”. Memory usage is another metric which is measured as the requirement of RAM 

and ROM for an algorithm. RAM bytes indicate the no. of bytes required for storing intermediate 

results and ROM bytes indicate the code size of an algorithm.  

Tradeoff between the design size and performance is measured using the Efficiency metric. 

In hardware implementation, the efficiency metric is defined as “HardwareEfficiency = Throughput 

/ Gate complexity”. In software implementation, the efficiency metric is defined as 

“SoftwareEfficiency = Throughput / CodeSize”. The higher efficiency value indicates an efficient 

implementation of lightweight encryption algorithm. 
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Table 2. 5  Summary of Various Performance Metrics 

Sno Authors Research Article Journal Summary Remarks / Findings 

1 

Bassam Jamil 

Mohd, Thaier 

Hayajneh, Zaid 

Abu Khalaf and 

Khalil Mustafa 

Ahmad Yousef 

Modeling and 

optimization of the 

lightweight HIGHT 

block cipher design 

with FPGA 

implementation, 2016 

 

Security and 

Communicatio

n Networks, 

ACM Digital 

Library 

Proposed an optimized FPGA 

implementation of Hight and 

proposed a metric for 

measuring the performance 

based on the design area and 

energy consumption of the 

encryption method   

1. Metric w.r.t to design area 

and energy 

 

2. No focus on Security metric 

2 

Chao Pei, 

YangXiao, 

WeiLiang,  

Xiaojia Han 

Trade-off of security 

and performance of 

lightweight block 

ciphers in Industrial 

Wireless Sensor 

Networks, 2018 

 

EURASIP 

Journal on 

Wireless 

Communicatio

ns and 

Networking, 

Springer 

Proposed Software 

implementation performance 

metrics that is based on code 

size, cycle count and block 

size 

1. Software performance 

metric = 

Codesize×Cycle_count/Block_

size 

 

2. Metrics for hardware 

implementation was not 

specified. 

3 

Sohel Rana, Md. 

Anwar Hussen 

Wadud, Ali Azgar, 

Dr. Mohammod 

Abul Kashem 

A Survey Paper of 

Lightweight Block 

Ciphers Based on Their 

Different Design 

Architectures and 

Performance Metrics, 

2019 

International 

Journal of 

Computer 

Engineering 

and 

Information 

Technology 

Presented a survey of 

lightweight block cipher 

algorithms with performance 

analysis for different 

evaluation metrics  

1. Metrics considered w.r.t 

code size, block size, key size, 

cycle count and RAM size 



55 

 

4 

William Diehl, 

Farnoud 

Farahmand, 

Panasayya Yalla, 

Jens-Peter Kaps 

and Kris Gaj 

Comparison of 

Hardware and Software 

Implementations of 

Selected Lightweight 

Block Ciphers, 2019 

 

IEEE 

International 

Conference on 

Field 

Programmable 

Logic and 

Applications 

Presented different 

performance metrics for both 

hardware and software 

implementations of 

Lighweight block ciphers 

1.Performance w.r.t to 

Throughput, Throughput-to-

Area, and Energy 

 

2. No focus on tradeoff 

between energy and security 

5 
Deepti Sehrawat, 

Nasib Singh Gill 

A Review on 

Performance 

Evaluation Criteria and 

Tools for Lightweight 

Block Ciphers, 2019 

International 

Journal of 

Advanced 

Trends in 

Computer 

Science and 

Engineering 

Discussed about the 

performance evaluation of 

lightweight block ciphers 

based on code size, cycle 

count for encryption and 

decryption, memory usage, 

energy consumed 

1. Considered the performance 

of lightweight block ciphers 

that are software implemented. 

 

2. Metrics for hardware 

implementation are not 

focused 

 

6 

George 

Hatzivasilis, 

Konstantinos 

Fysarakis, Ioannis 

Papaefstathiou, 

Charalampos 

Manifavas 

A review of lightweight 

block ciphers, 2017 

Journal of 

Cryptographic 

Engineering, 

Springer 

Presented the performance 

metrics called Hardware 

Efficiency and Software 

efficiency  

1.Throughput and GE metrics 

for Hardware efficiency 

2. Throughput and Code size 

for Software efficiency 

3. Not focused on security 

parameter 

7 
Deepti Sehrawat, 

Nasib Singh Gill 

Analysis of security 

attacks on lightweight 

block ciphers and their 

countermeasures, 2018 

 

Journal of 

Engineering 

and Applied 

Sciences, 

Medwell  

Summarized various 

cryptographic attacks on 

lightweight block ciphers 

1. Possible attacks based on 

the type of implementation: 

Software or Hardware 

2. Most of the block ciphers 

are prone to brute force attack 
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8 
A. A. Priyanka, 

S. K. Pal 

A Survey of 

Cryptanalytic Attacks 

on Lightweight Block 

Ciphers 

International 

Journal of 

Computer 

Science and 

Information 

Technology & 

Security 

 

Presented one combined 

metric that indicates the 

tradeoff between the 

implementation size and the 

performance.  

1. The combined metric is 

defined as 

CM = CodeSize – 

Encryption_CycleCount.  

2. Metrics for hardware 

implentation are not 

considered 

9 
M. Matsui,  

Y. Murakami 

Minimalism of 

software 

implementation 

International 

Workshop on 

Fast Software 

Encryption, 

Springer 

1. Categorized lightweight 

implementations into three 

variants depending on the 

values attained from the 

combined metric 

 

1.Ultra Lightweight 

implementation: Requires 4KB 

ROM and 256 bytes RAM. 

Low-cost implementation: 

Requires 4KB ROM and 8KB 

RAM. 

Lightweight implementation: 

Requires 32KB ROM and 8KB 

RAM. 

 

2. Focused only on 

implementations w.r.t memory 

 

10 

Mohd, B. J., 

 Hayajneh T.,  

Vasilakos A. V 

A survey on 

lightweight block 

ciphers for low-

resource devices: 

Comparative study and 

open issues 

Journal of 

Network and 

Computer 

Applications 

Discussed about various 

metrics to measure the 

performance of lightweight 

encryption algorithms based 

on the software and hardware 

implementation.  

1. Software Metrics: 

Throughput, Synthetic metric 

2. Hardware Metrics: Design 

Area, Efficiency, Figure of 

Merit, Power, Energy, Metric 

for Energy and area per bit, 
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Throughput over area and 

energy per bit 

3. No metric is defined w.r.t 

energy and security. 

 

11 

Hatzivasilis G.,  

Fysarakis K.,  

Papaefstathiou I.,  

Manifavas C 

A review of lightweight 

block ciphers 

Journal of 

Cryptographic 

Engineering 

Presented few evaluation 

metrics  related to 

performance factors, cost and 

security.  

1. The level of security of an 

algorithm is defined as the 

measure of fastest identified 

computational attack. 

 2. Security parameter of an 

algorithm is not measured w.r.t 

energy consumption 
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2.4 Conclusion 

In this chapter, various lightweight block ciphers have been studied. Observations have 

been recorded focusing on the energy efficiency methods, existing lightweight block ciphers and 

the metrics for measuring the performance of a lightweight encryption algorithms. Energy 

efficiency methods discussed mainly focused on data transmission and less importance is given to 

energy consumption in sensors for data encryption process. 14 different block ciphers has been 

explored and energy analysis of those ciphers was done. Different performance metrics are 

discussed based on the type of the implementation. The security parameter is not considered in 

these metrics for measuring the performance of an encryption algorithm. A cipher is considered as 

a best cipher when it provides appropriate security and balances the tradeoff between performance 

and cost. 
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2.5 Research Gaps 

I. Research done on energy consumption in sensor nodes has less focus on data processing and 

that they didn't cover all the possible variations of rounds and block sizes for calculating the 

energy consumption of an encryption process. 

 

II. Many of the existing lightweight algorithms were developed by considering the metrics 

like code size, memory, and clock cycles. Very few algorithms were developed taking 

energy metric into consideration.  

 

III. Researchers have proposed various metrics for measuring performance of lightweight 

encryption algorithms subject to software and hardware implementations. However, they 

haven’t discussed regarding security metric w.r.t energy. Considering just the energy metrics 

or only the security aspects does not measure the accurate performance of a lightweight 

encryption algorithm. 
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2.6 Problem Statement 

The problem statement is to design and develop an Energy Efficient Lightweight Encryption 

algorithm for providing data security ensuring confidentiality and consuming minimal energy with 

better performance for energy constrained applications such as Human Sensor Networks.  
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2.7 Objectives 

I. To develop an algorithm for evaluating the energy consumed by the sensor nodes using 

different performance metrics for an encryption process in Human Sensor Network. 

 

II. To design and implement a Lightweight encryption algorithm for providing data 

confidentiality in energy constrained applications. 

 

III. To design and implement an algorithm that measures the performance of proposed 

lightweight encryption algorithm using the metric MSEC (Metric for Security vs. Energy 

Consumption). 
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Chapter – 3 

Research Methodology 
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Chapter 3. RESEARCH METHODOLODY 

 

Different parameters and metrics required for calculating the energy consumed by an 

encryption algorithm are identified are discussed in this chapter. These parameters are used for 

calculating the energy consumed by the algorithm under observation for a given block of data and 

then energy consumed per bit of data is also. After that various metrics for calculating the 

performance of algorithm when implemented in hardware or software are identified.  

Depending on the type of implementation (Hardware or Software) of an encryption 

algorithm, the metrics to be considered may vary. It may be either hardware or the software 

implementation, designing a lightweight encryption algorithm is challenging errand, because it 

should maintain a warily balanced performance metrics and security level.  

For hardware implementation of a lightweight encryption algorithm, important metrics to 

be considered are [135]:  

1. Area,  

2. Battery power and  

3. Energy consumption.  

While for software implementation, metrics to be considered include:  

1. Code size,  

2. Memory usage and  

3. Throughput.  

As, hardware implementation produces faster solution with low power plus energy than the 

software implementation [147]. The focus of this work is to design an energy-efficient lightweight 

algorithm; hence hardware implementation of encryption algorithms is considered, taking energy 

as an essential metric.  

Firstly, an algorithm is developed for computing the energy consumed by an encryption 

algorithm during encoding process. In this algorithm, the parameters like: time consumed by 

encoding, decoding processes, design area of hardware implementation and power consumed by 
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algorithm are measured. Based on these parameters, the energy per data block is calculated. Since 

different encryption algorithms will be having different block sizes, fair comparison among the 

algorithms cannot be done using energy per block. For this reason, energy per bit is computed. To 

have an accurate measure of energy consumption, all possible variations of block sizes and rounds 

are considered and the parameter values are recorded. 

Secondly, an Energy Efficient Lightweight Encryption algorithm (EELWE) is proposed 

and developed. EELWE is implemented for three different block sizes, namely 32-bit, 48-bit and 

64-bit. All the three versions of EELWE are simulated in hardware description language (HDL). 

For this, the Xilinx IDE simulator is used for executing all the three EELWE versions and the 

results of both encryption as well as decryption were recorded for comparison.  

Next, the energy consumption algorithm is applied on EELWE to calculate the energy 

consumed by each version of EELWE (EELWE32, EELWE48 and EELWE64), where the number 

beside EELWE indicates the block size.  

Finally, the metric MSEC (Metric for Security versus Energy Consumption) is used to 

measure the performance of an EELWE algorithm considering both energy consumption and 

security. Along with MSEC, the performance of EELWE is measured based on other metrics such 

as Area, Throughput and Hardware efficiency. Lastly, the comparison of EELWE with other 

existing lightweight algorithms is done w.r.t  

1. Area,  

2. Throughput,  

3. Hardware efficiency,  

4. Energy and  

5. MSEC.   
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3.1 Objective-1  

To develop an algorithm for evaluating the energy consumed by the sensor nodes using 

different performance metrics for an encryption process in Human Sensor Network. 

Energy consumption of encryption algorithm depends on the factors like block size, key 

size, round function of encryption algorithm, etc. Different encryption algorithms will be working 

on different block sizes and to compare the algorithms, it is better to consider the energy consumed 

per bit rather than assessing them depending on block sizes. For this purpose, the metrics namely 

time, area, power are needed to calculate the energy consumption of an encryption algorithm.  

In this chapter an algorithm is developed for evaluating the consumed energy by a sensor 

for encrypting a block of data. The metrics that were considered in this algorithm are related to the 

time, design area and power.  

The time required to encrypt a block of data is to be calculated primarily. For this, it is 

required to compute the no. of clock cycles needed for encrypting a block of data and the cycle 

time. The parameters and the constants required for calculating the time is presented in Table 3.1. 

Table 3. 1  Design Parameters and Constants for calculating Time. 

Symbol Description 

N No. of bits in a block 

rT Total no. of rounds  

ri No. of implemented rounds 

CT Cycle Time or Clock time period 

TB Time consumed to encrypt data of single block 

CB No. of cycles required to encrypt data of single block 

C0 Idle cycles between blocks 

DR Register time delay 

DC Combinational logic time delay 

Tr1 Time delay for one round 

t0 t0 is equal to Tr1 when n = 0 

tn Time increase in Tr1 w.r.t n 
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After that, the design area required to encrypt a block of data is measured. For this, it is 

needed to compute the area covered by the no.of rounds implemented, increase in area w.r.t block 

size and area covered by overhead logic for key scheduling. The parameters and the constants 

required for calculating the design area covered is presented in Table 3.2. 

Table 3. 2  Design Parameters and Constants for calculating effective design Area. 

Symbol Description 

AD Design Area 

A1 Area covered by one round 

A0 Area covered by overhead logic(control and key scheduling) 

An Increase in area w.r.t n 

Ar Area covered by ri rounds  

G Growth in Ar w.r.t ri 

g0 Growth in Ar w.r.t ri  when n = 0 

Gn Growth in Ar w.r.t ri when n increases 

Gb Growth in An per bit 

Thirdly, the design power is calculated which is measured as the sum of static power and 

dynamic power.  

Static power indicates the leakage and is ignored in this work as it is negligible when compared to 

overall power.  

Dynamic power is computed using power consumed per unit area, frequency, and design area.  

Power per unit area is computed using power consumed for unit area w.r.t no.of rounds 

implemented and power consumed for unit area independent to no.of rounds implemented. The 

frequency is inversely proportional to the cycle time. Thus, the product of the power consumed 

per unit area, frequency and design area gives the total power consumed for an encryption 

algorithm. The parameters and the constants required for calculating the design power is presented 

in Table 3.3. 
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Table 3. 3  Design Parameters and Constants for calculating design power. 

Symbol Description 

P Design Power 

Fq Frequency 

Pu Power consumed for unit area 

Pd Power consumed for unit area based on ri 

Pi Power consumed for unit area irrespective of ri 

Using the time, design area and power, energy per block can be calculated. The product of 

time and power will give the total energy consumed for encrypting a block of data. To have a fair 

comparison among the encryption algorithms, energy per bit is considered. The division of energy 

per block by the block size will give the energy consumed for encrypting a bit of data. The 

parameters required for calculating the energy consumed for an encryption algorithm is presented 

in Table 3.4. 

Table 3. 4  Design Parameters for calculating energy consumed for an encryption algorithm. 

Symbol Description 

N No. of bits in a block 

TB Time consumed to encrypt data of single block 

P Design Power 

EB Energy consumed to encrypt data of single block  

E1 Energy consumed to encrypt one bit  

3.1.1 Algorithm for Computing Energy Consumption of an encryption algorithm 

Step by step process of an algorithm is shown below: 

Input   :  No. of rounds(ri), Block size(n) 

Output :  Energy consumed for encrypting 1-bit data 
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Algorithm : 

1. Identify the no. of clock cycles (CB) needed for encrypting a block of data, which is based 

on no. of encryption rounds of an algorithm. 

  CB = (rT/ri) + C0  

 Where rT is total rounds,  

                        ri is rounds implemented and  

                        C0 indicates idle cycles          

2. Calculate the cycle time (CT) by considering the timing delays of registers (DR) and 

combinational logic circuits (DC).   

  CT = DR + DC 

  DC = ri × Tr1  

  Tr1 = t0 + tn × n  

  DC = ri × (t0 + tn × n) 

  CT = DR + ri × (t0 + tn × n)    

 Where  n is block size,  

                        Tr1 is time for one round,  

                        t0 is time for one round when n=0,  

                        tn is time increase w.r.t n.   

3. Using the CT and CB, time needed for encrypting a block of data (TB) is calculated using 

the following equation.  

  TB = CB × CT  

4. Design area (AD) for the implementation of encryption algorithm is computed using the 

following equation.  

  AD = Ar + An + A0  

  Ar = rg × A1 = r (gn × n + g0) × A1 
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  An = gb × n  

 Where Ar is the area covered by ri rounds implemented in hardware,  

                        g is growth in Ar w.r.t ri 

                        g0 and gn indicates growth in Ar w.r.t ri when n=0 and when n increases 

respectively 

              An is Increase in area w.r.t block size(n),  

              A0 is Area covered by overhead logic for key scheduling. 

5. Design Power (P) is computed using the following equation.  

  P = Pu × Fq × AD 

  Pu = Pd × ri + Pi   

 Where Pu is Power consumed for unit area based on ri and irrespective of ri,  

              Fq denotes the frequency, which is inversely proportional to CT, 

              AD is the design area. 

6. Based on the Time (TB), Area (AD) and Power (P), the energy consumed for encrypting a 

data block (EB) is calculated using the below equation. 

 EB = TB × P 

7. Finally, using energy consumed per block(EB) and block size (n), the energy consumed 

for encrypting a bit of data (E1) is calculated as: 

 E1 = EB / n  

The above algorithm for computing energy consumption of an encryption algorithm is 

implemented in C++ language and the pseudo code for the same is given below. 

  



70 

 

 

Pseudo Code 3. 1  Calculating Energy consumed by an encryption algorithm. 

 

Input:  Integer Total rounds(rT), Implemented rounds(ri), Block size(n) 

 Const DR, t0, tn, pd, pi, g0, gn, gb, C0, A0, A1 

 Array rv[9] = {1,2,4,8,16,32,64,128,254} 

Output: Time(TB), Area(AD), Power(P), Energy per block(EB), Energy per bit(E1) 

Pseudo Code: 

Begin 

for i=0 to 8 do 

  ri = rv[i]; 

  //Calculating Time delay 

  CB = (rT/ri) + C0; 

  Tr1 = t0 + (tn*n); 

  CT= DR + (ri* Tr1); 

  TB = CB*CT; 

  //Calculating Throughput 

Th=n/TB; 

//Calculating Area 

temp1 = g0 + (gn*n); 

temp2 = pow(ri,temp1); 

Ar = temp2*A1; 

AD = Ar + (gb*n) + A0; 

//Calculating Power 
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temp3 = (pd*ri)+pi; 

temp4 = temp3*AD; 

P = temp4 / CT; 

//Calculating Energy 

EB = TB*P; 

E1 = EB /n; 

end 

return 0; 

End 
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3.2 Objective-2 

To design and implement a Lightweight encryption algorithm for providing data 

confidentiality in medical applications.  

An Energy Efficient Lightweight Encryption (EELWE) algorithm is designed for securely 

transferring the data from sensor device (Tier-1) to mobile device (Tier-2) by providing data 

confidentiality. EELWE algorithm is implemented in three variants: EELWE32, EELWE48, and 

EELWE64 with blocks of sizes 32-bit, 48-bit, and 64-bit. All these ciphers have a fixed key of 

length 80-bit and go through 254 rounds. Key scheduling is performed to provide keys for 254 

rounds and all the variants utilize the same nonlinear round functions. Key scheduling and round 

functions use simple logical operations such as AND, XOR, and Shift operations to reduce the 

complexity of the functions. 

The working principle of EELWE algorithm is briefly given as: The plaintext is divided 

into two unequal parts. The round function is performed on the two parts of the text. Each part of 

the text will utilize one subkey during the round function. Thus, a total of two subkeys are used 

for each iteration. Round function will result in one bit data from each part. Then, the left shift 

operation is done on left part of data with the round bit produced from the right part. Similarly, the 

right part of the data is left shifted with the round bit produced from the left part. This newly 

generated left and right parts of data are given as an input for the next iteration.   This process will 

the continued for 254 rounds and the finally generated left and right parts of data will represent 

the final cipher text. The detailed description of EELWE algorithm is discussed in section 3.2.1. 

3.2.1 EELWE Algorithm 

The step-by-step process of an EELWE algorithm is given below. 

 Input          : n-bit Plaintext(P), 80-bit key 

 Output       : n-bit Ciphertext(CT) 

 Algorithm : 

1. The given plaintext(P) is split up into two parts P1 and P2, such that MSB of P1 represents 

MSB of the plaintext and LSB of P2 represents the LSB of plaintext. 
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2. Key Scheduling is done to expand an 80-bit, where two subkeys (kx and ky) are used in 

each round.  

   kx = k2i and ky = k2i+1, where i denotes the ith round.  

        The subkey kj (which may denote k2i or k2i+1) is given as: 

  kj = kj for j = 0. . . 79 

  kj = kj−80 ⊕ kj−61 ⊕ kj−50 ⊕ kj−13 for j = 80 to 253 

3. Round Function is performed using the following steps: 

3.1 P1 data is split up into two parts Pa and Pb.  

3.2 P2 data is split up into two parts Pc and Pd. 

3.3 Round function is performed on Pa and Pb by applying the below nonlinear functions. 

  Ta = (Pa[a1] ⊕ Pa[a2]) ⊕ kx 

  Tb = (Pb[b1] & Pb[b2]) ⊕ (Pb[b3] & IR[i]) 

   fx = Ta ⊕ Tb 

 where ai indicates the bit positions of Pa, 

            bi indicates the bit positions of Pb, and 

            IR indicates irregular update rule that is computed using linear feedback shift 

register.  

3.4 Tc and Td are computed based on Pc and Pd using the following nonlinear functions. 

  Tc = (Pc[c1] ⊕ Pc[c2]) ⊕ ky 

  Td = (Pd[d1] & Pd[d2]) ⊕ (Pd[d3] & Pd[d4]) 

  fy = Tc ⊕ Td 

 where ci indicates the bit positions of Pc, and 

            di indicates the bit positions of Pd.       
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3.5 P1 and P2 are updated by performing left shift operation with fy and fx respectively.   

  P1 = shl(P1, fy) 

  P2 = shl(P2, fx) 

4. Steps 3.1 to 3.5 are repeated for 254 rounds.   

5. After undergoing 254 rounds, P1 and P2 contents denote the final ciphertext where MSB 

of P1 represents MSB of ciphertext, and LSB of P2 represents LSB of the ciphertext. 

  CT = (P1, P2) 

The diagrammatic representation of EELWE round function is represented in Fig.3.1. 
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Fig 3. 1  Round function of EELWE algorithm 

For each iteration, the round function is performed once in EELWE32, twice in EELWE48 

and thrice in EELWE64.  

The pseudo code for key expansion is given below which takes an 80-bit key as an input 

and produces the expanded key of 508-bit as an output. The first 80 bits of expanded key are same 
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as the original 80-bit input key. The remaining bits (508 – 80 = 428) of expanded key are generated 

using the logical XOR function on the bits of expanded key. 

 

Pseudo Code 3. 2  Key expansion 

 

Input          : 80-bit key(k) 

Output       : Expanded key(ke) 

Pseudo code : 

Begin 

 for j=0 to 79 do 

  ke[j] = k[j] 

            j=j+1 

 end 

 for j=80 to 507 do 

  ke[j] = ke[j-80]^ke[j-61]^ke[j-50]^ke[j-13] 

            j=j+1 

 end 

End 

 

The pseudo code for encryption process is given below which takes an n- bit plaintext as 

an input and produces an n-bit ciphertext as an output. The given pseudo code is for EELWE32 

where, the given 32-bit plaintext is split up into two parts(P1 and P2). P1 is further split into Pa 

and Pb and P2 is further split into Pc and Pd. Now the round function of encryption algorithm is 

called which takes the Pa, Pb, Pc, Pd, the expanded key(ke) and the IR vector as input parameters. 

IR is the irregular update rule that is generated using the Linear feedback shift register (LFSR).  
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Pseudo Code 3. 3  Encryption process 

 

Input          : Plaintext(P) 

Output       : Ciphertext(C) 

Pseudo code : 

Begin 

 P1 = P[31:19]; 

 P2 = P[18:0]; 

 for i=0 to 253 do 

  Pa[5:0] = P1[12:7] 

   Pb[6:0] = P1[6:0] 

  Pc[7:0] = P2[18:11] 

   Pd[10:0] = P2[10:0] 

  function RF(Pa, Pb, Pc, Pd, ke, IR) 

  P1 = P1_fy 

  P2 = P2_fx 

 end 

 C = (P1,P2) 

End 

 

The round function produces two function bits fx and fy and the output of the round 

function will be the updated P1(i.e., P1_fy) and P2(i.e., P2_fx).  

The process is given as: Ta, Tb, Tc and Td are the 1-bit data that are produced by applying 

the logical functions on Pa, Pb, Pc and Pd respectively.  
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 [a1, a2] indicates the bit positions of Pa,  

 [b1, b2, b3] indicates the bit positions of Pb,  

 [c1, c2] indicates the bit positions of Pc and  

 [d1, d2, d3, d4] indicates the bit positions of Pd.  

1-bit Ta is produced by XORing the bits of positions a1 and a2 of Pa along with the 1-bit 

subkey produced with ke[2*i], where ‘i’ indicates the iteration number. The 1-bit Tb is produced 

by ANDing the bits of positions b1 & b2 of Pb and ANDing the b3 bit of Pb with ith bit of IR 

vector. The output of these two AND operations are XORed to produce Tb. Then Ta and Tb bits 

are XORed to produce the round function bit fx.  

Next, the 1-bit Tc is produced by XORing the bits of positions c1 and c2 of Pc along with 

the 1-bit subkey produced with ke[2*i+1], where i indicates the iteration number. The 1-bit Td is 

produced by ANDing the bits of positions d1 & d2 of Pd and ANDing the bits of positions d3 and 

d4 of Pd. The output of these two AND operations are XORed to produce Td. Then Tc and Td bits 

are XORed to produce the round function bit fy.  

Now P1 is left shifted by 1-bit, inserting fy into the LSB of P1, thus producing the updated 

P1 as P1_fy. Similarly, P2 is left shifted by 1-bit, inserting fx into the LSB of P2, thus producing 

the updated P2 as P2_fx. These updated plaintext parts P1_fy and P2_fx are the outputs generated 

by the round function, which are given as an input for the next iteration. This round function 

repeats for 254 iterations, and the final P1_fy and P2_fx produced after 254 iterations will be the 

final ciphertext.  

 

Pseudo Code 3. 4  Encryption process 

 

Input          :  Pa, Pb, Pc, Pd, ke, IR 

Output       : P1_fy, P2_fx 

Pseudo code for Round Function RF 

Begin 

 Ta = (Pa[a1] ^ Pa[a2])^ ke[2*i] 
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 Tb = (Pb[b1] & Pb[b2]) ^ (Pb[b3] & IR[i]) 

 fx = Ta ^ Tb    

 Tc = (Pc[c1] ^ Pc[c2]) ^ ke[2*i+1] 

 Td = (Pd[d1] & Pd[d2]) ^ (Pd[d3] & Pd[d4]) 

 fy = Tc ^ Td 

 P1_fy = Shl(P1,fy} 

 P2_fx = Shl(P2,fx} 

End 

 

3.2.2 EELWE Variants 

EELWE algorithm is implemented in three variants: EELWE32, EELWE48 and 

EELWE64. The parameter values of all the three versions of EELWE algorithm are presented in 

Table 3.5. 

Table 3. 5 Parameter values of EELWE algorithm 

Parameters EELWE32 EELWE48 EELWE64 

P1 (in bits) 13 19 27 

P2 (in bits) 19 29 37 

Pa (in bits) 6 8 10 

Pb (in bits) 7 11 17 

Pc (in bits) 8 12 14 

Pd (in bits) 11 17 23 

ai (bit positions of Pa) 5, 2 7, 3 9, 5 

bi (bit positions of Pb) 6, 3, 1 10, 6, 4 16, 11, 7 

ci (bit positions of Pc) 7, 3 11, 5 13, 7 

di (bit positions of Pd) 10, 7, 5, 1 16, 12, 8, 3 22, 17, 11, 5 

Round function per iteration 1 time 2 times 3 times 
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EELWE32 

EELWE32 works with a block size of 32-bits. It takes a 32-bit plaintext, an 80-bit key as 

an input and generates a 32-bit ciphertext. The working of EELWE32 is described as follows:  The 

32-bit plaintext(P) is split up into two parts P1 and P2. P1 is of 13 bits and P2 is of 19 bits, where 

the MSB of P1 refers to the MSB of P and the LSB of P2 refers to the LSB of P. Now the round 

function is applied on P1 and P2 where P1 is split up into two parts Pa and Pb and P2 is split up 

into two parts Pc and Pd. Pa is of 6 bits and the MSB of Pa refers to the MSB of P1 and Pb is of 7 

bits and the LSB of Pb refers to the LSB of P1. Similarly, Pc is of 8 bits and the MSB of Pc refers 

to the MSB of P2, and Pd is of 11 bits and the LSB of Pd refers to the LSB of P2.  

The ai bit positions of Pa are 5,2; bi bit positions of Pb are 6,3,1; ci bit positions of Pc are 

7,3; and di bit positions of Pd are 10,7,5,1. Ta is computed by performing the logical XOR of 

Pa[5], Pa[2] and ke[2*i], where i indicates the ith iteration and ke is the expanded key. Pb[6] is 

ANDed with Pb[3] and Pb[1] is ANDed with IR[i]. The resultant bits of these two AND operations 

are XORed to produce Tb. The round function bit (fx) of P1 is obtained by XORing Ta and Tb 

bits.  Tc is computed by performing the logical XOR of Pc[7], Pc[3] and ke[2*i+1]. Pd[10] is 

ANDed with Pd[7] and Pd[5] is ANDed with Pd[1]. The resultant bits of these two AND operations 

are XORed to produce Td. The round function bit(fy) of P2 is obtained by XORing Tc and Td bits.   

Now, the left shift operation is performed on 13-bit P1 with fy (i.e., the bits of P1 are shifted 

to left by one bit and fy is inserted into LSB of P1) to produce P1_fy. Similarly, left shift operation 

is performed on 19-bit P2 with fx (i.e., the bits of P2 are shifted to left by one bit and fx is inserted 

into LSB of P2) to produce P2_fx. P1_fy and P2_fx are the generated outputs of the round function 

and they are given as the inputs for the next iteration. This round function is performed only once 

for each iteration. This process continues and P1_fy and P2_fx produced after 254 rounds will be 

combined into the final 32-bit ciphertext(C), such that MSB of C refers to MSB of P1_fy and LSB 

of C refers to LSB of P2_fx. 

The pseudo code for EELWE32 encryption process is given below which takes as an input 

a 32-bit plaintext, an expanded key and generates a 32-bit ciphertext as an output.  
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Pseudo Code 3. 5  EELWE32 Encryption process 

 

Input          : 32-bit Plaintext(P), Expanded key(ke) 

Output       : 32-bit Ciphertext(C) 

Pseudo code for EELWE32 Encryption 

Begin 

 P1 = P[31:19]; 

     P2 = P[18:0]; 

 for i=0 to 253 do 

  Pa[5:0] = P1[12:7]; 

Pb[6:0] = P1[6:0]; 

  Pc[7:0] = P2[18:11]; 

  Pd[10:0] = P2[10:0]; 

      //Computing Round function values fx and fy 

Ta = (Pa[5] ^ Pa[2])^ ke[2*i]; 

  Tb = (Pb[6] & Pb[3]) ^ (Pb[1] & IR[i]); 

  fx = Ta ^ Tb; 

  Tc = (Pc[7] ^ Pc[3]) ^ ke[2*i+1]; 

  Td = (Pd[10] & Pd[7]) ^ (Pd[5] & Pd[1]); 

  fy = Tc ^ Td; 

  //Performing Left shift 

  P1_fy = Shl(P1,fy); 

  P2_fx = Shl(P2,fx); 

  //Updating P1 and P2  
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  P1 = P1_fy; 

  P2 = P2_fx; 

 end 

       C={P1,P2}; 

End 

 

The decryption of EELWE32 can be performed by just following the reverse process of 

encryption. The pseudo code for EELWE32 decryption process is given below which takes as an 

input a 32-bit ciphertext, an expanded key and generates a 32-bit decrypted text as an output, which 

is similar to the plaintext.  

 

Pseudo Code 3. 6  EELWE32 Decryption process 

 

Input          : 32-bit Ciphertext(C), Expanded key(ke) 

Output       : 32-bit Decrypted text(D) 

Pseudo code for EELWE32 Decryption 

Begin 

 D1 = C[31:19]; 

      D2 = C[18:0]; 

      for i=253 to 0 do 

        //Obtaining Dfx and Dfy values 

          Dfy = D1[0]; 

          Dfx = D2[0]; 

  //Performing Right shift 

  D1_fy[11:0] = Shr(D1); 

          D2_fx[17:0] = Shr(D2); 
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          Da[4:0] = D1[11:7]; 

          Db[6:0] = D1[6:0]; 

  Dc[6:0] = D2[17:11]; 

  Dd[10:0] = D2[10:0]; 

  //Performing round function and Computing MSBs of DP1 an DP2 

  DTa = (Dfx ^ Da[2]) ^ ke[2*i]; 

  DTb = (Db[6] & Db[3]) ^ (Db[1] & IR[i]); 

  D1_fy[12] = DTa ^ DTb; 

   DTc = (Dfy ^ Dc[3]) ^ ke[2*i+1]; 

  DTd = (Dd[10] & Dd[7]) ^ (Dd[5] & Dd[1]); 

  D2_fx[18] = DTc ^ DTd; 

  //Updating D1 and D2   

  D1 = D1_fy; 

  D2 = D2_fx; 

       end 

       D={D1,D2}; 

End 

 

EELWE48 

EELWE48 works with a block size of 48-bits. It takes a 48-bit plaintext, an 80-bit key as 

an input and generates a 48-bit ciphertext. The working of EELWE48 is described as follows:   

The 48-bit plaintext(P) is split up into two parts P1 and P2. P1 is of 19 bits and P2 is of 29 

bits, where the MSB of P1 refers to the MSB of P and the LSB of P2 refers to the LSB of P. Now 

the round function is applied P1 and P2 where P1 is split up into two parts Pa and Pb and P2 is 

split up into two parts Pc and Pd. Pa is of 8 bits and the MSB of Pa refers to the MSB of P1 and 
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Pb is of 11 bits and the LSB of Pb refers to the LSB of P1. Similarly, Pc is of 12 bits and the MSB 

of Pc refers to the MSB of P2, and Pd is of 17 bits and the LSB of Pd refers to the LSB of P2.  

The ai bit positions of Pa are 7,3; bi bit positions of Pb are 10,6,4; ci bit positions of Pc are 

11,5; and di bit positions of Pd are 16,12,8,3. In EELWE48, the round function is performed twice 

per iteration and each part of plaintext will produce two round function bits. One with ai, bi, ci, di 

bit positions and the other with ai-1, bi-1, ci-1, di-1 bit positions. Ta1 is computed by performing 

the logical XOR of Pa[7], Pa[3] and ke[2*i], where i indicates the ith iteration and ke is the 

expanded key. Pb[10] is ANDed with Pb[6] and Pb[4] is ANDed with IR[i]. The resultant bits of 

these two AND operations are XORed to produce Tb1. The round function bit fx_1 of P1 is 

obtained by XORing Ta1 and Tb1 bits.  Similarly, Ta0 and Tb0 are computed using ai-1 and bi-1 

bit positions following the same non-linear logical functions. Ta0 is computed using Pa[6], Pa[3] 

and Tb0 is computed using Pb[9], Pb[5], Pb[3]. The round function bit fx_0 is obtained by XORing 

Ta0 and Tb0 bits.   

Tc1 is computed by performing the logical XOR of Pc[11], Pc[5] and ke[2*i+1]. Pd[16] is 

ANDed with Pd[12] and Pd[8] is ANDed with Pd[3]. The resultant bits of these two AND 

operations are XORed to produce Td1. The round function bit fy_1 of P2 is obtained by XORing 

Tc1 and Td1 bits.  Similarly, Tc0 and Td0 are computed using ci-1 and di-1 bit positions following 

the same non-linear logical functions. Tc0 is computed using Pc[10], Pc[4] and Td0 is computed 

using Pd[15], Pd[11], Pd[7], Pd[2]. The round function bit fy_0 of P2 is obtained by XORing Tc0 

and Td0 bits.   

Now, the left shift operation is performed twice on 19-bit P1 with fy_1 and fy_0 (i.e., the 

bits of P1 are shifted to left by two bits and fy_1, fy_0 are inserted into LSB of P1) to produce 

P1_fy. Similarly, left shift operation is performed twice on 29-bit P2 with fx_1 and fx_0 (i.e., the 

bits of P2 are shifted to left by two bits and fx_1, fx_0 are inserted into LSB of P2) to produce 

P2_fx. P1_fy and P2_fx are the generated outputs of the round function and they are given as the 

inputs for the next iteration. This process continues and P1_fy and P2_fx produced after 254 rounds 

will be combined into the final 48-bit ciphertext(C), such that MSB of C refers to MSB of P1_fy 

and LSB of C refers to LSB of P2_fx. 
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The pseudo code for EELWE48 encryption process is given below which takes as an input 

a 48-bit plaintext, an expanded key and generates a 48-bit ciphertext as an output.  

 

Pseudo Code 3. 7  EELWE48 Encryption process 

 

Input          : 48-bit Plaintext(P), Expanded key(ke) 

Output       : 48-bit Ciphertext(C) 

Pseudo code for EELWE48 Encryption 

Begin 

 P1 = P[47:29]; 

     P2 = P[28:0]; 

 for i=0 to 253 do 

  Pa[7:0] = P1[18:11]; 

Pb[10:0] = P1[10:0]; 

  Pc[11:0] = P2[28:17]; 

  Pd[16:0] = P2[16:0]; 

  //Computing round function values fx_1 and fx_0  

  Ta1 = (Pa[7] ^ Pa[3])^ ke[2*i]; 

  Tb1 = (Pb[10] & Pb[6]) ^ (Pb[4] & IR[i]); 

  fx_1 = Ta1 ^ Tb1; 

  Ta0 = (Pa[6] ^ Pa[2])^ ke[2*i]; 

  Tb0 = (Pb[9] & Pb[5]) ^ (Pb[3] & IR[i]); 

  fx_0 = Ta0 ^ Tb0; 

  //Computing round function values fy_1 and fy_0 

  Tc1 = (Pc[11] ^ Pc[5]) ^ ke[2*i+1]; 

  Td1 = (Pd[16] & Pd[12]) ^ (Pd[8] & Pd[3]); 



86 

 

  fy_1 = Tc1 ^ Td1; 

  Tc0 = (Pc[10] ^ Pc[4]) ^ ke[2*i+1]; 

  Td0 = (Pd[15] & Pd[11]) ^ (Pd[7] & Pd[2]); 

  fy_0 = Tc0 ^ Td0; 

  //Performing Left shift 

  P1_fy = Shl(P1,fy_1,fy_0); 

P2_fx = Shl(P2,fx_1,fx_0); 

  //Updating P1 and P2   

  P1 = P1_fy; 

  P2 = P2_fx; 

 end 

      C={P1,P2}; 

End 

 

The decryption of EELWE48 can be performed by just following the reverse process of 

encryption. The pseudo code for EELWE48 decryption process is given below which takes as an 

input a 48-bit ciphertext, an expanded key and generates a 48-bit decrypted text as an output, which 

is similar to the plaintext.  

 

Pseudo Code 3. 8  EELWE48 Decryption process 

 

Input          : 48-bit Ciphertext(C), Expanded key(ke) 

Output       : 48-bit Decrypted text(D) 

Pseudo code for EELWE48 Decryption 

Begin 

 D1 = C[47:29]; 
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      D2 = C[28:0]; 

      for i=253 to 0 do 

        //Obtaining Dfx and Dfy values 

          Dfy_1 = D1[1]; 

  Dfy_0 = D1[0]; 

          Dfx_1 = D2[1]; 

  Dfx_0 = D2[0]; 

  //Performing Right Shift twice  

  D1_fy[16:0] = Shr({D1,2}); //D1 is right shifted by two bits 

          D2_fx[26:0] = Shr({D2,2});  

  Da[7:0] = D1[18:11]; 

          Db[10:0] = D1[10:0]; 

  Dc[11:0] = D2[28:17]; 

  Dd[16:0] = D2[16:0]; 

  //Performing round function and Computing MSBs of D1_fy 

  DTa1 = (Dfx_1 ^ Da[3])^ ke[2*i]; 

  DTb1 = (Db[10] & Db[6]) ^ (Db[4] & IR[i]); 

  D1_fy[18] = DTa1 ^ DTb1; 

DTa0 = (Dfx_0 ^ Da[2])^ ke[2*i]; 

  DTb0 = (Db[9] & Db[5]) ^ (Db[3] & IR[i]); 

  D1_fy[17] = DTa0 ^ DTb0; 

  //Performing round function and Computing MSBs of D2_fx 

  DTc1 = (Dfy_1 ^ Dc[5]) ^ ke[2*i+1]; 

  DTd1 = (Dd[16] & Dd[12]) ^ (Dd[8] & Dd[3]); 
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  D2_fx[28] = DTc1 ^ DTd1; 

  DTc0 = (Dfy_0 ^ Dc[4]) ^ ke[2*i+1]; 

  DTd0 = (Dd[15] & Dd[11]) ^ (Dd[7] & Dd[2]); 

  D2_fx[27] = DTc0 ^ DTd0; 

//Updating D1 and D2   

  D1 = D1_fy; 

  D2 = D2_fx; 

      end 

      D={D1,D2}; 

End 

 

EELWE64 

EELWE64 works with a block size of 64-bits. It takes a 64-bit plaintext, an 80-bit key as 

an input and generates a 64-bit ciphertext. The working of EELWE64 is described as follows:   

The 64-bit plaintext(P) is split up into two parts P1 and P2. P1 is of 27 bits and P2 is of 37 

bits, where the MSB of P1 refers to the MSB of P and the LSB of P2 refers to the LSB of P. Now 

the round function is applied P1 and P2 where P1 is split up into two parts Pa and Pb and P2 is 

split up into two parts Pc and Pd. Pa is of 10 bits and the MSB of Pa refers to the MSB of P1 and 

Pb is of 17 bits and the LSB of Pb refers to the LSB of P1. Similarly, Pc is of 14 bits and the MSB 

of Pc refers to the MSB of P2, and Pd is of 23 bits and the LSB of Pd refers to the LSB of P2.  

The ai bit positions of Pa are 9,5; bi bit positions of Pb are 16,11,7; ci bit positions of Pc 

are 13,7; and di bit positions of Pd are 22,17,11,5. In EELWE64, the round function is performed 

thrice per iteration and each part of plaintext will produce three round function bits. First with ai, 

bi, ci, di bit positions, second with ai-1, bi-1, ci-1, di-1 bit positions and third with ai-2, bi-2, ci-2, 

di-2 bit positions. Ta2 is computed by performing the logical XOR of Pa[9], Pa[5] and ke[2*i], 

where i indicates the ith iteration and ke is the expanded key. Pb[16] is ANDed with Pb[11] and 
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Pb[7] is ANDed with IR[i]. The resultant bits of these two AND operations are XORed to produce 

Tb2. The round function bit fx_2 of P1 is obtained by XORing Ta2 and Tb2 bits.  Next, Ta1 and 

Tb1 are computed using ai-1 and bi-1 bit positions following the same non-linear logical functions. 

Ta1 is computed using Pa[8], Pa[4] and Tb1 is computed using Pb[15], Pb[10], Pb[6]. The round 

function bit fx_1 is obtained by XORing Ta1 and Tb1 bits. Similarly, Ta0 and Tb0 are computed 

using ai-2 and bi-2 bit positions following the same non-linear logical functions. Ta0 is computed 

using Pa[7], Pa[3] and Tb0 is computed using Pb[14], Pb[9], Pb[5]. The round function bit fx_0 is 

obtained by XORing Ta0 and Tb0 bits.   

Tc2 is computed by performing the logical XOR of Pc[13], Pc[7] and ke[2*i+1]. Pd[22] is 

ANDed with Pd[17] and Pd[11] is ANDed with Pd[5]. The resultant bits of these two AND 

operations are XORed to produce Td2. The round function bit fy_2 of P2 is obtained by XORing 

Tc2 and Td2 bits. Next, Tc1 and Td1 are computed using ci-1 and di-1 bit positions following the 

same non-linear logical functions. Tc1 is computed using Pc[12], Pc[6] and Td1 is computed using 

Pd[21], Pd[16], Pd[10], Pd[4]. The round function bit fy_1 of P2 is obtained by XORing Tc1 and 

Td1 bits.  Similarly, Tc0 and Td0 are computed using ci-2 and di-2 bit positions following the 

same non-linear logical functions. Tc0 is computed using Pc[11], Pc[5] and Td0 is computed using 

Pd[20], Pd[15], Pd[9], Pd[3]. The round function bit fy_0 of P2 is obtained by XORing Tc0 and 

Td0 bits.   

Now, the left shift operation is performed thrice on 27-bit P1 with fy_2,fy_1 and fy_0 (i.e., 

the bits of P1 are shifted to left by three bits and fy_2, fy_1, fy_0 are inserted into LSB of P1) to 

produce P1_fy. Similarly, left shift operation is performed thrice on 37-bit P2 with fx_2, fx_1 and 

fx_0 (i.e., the bits of P2 are shifted to left by three bits and fx_2, fx_1, fx_0 are inserted into LSB 

of P2) to produce P2_fx. P1_fy and P2_fx are the generated outputs of the round function and they 

are given as the inputs for the next iteration. This process continues and P1_fy and P2_fx produced 

after 254 rounds will be combined into the final 64-bit ciphertext(C), such that MSB of C refers to 

MSB of P1_fy and LSB of C refers to LSB of P2_fx. 

The pseudo code for EELWE64 encryption process is given below which takes as an input 

a 64-bit plaintext, an expanded key and generates a 64-bit ciphertext as an output.  
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Pseudo Code 3. 9  EELWE64 Encryption process 

 

Input          : 64-bit Plaintext(P), Expanded key(ke) 

Output       : 64-bit Ciphertext(C) 

Pseudo code for EELWE64 Encryption 

Begin 

 P1 = P[63:37]; 

     P2 = P[36:0]; 

 for i=0 to 253 do 

  Pa[9:0] = P1[26:17]; 

  Pb[16:0] = P1[16:0]; 

   Pc[13:0] = P2[36:23]; 

   Pd[22:0] = P2[22:0]; 

  //Computing round function values fx_2, fx_1 and fx_0  

  Ta2 = (Pa[9] ^ Pa[5])^ ke[2*i]; 

  Tb2 = (Pb[16] & Pb[11]) ^ (Pb[7] & IR[i]); 

  fx_2 = Ta2 ^ Tb2; 

Ta1 = (Pa[8] ^ Pa[4])^ ke[2*i]; 

  Tb1 = (Pb[15] & Pb[10]) ^ (Pb[6] & IR[i]); 

  fx_1 = Ta1 ^ Tb1; 

  Ta0 = (Pa[7] ^ Pa[3])^ ke[2*i]; 

  Tb0 = (Pb[14] & Pb[9]) ^ (Pb[5] & IR[i]); 

  fx_0 = Ta0 ^ Tb0; 

  //Computing round function values fy_2, fy_1 and fy_0 
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  Tc2 = (Pc[13] ^ Pc[7]) ^ ke[2*i+1]; 

  Td2 = (Pd[22] & Pd[17]) ^ (Pd[11] & Pd[5]); 

  fy_2 = Tc2 ^ Td2; 

Tc1 = (Pc[12] ^ Pc[6]) ^ ke[2*i+1]; 

  Td1 = (Pd[21] & Pd[16]) ^ (Pd[10] & Pd[4]); 

  fy_1 = Tc1 ^ Td1; 

  Tc0 = (Pc[11] ^ Pc[5]) ^ ke[2*i+1]; 

  Td0 = (Pd[20] & Pd[15]) ^ (Pd[9] & Pd[3]); 

  fy_0 = Tc0 ^ Td0; 

    

  //Performing Left shift 

  P1_fy = Shl(P1,fy_2,fy_1,fy_0);  

P2_fx = Shl(P2,fx_2,fx_1,fx_0); 

  

  //Updating P1 and P2   

  P1 = P1_fy; 

  P2 = P2_fx; 

 end 

      C={P1,P2}; 

End 

 

The decryption of EELWE64 can be performed by just following the reverse process of 

encryption. The pseudo code for EELWE64 decryption process is given below which takes as an 
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input a 64-bit ciphertext, an expanded key and generates a 64-bit decrypted text as an output, which 

is similar to the plaintext.  

 

Pseudo Code 3. 10  EELWE64 Decryption process 

 

Input          : 64-bit Ciphertext(C), Expanded key(ke) 

Output       : 64-bit Decrypted text(D) 

Pseudo code for EELWE64 Decryption 

Begin 

 D1 = C[63:37]; 

      D2 = C[36:0]; 

      for i=253 to 0 do 

        //Obtaining Dfx and Dfy values 

          Dfy_2 = D1[2]; 

Dfy_1 = D1[1]; 

  Dfy_0 = D1[0]; 

  Dfx_2 = D2[2]; 

          Dfx_1 = D2[1]; 

  Dfx_0 = D2[0]; 

    

          //Performing Right Shift thrice  

  D1_fy[23:0] = Shr({D1,3}); //D1 is right shifted by three bits 

          D2_fx[33:0] = Shr({D2,3}); 

    

          Da[9:0] = D1[26:17]; 
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          Db[16:0] = D1[16:0]; 

  Dc[13:0] = D2[36:23]; 

  Dd[22:0] = D2[22:0]; 

    

  //Performing round function and Computing MSBs of D1_fy 

  DTa2 = (Dfx_2 ^ Da[5])^ ke[2*i]; 

  DTb2 = (Db[16] & Db[11]) ^ (Db[7] & IR[i]); 

  D1_fy[26] = DTa2 ^ DTb2; 

 

DTa1 = (Dfx_1 ^ Da[4])^ ke[2*i]; 

  DTb1 = (Db[15] & Db[10]) ^ (Db[6] & IR[i]); 

  D1_fy[25] = DTa1 ^ DTb1; 

 

DTa0 = (Dfx_0 ^ Da[3])^ ke[2*i]; 

  DTb0 = (Db[14] & Db[9]) ^ (Db[5] & IR[i]); 

  D1_fy[24] = DTa0 ^ DTb0; 

    

  //Performing round function and Computing MSBs of D2_fx 

  DTc2 = (Dfy_2 ^ Dc[7]) ^ ke[2*i+1]; 

  DTd2 = (Dd[22] & Dd[17]) ^ (Dd[11] & Dd[5]); 

  D2_fx[36] = DTc2 ^ DTd2; 

 

DTc1 = (Dfy_1 ^ Dc[6]) ^ ke[2*i+1]; 

  DTd1 = (Dd[21] & Dd[16]) ^ (Dd[10] & Dd[4]); 
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  D2_fx[35] = DTc1 ^ DTd1; 

    

  DTc0 = (Dfy_0 ^ Dc[5]) ^ ke[2*i+1]; 

  DTd0 = (Dd[20] & Dd[15]) ^ (Dd[9] & Dd[3]); 

  D2_fx[34] = DTc0 ^ DTd0; 

 

//Updating D1 and D2   

  D1 = D1_fy; 

  D2 = D2_fx; 

      end 

      D={D1,D2}; 

End 
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3.3 Objective-3 

To measure the performance of proposed lightweight encryption algorithm using the metric 

MSEC (Metric for Security vs. Energy Consumption). 

Researchers have proposed various metrics to measure the performance of lightweight 

encryption algorithms. Based on the type of the implementation of encryption algorithm, the 

metrics were proposed.  

3.3.1 Hardware Performance Metrics 

The hardware metrics that are available are described below:  

 Throughput: 

o Throughput of an encryption algorithm is measured using the parameters block 

size, clock cycles and frequency[147]. It is calculated using the following equation. 

 

 Larger the throughput value, better is the performance of an encryption algorithm. 

 Area: 

o Design area of an encryption algorithm is measured either in form of GE(Gate 

Equivalent) or LUT(Look Up Tables) [142]. One LUT is equivalent to six NAND 

GE.  

Smaller the GE, efficient is the encryption algorithm. Any algorithm that exceeds 3000GE 

is considered as an inefficient algorithm. 

 Throughput-to-Area: 

o Throughput-to-Area of an encryption algorithm is measured using the throughput 

and area metrics [147]. It is calculated using the following equation. 

 

Larger the throughput-to-area value, better is the performance of an encryption algorithm. 
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 Energy-per-bit: 

o Energy-per-bit is measured using the parameters block size, frequency, power and 

clock cycles [147]. It is calculated using the following equation. 

 

Lesser the energy-per-bit value, better is the efficiency of encryption algorithm.  

 Hardware Efficiency: 

o Hardware efficiency of an encryption algorithm is measured using the parameters 

throughput and GE complexity [146]. It is calculated using the following equation. 

 

Larger the hardware efficiency value, better is the performance of an encryption algorithm. 

3.3.2 Software Performance Metrics 

The software performance metrics that are available are mainly based on the code size of 

an encryption algorithm. Few such metrics are described below: 

 Combined Metric: 

o The performance of an encryption algorithm is measured using combined metric 

that is mainly based on the parameters such as code size in bytes and cycle count 

of an algorithm [139]. It is measured using the following equation. 

 

Smaller the metric value, better is the encryption algorithm. 

 Combined Metric with Block Size: 

o Combined metric with block size is another software metric that is measured based 

on the parameters such as code size, cycle count and block size of an encryption 

algorithm [134]. It is measured using the following equation. 
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Smaller the metric value, better is the encryption algorithm. 

 Software Efficiency: 

o Software efficiency of an encryption algorithm is measured based on the parameters 

such as throughput and code size of an algorithm [146]. It is calculated using the 

following equation. 

 

Larger the software efficiency value, better is the performance of an encryption algorithm. 

All the metrics described measures the performance of a lightweight encryption algorithm 

based only on the implementation parameters. While discussing about an encryption algorithm, 

one important thing to be considered is the security parameter. So, there must be a metric that 

measures the performance of a lightweight encryption algorithm based on the implementation 

parameters as well as security parameter. Since EELWE is hardware implemented energy efficient 

lightweight encryption algorithm, the performance of an EELWE must be measured considering 

both the energy and the security parameters. Hence, a metric called MSEC (Metric for Security Vs 

Energy consumption) is used to measure the performance of light weight encryption algorithms 

w.r.t to energy consumption and security. 

3.3.3 Metric for Security Versus Energy Consumption (MSEC) 

 The metric MSEC is computed based on the parameters such as energy consumption and 

security of an algorithm.  Energy consumption of an algorithm is computed using the algorithm 

proposed in objective1. To find out the security level of an algorithm, first the number of 

encryption operations that can be carried out is to be computed. Based on this value, the security 

level or the key length of an encryption algorithm can be obtained. Next, using the Moore’s law, 

the year till which the encryption algorithm provides security is to be calculated. Finally, the 

MSEC value can be computed by dividing the secured years left with normalized energy, where 
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secured years left is computed as: year till which the cipher provides adequate protection minus 

the current year.  

3.3.4 Algorithm for computing MSEC value 

Step by step process of calculating MSEC value is given below: 

 Input: Processor Capacity in Flops, Clock cycles to encrypt block of data 

 Output: Metric value for Security v/s Energy Consumption 

 Algorithm: 

1. Compute the number of encryption operations that N systems can perform in M years. 

            O = (P / C) * 60 * 60 * 24 * 365 * M * N 

      where P = Processor Capability in Flops 

                C = Cycles needed to encrypt one data block 

2. Obtain the security level (Key length) 

3. Compute the year till which the cipher will provide adequate protection using Moore’s 

Law. 

Y(γ) = Proposed Year + 3(γ -56)/2 

4. Calculate the number of secured years left. 

No. of Secured Years left = Y(γ) – Current Year 

5. Measure the performance of proposed algorithm using the metric for Security v/s 

Energy Consumption. 

MSEC = (No. of Secured years left) / (Normalized energy)  

 Larger metric value indicates better security algorithm. EELWE offers security up to the 

yr.   2317 and exhibited an MSEC of 928.13, which is larger compared to most lightweight 

encryption algorithms. 

 Apart from the MSEC, the performance of an EELWE algorithm is also measured using 

the different hardware performance metrics such as throughput, area, energy, and hardware 

efficiency.    
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3.4 Conclusion 

In this chapter, a new Energy Efficient Lightweight Encryption (EELWE) algorithm is 

proposed in this thesis. EELWE is implemented in three variants EELWE32, EELWE48 and 

EELWE64 of block sizes 32-bit, 48-bit and 64-bit respectively. All the variants use an 80-biy key. 

Results are simulated in Xilinx environment and EELWE has consumed less energy compared to 

other existing lightweight encryption algorithms. Both encryption and decryption process are 

simulated, and the energy consumption of variable rounds are recorded. EELWE32, EELWE48 

and EELWE64 has consumed an energy of 4979.92 pJ/bit, 4741.96 pJ/bit, and 5072.69 pJ/bit 

respectively for 254 rounds. From the observations, it is concluded that EELWE64 obtains the 

minimal energy consumption at r = 16 rounds i.e., 381.05 pJ/bit. To have better security, it is 

suggested to undergo 254 rounds which consumes an energy of 5072.69 pJ/bit. Even this value is 

far less than energy consumed by other algorithms.  

The metric MSEC is used to analyze the performance of an EELWE w.r.t security vs 

energy consumption. MSEC is inversely proportional to the energy consumed. Lesser the energy 

consumption, greater will be metric value. EELWE can provide security up to the year 2317 and 

has exhibited a better MSEC value of 928.13. Greater the MSEC value, more efficient is the 

encryption algorithm. Hence, it is concluded that EELWE algorithm will secure the data for greater 

number of years, before it can be broken.  
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Chapter 4. EXPERIMENTATION AND RESULTS 

 

4.1 Implementation and Results 

The proposed EELWE algorithm is implemented in Xilinx ISE design suite 14.7 for 

windows 10. Xilinx ISE is a legacy IDE (Integrated Development Environment) for Xilinx brand 

FPGAs (Field Programmable Gate Array). FPGA means a reconfigurable hardware. Now, coming 

to fpga, you can implement any digital hardware which you want on FPGA. For this first you 

should design your hardware then after you should code it in any HDL Language(verilog/VHDL) 

then after you should generate bit file using your FPGA vendor tool (Xilinx ISE, vivado - Xilinx 

company tools) then after you should program your FPGA using that bit file. 

If you want to work with FPGA then you should be familiar with any HDL language and 

digital logic design basics should be strong 

 ISE enables the developer to synthesize their designs, perform timing analysis, examine 

RTL diagrams, simulate a design's reaction to different stimuli, and configure the target device 

with the programmer.  The Xilinx ISE is primarily used for circuit synthesis and design. The latest 

versions are ISE 14.7 and ISE 14.7 for Windows 10. 

To work on Xilinx, one should have knowledge the about modules, testbench, datapath, 

wires, and registers. Once the Xilinx is installed, then you will have to create ‘.v’ files with input 

and output ports defined along with correct operations performed on them. Then you will have to 

create a data path which consists of the connections between all components. The data path will 

contain all the components. Then you will have to create a testbench which will be used to provide 

inputs and extract output.  

After implementing the EELWE in Xilinx ISE 14.7, the encryption and decryption results 

of EELWE32, EELWE48 and EELWE64 are presented through the figures Fig. 4.1 to Fig. 4.6, 

respectively. The simulated results show plaintext (P), input key (ki), expanded key (ke), IR vector, 

ciphertext(C) and the decrypted text (D). 
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The design code and testbench code for all the three versions of EELWE are written 

separately using Verilog HDL. The logic part of encryption and decryption are written in design 

code and the inputs are provided in testbench code.  

The 32-bit plaintext “BP80” (represented in ASCII) is given as an input in testbench code 

for EELWE32. When the testbench code is simulated, the round function of EELWE32 undergone 

254 iterations and it produced the resultant ciphertext as “ M_`< ” (represented in ASCII). To 

check the correctness of the encryption result, the decryption process is also simulated which takes 

the ciphertext “ M_`< ” as an input, undergone 254 iterations of reverse round function and it 

produced the resultant decrypted text as “BP80”. This decrypted text is same the plaintext. The 

simulation results of EELWE32, where data is represented in ASCII is shown in Fig. 4.1.  

 

Fig 4. 1 Implementation results for EELWE32 with data represented in ASCII 

The simulation results of EELWE32, where data represented in hexadecimal is shown in 

Fig. 4.2. The plaintext is taken as “42503830” (represented in hexadecimal) and when simulated, 

EELWE32 produced the resultant ciphertext as “4DFA603C” (represented in hexadecimal). The 

decryption process has taken the generated ciphertext as an input and the simulation produced the 

resultant decrypted text as “42503830”, which is same as the plaintext taken.  
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Fig 4. 2 Implementation results for EELWE32 with data represented in Hexadecimal. 

The 48-bit plaintext “120/80” (represented in ASCII) is given as an input in testbench code 

for EELWE48. When the testbench code is simulated, the round function of EELWE48 undergone 

254 iterations and it produced the resultant ciphertext as “px3J__” (represented in ASCII). To 

check the correctness of the encryption result, the decryption process is also simulated which takes 

the ciphertext “px3J__” as an input, undergone 254 iterations of reverse round function and it 

produced the resultant decrypted text as “120/80”. This decrypted text is same the plaintext.  The 

simulation results of EELWE48, where data is represented in ASCII is shown in Fig. 4.3.  

The simulation results of EELWE48, where data represented in hexadecimal is shown in 

Fig. 4.4. The plaintext is taken as “3132302F3830” (represented in hexadecimal) and when 

simulated, EELWE48 produced the resultant ciphertext as “7078334AF0A8” (represented in 

hexadecimal). The decryption process has taken the generated ciphertext as an input and the 

simulation produced the resultant decrypted text as “3132302F3830”, which is same as the 

plaintext taken.  
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Fig 4. 3  Implementation results for EELWE48 with data represented in ASCII 

 

 

Fig 4. 4  Implementation results for EELWE48 with data represented in Hexadecimal. 
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The simulation results of EELWE64, where data is represented in ASCII is shown in 

Fig.5a. The 64-bit plaintext “BP120/80” (represented in ASCII) is given as an input in testbench 

code for EELWE64. When the testbench code is simulated, the round function of EELWE64 

undergone 254 iterations and it produced the resultant ciphertext as “__$____P” (represented in 

ASCII). To check the correctness of the encryption result, the decryption process is also simulated 

which takes the ciphertext “__$____P” as an input, undergone 254 iterations of reverse round 

function and it produced the resultant decrypted text as “BP120/80”. This decrypted text is same 

the plaintext.  The simulation results of EELWE64, where data is represented in ASCII is shown 

in Fig. 4.5.  

 

Fig 4. 5  Implementation results for EELWE64 with data represented in ASCII 

The simulation results of EELWE64, where data represented in hexadecimal is shown in 

Fig. 4.6. The plaintext is taken as “42503132302F3830” (represented in hexadecimal) and when 

simulated, EELWE64 produced the resultant ciphertext as “BA0C241D0209E370” (represented 

in hexadecimal). The decryption process has taken the generated ciphertext as an input and the 

simulation produced the resultant decrypted text as “42503132302F3830”, which is same as the 

plaintext taken.  
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Fig 4. 6  Implementation results for EELWE64 with data represented in Hexadecimal. 

The three versions of EELWE are implemented and tested for various iterations of 2n where 

n = 0, 1, 2, 3, 4, 5, 6, 7, 8. The input text and the encrypted cipher text for each of these iterations 

are recorded in the table. Also, the constants required in calculation of energy consumption are 

identified from the implementation results of various iterations. Using the constant’s values 

identified, the different parameters of energy consumption such as time, effective design area, 

power are calculated. Finally, based on these parameter values, the energy consumed per block 

and energy consumed per bit of an encryption algorithm is calculated.   

Table 4.1, Table 4.3, and Table 4.5 show the values of various energy consumption 

parameters for EELWE32, EELWE48, and EELWE64, respectively. When EELWE32, 

EELWE48 and EELWE64 code is executed using Xilinx ISE 14.7 and the following parameter 

values have been noted down for analysis. The observations made are tabulated below. Later the 

same values are compared with the values of existing algorithms. 

 
  



107 

 

Table  4. 1  Parameter values obtained for EELWE32 

 

 

Table  4. 2  Observations made from the above table 4.1 

Parameter EELWE32 

Look Up Tables Remained as 3% till 16 rounds and increased to 7% as 

the no of rounds increased to 254 

Number of Flip Flops 572 irrespective of no of rounds 

Number of XOR gates Increasing with no of rounds. 1444 for 254 rounds 

Input arrival time before clock 

(ns) (Minimum) for simulation 

Increasing with no of rounds. 101.91 ns for 254 rounds 

Maximum time (ns) required 

for generating Output after 

clock is applied 

0.640 ns and is constant irrespective of no of rounds 

CPU Usage(ms) Varying marginally between 484 ms to 578 ms for the 

rounds 1 to 254 

Cipher Text in HEX Changes with the no of rounds 

Cycles per Block Decreasing from 256 to 3 with the increase in no of 

rounds from 1 to 254 

Tr1 Time consumed for One 

Round of simulation 

Is constant and is 0.0001486 
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Time for One Cycle Increasing marginally from round 1 (0.01414586) 

 to round 254 (0.05104844) 

Time required for encrypting 

One Block of data 

Decreasing as the no of rounds are increasing from 1 

(3.62134016) to 254 (0.15314532) 

Throughput Increasing gradually as the no of rounds are increasing 

from 1 (8.836507643) to 254 (208.9518635) 

Ar Effective Area of 

Implementation for R rounds 

Increasing as the no of rounds are increasing from 1 (30 

) to 254 (2831.200999) 

AD Effective Design Area 

consumed for one block of data  

Increasing as the no of rounds are increasing from 1 

(206) to 254 (3007.200999) 

Power P in pico watts Increasing as the no of rounds are increasing from 1 

(14067.4374 to 254 (1040564.5780) 

Eb Energy per Bit Is decreasing as the no of rounds are increasing till 16 

and then increasing. Indicating that minimum energy is 

consumed when no of rounds are 16. 

 

Table  4. 3  Parameter values obtained for EELWE48 

 

 
  



109 

 

Table  4. 4  Observations made from the above table 4.3 

Parameter EELWE48 

Look Up Tables Remained as 3% till 16 rounds and increased to 7% as 

the no of rounds increased to 254 

Number of Flip Flops 604 irrespective of no of rounds 

Number of XOR gates Increasing with no of rounds. 2460 for 254 rounds 

Input arrival time before 

clock (ns) (Minimum) for 

simulation 

Increasing with no of rounds. 179.32 ns for 254 rounds 

Maximum time (ns) required 

for generating Output after 

clock is applied 

0.640 ns and is constant irrespective of no of rounds 

CPU Usage(ms) Varying marginally between 546 ms to 515 ms for the 

rounds 1 to 254 

Cipher Text in HEX Changes with the no of rounds 

Cycles per Block Decreasing from 256 to 3 with the increase in no of 

rounds from 1 to 254 

Tr1 Time consumed for One 

Round of simulation 

Is constant and is 0.00014729 

Time for One Cycle Increasing marginally from round 1 (0.01414729) 

 to round 254 (0.05141166) 

Time required for encrypting 

One Block of data 

Decreasing as the no of rounds are increasing from 1 

(3.62170624) to 254 (0.15423498) 

Throughput Increasing gradually as the no of rounds are increasing 

from 1 (13.25342168) to 254 (311.2134485) 

Ar Effective Area of 

Implementation for R rounds 

Increasing as the no of rounds are increasing from 1 

(30) to 254 (4071.250216) 

AD Effective Design Area 

consumed for one block of 

data  

Increasing as the no of rounds are increasing from 1 

(254) to 254 (4295.250216) 

Power P in pico watts Increasing as the no of rounds are increasing from 1 

(17343.53364) to 254 (1475760.553) 

Eb Energy per Bit Is decreasing as the no of rounds are increasing till 16 

and then increasing. Indicating that minimum energy is 

consumed when no of rounds are 16. 

 



110 

 

Table  4. 5  Parameter values obtained for EELWE64 

 

 

Table  4. 6  Observations made from the above table 4.5 

Parameter EELWE64 

Look Up Tables Remained as 3% till 16 rounds and increased to 10% as 

the no of rounds increased to 254 

Number of Flip Flops 636 irrespective of no of rounds 

Number of XOR gates Increasing with no of rounds. 3476 for 254 rounds 

Input arrival time before clock 

(ns) (Minimum) for simulation 

Increasing with no of rounds. 211.652 ns for 254 rounds 

Maximum time (ns) required 

for generating Output after 

clock is applied 

0.640 ns and is constant irrespective of no of rounds 

CPU Usage(ms) Varying marginally between 625 ms to 515 ms for the 

rounds 1 to 254 

Cipher Text in HEX Changes with the no of rounds 

Cycles per Block Decreasing from 256 to 3 with the increase in no of 

rounds from 1 to 254 

Tr1 Time consumed for One 

Round of simulation 

Is constant and is 0.00014872 
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Time for One Cycle Increasing marginally from round 1 (0.01414872) 

 to round 254 (0.05177488) 

Time required for encrypting 

One Block of data 

Decreasing as the no of rounds are increasing from 1 

(3.62207232) to 254 (0.15532464) 

Throughput Increasing gradually as the no of rounds are increasing 

from 1 (17.66944289) to 254 (412.0402275) 

Ar Effective Area of 

Implementation for R rounds 

Increasing as the no of rounds are increasing from 1 (30) 

to 254 (5854.433624) 

AD Effective Design Area 

consumed for one block of data  

Increasing as the no of rounds are increasing from 1 

(302) to 254 (6126.433624) 

Power P in pico watts Increasing as the no of rounds are increasing from 1 

(20618.96765) to 254 (2090151.122) 

Eb Energy per Bit Is decreasing as the no of rounds are increasing till 16 

and then increasing. Indicating that minimum energy is 

consumed when no of rounds is 16. 

The graphical representation of energy consumption of EELWE32, EELWE48 and 

EELWE64 are shown in Fig. 4.7, Fig. 4.8 and Fig. 4.9 respectively. 

 

Fig 4. 7  Energy consumption for EELWE32 
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Energy consumed is decreasing from 1591.97 pj/bit at one round to 515.33 pj/bit at 16 

rounds. This is the minimum energy consumed value for EELWE32. After that as the number of 

rounds are increasing the energy consumed is also increasing gradually till 254 rounds. The value 

at 254 rounds is 4979.92 pj/bit. Indicating that minimum energy is consumed when no of rounds 

is 16. 

 

Fig 4. 8  Energy consumption for EELWE48 

Energy consumed is decreasing from 1308.61 pj/bit at one round to 421.54 pj/bit at 16 

rounds. This is the minimum energy consumed value for EELWE32. After that as the number of 

rounds are increasing the energy consumed is also increasing gradually till 254 rounds. The value 

at 254 rounds is 4741.96 pj/bit. Indicating that minimum energy is consumed when no of rounds 

is 16. 
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Fig 4. 9  Energy consumption for EELWE64 

Energy consumed is decreasing from 1166.93 pj/bit at one round to 381.05 pj/bit at 16 

rounds. This is the minimum energy consumed value for EELWE32. After that as the number of 

rounds are increasing the energy consumed is also increasing gradually till 254 rounds. The value 

at 254 rounds is 5072.69 pj/bit. Indicating that minimum energy is consumed when no of rounds 

is 16. 

As per the resultant graphs, minimum energy is consumed at 16 rounds in all the three 

versions. Of all three versions, minimal energy consumption (381pJ) is achieved by EELWE64 

at r = 16 rounds. But to have high security it is recommended to undergo 254 rounds. 

As the number of rounds are increasing, 

 The synthesis tool optimizes logic better. This is the source for the decay component. 

 The logic becomes more complex with many levels. This results in increasing glitch power and 

energy. This is a one source for energy growth component. 

This analysis justifies the decay and growth components in the energy trend.  
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4.2 Result Analysis 

The performance of the proposed EELWE algorithm is measured by considering five 

metrics namely Area, Energy, Throughput, Hardware efficiency and MSEC.  

4.2.1 Algorithms with 64-bit block size 

4.2.1.1 Area 

The algorithm will consume less energy if the effective design area is smaller.  If the area 

is greater than 3000GE, then the algorithm is not considered as efficient [146]. The computed 

metric values w.r.t area are presented in Table 4.7 and the graphical representation of performance 

of algorithms w.r.t area is presented in Fig 4.10. 

    Table  4. 7  Metric value w.r.t Area  

       

                                                                                             Fig 4. 10  Performance w.r.t Area  

When Area has been calculated among thirteen algorithms which are using 64-bit block 

size, it is observed that effective area of EELWE is smaller. Area of EELWE is 1086GE. Hence, 

it can be concluded that EELWE can be considered as efficient. 

4.2.1.2 Energy 

An algorithm is considered to be best suitable for usage in resource constraint devices only 

when it consumes lesser energy during data processing. Lesser the energy consumed, longer will 

be the lifetime of resource constraint device implanted. The computed metric values w.r.t energy 
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are presented in Table 4.8 and the graphical representation of performance of algorithms w.r.t 

energy is presented in Fig 4.11. 

Table  4. 8  Metric value w.r.t Energy consumed.  

     
                                                                                           Fig 4. 11  Performance w.r.t Energy consumed.  

When energy has been calculated among thirteen algorithms which are using 64-bit block 

size, EELWE has consumed less energy (0.0406 J/byte). Hence, it can be concluded that 

performance of EELWE is superior. 

4.2.1.3 Throughput 

When any lightweight algorithm that produces high throughput, it will be considered as 

efficient. But in resource constraint devices, energy consumed by the algorithm is more important. 

The computed metric values w.r.t throughput are presented in Table 4.9 and the graphical 

representation of performance of algorithms w.r.t throughput is presented in Fig 4.12.  
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Table  4. 9  Metric value w.r.t Throughput 

      
                                                                                                 Fig 4. 12  Performance w.r.t Throughput  

When throughput has been calculated among thirteen algorithms which are using 64-bit 

block size, EELWE has exhibited medium throughput (356 kbps). 

4.2.1.4 Hardware Efficiency 

Hardware efficiency is computed as Throughput/Area. When any lightweight algorithm 

that produces high hardware efficiency, it will be considered as efficient. The computed metric 

values w.r.t hardware efficiency are presented in Table 4.10 and the graphical representation of 

performance of algorithms w.r.t hardware efficiency is presented in Fig 4.13. 

Table  4. 10  Metric value w.r.t H/W Efficiency 

                
                                                                                      Fig 4. 13  Performance w.r.t Hardware Efficiency 
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When hardware efficiency has been calculated among thirteen algorithms which are using 

64-bit block size, EELWE has exhibited larger hardware efficiency(0.3278 kbps/GE). Hence, it 

can be concluded that performance of EELWE is superior. 

4.2.1.5 MSEC  

MSEC is used to measure the performance of light weight encryption algorithms w.r.t to 

energy consumption and security.  When an algorithm produces larger MSEC value, it is 

considered to be better security algorithm. The computed metric values w.r.t MSEC are presented 

in Table 4.11 and the graphical representation of performance of algorithms w.r.t throughput is 

presented in Fig 4.14.  

 Table  4. 11  Metric value w.r.t MSEC 

           

                                                                                             Fig 4. 14  Performance w.r.t MSEC 

A larger metric value indicates better security v/s energy consumption trade-off while a 

negative metric value implies that for the current technology, the cipher is no safer for usage. When 

MSEC value has been calculated among thirteen algorithms which are using 64-bit block size, 

EELWE has exhibited larger MSEC value of 928.13. Hence, it can be concluded that performance 

of EELWE is superior. 
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4.2.1.6 Energy Vs MSEC  

Fig.4.15 depicts how the MSEC value is being affected w.r.t to the energy consumed by an 

encryption algorithm. 

 

Fig 4. 15  Energy Vs MSEC 

4.2.2 Algorithms with 64-bit block size and 80-bit key size  

4.2.2.1 Area  

For the algorithms with 64-bit block size and 80-bit key size, the computed metric values 

w.r.t area are presented in Table 4.12 and the graphical representation of performance w.r.t area is 

presented in Fig 4.16. 

    Table  4. 12  Metric value w.r.t Area 

         

                                                                                                  Fig 4. 16  Performance w.r.t Area 
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When Area has been calculated among five algorithms which are using 64-bit block size 

and 80-bit key size, it is observed that effective area of EELWE is smaller. Hence, it can be 

concluded that performance of EELWE is superior. 

4.2.2.2 Energy  

For the algorithms with 64-bit block size and 80-bit key size, the computed metric values 

w.r.t energy are presented in Table 4.13 and the graphical representation of performance w.r.t 

energy is presented in Fig 4.17. 

Table  4. 13  Metric value w.r.t Energy consumed. 

      

                                                                                           Fig 4. 17  Performance w.r.t Energy consumed. 

When energy has been calculated among five algorithms which are using 64-bit block size 

and 80-bit key size, EELWE has consumed less energy. Hence, it can be concluded that 

performance of EELWE is superior. 

4.2.2.3 Throughput  

For the algorithms with 64-bit block size and 80-bit key size, the computed metric values 

w.r.t throughput are presented in Table 4.14 and the graphical representation of performance w.r.t 

throughput is presented in Fig 4.18. 
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Table  4. 14  Metric value w.r.t Throughput 

       

                                                                                                    Fig 4. 18  Performance w.r.t Throughput 

When throughput has been calculated among five algorithms which are using 64-bit block 

size and 80-bit key size, EELWE has exhibited better throughput. Hence, it can be concluded that 

performance of EELWE is second best. 

4.2.2.4 Hardware Efficiency  

For the algorithms with 64-bit block size and 80-bit key size, the computed metric values 

w.r.t hardware efficiency are presented in Table 4.15 and the graphical representation of 

performance w.r.t hardware efficiency is presented in Fig 4.19. 

Table  4. 15  Metric value w.r.t H/W Efficiency 

       

                                                                                          Fig 4. 19  Performance w.r.t Hardware Efficiency 
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When hardware efficiency has been calculated among five algorithms which are using 64-

bit block size and 80-bit key size, EELWE has exhibited larger hardware efficiency. Hence, it can 

be concluded that performance of EELWE is superior. 

4.2.2.5 MSEC 

For the algorithms with 64-bit block size and 80-bit key size, the computed metric values 

w.r.t MSEC are presented in Table 4.16 and the graphical representation of performance w.r.t 

MSEC is presented in Fig 4.20. 

       Table  4. 16  Metric value w.r.t MSEC 

   

                                                                                                   Fig 4. 20  Performance w.r.t MSEC 

When MSEC value has been calculated among five algorithms which are using 64-bit block 

size and 80-bit key size, EELWE has exhibited larger MSEC value. Hence, it can be concluded 

that performance of EELWE is superior. 

4.2.3 Ranking of Algorithms 

The proposed EELWE algorithm is ranked the best among all algorithms using 64-bit block 

size and 80-bit key size. From Table 4.17, it can be concluded that EELWE is the best lightweight 

encryption algorithm for securing the data in Human Sensor Network. However, there is a 

marginal difference in throughput w.r.t KLEIN.  
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Throughput of KLEIN (376 kbps) is slightly larger than EELWE(356 kpbs).  

Table  4. 17  Ranking of Algorithms. 

Metric 

RANK 

1 2 3 4 5 

Area EELWE PICCOLO LBLOCK KLEIN PRESENT 

Throughput KLEIN EELWE PICCOLO PRESENT LBLOCK 

Hardware Efficiency EELWE KLEIN PICCOLO LBLOCK PRESENT 

Energy EELWE PICCOLO KLEIN PRESENT LBLOCK 

MSEC EELWE LBLOCK PRESENT PICCOLO KLEIN 
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Chapter 5 CONCLUSION AND FUTURE SCOPE 

 

5.1  Conclusion 

In this thesis, various properties of HSN have been explored. The 3-tier architecture of 

HSN and the communication among the three tiers is discussed. The energy model of a sensor 

device is also explored which clearly mentioned about the level of energy consumption for 

different functions. For long range communications, the energy consumed for encryption process 

becomes negligible when compared to energy consumed for data transmission. Whereas, for HSN 

applications which work at very small radio range within 3meters, the energy consumed for 

encryption process is also countable along with the energy consumed for data transmission. The 

importance of choosing better lightweight encryption algorithm that is energy-efficient is 

identified. The limitations of conventional cryptography are identified. A variety of several cipher 

family algorithms whose structure is based on Feistel, SPN have been studied for their energy 

efficiency. A comparative study of block ciphers and stream ciphers has been explored.  

Subsequently, the security requirements of HSN along with the security model and adversary 

model of HSN has been noted.   

Different lightweight block ciphers have been studied for their energy efficiency and 

performance while used in HSNs. Observations have been recorded focusing on following three 

criteria. 

1. Energy efficiency methods 

2. Lightweight block ciphers 

3. Performance metrics  

Most of the energy efficiency methods have focused upon energy consumption during data 

transmission. Less focus was paid on data encryption process in sensors.  14 different block ciphers 

including 11 different lightweight ciphers were taken from an open source library and energy 

consumption analysis was done. The energy consumption value does not give any information 

about security provided by the ciphers. A cipher is considered as a best cipher when it provides 

appropriate security and balances the tradeoff between performance and cost. Among the 
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performance metrics discussed, few are generic metrics, few metrics are associated with hardware 

implementation, and few associated with software implementation. But none of the metrics 

included the security parameter while measuring the performance of a lightweight encryption 

algorithm.     

For applications like HSNs where the energy availability is constrained, the desired 

property of a block cipher is to attain more security at the expense of less energy. A new 

Lightweight encryption algorithm EELWE has been proposed in this thesis. Three variants of 

EELWE are implemented: EELWE32 with block size of 32 bits, EELWE48 with block size of 48 

bits and EELWE64 with block size of 64 bits. All the three variants have used 80-bit key. When 

simulated in the Xilinx environment, EELWE has consumed comparably less energy than several 

existing lightweight ciphers. Both the encryption and decryption processes are simulated, and the 

results are recorded. Energy consumption is measured for multiple rounds with r = 1, 2, 4, 8, 16, 

32, 64, 128 and 254. EELWE32 has consumed an energy of 4979.92 pJ/bit for 254 rounds and 

minimum energy consumption is obtained at r = 16 with a value of 515.33 pJ/bit. EELWE48 has 

consumed an energy of 4741.96 pJ/bit for 254 rounds and minimal energy is consumed at r = 16 

with a value of 421.54 pJ/bit. EELWE64 has consumed an energy of 5072.69 pJ/bit for 254 rounds 

and minimal energy consumption is obtained at r = 16 with a value of 381.05 pJ/bit energy. From 

the observations, it is concluded that EELWE64 consumes minimal energy at r = 16 rounds and is 

381.05 pJ/bit. In lightweight encryption algorithms, one of the security factors is to have more no. 

of rounds to ensure better security. Hence, to have better security, it is suggested to undergo 254 

rounds which consumes an energy of 5072.69 pJ/bit. Even this value is far less than energy 

consumed by other algorithms.  

EELWE64 along with eleven other lightweight encryption algorithms are simulated in 

Xilinx environment. When effective design area in GE is taken as a performance metric, EELWE 

proved to be the second best. When energy consumed is taken as performance metric, EELWE has 

consumed the least energy. Even when the throughput is taken as a performance metric, EELWE 

has produced relatively good throughput. Hardware efficiency (Kbps/GE) is the highest for 

EELWE and is more than 140% higher than KLEIN which is next best algorithm.    

The performance of an EELWE w.r.t security vs energy consumption is analyzed using the 

metric called MSEC. This metric value is inversely proportional to the energy consumed i.e., lesser 
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the energy consumption, greater will be metric value. Based on the Moore’s law, it is measured 

that EELWE is secured till the year 2317. EELWE has exhibited better MSEC value (928.13) 

compared to existing algorithms and it is concluded that EELWE algorithm will secure the data 

for greater number of years, before it can be broken.  

5.2 Limitations and Future Scope 

The MSEC metric is used to measure the performance of lightweight encryption 

algorithms. Though EELWE is proven to be best w.r.t to various performance metrics, it can be 

further analyzed based on the cryptanalysis. Better results might be obtained if non-linear key 

scheduling is used.   

This thesis has mainly focused on data confidentiality. Its better to focus on data 

authentication using energy efficient MAC algorithms.  

Most of the encryption algorithms uses either number theory or logical operations for key 

scheduling and round functions. It’s better if they can be designed by applying advanced theories 

such as GAs, Neural networks, etc.   
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