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CHAPTER 1 

INTRODUCTION 

 

Wireless communication is turning into a most demanding field in that people 

share data in variety of formats such as Text, Audio, Video, etc. People all over the 

world are increasingly using communicating devices because of their advanced 

intelligence. A network can be defined as a structure in that communicating devices 

present in a geographical area are associated one with another. There are Numerous 

different types of wireless networks, which are categorized based upon the 

applications they are used for [1], some of the networks are wireless sensor networks, 

Mobile networks, Vehicular   Networks, Wireless Ad-Hoc Sensor Networks, Cognitive 

Packet Networks, Social Sensor Networks, Cognitive Radio Networks. 

 Similarly, several types of Networks are available at present, for instance, the 

wireless sensor networks are using for Sensing application. The Sensor Nodes are 

capable to sensing the environment, then report on their findings. Due to the increased 

amount of consumers, the communication must be done perfectly and the network 

must be able to handle the increasing amount of consumers. Wireless networks are 

explosively growing up with cellular telephony and Wireless Internet Connectivity. 

This Growth Tremendously increases with the new generation handheld devices that 

are widespread all over the world. 

1.1 NEED FOR COGNITIVE RADIO 

Several challenges existed in using the wireless networks, for instance signal 

propagation, collision occurrence, spectrum scarcity, frequency usages, security, etc 

[2]. Cognitive Radio (CR) is a promising technology because of the reality that 

current spectrum allocation policy is static and there is limited frequency bands 

dedicated for the future applications of Wireless Networks. At present in wireless 

networks Malicious user attacks have become quite common; the security threats are 

the most challenging ones to overcome. Spectrum scarcity has become the major 

problem in wireless cellular communication. The primary problem with this concern 

is that spectrums are not administered effectively, and thus not being used efficiently. 

Cognitive Radio Networks(CRN) are presented in Figure 1.1.  

Due to unavailability of empty channels in the electromagnetic spectrum, there 

are no vacant bands for the upcoming wireless applications.  Also in most of the 

frequency bands, more than one communication systems accompany side by side, that 
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gives rise to the interference. To avoid degrading system performance, measures are 

taken to reduce interference. The pioneering solution to almost all the Radio design 

problems is presented by the cognitive radios with an incomparable level of 

potentiality in wireless communications field. “Cognitive radio is the technique of 

identifying vacant channels of the spectrum and dynamically tuning its transmission 

parameters for communication”. This is an efficient scheme for increasing the 

spectrum efficiency with no intervention to the Primary Users (PUs). 

 

Figure 1.1 Opportunistic Links in Cognitive Radio Networks [2] 

1.2 HISTORY OF CRNs 

The concept of Cognitive Radio was primarily established in 1999 by Joseph 

Mitola III in his Ph.D. dissertation. The dictatorial authorities of the spectrum in 

various countries also recognized that majority of the cellular channels are filled to 

capacity while frequency bands   used for military and amateur radio applications are 

underutilized. This instigated the idea of Dynamic Spectrum Allocation instead of 

having Static Allocation. Cognitive radio is an smart version of Software Defined 

Radio (SDR) that observes spectrum & alters its transmitter and receiver 

specifications like power level, frequency used, modulation type etc. accordingly. 

 1.3 DIFFERENCE BETWEEN SDR AND CR 

The differences existing between the traditional radio, Software Defined Radio 

and CR is demonstrated in Figure 1.2. 
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Figure 1.2 Illustrations of Conventional Radio, SDR and CR [3] 

 The primary duty of the traditional Radio is coding and modulation which are 

performed using amplifiers, inductors and capacitors. The same functionality is 

implemented in software defined radio using a computer & a radio frequency front 

end along with analog to digital converter. SDR inclusion of computers means new 

software enhancements can be added effortlessly. Additionally, CR integrates the 

intelligence concept into SDR that can detect, adjust and study from the radio 

environment. 

1.4 OVERVIEW OF CR 

Spectrum management can be defined as the process of managing the use of radio 

frequencies only for the benefit of cellular users. To deal with the problem of 

spectrum scarcity, cognitive radio, which is a transceiver, was introduced. Cognitive 

radio technology nodes are capable of avoiding hindrance with licensed or even 

unlicensed users.  Cognitive Radios are 

i. Full Cognitive Radio 

ii. Spectrum Sensing Cognitive Radio 
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While the full CR was designed to predict all parameters associated with a 

wireless node, the spectrum sensing CR is limited to Radio-frequency spectrum [3]. 

Cognitive radio network involves several significant features as sensing the available 

frequency spectrum, self-configuration, mission-oriented configuration, security, etc. 

Cognitive radio networks are called in short as CRN that identifies the opportunities 

which makes use of “spectrum holes” or “white spaces” for the purpose of 

communication. The overview of the spectrum showing the spectrum holes is shown 

in Figure 1.3. 

The main motivation to design a cognitive radio was, 

 Underutilization of the licensed radio spectrum. 

 Sensing spectrum holes based on time and location. 

 Cooperative communication of multiple users. 

 For reliable communication, maximize the data rate, use the available 

spectrum holes. 

 Acquire improved coverage, and then to relay the information to the 

intermediary node. 

 Improved Quality of Service. 

 

Figure 1.3 Overview of Cognitive Radio [4] 

Radio spectrum is generally organized into two categories as licensed 

frequencies and unlicensed frequencies. Licensed frequencies were utilized by 

VHF (Very High Frequency)/UHF (Ultra High Frequency) TV frequency bands, 

whereas the unlicensed frequencies are accessed by the users under certain rules. This 

includes business, Scientific and health care that involves with technologies like 

Wireless Local Area Networks, Bluetooth, etc. Cognitive radio network involves the 

participation of primary users, secondary users and fusion center in their network. 
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Primary Users (PUs): 

 These users are license holders. 

 They have higher priority to the spectrum bands. 

 Their communication will be guaranteed with Quality of Services.  

Secondary Users (SUs): 

 These users access licensed spectrum of primary users. 

 They are called cognitive radio users. 

 Secondary users are dynamic. 

A spectrum hole or a white space [4] is defined as the frequency bands that have 

been allocated to Secondary users, which was not used by primary user presently at 

that instance. In simple, all the licensed users are said to be primary users, and the 

consumers that are afforded permission to the spectrum holes are called as secondary 

users. Such available unutilized frequencies were utilized by the secondary users for 

their communication purpose. These available spectrum holes are sensed by the 

cognitive radio and identify the available free spectrum holes that are not being in use. 

Available spectrum holes are sensed by several spectrum sensing methods to 

effectively recognize the spectrum holes. Initially, the time is estimated for the owned 

spectrum, and then it uses dynamic spectrum management techniques for the purpose 

of allocating the unused frequency spectrum. Typically, any spectrum sensing 

technique performs well in case of smooth environment at low frequencies, but when 

the same spectrum sensing is executed for irregular environments, it shows poor 

performance. 

1.5 COGNITIVE RADIO 

Joseph Mitola III first proposed the impression of CR in 1999 [5]. CR has 

been the paramount enabler of Dynamic Spectrum Access (DSA) having numerous 

definitions were discussed in this section. CR is the technology involving flexibility, 

reconfigurability, awareness, adaptability and intelligence features. It has the 

capability to sense the     surroundings, identify the idle spectrum band at definite time 

and access them for wireless connection without causing interference and congestion 

to PUs [6-15]. 
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Figure 1.4: Basic concept of Cognition, Cognitive Radio and Cognitive Radio 

Network [18] 

 Cognition i.e. the ability to reason and discover was integrated in CR devices        

as shown in Figure 1.4. IEEE 802.22 is the first wireless standard for CRNs 

[16-20]. Encyclopedia defines cognition as mental states and processes described by 

algorithms and scientific investigations. According to Federal Communications 

Commission (FCC), a device/Radio which alters its transmitting parameters according 

to operative surroundings/environment [21-23]. The basic concepts of cognition, CR 

and CRN have been pictorially explained in Figure. 1.4. The wireless device along 

with its capability to observe, adapt and operate features can be referred as Cognitive 

Radio. When these devices interact among each other they form a network called as 

CRN [24], reasoning and learning being two important actions. In this context, 

reasoning is basically finding a suitable action for a specified situation. Based on the 

analysis of actions, CR can alter its parameters, hence termed as learning. Learning 

may be classified as supervised and unsupervised learning based on the awareness of 

its surroundings. The former is aware of its surroundings while later lacks any 

information regarding its surroundings. 

1.6 CRN: ISSUES AND CHALLENGES 

 DSA emerges as a favorable technology overcoming the limitations of 

Spectrum Sensing Access (SSA). When Primary User is not in use, i.e. when the 

spectrum is idle, it allows unlicensed or secondary users to use the authorized 
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spectrum band. It increases the utilization of finite available spectrum alleviating the 

spectrum scarcity issue. It is best incorporated in CR technology exploiting the 

spectrum holes or white spaces [25]. DSA and CR are two inseparable technologies 

complementing each other. Cognitive/Intellectual/Smart radio networks have 

unprecedented level of intelligence and dexterity as CRs have the ability of 

monitoring, sensing and acting upon the surrounding conditions [26].  

 CR technology is a smart technology dealing with underutilization of 

spectrum. SS being the foremost step needs to be dealt carefully. Plethora of sensing 

algorithms is introduced by researchers in the literature including Energy Detection 

(ED), Matched Filter detection, Cyclostationary feature detection etc. Each of them 

has their own qualities and imperfections. ED being simple and less complex is used 

widely. Any sensing technique should be quick enough in determining the status of 

channel while avoiding interference to licensed users. Moreover, the decision made by 

the sensing algorithm should be reliable with minimal miss classifications. Though, 

many researchers proposed and investigated sensing performance [27-29] but 

consideration of optimal threshold value along with Signal to Noise Ratio (SNR) 

considerations is lacking.   

However, standalone CR devices can lead to miss classified decisions due to 

fading, shadowing and hidden terminal problem. Thus, collaboration of these CR 

devices i.e. CSS provides more reliable information taking into accounts the spatial 

characteristics. Further, Artificial Neural Networks (ANN) is introduced in context 

with CR by some researchers for increasing the system performance. In [30], the 

author discussed basic concepts along with types of learning emphasizing on their 

significance. However, the neural network architectures with their practical 

applications are explained in [31-32]. The authors in [33] applied novel algorithm on 

non-cooperative Spectrum Sensing (SS) schemes further investigating their 

performance. Weights are initialized at Fusion Center(FC) and each SU is employed 

with ANN for local sensing [34]. It can be categorized into two phases, the authors in 

[35] deployed fuzzy at both the stages. The first stage comprises of fuzzy system for 

local sensing while the second for global decision using supervised learning 

algorithms. Fuzzy synthesis algorithm is used to calculate channel’s status using 

multiple thresholds. The investigations demonstrate worth of ANN in CRN for more 

reliable decisions regarding PUs status in the channel. 
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1.7 MOTIVATION OF RESEARCH 

 Since last decade there was tremendous improvement in advancement of 

wireless communication domain, leading to higher demands for wireless spectrum. In 

order to meet  the increasing request for bandwidth due to prevailing and fresh 

wireless services and applications, FCC (Regulatory body) has embarked efforts on 

the notion of “borrowing” spectrum from the licensed users, popularly known as 

Dynamic Spectrum Access(DSA), which overcomes the demerit of wastage or 

inefficient usage of spectrum by Spectrum Sensing Authority(SSA). In its recent 

report and order, network  operations consisting of low powered portable devices and 

sensors in the VHF-UHF band have been given permission. CR is regarded as a 

encouraging technology that prompts solution to spectrum scarcity concern [36]. CR 

is defined as a technology that has ability of sensing and being aware of nearby 

environment thereby adjusting its radio operative parameters and providing efficient 

usage of spectrum. Spectrum sensing being main step in CR tasks emerges as a 

significant challenge in CRs [37-38]. PU activity must be properly identified in order 

for CR technology to be successful. 

 All the SS techniques have their own merits and demerits based on different 

perspectives like computational complexity, reliability, prior signal information, 

sensing time, accuracy and power consumption. Determination of reliable sensing even 

in low SNR conditions is of great concern for researchers. However, several factors like 

shadowing and             multipath fading make local or individual sensing difficult as SUs are 

unable to identify  PU presence, thus causing interference to PUs. In the literature, 

Cooperative Spectrum Sensing (CSS) was highlighted by researchers to overcome 

these problems. But in real   environment, each SU will have different fading 

environment and different distance from PU transmitter. When there is no line of view 

among a SU and PU, the concert of the system gets delayed. Hence it is important to 

study and design such a SS technique which is good even for detecting very weak 

signals considering minimization of interference to PUs and improved detection 

probability. Moreover, more accurate and precise decisions regarding PU’s existence 

needs to be considered. 

Recently Researchers aims at improving the performance of CRN, providing 

more accurate and precise decisions regarding PU’s existence in the spectrum. In 

recent years, research community has deeply investigated the spectrum sensing field 

reporting a number of research papers. The available investigations in the literature 
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urge a need for accurate detection of PU signal even in low SNR conditions. The 

optimal threshold and SNR values need to be taken into consideration. However, 

more practical scenarios addressing CRN issues need to be addressed. The 

performance of the overall CR system will be improved by taking into account the 

appropriate information of each SU thus improved sensing decisions can be estimated 

with reduced miss classifications. Thus, optimizing the interference and spectrum 

usage. 

1.8 FUNCTIONS OF COGNITIVE RADIO 

Cognitive radio involves the following significant functions [39] as depicted in 

Figure 1.5. 

 Spectrum Sensing : Identifies the available spectrum. 

 Spectrum Analysis : Analyzing the spectrum present in the idle channels. 

Spectrum Decision : Selection of best channel available. 

 Spectrum Mobility : Withdraw the channel that is detected by licensed 

primary user. 

 Spectrum Sharing : Accessing the channels by coordinating with other 

users. 

 Cognitive radio involves two significant characteristics: cognitive capability 

and reconfigurability [40]. The first characteristic is responsibility for detecting the 

free channel in the radio spectrum and the second feature is responsibility for 

providing spectrum understanding. The capability is defined as how much of the 

available spectrum is identified by the secondary users. The major complementary 

function of cognitive radio with conventional radio is that the cognitive radios can 

rapidly identify the unused spectrum holes that direct the use of cognitive radio into 

several benefits such as intervention free operation, higher throughput, perfect 

spectrum utilization, etc. The scenario depicting the spectrum sensing and sharing is 

shown in Figure 1.6. The key benefits of cognitive radio are spectrum efficiency, 

higher Bandwidth, higher Quality of Service, flexibility to use, higher transfer rates, 

lesser latency and higher reliability. 
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Figure 1.5 Functions of Cognitive Radio [39] 

(i) Spectrum Overlay 

The cognitive users have knowledge of the channel gain, encoding techniques 

and transmitted message (Data) of the Primary Users [41]. In Spectrum overlay, the 

secondary users are permitted to transmit information at any power; further, the 

intervention to the PUs can be compensated by passing on the data sequences of the 

primary user. These Cognitive Radios are     designed to enhance the Non Cognitive 

radio (Primary Users) transmissions. The Challenges involved in spectrum overlay are 

synchronization, complex data transmission, detection, retrieving information about 

the channel and non-cognitive radios (Primary Users).   

 

Figure 1.6 Spectrum Sharing and Spectrum Sensing [41] 
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(ii) Spectrum Underlay 

 Spectrum underlay type of Cognitive Radios is designed for the principle of 

reducing the interference to the Non-Cognitive Radio Users (Primary Users). The 

cognitive radio's interference level estimates are consulted first, and if the interference 

level is lower than the preset threshold, it begins transmitting packets. When a 

network is under interference, the limitations that are engaged in the network are 

considered.  Cognitive radios are intended to provide a reliable communication for the 

users even in the presence of several issues and challenges such as channel 

uncertainty, noise uncertainty, aggregate interference uncertainty and sensing 

interference limit. 

 Cognitive radio networks can be used for a number of applications and support 

the devices strongly for communication. A cognitive mesh network is an application 

supported by cognitive radio networks that are able to offer broadband access to rural, 

tribal and also in other regions. Public safety application involves communications for 

police officers and various persons concerned with security. Public safety applications 

also include relief from natural disasters and emergency events such as earthquakes, 

floods, hurricanes, and wildfires, etc. Military applications also use cognitive radio 

networks that support communication between soldiers and armed vehicles which are 

concerned to battlefield. 

All cognitive radio’s available in the network runs through cognitive cycles 

[42] that involve sensing, understanding, deciding and adapting. All the cognitive 

radios sense the surroundings and identify the available spectrum, then it takes a 

decision, and finally, it adapts to the environment. These four steps are performed 

sequentially and form a cycle and that is called as a cognitive cycle. 

 (iii) Spectrum Sensing 

Spectrum sensing is one of the important tasks in cognitive radio system that 

identifies the available frequency bands of the spectrum. Vacant frequency bands are 

also known as white spaces or spectrum holes. The sensing task is performed in both 

the physical and MAC layers; with the sensing of signals and techniques used in 

physical layer and what portion of the spectrum is to be sensed for what time is 

decided in MAC layer. By increasing the number of CR nodes in the network the 

accuracy of discovery will be enhanced. Shadowing and fading in the channels and 

interference are the major challenges to be taken care in spectrum sensing. If care is 

not taken regarding these issues, PU signals cannot be detected properly below certain 
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level of signal to noise ratio thereby increasing the false alarm & ignores detection 

rates. 

 (iv) Spectrum Decision 

 Next Phase successive to the identification of vacant spectrum bands is to 

choose the frequency band for transmission among the available bands that is termed 

as spectrum decision. Spectrum decision consists of frequency band characterization, 

selecting the frequency band and reconfiguration of CR. 

Frequency band characterization depends on activities of the primary user and 

current status of radio spectrum. The picking of the suitable channel from the list 

should convince the quality-of-service (QoS) requirement. The reconfiguring 

potential of the CR commences the communication with the selected frequency band. 

Many techniques were proposed in the literature to carry out these functions. 

 (v) Spectrum Mobility 

 When an authorized user starts communication and if it is sensed by secondary 

user, SU has to immediately vacate the frequency band it is using and should move to 

another vacant band. This procedure is known as spectrum mobility. The two tasks 

involved in spectrum mobility are spectrum handoff and the establishment of 

connection. Spectrum handoff is the process of change over from one vacant channel 

to another upon the recognition of PU communication. This implies that the regular 

sensing of PU transmission is to be observed by the SU. Another major work in 

spectrum mobility is establishment of connection as there is no centralized unit to 

perform this. The limitations to be taken care during handoff are PU traffic, priorities, 

list of vacant channels and their use, number of CRs, interference and backup 

channels. Alternatively, parameters like bandwidth, data rate, probability of false 

alarm, delay occurrence in handoff and              energy levels are considered to assess the 

performance of handoff. Analysis of spectrum  handoff based on specific parameter is 

described in [43]. 

 (vi)  Spectrum Sharing 

 Spectrum sharing is the process of utilization of available channels by the 

secondary users without giving rise to conflicts [44]. Sharing comprises of three tasks 

namely, acquiring of spectrum, allotment of channel and resources. The prevention of 

conflicts is taken care in spectrum usage phase [45]. Optimum channel selection and 

appropriate power allotment is performed in resource allotment phase. Game theory 

and auctioning techniques can be used to perform the spectrum sharing task. The 
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classification among the spectrum sharing techniques is based on the behavior and 

technology of access and architecture. To increase the spectrum effectiveness, 

advanced techniques are explored in [46]. 

Cognitive radio network involves several significant features that improve the 

utilization of the spectrum. Cognitive radio includes cognitive engine, adaptive 

protocol and SDR transceiver [47-48]. The cognitive engine is used to establish 

interfaces among SDR transceivers and allows wireless applications and services. It 

also supports the use of intelligent algorithms to provide reliable communication. The 

major cognitive radio characteristics are as follows, 

 Flexibility 

 Reconfigurability 

 Awareness 

 Adaptability 

 Intelligence 

 Capability 

1.9 SECURITY IN CRN 

 Security is the most challenging issue in cognitive radio network due to the 

involvement of numerous dangerous attacks in the network. Security problems arise 

due to the following reasons [49]. 

 Preventing the original Cognitive users to use the available spectrum 

 Inject false information 

 False sensing report 

 Misdetection of the signal 

 Honest user controlled by malicious node 

An opportunistic cognitive radio network is designed for detecting the available 

channels in the wireless spectrum. A change occurs in the source and destination 

parameters, and these channels are identified. Federal Communication Commission 

(FCC) is responsible to assign spectrum bands to all the licensed users i.e., primary 

users [50]. It is expected that the FCC would be more flexible, which is exactly 

needed to thoroughly make use of available spectrum in cognitive radio. Figure 1.7 

shows the existence of primary users, secondary users, base station & fusion center 

(FC) in cognitive radio network. Additional research challenges involved in the 

cognitive radio network are: 
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 Accurate Sensing 

 Optimized Spectrum Decision 

 Signaling 

 Security 

 Selection of Common Control Channel (CCC) 

 All the cognitive radios are capable to sense the environment and measure the 

frequencies that are being used by the primary users and then identify the location of 

the sender and receiver. Spectrum sensing involves dynamic spectrum access, 

distributed spectrum sensing and CCC methods. The CCC method [51] deals with the 

utilization of single channel for solving hidden terminal problem, reduces interference 

and reduces the need for time synchronization. The CCC approaches are classified into 

three types as cluster based CCC, sequence based CCC and dedicated common 

control channel. Sensing is performed in two different scenarios as homogeneous and 

heterogeneous sensing scenario. Further sensing is categorized into two different types 

of sensing such as [52]. 

 Non-Cooperative Sensing 

 Cooperative Sensing 

 

Figure 1.7 Cognitive Radio Network consisting of PUs, SUs and Fusion Center 

[52] 
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1.10 NON-COOPERATIVE SPECTRUM SENSING 

In Non-Cooperative type of sensing, a single cognitive radio senses the 

available frequency and there is no support among the users due to lack of 

communication that takes place between the sensing terminals. Usually in non-

cooperative spectrum sensing, all the cognitive radios perform detection individually 

and send the sensed data. Here the cognitive radios do not have any idea of the 

information of neighboring cognitive radio’s sensing data. Figure 1.8 illustrates the 

non-cooperative spectrum sensing scenario. 

Figure 1.8 Non-cooperative Spectrum Sensing [52] 

1.11 COOPERATIVE SPECTRUM SENSING 

In Cooperative Spectrum Sensing (CSS) [53] also called as cooperative 

intelligence, all the cognitive radio users i.e., SUs cooperatively detect the 

available channels and the frequency spectrum. The cooperative sensing was 

introduced for exact identification of the presence of white space. CSS will be 

performed either in centralized or in a distributed manner. In centralized sensing, 

there is a central entity called as fusion center that aggregate the detection reports of 

all the SUs and take a decision concerning the sensed data, whereas in the distributed 

sensing all the SUs distribute their sensed information and they individually take a 

decision. Cooperative spectrum sensing is more suitable for both infrastructure and          

centralized topology. Here all the secondary cognitive users maintain synchronization 

with each other. Cooperative spectrum sensing in CRN shows better performance 

results. Figure 1.9 shows the cooperative spectrum sensing network. 
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 Trustworthiness is improved among numerous SU when they use cooperative 

sensing. Alternatively, all those SUs that are taking part in sensing are not equitable. 

Few of them are malicious users corrupting the entire performance of the network. 

They act suspiciously by transmitting false reports to the Fusion FC [54]. The false 

data may be due to deliberate malicious users or inadvertent malfunctioning SUs. 

The inadvertent attack is termed as the random attack. The malicious users send 

incorrect sensing reports that influence the overall decision at the FC concerning the 

existence of PU signal [55]. Additionally, these malicious SUs exercise the data with 

greediness either to introduce intervention to the PUs or to use the radio channel 

called as Spectrum Sensing Data Falsification attack (SSDF) [56-57]. 

 It is necessary to secure our wireless networks from diverse intruders if 

present in the network. Security is most important aspect to be considered in a 

network. Security methods or algorithms were designed for protecting the system 

from several vulnerable attacks. Because of the large quantity of users in the CRN, the 

vulnerabilities have also improved. 

 

Figure 1.9 Cooperative Spectrum Sensing [53] 

Major reasons for providing security are, 

 Confidentiality 

 Integrity 

 Anonymity 
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 Authentication 

 Non-repudiation 

 Availability 

Confidentiality: 

Confidentiality is defending the data from other unauthorized entities in the 

system i.e., only the end users must be able to access the data. Such data will not be 

accessed by other entities. 

Integrity: 

Integrity is providing a guarantee that the data transmitted will never have a 

chance to get corrupted. Integrity in security mechanisms is disturbed in two different 

ways such as malicious altering and accidental altering. These are the two possibilities 

by that the transmitting data can get corrupted. In malicious altering, purposely the 

data will be corrupted whereas in accidental altering, error occurs in data 

transmission. 

Anonymity: 

Anonymity is maintaining the security at the client’s location i.e., owner’s 

data should be confidential and it should not be disseminated to other entities present 

in the network. This security requirement protects the user entity’s data in wireless 

network. 

Authentication: 

Authorization is the method of verifying a user entity by the  trusted authority. 

This process is performed before the network administration allows the user to 

transmit data. Certificates are provided by a special authority that is assigned as 

trusted authority. This is one of the major processes involved in the security algorithm 

to authenticate the user entity. 

Non-Repudiation: 

For detection and separation of unauthorized node, this non-repudiation can be 

used. Based on node actions, it is detected as an abnormal node and these nodes are 

avoided in the network. So without a good security mechanism, it is difficult to secure 

the transmission from adversaries present in the network. 

Availability: 

This term defines the available network services or network assets for the 

utilization of authorized users. Availability will guarantee the survivability of the 

network in spite of the behavior of attackers present in the wireless network. 
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1.12. APPLICATIONS OF CRNs 

CRNs enhance the functioning of various contemporary services in an extensive 

variety of applications. These applications include public security and military, health 

care, bandwidth intensive and Mobile networks as shown in Figure 1.10. 

(i) Public Security and Military Applications 

As cognitive radios are working in the white spaces (frequency band which was 

not being used), it presents solutions for public security and military communications 

issues. The important aspect to be dealt in public security systems is the capacity to 

switch the information between public and first responders such as fire, police, 

paramedical that is termed as interoperability. They require highest bit rate for video 

and voice services. The frequency bands of these mentioned services are overloaded 

particularly in metropolitan areas. In such scenarios, cognitive radio works well 

because it uses white spaces to avoid interfering with licensed users.  Cognitive radios 

can also be utilized to locate, communicate and reach the victims those are struck. An 

enemy may transmit jamming signals in the battleground to interrupt the 

communication. To handle such situations, CRs can perform handoff over a wide 

frequency range, excluding the channel that has the jamming signal. 

(ii) Health Care 

 Wearable body sensors are commonly employed in remote locations of 

developing countries. Sensors are positioned on the patient's body to collect vital data, 

allowing doctors to examine the patient remotely. Especially wireless Body Area 

Networks (BAN) are apt for the areas where the health specialists are low. The 

limitations of the traditional wireless sensor networks due to jamming and bandwidth 

are overcome by the CRs body wireless sensors. 

(iii) Bandwidth Intensive Applications 

 Because of the large bandwidth needs, transmitting images, audio, and live or 

on-demand video streaming over traditional wireless sensor networks is extremely 

difficult. Delay intolerable and high data density is met by CRs when Remaining 

Networks applications such as tracking and surveillance are utilized.  Secondary users 

in CR access multiple channels whenever available and required. 



19 
 

 

Figure 1.10 Applications of Cognitive Radio Networks [54] 

(iv)  Smart Grid Networks 

 Electrical power generation put together with the wireless communication and 

computing to improve reliability and efficiency is termed as smart grid. Smart grid 

involves reducing power generation cost, managing consumption, and billing and 

also controls grid failures. To make an environmentally positive impact, we 

incorporate renewable and distributed energy sources with a reduction in global 

warming. Smart grid network is composed of 3 sections: Home Area Networks 

(HANs), Neighborhood Area Networks (NANs), and Wide Area Networks (WANs). 

HAN makes communication possible between home appliances, energy systems used 

for the management and energy dashboards. Adding CR technology to HAN gives rise 

to adaptive transmission and selects best data rate that offers less interference. NAN 

gathers the information regarding metering and transmits it to data collectors. WAN, 

the upper layer in the smart grid may be a broadband network that exchanges 

information among gateways of network and data center. 

(v) Mobile Networks 

 Contemporary Cellular services have achieved a landmark in the allotment of 

consumer applications using smart devices all over the globe. The operators of the 

cellular services encounter quite a few challenges in these aspects. The FCC 

established guidelines for employing the TV vacant bands providing new bands that 
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eliminate additional cost for the extra spectrum. This directive unambiguously talks 

about the likelihood of auctioning the bands owned by licensed users for facilitating 

to cellular services. Most of the Researchers have explored on ways to supplement the 

future Long-Term Evolution Networks (LTE) to efficiently distribute the spectrums. 

In open places such as airports and stadiums, the cellular services are overcrowded 

because of widespread usage. The photos and videos taken are uploaded into websites 

by means of network hotspot. These types of applications burden the cellular services. 

Consequently, this information can be delegated to empty bands like Industrial 

Scientific and Medicinal (ISM) band or into TV vacant bands enhancing the 

trustworthiness of cellular services. 

1.13. PROBLEM STATEMENT 

As Cognitive Networks are open and active in environment, Many Secondary users 

will behave like prime users and cause errors at different layers.  Hence we have to 

verify whether a secondary user is authorized or not. After proper verification of 

secondary user’s authentication we have to classify Malicious and Non-Malicious 

Secondary users. Attacks may happen at individual layers and some attacks may 

occur across several layers at a time. So that we have to propose a cross layer solution 

in cognitive radio networks. 

1.14. RESEARCH OBJECTIVES  

The motives of this Research work in Cognitive Radio Networks are: 

1. To Propose an Efficient Cross Layer Trust assessment scheme to authenticate 

Trustworthiness of secondary users. 

2. To Design a Game Theory Model to classify Secondary Users across Cross 

Layers. 

3. To Design an Efficient Cross layer Defense Mechanism to Reduce PUEA and 

SSDF Attack in Cognitive Radio Networks. 

1.15 ORGANIZATION OF THESIS 

The Thesis is arranged as follows:  

Chapter 1: Introduction 

 This Chapter explains about the introduction and background work of the 

Cognitive Networks. It gives brief overview about the cognitive radio, spectrum 

sensing and issues faced in the cooperative sensing. It also stresses about the need of 

cognitive radio and its applications in various fields.  
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Chapter 2: Literature Survey: 

 In this Chapter, the Existing literature of the various attacks which 

majorly occurs in cognitive radio networks is reviewed. The security issues 

encountered in cooperative spectrum sensing i.e., attacks such as primary user 

emulation attacks, SSDF attacks, etc. are described by explaining the methods 

adopted in the previous works and highlighting the gaps in them. Major Contributions 

of Existing Trust Management & Cross Layer defense attacks together with the 

Problem statement and objectives are discussed. 

Chapter 3: Mean Bid Trust Cross Layer Trust Evaluation Model:  

 This Chapter deals with the diverse kinds of users available in the Cognitive 

Network. In Cognitive Network users are two types: Primary and Secondary. Primary 

users are licensed users and Secondary users are unlicensed Users. Reallocating the 

Spectrum among Primary and Secondary users will be done by Fusion Centre. In this 

we will use Mean Bid Trust Method which is used to independently measure the trust 

worthiness of secondary nodes. The Results of the Mean Bid trust is evaluated by 

considering various parameters like Energy Consumption, Detection Time and 

Detection Accuracy.  

Chapter 4: Multiple Nash Equilibrium Game Theory Model:  

 Game theory is a mathematical tool for decision makers to solve strategic 

interactions. The players in competitive or cooperative gaming may have complete, 

partial or no knowledge on others in the gaming environment. This chapter deals with 

a game Theory Model called Multiple Nash Equilibrium which is used to categorize 

weather a particular user is Malicious user or not. In this a third-party node measures 

the trust of the secondary user as assigning underused spectrum or vacant spaces 

through a Mean bid function. Multiple equilibrium results are evaluated by taking into 

account several parameters, such as energy consumption, time detection and accuracy 

of detection.  

Chapter 5: Optimized Levenshtein Centroid Cross Layer Defense For Multi Hop 

Cognitive Radio Networks: 

                     This chapter deals with the attacks which are happening in the Physical 

and Data Link Layers. Two kinds of attacks namely Primary user Emulation and 

Spectrum Sensing Data Falsification attacks were taken into consideration. For 

solving the attacks happening in both the layers a cross layer solution called 

Optimized Levenshtein Centroid Cross Layer Defense were discussed. This Method is 
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evaluated with two other similar algorithms and Results are evaluated by considering 

various parameters like Sensing Delay, Percentage of Error Prediction and 

throughput.  

 Chapter 6: Conclusions and Future Research Directions:  

          In this chapter, the conclusion of the research work and scope for the 

future work are presented. 


