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CHAPTER 2 

LITERATURE SURVEY 

2.1 BACKGROUND 

 It is a fact that discussion of literature learning towards a pre-defined set of 

research objectives, and of strengths and limitations of various technological 

applications, help in laying out the foundation for innovative research initiatives and 

future enhancement procedures. This thesis presents the respective literature analysis 

for Reducing Cross Layer attacks in cognitive radio Networks which improves 

resource sharing for better efficiency, and this chapter also covers briefly a number 

of subjective and allied literatures. In this section, a systematic Literature Survey on 

Various Attacks for efficient Spectrum Sensing in CRN were discussed. In CRN it is 

intended to optimize the attacks and develop certain optimal solutions among 

primary user as well as secondary users were discussed. The predominant purpose 

of this section is to present    proper understanding of the existing approaches, their 

strengths and limitations. 

2.2 LITERATURE REVIEW 

 This section discusses some of the predominant researches has done up to 

date on a variety of  attacks in different layers, Trust Management Approaches, New 

Threats & Challenges that Cognitive networks face, Existing solutions to address 

layer attacks etc., Various techniques proposed so far are also discussed in this 

section. 

2.3. PHYSICAL LAYER ATTACKS 

The Physical Layer is the lowest layer mainly used for communication among 

any two network devices. This layer was susceptible to a wide range of attacks. Some 

of them are discussed further below.  

2.3.1. PRIMARY USER EMULATION ATTACK (PUEA): 

 PUEA is the biggest of all the attacks. All the researchers paid more attention 

to this attack. SU’s in CRN only use the accessible spectrum if it is still idle. 

Secondary Users (SU) must exit spectrum if the primary user demands it. That is why 

secondary users constantly track the primary user. In this attack, attackers do not 

permit Primary Users (PU) to use the available spectrum. The attackers operate as the 

primary user by sending signals that are uniquely identical to the primary user. When 

a SU discovers these signals, then spectrum is immediately allocated, and it will be 

occupied by the attacker. When this secondary user detects another PU, then it 
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switches into the next available spectrum. If the attacker detects the next usable 

spectrum band, it can trigger a denial of service for secondary users. 

PUEA is classified into two types namely: 

(i) PUEA that is Malicious 

(ii) PUEA that is Selfish. 

(i) Malicious PUEA: In this form of PUEA, aggressors stop the Secondary Users from 

using the available resources. Their primary objective is to decrease the usage of 

spectrum. Attackers in this region cannot use their personal band. 

(ii) Selfish PUEA: In this PUEA form, the aggressor’s acts as an egotistical SU & can 

make the spectrum not to be used by secondary users if it discovers that the spectrum 

is unused. 

 

Figure 2.1: Primary User Emulation Attack [57] 

The Figures 2.1 & 2.2 depicts an illustration of PUEA. There are ten channels 

available on the network. Whereas primary users occupy channels (1, 4) and (2, 3, 5), 

secondary users can also use channels (6, 7, 8, 9, 10). However, the attacker is on the 

channels (7, 8, 9). Just two channels (6, 10) are open to secondary users. 

 

Figure 2.2: Example of PUE Attack [58] 
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 To Overcome PUE attack, a novel method known as principal component 

analysis for spectrum sensing is applied. In this method, every SU sends data about 

the PU to the Fusion Centre (FC). This centre also keeps track the concentration of 

SU signal. The Fusion Center correctly identifies the Primary user and discards the 

malicious node after collecting all of these data. To overcome this attack, another 

technique known as "Belief Propagation" is used. In this technique, all secondary 

users must go through a series of steps before the suspicious node is detected & 

removed from the sending process. 

2.3.2. CONTRIBUTIONS for PUE ATTACKS: 

Anand, S., Jin, Z., & Subba lakshmi, K. P. [58] designed a methodical approach 

depending on Markov inequality and Fenton’s approximation. The analytical model is 

designed with several parameters as received power, distance, log-normal shadowing, 

etc. To decrease the difficulty, the position of SU was set to approximate the received 

energy. Although the designed analytical model tends to decrease the complexity, but 

the locality of SU is fixed then the forecast of the attacker will not be successful. 

Chen, R., Mark, J. M., & Rudy, J. H. [59] proposed a method based on the 

position verification of the transmitter. Depending on traditional signal strength 

standards that are collected from the secondary users under cooperation, identity of 

the PU is verified by comparing with the familiar primary user’s characteristics. 

 The majority of existing works on clustering paid little attention to the strength 

of the network. Gong, Lei, et al [60], proposed clustering mechanism based on 

location correlation for the purpose of decreasing the power consumption. But there 

is also a possibility of incorrect decision because of multiple SUs in a single cluster 

suffering from shadowing etc. or     due to the corrupted SUs. 

 Liu, Yao, Peng Ning, and Huaiyu Dai [61] proposed an algorithm for PU 

authentication using helper nodes that are positioned near the PU that have the 

transmission authority of thousands of watts. RF signatures combined with the 

cryptographic        signatures is used to validate the PU. Ratio of amplitudes of first and 

second components of multiple routes is approved and it is compared against a 

threshold to fix the location of PU. Here, the partner nodes power utilization is more 

as they have to maintain energy same as Primary User. The guidance is to be 

frequently performed in this technique that leads to shorter time for sensing and data 

transmission. 
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 Wei, Dong, Chunyan Feng, and Caili Guo [62] proposed an algorithm using 

clustering for saving the sensing time where the difference of signal to noise ratio of 

SUs is considered for cutting down the sample size. 

 Liu, F., Chen, H., Xie, L., & Wang, K. [63] reduced the effect of unidentified 

PUEA by introducing a new method named as Maximum-Minimum Eigen value 

detection. These PUEA attackers are present nearer to the SUs than PUs, since the 

PUEA attackers are capable to emit all the characteristics of legitimate primary user. 

In this method, the SUs available in sensing were chosen considering the spatially-

correlated shadow fading. The number of cooperatively sensing secondary users are 

determined, then two secondary cognitive users with largest correlation are identified 

and removed. 

 Zhou, X., Xiao, Y., & Li, Y. [64] dealt with a technique based on 

displacement and encryption for fighting with PUEA. This work provides 

authentication by following 3 steps as authority, legalization and information 

displacement. For authentication, each legitimate primary user registers with to the 

spectrum manager and stores their ID. With this registration each ID will be provided 

with an encryption matrix, displacement matrix and frequency bandwidth. After 

completion of the validation, the secondary users will start transmitting their 

information to base station. If the signals are invalid then that particular user is 

identified as an unlicensed user. 

 Huang, Xin-Lin, et al. [65] proposed a technique that utilizes discrete particle 

swarm optimization (DPSO). This technique takes more time to converge best 

solution for taking final decision by eliminating the malicious users from the 

network. Also large quantity of clusters was formed in this approach, as it does not 

think about the topology of the network. And it employs hard decision rules to 

arrive at a final decision that results in a reduction of sensing accuracy. 

 Thomas, Ryan W., et al. [66] presented a framework supported by Bayesian 

criteria using Nash equilibrium to find out whether honest SUs can exist along with 

the malicious ones in the network or not. The equilibrium helps to determine the 

genuineness of the SUs. 

 Song, Yi, and Jiang Xie [67] presented a distributed technique to detect the 

attackers that exchange the incorrect channel information between the SUs. The 

legitimacy of the sensed vacant channel information is tested spatial correlation 

technique. This method achieves high detection probability when the false alarm rate 
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is very less. 

 Chin, W. L., Tseng, C. L., Tsai, C. S., Kao, W. C., & Kao, C. W. [68] 

concentrated on protection by recognizing the PUEA attack with the obtainable 

characteristics of wireless channel. Channel characteristics are identified by hypothesis 

testing with that the attacker is detected. The detection process involves with the 

estimation of the following constraints. Based on these computations the PrUEA 

attacker is identified, but this method is highly computational complex. 

 Fangwei Li, Dejun Feng, Jiang Zhu et al. [69], focused on the identification of 

PUEA attack by designing a PUEA detection based situation awareness scheme. This 

scheme consists of six steps by that the interference situation is mapped by 

differentiating the power of PUs and the attackers. The aim of this method is to 

increase the system capacity by identifying the interference level. The six steps are 

detection of channel, estimation of number of sources present in that particular 

channel, determining the suspected primary user as a attacker  or normal user, then 

energy & locality identification, error correction and finally interference situation 

creation. 

 Kaiyuan Liu, Yuebin Chen, Yanghuizi Li, Xingsheng Pang et al. [70] 

concentrated on the identification of PrUEA attack by designing a hard decision 

fusion mechanism, used for verifying the users whether they are legitimate users or 

malicious users. The energy transmitted among sender & receiver is estimated, then 

distance among the attacker and the SU is determined. Here the value ‘𝜏’ is adjusted 

within certain coverage range; if it is adjusted the malicious user’s transmission 

power is also varied. By this variation the presence of PUEA node is recognized, 

but if the computation is incorrect, then the normal users are also predicted as 

malicious users. 

 Manumare Dang, Zurfang yaho, Honggang Zhang et al. [71] identified the 

PUEA attackers with the support of the estimated Received Signal Strength (RSS). 

The estimation of RSS is considered to have redundancy in spatial domain. To 

overcome this problem, the authors have introduced a compressive sensing to 

differentiate PU and PUEA attacker. The received signal energy is computed at the 

grid based on the Rayleigh energy decay model. The computed received signal energy 

includes power density, vanishing and Route failure that are determined at the 

transmitted signal. The Compression Sensing problem is solved by using Orthogonal 

Matching Pursuit (OMP) that performs faster and also shows good reconstruction. 
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 Soto, J., & Nogueira, M. [72] proposed a scheme for distributive and 

cooperative analysis (INCA) with two phases. First is an individual analysis phase 

performed to achieve flexibility and second is cooperation phase executed for 

providing cooperation among the distributed nodes. All the SUs sense and collects the 

data, then  further multi criteria decision analysis is held in first phase. The compound 

criterion assessment process is analyzed by Normalized Weighted Additive Utility 

Function (NWAUF), in that the utility is calculated from the weights. 

 Mohammad Javad Saber, Seyed Mohammad Sajad Sadough et al. [73] focused 

on increasing the control throughput even when the attackers are there in this method. 

The spectrum sensing was carried out depending on Neyman-Pearson Criterion by 

that the channel performance is enhanced. The fusion center present in system will 

take the judgment on the existence of PU or the PrUEA node with K out of N rule. 

 Yang, J., Chen, Y., Shi, W., Dong, X., & Peng, T. [74] concentrated on 

reducing the effect of PrUEA over the CSS in CRNs. Here the maximum ratio 

combining method is used with the evaluation of power coefficients. The received 

signals are separated into two as presence of PU and absence of PU. The optimal 

weights coefficients are obtained to that of the maximum detection probability. The 

traditional maximum ratio combining method is improved by computing the weight 

coefficients but this is used only for a single user with more number of computations. 

2.3.3. Objective Function Attack: 

 In general, cognitive radio can change its transmission parameters depending 

on the existing conditions. To achieve its own objective function, this adversary 

attacks such objective function by wrongly predicting its parameters. The function's 

primary goal is to provide a high data rate while using minimal resources. Consider 

the below objective function: 

f = W1P + W2R          (2.1) 

Where W1, W2 are the weights and information rate, respectively. All of these 

parameters can be changed by the adversary to cause CR to use the incorrect channel. 

He may use this to switch the CR to a low-security channel. When predefined 

threshold for Radio Parameters is defined then Objective function attack is reduced. 

This enables us to terminate communication if parameter values surpass the threshold 

and informed to the Fusion Center.  
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2.3.4. Jamming Attack 

 The attacker plans at sending packets out of the network, so the legal client 

wills block communications. This causes service denial. In order to mitigate this 

attack, secondary users must keep the primary user information about the location. 

This information is obtained by secondary users connecting to base station. 

2.4 DATA LINK LAYER ATTACKS 

 Most of the attacks in data link layer are caused by MAC address attack. Some 

of them are as follows: 

2.4.1. Spectrum Sensing Data Falsification Attack 

 In this attack, attackers pose as genuine network representatives & exchange 

wrong sensing reports on the assessment stream. As a result, they are able to use more 

spectrums for their own reasons, ensuing in a reduction of performance. To counteract 

this attack, a new technique is implemented. This approach is used by the fusion 

centre to know how many number of times in which all nodes makes their decisions 

about the existence of PU. 

2.4.2 Major Contributions for SSDF Attack 

 Hubert, M., Rousseeuw, P. J., & Van Aelst, S. [75] illustrated the efficient 

outlier intelligence methods used in the areas of data mining. The computational 

enhancement is the fundamental perception of this article. Various frameworks were 

focused for sensing the outliers from bigger datasets. 

 Nekovee, M. [76] discussed about the cooperative SSDF attack employing 

clustering method. Results illustrates that it achieves a less probability of error with K 

out of N rule and OR rule. 

Kaligineedi, P., Khabbazian, M., & Bhargava, V. K. [77] utilized the spatial 

location data for sensing attackers with small sample set. Non-parametric methods are 

selected by authors as they were not depending on the division of data. A parallel 

detection framework with every node employing energy detection was taken into 

account for sensing PU signal. At this moment, the attackers were sensed by applying 

statistical methods for calculating the outlier features. 

Li, H., & Han, Z. [78] proposes the effect of suspicious users with abnormality 

detection method. This method pays attention on guarding the SU information in 

opposition to the suspicious users in the system. The asymptotic sensing functionality 

was inspected by restricting the sensing frequency and flexibly choosing the 
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threshold. The reliant and autonomous attacks of single and multiple suspicious users 

were examined independently. 

Rawat, Ankit Singh, et al. [79] estimated the performance of the network 

using Kullback-Leibler divergence (KLD) technique. This existing research examines 

about the cooperative SSDF attack and yields a high detection rate. The issue with 

this technique is that it considers some genuine SUs also as malicious users. Their 

results indicate that, if the attacker’s percentage is 50%, then the fusion center is 

unable to discriminate between genuine secondary users and malicious users. 

Ejaz, Waleed, et al. [80] proposed a system depending on the gradient 

technique. A chemical field is produced for every SU that helps in the identification 

of PU. Any earlier information of system is not required here. Each SU has to 

broadcast information regarding their position to other SUs before reporting sensing 

data to them. 

Penna, F., Sun, Y., Dolecek, L., & Cabric, D. [81] examined a diagnostic 

model of statistical attacks employing Bayesian means. To exclude the corrupted 

nodes from the CRN, probability of every attacker was computed. A comparison 

between sequential and belief propagation method was also bought out. 

S S Kalamkar, A Banerjee, and A Roy chowdhury [82] focused on comparing 

and studied Grubb’s, Dixon’s, and then Box plot methods. The performance was 

analyzed in the presence of one and multiple suspicious users. The restrictions of each 

of the methods and their analysis were highlighted. 

He, Xiaofan, Huaiyu Dai, and Peng Ning [83] proposed a conditional 

frequency method to fight against SSDF attacks that is based on the Markov model. 

The assumption made is that there is at least one honest user to detect other malicious 

nodes. 

Fragkiadakis, A. G., Tragos, E. Z., & Askoxylakis, I. G. [84] reviewed the 

significant contributions regarding different types of security issues involved in CRN. 

The network performance in MAC and physical layer were analyzed. Besides, 

potential ideas of research challenges were presented. 

QiaoCai, Haibo He, and Hong Man [85] presented an iterative concept based 

on the parameter distance for identifying the corrupted data from larger sample size. It 

works on calculating mean & variance properties for identifying outliers. It also 

employed clustering approach irrespective of spatial properties. The performance of 

the model was diagnosed with U.S records. 
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S. Shrivastava, A. Rajesh, and P. K. Bora [86] identified data falsification 

intruders by Dixon’s method. To reduce the processing overhead at Fusion Center, 

they formulated sliding window scheme and 3-point Dixon’s scheme to fix on the 

optimal number of samples.  

Kapoor, G., & Rajawat, K. [87] proposed a spatio frequency method to 

uncover anomalies encountered in the sensing process. The location of SU is utilized 

as main parameter to take care of corrupted information from normal users. To aid 

this, a coordinate-based method was formulated and evaluated with the existing PCA 

method to beat attacker’s effects on FC. To handle attacker’s activity, a new online 

method was introduced and also proved to be reliable. 

Soto, J., & Nogueira, M. [88] outlined a framework to deal with the flexibility 

and safety in CRN for sensing. A protocol stack for sensing, sharing and safety was 

presented. The impact of the model on cooperative overhead was discussed. In case of 

PrUEA attackers, this was the primary attempt to describe multi-criteria on sensing 

decision. 

R. K. Sharma and D. B. Rawat [89] addressed the contemporary CRN safety 

problems and their remedies. The current progress in various kinds of security 

mechanisms in the PHY layer and theoretical game methods were described. An 

absolute examination of PUEA and SSDF attacks was provided in this work. The 

virtues and disadvantages of all the methods were exclusively underlined to assist the 

beginners. 

Ghaznavi, M., & Jamshidi, A. [90] modeled a CSS method based on 

clustering. The corrupted users are eliminated using the algorithm by means of 

investigating for the honest users. The attacks considered in this research work are 

PUEA and SSDF. Initially all the elements are assembled & spread among the PU and 

each cluster was computed using maximum likelihood method. Nevertheless, the 

constraint imposed on the technique is attackers count should not exceed the size of 

the cluster. 

Sharifi, A. A., & Niya, M. J. M. [91] established a novel protection method to 

deal with SSDF attacks by approximating the intensity of the attack. Optimal 

selection of K in K-out- of-N rule reduces the Bayesian risk. 

Srinu, S., & Mishra, A. K. [92] proposed Generalized Extreme Studentized 

Deviate (GESD) method to restrain from the greedy and random attackers in the 

network. Each of the attacker’s effect is nullified by using different techniques like 
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covariance method for random attack and Shapiro - Wilk method for greedy attack. 

The proposed algorithm offers best results under the situation that maximum count of 

suspicious users is to be known in advance. 

2.4.3. Control Channel Saturation Attack 

 In CRN's generally one control channel will be existing to maintain traffic 

among users. This control channel enters the diffusion state if more control traffic is 

not available. By considering this, the aggressor deliberately saturates this control 

channel. This attacker is able to decrease the number of valid spectrum nodes. All 

accessible frequency bands can be used by the attacker. The network is classified into 

clusters to mitigate this attack. And every cluster has its own channel of control. If 

one cluster control channel is attacked, other cluster control channels will stay 

unaltered. 

2.5. NETWORK LAYER ATTACKS 

 This layer is an important layer because the data packets are routed among 

multiple   networks. In this layer there are many threats. Some are discussed here. 

2.5.1. Hello Attack 

 In this attack, the attacker sends a message to all other network nodes 

informing them that only one best route is available to reach the destination. The 

attacker sends messages with more authority to the other nodes and obtains messages 

with high signal intensity. This attacker has the ability to encourage the nodes that are 

neighbors. The remaining nodes will consider attackers to be their neighbors, sending 

packets through and losing them. To combat this attack, Fusion Center must validate 

the nodes' bidirectional links and messages sent through these nodes (FC). 

2.5.2. Sinkhole Attack 

 The attacker informs to the other nodes involved in sinkhole attack that this 

was fastest way to reach their destination and encourages them to forward packets 

through them. By means of this aggressor, a new form of attack known as selective 

forwarding will be started, in which every packet in the network will be changed or 

discarded. To counteract this attack, an authentication mechanism is used. Every node 

in the system must be authenticated and checked. And the suspicious node is 

discarded before it can access the network. 
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2.5.3. Sybil Attack 

 To represent an identity, the attacker creates a slew of false identities. As a 

consequence, he can defraud the valid node. This attack specifically affects 

cooperative spectrum sensing technology, in which an intruder sends incorrect 

sensing information, causing the device to make incorrect decisions. We use the 

node's validation technique to mitigate this attack. We use two forms of validation: 

direct and indirect. The node identity is explicitly verified during node validation. The 

identity of every node is validated indirectly by remaining nodes. 

2.6. TRANSPORT LAYER ATTACKS 

 In Cognitive Radio networks, transport layer has many no of attacks. 

2.6.1. Key Depletion Attack 

Since the cognitive radio network has more no transmissions and longer round 

trip times, there are less transport layer sessions and most sessions take place between 

contact groups. Many transport layer protocols, such as Secure Socket Layer (SSL) 

and Transport Layer Security (TLS), may be available in general. These protocols 

produce a large number of cryptographic keys at the beginning of every session. And 

more session keys are created for each session. As a result, the attackers listen in on 

the conversation and snatch the key. These keys are used to send and receive session 

data. To counteract this attack, we must share key sessions more safely using new 

ciphering algorithms. 

2.7. CROSS LAYER ATTACKS 

 Cross layer Attacks are the attacks that targets one layer and have 

consequences over other layers. 

2.7.1. LION ATTACK 

 Lion attack is a multi layer attack in which attacker targets the physical layer 

in order to decrease Transmission Control Protocol (TCP) performance at transport 

layer. The intruder either jammed the channel or used a PUE attack. The PUE assault 

causes the secondary consumer to regularly handoff. This disruption in frequency 

handoff would decrease the overall. 

 This attack's effect can be mitigated by providing detailed information about 

the transport layer of handoff. To combat this attack, we employ the Freeze TCP 

technique, which enables us to predict the next window disconnection. 
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Table 2.1. Layer Attacks and their Existing Solutions 

 

 

2.8. CONVENTIONAL SECURITY THREATS 

 

Figure 2.3: Classification of Threats in Cognitive Radio Network’s [89] 



35 
 

 One of the most critical aspects of CRN communication is security. Since 

CRNs are wireless networks, they are more vulnerable to attacks. Eavesdropping, 

impersonation, traffic examination, as well as assaults on wireless node's privacy, are 

all part of this broad range of threats. Some of them are addressed here. 

2.8.1 Eavesdropping and Impersonation 

 In Eavesdropping, the intruder listens to the communication to learn about the 

Communicating individuals, PUs, and SUs. This information is used to launch replay 

attack or impersonation attack. To counteract this attack, we use encrypted and time-

stamped messages. In an Impersonation attack, the attackers steal the identity of the 

legitimate node and use it to communicate with other nodes. To combat this attack, all 

PUs now have anonymous IDs. You can change these IDs using the encryption keys. 

2.8.2. Selective Forwarding Attack 

 This Attack occurs when the attacker node fails to deliver harmful 

communication to the initial CR node. It's a malicious node that removes the 

messages and is an unsalvageable fault in the system. The CR node or BS 

counterattacks with moment strategy. If the message limit for specific data is 

exceeded and the message was not received, BS will be notified to resend the message 

to PU or SU through another safe path. 

2.8.3. Sinkhole and Sybil Attack 

 In this attack, the attackers disseminate incorrect information about the high-

quality sink path. Certificates provided by the BS or the Cognitive Radio Network 

Authority are used to mitigate this attack. In Sybil attacks, the malicious node is 

believed to be present in several locations, leading the BS to assume that it is the 

moving legitimate node. To combat this form of attack, we employ anonymous IDs 

and certificates. 

2.8.4. Worm Hole Attack 

 As their neighbors step away from them, the other CR nodes will believe the 

malicious node in this attack. In order to obliterate their names and physical 

addresses. To combat this attack, the BS assigns each node anonymous IDs and 

distances, which must be encrypted 

2.8.5 Hello flood attack 

 To establish communications, the attacker will send the HELLO message to 

all nodes in the network. The attacker can take advantage of the identification used by 

some link layer protocols and other nodes to convince them that weak links between 
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nodes are strong links. This means that weak links are used to route packets between 

nodes, resulting in corrupted or lost packets. To mitigate this attack, we use 

certificates and authentication. Some higher levels adhere to secure protocols. 

2.9. Specific Security Threats 

 Aside from traditional threats [93], CRN has new threats because of their 

particular functions. There are some of them discussed below. 

2.9.1. Hardware Attacks 

 Some nodes are altered or damaged by hardware in this attack. Hardware 

attack may motive the node to be completely shut down or signal transmission in an 

entirely incorrect frequency band. We need hardware encryption to mitigate this 

attack. So the attacker cannot access this node hardware.  

2.9.2. Software Attacks 

 The impact of CRN's software attacks is greater because of their 

characteristics than other networks. This attack software can shut down CRN entirely. 

We have to use tamper resistance and virus detection techniques [94] to eliminate 

malicious software installation. The software must be downloaded from official 

server. These attacks prevent us from eavesdropping the authentication, authorization, 

and integrity of software installations. 

2.9.3. Jamming Disruption Attack 

 Jamming during data transmission can be done in Cognitive Radio. In this 

case, the attacker will dismiss the PU and compete in the possession, causing PU 

disruptions. CR's should check the IDs, certificates and authenticate the transmission 

node to prevent this attack. 

2.9.4. Spectrum Sensing Data Attack 

 SSDA attack is caused by incorrect spectral analysis leading to incorrect   

decisions to allocate bands to primary users & secondary users 
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Table 2.2 .General and Specific Attacks and their Preventions 

 

2.10. EXISTING TRUST MANAGEMENT APPROACHES: 

A mean field scheme was designed in [95] that utilize energy discovery & 

location verification to determine if the primary user is emulating the system. In 

addition, strategic decision-making in the presence of several attackers was taken with 

the application of the mean game model. Without supplementary overhead the attacks 

were detected. In accumulation to reduced false alarm probability, the approach was 

found effective in provisions of detection accuracy. In [96], a routing and spectrum 

allotment (ROSA) algorithm was designed to minimize overhead communication and 

dynamically adjust available resources. Each node in ROSA managed several sessions 

carefully in order to achieve deadlines. Furthermore, an effective mechanism for 
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allocating resources was established to negotiate in optimal fashion between media 

access and select transmission parameters. 

With the evolution of wireless communication media on the conventional 

spectrum allocation scheme, where the frequency granted has mostly not been used, 

the necessity for radio spectrum presented severe issues. CRN allows secondary users 

to sense & utilize the free space without interfering with the activities of the primary 

user (PU). But safety is compromised among malicious nodes. In [97] a review was 

presented of modes of confidence and reputation in the defense of attacks by 

malicious users. Trust and reputation classifications were examined in [98]. An 

extensive study was proposed on the CRN Byzantine mechanism of attack and 

defense [99]. 

Motivated by a game theory economy, the game model existed in [100] to 

improve the success ratio for transaction and spectrum admittance performance for 

CRN using a distributed co-operative spectrum sensing to detect malicious secondary 

users'. In [101] an overview was suggested of safety threats and challenges. Several 

threats to security and defense mechanisms have been investigated [102]. 

In [103] an efficient categorization and a review of attacks were proposed that 

specifically attack the network layer. Several research studies have focused 

specifically on detecting attacks based upon source location and detection probability. 

However, only few authors have taken the punishment of attackers into account and 

have disregarded the punitive mechanism for malicious users. A new penalty 

mechanism with a cognitive trust value was set out in [104] to discuss with this 

problem. A Wireless Communication System Cognitive Security mechanism was 

shown in [105] to ensure robustness & security in the presence of suspected users. 

The primary user emulation attack (PUEA) is majority and important attacks 

in CRN. It influences the complete cognitive cycle. The PUEA algorithms are 

depended on the fixed position of the attacker. However, the suspected user is kept in 

an extreme & active location. The positions are therefore reported to be affected. In 

order to address this issue, a novel method for PUEA detection of high mobility was 

presented using a Cross Layer plan [106]. Call drop and delay were however reported 

to be stressed. In order to address this issue of delays and Call drops, the three-

dimensional continuous markov model [107] has been designed. In [108] certain 

unique possibilities and open research challenges were outlined in multi-hop CRN. 
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 The traditional security scheme has provided a long way to attain objectives 

such as data confidentiality, the integrity check of data packets, authenticity and 

availability. The protection mechanism using a conventional method could 

nevertheless be expensive and time consuming with the growing attacks along with 

system complexity. In [109] a new perspective with a strong theoretical basis was 

presented with game theory. The defense mechanism was suggested by attack 

detection [110]. A thorough study of the implementations of available techniques for 

cross-layer defense was investigated in recent developments in the field of artificial 

intelligences and machine learning techniques [111]. 

 A hierarchical multi-level cluster was presented at [112], in turn to enhance 

the mean network life of each node entering the network. Multi Criteria Decision 

Making (MCDM). In [113] the channel estimation technique was proposed in order to 

decide if either the primary customer or the prime user emulator was spreading a 

blond channel estimate model based on modified subspace. This distinction was made 

significantly among the suspected and the trusted users. A technique of double 

adaptive thresholding was introduced in [114] to give users who were deemed 

questionable a fair opportunity. In addition to a maximum combination ratio (MRC), a 

credibility measurement scheme was also proposed. 

2.11. EXISTING CROSS LAYERED DEFENSE APPROACHES: 

Cognitive Radio Network (CRN) has been at the forefront in recent years due 

to its potential for resolving the problems of limited spectrum and high spectrum 

demand. A PROActive Learning MAC (PROLEMus) protocol providing protection to 

two separate attacks: the Primary User Emulation Attack (PUEA) and the 

Falsification of Spectrum Data Sensing (SSDF), without an external sensor device 

[115]. A deadline-based algorithm of routing and spectrum distribution was put up in 

[116] to maximize the use of obtainable resources and to provide greater delivery 

within deadlines.  

In order to increase efficient output, the system incorporated the interaction of 

opportunistic routing, spectral allocation and deadlines. There has been a new penalty 

mechanism focused on the cognitive confidence value that focuses on security aspects 

[117]. However, the cross-cutting interference increases with higher allocation of 

resources and the amount of interference reaching the limit. In order to tackle this 

issue, the common channel allotment and power allotment [118] were presented to 

minimize interference. While interference is reduced, malicious behavior is not said to 
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be monitored. A process for confirmation of cross-layers for the cloud setting was 

proposed in [119].  

The Wireless Body Area Network (WBAN) intelligent gateway model was 

built in [120] to use licensed primary user (PU) channels via Cognitive Radio (CRs) 

for secure transmission of all-embracing healthcare monitoring. The wireless 

network's main goal remains the effective use of existing resource. A review of CRN 

technology in Band Full Duplex was presented in [121].  

A detailed survey of CR research was presented in [122], covering issues 

including spectrum sensing, spectrum use, allocation of resources and power 

management, robustness and safety in CR networks, etc. By introducing many new 

wireless products, the use of restricted spectrum has increased exponentially in recent 

years. In [123], a thorough discussion is given about mechanisms for channel 

assignment, including different functionalities for CRNs. Initially, both CRN and 

wireless regional networks were presented in a detailed way and, ultimately, many 

factors and shortcomings in the assignment of the channel were also addressed. The 

neural network and multi-resolution analysis [124] have been incorporated in this 

context to increase the spectral performance and data rate of cognitive radios.  

In [125] an outline of CRN security attacks and challenges were suggested. 

The effect of SU Node Transmission on the scaling factor for the channel capacity 

was built in [126] to ensure fairness. Another Bayesian learning methodology was 

introduced in [127] to reach the optimal substitution among security and effectiveness 

for cross-layer jamming attacks. Another model for spectrum mobility management 

based on Transfer Actor Critical Learning (TACL) was again suggested in [128] so as 

to develop the accuracy of spectral sensing and channel sharing time.  

In [129] cross-layer attacks were detected and defeated to progress network 

performance. In the fusion centre, the principle of double attack thresholds was 

introduced in [130] to differentiate among genuine and suspected users Dumpster 

Shafer analyze probability of detection and false alarm. In the physical layer and in 

the MAC layer, an integrated scheme [131] using adaptive modulation and encryption 

(AMC) was carried out, resulting in optimized transmission. A trust-based secure 

routing model was built in [132] specifically for the selective forwarding attack in 

CRN. This was said to be accomplished by tracking the transmission of nodes, and 

malicious nodes were said to be detected on the basis of confidence. The selection 

routing system was shared with the spectrum allocation by this design concern.  
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Finally, trusts were used to generate usable pathtrusts and delays to arrive at a

ppropriate routing conclusions. The attack in the TCP and MAC layers was presented 

in [133] next to the Round Trip Time (RTT) protection mechanism to boost 

performance. A collaborative approach to achieve high spectrum accuracy was 

developed using cluster analysis [134] 

2.14. OPEN ISSUES IN COGNITIVE RADIO NETWORKS 

        The following are some of the open issues that are identified from the Survey in 

Multi hop CRN’s: 

 Firstly, multi-hop CRNs face all the challenges that are inherent in single hop 

CRNs. 

 Multi-hop CRN design must deal with challenges that arise from the multiple 

hop nature of the communications. 

 Since PU transmissions must be protected, the biggest challenge for the CRNs 

is to enhance and ensure quality of service (QoS) of secondary network. 

 Co-ordination challenges in neighbor discovery among Primary and 

Secondary Users 

 Heterogeneity in Radio frequency ranges among users 

 Distributed spectrum access at relay nodes 

 Varying interference at Network Layer 

 Frequency switching delay along multiple hops in Various Layers 

 Cross Layer attacks occurs among Physical and Data link Layers 

 

2.15. CONCLUSION 

In this chapter, a wide-ranging literature survey is rendered on Various Attacks occurs 

at multiple Layers of CRN’s. The basis of CR and specific standards for executing 

research were conferred. The key solutions by various researchers were provided. The 

benefits and shortcomings of contemporary attacker detection techniques were 

investigated. Therefore, there exists an ample possibility for research in CRN. 


