
42 
 

 

CHAPTER 3 

MEAN BID TRUST CROSS LAYER TRUST EVALUATION MODEL 

3.1 INTRODUCTION 

           In a Cognitive Radio Network resource provisioning and efficient resource 

utilization are the most important variables in reducing attacks and improving service 

quality. Taking into consideration the requirement of an efficient technique for 

allocating underutilized spectrum, this chapter discusses a Mean Bid Trust Paradigm 

in CRNs. The predominant contribution in this thesis and this particular section is 

improved capabilities of Spectrum Utilization for a large number of licensed users so 

that they can provide maximum spectrum to their following secondary or unlicensed 

users across network. As a result, this chapter discusses about the methodology of 

sharing spectrum from licensed users to secondary users. 

3.2. METHODOLOGY  

Cognitive Radio (CR) is a developing and capable communication technology 

tailored towards enhancing unused licensed consumption of spectrum band for 

anticipated customers. CRN security is a highly demanding domain. The new 

generation wireless communication system Cognitive Radio Network (CRN) allows 

non-licensed or secondary users. „𝑆𝑈𝑠‟ to use underutilized spectrum or Vacant 

spaces possessed by the licensed or primary users „𝑃𝑈𝑠‟, improving the overall 

spectrum consumption. However, with the development of cognitive functionality, 

traditional & advanced protection threats were demanding.  

To make CRN more secure and trustworthy, diverse methods has been 

presented in the literature section. All the Methods are having their respective 

advantages and disadvantages. But the parameters considered in their execution are 

sufficient when the attacks are happening at individual layers. In this Section, a Mean 

Bid Trust (MBT) technique is discussed. The Primary purpose of all the existing 

methods is to separately measure the trust worthiness of secondary nodes and classify 

whether the secondary node is Malicious or not. The performance of the CRNs 

depends on several parameters. The values obtained in this method reduce energy 

consumption and time required to identify trustworthy nodes, while also enhancing 

detection accuracy and reducing false positive rates, thereby significantly securing the 

CRN. The flow diagram of the proposed work is shown in Figure 3.1. 
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Figure 3.1 Block diagram of the MBT-MNR Technique 

 As shown in the figure above, a third party node will measure the secondary 

user‟s trust while allocating unused spectrum or vacant spaces by means of the mean 

bid function for every cognitive radio user or cognitive radio module. The secondary 

nodes with which the suitable categorization is made are applied to each trust 

evaluated by multiple Nash equilibrium method. In this method we utilize two kinds 

of user‟s namely third party and secondary user. The elaborate description of the 

proposed method is given below followed by the network model. 

3.3. NETWORK MODEL 

 Let us think about two kinds of network entities, called, Primary User „𝑃𝑈‟ 

and Secondary User „𝑆𝑈‟. On one hand, the primary users are also called as licensed 

users, own licensed spectrum and hence are licensed to operate in specific frequency 

bands. Secondary users, on the other hand, also called as unlicensed users since they 

do not hold approved spectrum but are also known as cognitive radio users since they 
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constantly use the legal spectrum. Fusion Center (FC) will make the decision to assign 

licensed spectrum to secondary users.  This is the place where allocation, reallocation 

and classification of users are taken place.  By considering two types of network 

users, a network model for MBT technique is as shown in Figure 3.2.  

 

 

 

 

 

 

 

 

Figure 3.2 MBT Network model 

 From the above figure, the spectrum is split into both vacant spaces „𝑉𝑆‟ and 

occupied space „𝑂𝑆‟, where vacant space is denoted in white color and occupied 

space is denoted in yellow color. Next, the spectrum hole is represented by „𝑆𝐻 ‟, 

includes both the licensed frequency of primary users‟ „𝑃𝑈‟ and the unlicensed 

frequency of secondary users‟ „𝑆𝑈‟ respectively 

3.4 ATTACK MODELS 

3.4.1. PHY Layer Attack Model 

 The collaborative spectrum sensing reports are primarily used in the Report 

False Sensing Attack (RFSD) that occurs in the PHY layer to deceive the resultant 

users. Secondary users offer details for spectrum access, which is aggregated into a 

joint spectrum access report. Those details are fixed with respect to primary users' 

presence for the available resources. All of the nodes details were sent to fusion 

centre, which acts as recipient for the entire system. Malicious user‟s Wrong spectrum 

sensing information forces the fusion centre to obtain inaccurate decisions. 

 Malicious users will fool the fusion centre into making a wrong choice by 

sending fraudulent reports, and the collaborative spectrum sensing report findings are 

erroneous, leading other inferior users to believe that a key user is present in that 

spectrum. For example, the attacker can report high energy levels despite sensing low 

energy levels. Now, if the fusion centre produces “Available” (which means that the 

primary consumer is present), it was evident that the attack was successful. 
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The features of truthful secondary users sensing reports can now be seen. The sensing 

energy of an i
th

 client can be denoted as Ei at each point of sensing, and its distribution 

is 

Ei ~  
𝜒2𝑚 ,

2                  𝐻0

𝜒2𝑚
2  2𝛾𝑖 ,            𝐻1      

 (3.1) 

 Where χ = chi-square distribution, m = time band width product, 𝛾i = signal to 

noise ratio, H0 represents primary user is absent and H1 represents main user is 

available. Let 𝐺0 represent sincere coverage and 𝐺1 represent untruthful coverage. 

 The strategy of always-yes attack is used here for RFSD attack. Em is used to 

sense the energy to the users. An attacker reports correct Em value if it is above the 

threshold i.e Em ≥ ξ and dishonestly report if, and if it is below threshold i.e Em <ξ he 

reports wrong value Em + Δ  (because primary user is not present). Where ξ = 

threshold and Δ = bias which attacker adds.   

3.4.2. Defense scheme 

 This is a three step procedure. In this scheme at primary step, the availability 

of primary client is known by means of sensing reports given by each node by fusion 

center. Which is done by using a hypothesis check 1 for each node? The Neyman 

Pearson lemma is of the form: 

 
𝑃 𝐸𝑖 = 𝑒𝑖|𝐻1 

𝑃 𝐸𝑖 = 𝑒𝑖|𝐻0 

𝑁

𝑖=1,𝑖≠𝑗

      (3.2) 

In the above equation (3.2) Where η is the threshold value for examination 

1.In second step if the result of test 1 is H0 then only we conduct check 2 to find out if 

the knot (j) is lying. 

𝑃 𝐸𝑗 = 𝑒𝑗 |𝐺1,𝐻0 

𝑃 𝐸𝑗 = 𝑒𝑗 |𝐺0,𝐻0 
    (3.3) 

In  the above equation (3.3)Where ζ is the maximum rate for examination 2.In 

the third step a truth value is obtained as Result to confirm the node is malicious or 

not. The quantity of truthful (r) and dishonest (s) reports are considered to find out the 

truth value (𝜋1)   

𝜋1 =  
𝑟 + 1

𝑟 + 𝑠 + 2
    (3.4) 

A malicious node is one whose truth value is not above a threshold value ( 𝜆1). 
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3.4.3. MAC layer Attack Model 

 In order for a lower-level user to begin transmitting data packets, it must 

remain for a phase of time called as distributed inters frame space (DIFS). DIFS 

means that amount of time that a channel must remain idle until a secondary user can 

use it to transmit data. However, if it is utilized by someone in DIFS, the secondary 

user must back off for certain period of time before starting their transmission. This 

back off time is distributed uniformly using the interval [0, CW]. CW is represented 

by a contention window. As the initial back off time, a lowest rate CW min is used. It 

will be doubled if a transmission fails, for example a collision or a drop, and it will 

stop until the maximum CW (CWmax) is reached. If the transmission is efficient, the 

window will rearrange to its minimum value. A limited window range represents that 

aggressors are using a low value of CW to prevent other users from accessing the 

channel. 

3.4.4 Defense scheme 

 The cramervon Mises (C-M) test is used as defense scheme. The difference 

between distributive functions is used here to find the malicious users. When a 

window size is observed, it is inspected to see if it follows the distribution of the 

original window size. In the first step, for all the nodes observed window size is 

calculated  

𝑥𝑖 =
𝑡𝑖− 𝑡𝑖−1− 𝑇𝐷𝐼𝐹𝑆 −𝑇𝑜

𝛿
       (3.5) 

 In the above equation (3.5) Where 𝑡𝑖−1 = last transmission end time, 𝑇𝑜= time 

taken between last transmission end time and current time of packet and 𝑡𝑖 = current 

time of packet. A cumulative distribution can be made and it is denoted by F1. The 

window size distribution of nodes which are normal which is obtained by considering 

count of transmissions which are success and count of collisions is denoted by F0. 

Now, the difference can be evaluated between cumulative functions is calculated as 𝜃. 

Let X1,...,XK be the K observations and Y1,...,YL be the L sample data of real 

distribution. Then the 𝜃 can be calculated as: 

𝜃 =
𝐾𝐿

(𝐾 + 𝐿)2
  𝑠𝑔𝑛 𝐹0 𝑥𝑖 − 𝐹1 𝑥𝑖  [𝐹0 𝑥𝑖 − 𝐹1 𝑥𝑖 ]

2    

𝐾

𝑖=1

+ 𝑠𝑔𝑛  𝐹0 𝑦𝑗  − 𝐹1 𝑦𝑗   [𝐹0 𝑦𝑗   (6)− 𝐹1 𝑦𝑗  ]2

𝐿

𝑗=1

        (3.6) 
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A value “D” defined as max {𝜃, 0} is used to find the trust value. The trust value 𝜋2  is 

computed by 

𝜋2 = 𝑒−𝐷
2
       (3.7) 

 In the above equation (3.7) If the value of 𝜃 becomes negative, we can say that 

original window size is less than the backoff window range. D obtains the value of 

zero & the faith value becomes 1. This confirms that the node is not a wicked node. If 

𝜃becomes positive that means the original window size value is more than back off 

window range. The node is confirmed as suspected when the trust value is under the 

threshold value (λ2). 

3.5 CROSS LAYER ATTACKS AND ITS DEFENSE 

 Because of cross layer attack, the channel utilization will be reduced. The 

attacks considered here are the Reporting False Sensing Data (RFSD) attack in the 

PHY layer and the Small Back Off Window (SBW) attack in the Network layer. Both 

the assaults have a “OR” association. i.e, the attacker may use any single attack, for 

instance RFSD or SBW, to minimize channel utilization. To achieve a cross layer 

attack, the attacker executes all attacks concurrently in multiple layers. Attackers 

utilize the assault probability P1 to execute RFSD attacks and P2 to perform SBW 

attacks on their respective layers. These attack probabilities are the values that are 

optimal and carefully selected by the attackers in order to avoid detection when 

carrying out the attacks. 

3.5.1 Cross layer defense Framework 

The section shows a cross layer defense framework and it is represented as: 

 

Figure 3.3. Cross Layer Defense Framework for CRN’s 
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The parts of the above represented framework are: 

 SLMTC: single layer monitoring and trust calculation: The part of the 

framework where the trust values of nodes in individual layers are calculated. 

 Trust fusion: The faith values from individual layers are considered & 

absolute trust value T is calculated from all the available nodes in the network. 

 Abnormality detection: After computing the final test value for a node, it is 

considered and the node is classified whether it is malicious or not is done 

here. 

The CTM – cross layer trust manager is obtained by combining trust fusion and 

abnormal detection parts of the defense framework. The goal of the trust fusion is to 

determine how much a node will be trusted by the CTM. The final trust value can be 

computed as: 

𝑇 = 𝑤1𝜋1 + 𝑤2𝜋2  (3.8) 

In the above equation (3.8) Where w1 is the stage at which the CTM trusts the 

PHY layer results and w2 is the level with which the CTM trusts the Network layer 

results. 𝜋1 and 𝜋2 are the individual layer trust values. The weights are derived by 

using variance values of the individual layer trust values. The weights are calculated 

as: 

𝑤1 =
𝑣2

𝑣1+𝑣2
, 𝑤2 =

𝑣1

𝑣1+𝑣2
   (3.9) 

In the above equation (3.9) A heuristic technique is used here to find the rate 

of variances. Let vj represent the variances with j=1,2 and 𝑣𝑗
𝑖  denote the sequence of 

variances  𝜋𝑗
𝑖 1 …𝜋𝑗

𝑖(𝑀)  , where M is current detection round, I is node number , j 

is layer number. The variance is calculated as: 

𝑣𝑗 =
1

𝑐𝑗
 𝑣𝑗

𝑖

𝑖 ,1≤𝑖≤𝑁 & 
𝑣𝑗
𝑖

𝑣𝑗
𝑚≤𝜌

     (3.10) 

In the above equation (3.10) Where cj is the count of nodes that satisfy the 

condition  
𝑣𝑗
𝑖

𝑣𝑗
𝑚 ≤ 𝜌 and 𝜌   is the threshold value for finding which variances doesn‟t 

satisfy normal nodes variances. After the calculation of the final value for one node if 

it is below the threshold λ3, then it is considered as malicious. The appropriate actions 

are performed on the layers to decrease the impact of attackers on them.     
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3.6 MEAN BID CROSS LAYER TRUST EVALUATION METHOD   

This section uses a third party node to assess the trustworthiness of secondary 

customers by using the Mean Bid Theory. Mean Bid Theory is considered here 

because it works efficiently when we are having a collection of nodes. We define trust 

as personal probability in which the aspect of belief plays an important role by which 

one (trustor) relies on another and expects that trustee would depend on its (trustor) 

own good. The reputation will be definite as opinion of one person about the other, of 

one customer about a product, and by construct, of one node about another. By 

keeping in mind the Trust and Reputation elements the Mean Bid Trust Evaluation 

Model will Work. Two layers of trust measurements, physical layer and network 

layer, are calculated and the trustworthiness depending on mean bid value is achieved. 

The Mean Bid Cross Layer Trust Evaluation model Block Diagram is shown in 

Figure 3.4. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.4 Illustration of Mean Bid Cross Layer Trust Evaluation Method 
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A malicious SU that imitates PU identity generates the principal user 

emulation attack [135] in the physical layer. The purpose of doing this is to use the 

spectrum selfishly while not sharing it with other users. The fake characteristics 

prevent the SUs from using the vacant space, but on the other the SUs mistakenly 

detect the licensed PU presence. The channel is, however, found idle and the 

malicious user automatically utilizes the resources.  

3.7 MATHEMATICAL MODEL 

In our work, two trust metrics, energy consumption and the number of data 

packets received are considered to measure the differences. In terms of the jamming 

attack on the physical layer, malicious users are known to transmit large amounts of 

data packets and consumes considerable amount of energy. The energy utilization 'E' 

and amount of data packets 'DP' received are therefore considered as trust constraints 

in our work for the physical layer trust measurement. The third party nodes collect the 

deals from nearby cognitive radio nodes subsequent to the '∆t‟ period. These proposals 

are 'E' and 'DP' values created with the secondary user nodes 'j' in neighboring 

cognitive radio nodes. The average rate of the bids is as follows.  

𝐵𝐸
′ =  

1

𝑛
 𝐸𝑛
𝑛
𝑖=1     (3.11) 

𝐵𝐷𝑃
′ =  

1

𝑛
 𝐷𝑃𝑛
𝑛
𝑖=1     (3.12) 

From the above equations (3.11) and (3.12), „𝐵𝐸
′ ‟ and „𝐵𝐷𝑃

′ ‟ correspond to the 

mean standards of the bids collected after '∆t‟ respectively and „𝑛‟ correspond to the 

number of adjacent cognitive radio nodes. After calculation of „𝐵𝐸
′ ‟ and „𝐵𝐷𝑃

′ ‟, the 

variance of trust constraints of „𝑗‟ are represented are specified as follows.  

𝑉𝐸 =
∆𝐸𝑗  𝑡 −∆𝐵𝐸 𝑡 

′

∆𝐵𝐸 𝑡 ′
         (3.13) 

∆𝐸𝑗  𝑡 = 𝐸𝑗  𝑡 − ∆𝑡 − 𝐸𝑗  𝑡    (3.14) 

𝑉𝐷𝑃 =
∆𝐷𝑃𝑗  𝑡 −∆𝐵𝐷𝑃  𝑡 

′

∆𝐵𝐷𝑃  𝑡 ′
    (3.15) 

∆𝐷𝑃𝑗  𝑡 = 𝐷𝑃𝑗  𝑡 − ∆𝑡 − 𝐷𝑃𝑗  𝑡   (3.16) 

From the above equations (3.13) and (3.15),„𝑉𝐸‟ and „𝑉𝐷𝑃‟, symbolize the 

variance of energy consumption & information packets which got trust parameters. 

Besides, „𝐸𝑗  𝑡 ‟ symbolize the energy absorbed at time „𝑡‟ and „∆𝐸𝑗  𝑡 ‟ represents the 
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energy absorbed at time „∆𝑡‟ correspondingly. Next, the separate trust using energy 

consumption „𝐸‟ & quantity of data packages expected „𝐷𝑃‟ for the corresponding 

secondary user node „𝑗‟ by third party node „𝑇𝑃is calculated as specified below.  

𝑇𝑖𝑗
𝐸 =  

1 − 𝑉𝐸 𝑡 , 𝑖𝑓 ∆𝐸𝑗  𝑡 > ∆𝐵𝐸 𝑡 
′

0, 𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
   (3.17) 

𝑇𝑖𝑗
𝐷𝑃 =  

1 − 𝑉𝐷𝑃 𝑡 , 𝑖𝑓 ∆𝐷𝑃𝑗  𝑡 > ∆𝐵𝐷𝑃 𝑡 
′

0, 𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
               (3.18) 

From above equations (3.17) and (3.18), if „∆𝐸𝑗  𝑡 ‟ and „∆𝐷𝑃𝑗  𝑡 ‟ values are 

beyond the mean and then the trust of the SU node decreases and vice versa. The 

absolute trust for the respective secondary user node at the physical layer is calculated 

as follows.  

𝑇𝑖𝑗
𝑃 = 𝛼1 ∗ 𝑇𝑖𝑗

𝐸 𝑡 + 𝛼2 ∗ 𝑇𝑖𝑗
𝐷𝑃 𝑡  (3.19) 

Following the trust metrics for the physical layer, this method focuses on the 

network layer which is next layer. By considering the network layer, routing will be 

influenced by incorrect information propagation, resulting in the assignment of the 

minimum hop count of its data packets by obstructing the high precedence channels. 

Hop count is therefore used as the course metric for successful messaging.  

Let us consider „𝐻𝑐𝑜𝑢𝑛𝑡 ‟ as the belief measurement for trust assessment at 

network layer. At time interval„t‟ the third party node 'i' collects bids from fellow 

cognitive nodes. The average of the hop counts bids is calculated as give below. 

„𝐻𝑐𝑜𝑢𝑛𝑡 ‟, which corresponds to the amount of trust at the network layer, is a measure 

of trust that we can use for assessment. Within this context, the third party node "i" 

gathers bids from its fellow cognitive radios later than time interval "∆t". To 

determine the average of bids: 

𝐵𝐻𝐶
′ =

1

𝑛
 𝐻𝐶𝑛
𝑛
𝑖=1    (3.20) 

Since equation (3.20) states that „𝐵𝐻𝐶
′ ‟  refers to the standard of the bids that 

are gathered after ∆t (∆ being a specified amount of time) and n refers to the quantity 

of neighbor cognitive radio nodes, the earlier report will be concluded. The mean of 

bids collected was utilized to calculate the variance of cognitive radio node „j', which 

is indicated below. 

𝑉𝐻𝐶 =
∆𝐵𝐻𝐶

′  𝑡 −∆𝐻𝐶𝑗  𝑡 

∆𝐵𝐻𝐶
′  𝑡 

   (3.21) 
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∆𝐻𝐶𝑗  𝑡 = 𝐻𝐶𝑗  𝑡 − ∆𝑡 − 𝐻𝐶𝑗  𝑡  (3.22) 

Variation of hop count faith metric „𝐻𝐶𝑗  𝑡 ‟ and time interval „t‟ are defined 

by the equation (3.21). „𝑉𝐻𝐶‟ in this equation represents the variation of hop count 

trust metric, and „𝐻𝐶𝑗  𝑡 ‟ is the value at time interval „t', while „𝐻𝐶𝑗  ∆𝑡 ‟  represents 

hop count at time period „∆t'. As a last step, the user's faith in the hop count, the „HC‟, 

is applied to the third-party node, to which they have an agreement with regard to the 

use of the secondary user „j‟. 

𝑇𝑖𝑗
𝐻𝐶 =  

1 − 𝑉𝐻𝐶 𝑡 , 𝑖𝑓 ∆𝐻𝐶𝑗  𝑡 < ∆𝐵𝐻𝐶 𝑡 
′

0, 𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
   (3.23) 

In equation (3.23), if the if „∆𝐻𝐶𝑗  𝑡 ‟ and „∆𝐷𝑃𝑗  𝑡 ‟ rates are lesser than the 

mean values, then honesty of the CR user will reduce and if they are larger, the 

honesty of the CR customer will increase. With the above mathematical evaluations, 

the pseudo code representation of Mean Bid Cognitive Radio Trustworthiness is as 

follows.  

Table 3.1 Mean Bid Cognitive Radio Node Trustworthiness Algorithm 

Input: Cognitive Radio User = Primary User „𝑃𝑈‟, Secondary User „𝑆𝑈‟, third party 

node „𝑖‟ 
Output: Computationally efficient trustworthiness of secondary node  

Step 1: Initialize energy consumption „𝐸‟, data packet received „𝐷𝑃‟, hop count „𝐻𝐶‟ 

Step 2: Begin 

Step 3: For each cognitive radio user 

Step 4: Measure mean value of energy and data packet received bid using (3.11) and 

(3.12) 

Step 5: Measure variance of the trust parameters for energy and data packet received 

using (3.13) and (3.15) 

Step 6: Evaluate individual trust based on energy and data packet received using 

(3.17) and (3.18) 

Step 7: Measure mean value of hop count bid using (3.20) 

Step 8: Measure variance of trust parameter for hop count using (3.21) 

Step 9: Evaluate individual trust based on hop count using (3.23) 

Step 10: Return physical layer (i.e. energy) and network layer (hop count) trust value 

Step 11: End for  

Step 12: End  
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 The status of all secondary users is judged on the foundations of mean bid 

theory, as indicated in the preceding algorithm for trust. Both time and energy were 

hoarded when the mean bid theory is used while analyzing the legitimacy of an 

inferior user by a third party node. First, all the standards in the sequence were 

considered with the usage of mean and fairness is assured by using a bid. Therefore, 

energy and time are improved while measuring the trust of the secondary node.  

3.8 SIMULATIONS 

In this section we are comparing the efficiency of the Mean Bid Trust with the 

Routing and Spectrum Allocation (ROSA) algorithm [136] and the Mean Field Game 

technique [137] by means of simulation experiments in various network scenes. 

Dynamic simulations using the Network Simulator NS-2 will test the efficiency of the 

MBT process. The simulation setup will first describe, then performance metrics are 

defined and the results will be shown in the end. 

3.8.1 Simulation setup  

In our experimentation, first the cognitive radio nodes were positioned 

arbitrarily in the specified area. For the simulation we think about a wireless cognitive 

network with 50,100, 150,….500 nodes, Let N=50 out of which some secondary users 

are not trusted and they are also considered. The foremost significant parameters for 

this work are Attack Probability, Transmission Probability and Channel availability 

parameters in the physical & data link layers. The below table review the simulation 

parameters used. 

 Table 3.2 Description of Simulation Elements 

S.No. Parameters Description 

1 Cognitive radio nodes 500 

2 Transmission range 40 m 

3 Number of cycle simulation 10 

4 Square region 1000 x 1000 m
2
 

5 Available spectrum 54 MHz - 72 MHz 

6 Traffic type Constant bit rate flow 

7 Simulation time 1000 Sec 

8 Size of data packet 2500 Bytes 

9 Data packet generation 1 packet/ sec 

10 Node displacement Uniform Random Distribution 
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11 Initial energy 100J 

12 Bandwidth Product 2 Mbps 

13 Transmission power 300 MW 

14 Noise Level -125 bBm 

15 Loss factor 4 

16 Back off window size 64-512 

17 MAC Layer Standard IEEE 802.11 

 

3.8.2 Simulation Results 

The simulation analysis of different parameters is presented in this section. 

Simulations are conducted by means of the parameters of simulation given in Table 

3.2. Relative investigates for three different methods are made, MBT, ROSA [136] & 

mean field game [137], using the table and chart. 

3.8.3. Scenario 1: Energy Consumption 

Firstly the main important parameter for Secondary user malicious 

identification is Energy Consumption. As Sensing is fundamental parameter this is 

clearly analyzed. Table 3.3 given below provides the energy consumption for three 

methods. 

Table 3.3 Simulation Results for Energy Consumption 

Number of CRN 

nodes 

Energy consumption (kJ) 

MBT ROSA Mean field game 

50 2.8 3.6 4.7 

100 4.3 6.7 9.8 

150 6 8 11 

200 7.9 11.2 14.3 

250 9 13.4 17 

300 8.2 14 21.9 

350 10 18.8 25.1 

400 12.9 21.8 30.3 

450 13 25.9 33.4 

500 15 32 36 
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Figure 3.5 Performance Evaluation of Energy Consumption 

Figure 3.5 above displays three separate processes, MBT, ROSA [136] and 

mean field game [137] for graphic illustration of energy consumption. When the idle 

spectrum is allotted, the secondary consumer may use a large amount of energy. In the 

graph shown above X-axis, the number of primary and secondary CRN nodes reflects 

energy absorbed by the relevant CRN nodes. The above results evaluates that quantity 

of CRN is directly proportional to energy consumption. When compared to the ROSA 

and Mean field games, our MBT system uses less energy because the MBT method 

correctly tests trust in secondary users. Standard secondary nodes are thus left with a 

greater number of underused spectrums, and thus are used to optimum consumption 

of energy. The energy use of MBT is therefore said to be decreased by 35% compared 

to [136] and 58% compared to [137]. 

3.8.4 Scenario 2: Detection Time  

Next, Detection Time of the attack is discussed. Aside from energy 

consumption during signaling, the detection time for attack is a critical factor to 

consider during this technique. The detection time is calculated by means of three 

dissimilar techniques as presented in Table 3.4 below. 
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Table 3.4 Simulation Results for Detection Time 

Quantity of CRN 

nodes 

Detection time (ms) 

MBT ROSA Mean field game 

50 1.36 1.49 2.42 

100 1.86 3.27 4.52 

150 2.46 4.13 6.42 

200 2.59 5.43 8.28 

250 2.86 5.95 8.77 

300 3.54 7.26 9.35 

350 4.26 7.85 12.26 

400 5.48 9.34 14.53 

450 8.52 11.42 14.89 

500 11.52 13.36 16.45 

 

 

Figure 3.6 Performance Evaluation of Detection Time 

 Figure 3.6 shows the attack detection time in milliseconds for 500 CRN nodes 

including primary and secondary users at various time periods for ten different 

simulation runs. The results show that the amount of CRN is directly related to the 

detection of attacks, i.e. by adding the amount of CRN for the system, and then the 

detection time will be increased automatically. During the simulation when 

considering 50 CRN nodes, Attack detection time was "0.035ms." When MBT was 

used, “0.043ms” when ROSA [136] was used and “0.054ms" when mean field game 

[137] was used for individual CRN nodes. 

 The average attack time for 50 CRN nodes was '1.36ms‟, using MBT, '1.49ms' 

with [136] and '2.68ms' with [137] respectively. The outcomes of the simulation 

showed that attack detection time was significantly reduced via MBT compared to 
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[136] and [137]. In MBT, the first trust was assessed on two different layers, physical 

layer and network layer, i.e. capacity, received data packages & counts of hops. Since 

these three measures form the vital part of confidence assessment, the integrity of the 

secondary consumer was significantly finished by third party. Hence the time of 

detection with MBT was decreased by 38% compared with [136] and 55% compared 

to [137]. 

3.8.4. Scenario 3: Detection Accuracy 

 At Last, Detection Accuracy is shown in this segment. Besides Energy and 

Attack Detection time Detection Accuracy is also an important Metric to find out the 

Malicious Node in the given Network. Table 3.5 specified below presents the 

detection accuracy made using three techniques. 

Table 3.5 Simulation Results for Detection Accuracy 

Number of CRN 

nodes 

Detection accuracy (%) 

MBT ROSA Mean field game 

50 91 87 83 

100 90.23 87.56 82.23 

150 90.09 86 81 

200 90.12 86.23 79.43 

250 89.96 85 79.12 

300 88.63 85.48 78.96 

350 88.23 84.26 78.22 

400 88.23 84.05 78.02 

450 87.44 83.26 77.08 

500 86.9 81 77 

 

 

 

Figure 3.7 Performance Evaluation of Detection Accuracy 
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The above Figure 3.7 illustrates the attack detection accuracy measured for 

500 CRN‟s for simulation at 10 intervals. The detection rate based on the results is not 

constant in evaluation. Because all the Secondary Nodes which are taken in to 

consideration are not Malicious and only some of the nodes are Malicious, Remaining 

all the nodes will work as per the rules of the Fusion Center. Here the honesty of the 

secondary user is identified from two layers Physical & Network. Accordingly, Trust 

is estimated. In this manner, the attack detection accuracy using the MBT is enhanced 

by 5% when compared to [136] and 11% when compared to [137].  

3.9 CONCLUSION   

One of the most key issues analyzed and discussed in recent study to improve 

the performance of the CRN is design of the security mechanism for cross-layer 

assaults in cognitive radio networks. In this chapter, we proposed an MBT method for 

dealing with malicious secondary users who launch attacks on two layers, the physical 

layer & Network layers. First, we model the communications among the third party 

and secondary user with the reasons of using the underutilized spectra using a 

simultaneous non-cooperative model. Then we created an attack detection 

mechanism. In Contrast to numerous trust methods, our trust-based mechanism takes 

into account the mean bid of neighboring nodes, which evaluates trustworthy nodes. 

Simulations were made and the outcomes illustrate that the MBT method performs 

better than the ROSA method & Mean Field Game for all the parameters. 


