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CHAPTER 4 

MULTIPLE NASH EQUILIBRIUM GAME THEORY MODEL 

4.1 INTRODUCTION  

Game theory is a mathematical tool to solve strategic interactions for decision 

makers. The players in Competitive or Cooperative Gaming may have complete, 

partial or no knowledge on others in the gaming environment. In all the games utility 

tells the players motivation and the utility function maps the type and strategies by all 

the players to real number [138]. For a well-defined equilibrium, each player's 

strategy will optimize the anticipated utility to get the best answer from each player. 

The effects of utility experiences can be used for optimization in a cognitive decision 

process. Game theory can also be extended to cognitive radio networks. Games are 

essentially two types: Cooperative and Non-Cooperative, in which co-operative 

players have a choice to revise their best answer strategy [139] but in non cooperative 

there is no option of revising the strategy because player doesn’t have any option of 

coordination with others. Motivated by economics of game theory, the game model 

depended on trust and an algorithm was presented in [140] in order to improve 

transaction success rate and access performance to spectrum [141] for CRN, using a 

distributed cooperative spectrum sensing designed to detect malicious secondary 

users. This work largely uses the Multiple Nash Game Theory method to classify 

malicious and normal users. Then evaluate our results by using the parameters energy 

consumption and detection accuracy. 

4.2 GAME THEORY in COGNITIVE NETWORKS  

 Wired networks have limited mechanisms for reduction of interference and 

coexistence. Some of the industrial environment used networks such as iWLAN, 

Bluetooth and NanoNET. When they are operating in close proximity leads to 

interference and signal loss so that there is a loss of data.  Hence in industrial 

applications there is an increasing demand of   new kind of wireless technologies 

which caused spectrum scarcity.  Depending on time and location spectrum scarcity 

problem may vary hence we need some network which mainly solves spectrum 

scarcity problem by understanding the environment. Such type of network is 

Cognitive network which efficiently solves the problem by utilizing unused portions 

of Primary Users (PU’s). Cognitive radio senses the environment, analyzes it and 

adapts to the Radio environment dynamically using Software defined radio (SDR)    
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re-configurability. Moving nodes in game theory may be confused of how remaining 

people can act. The radio environment can characterize radio environment map 

(REM) as a primary part of database. Network infrastructure and intelligent network 

nodes often used in industrial environments such as geographical features, spectral 

rules, locations and radio activities may sustain REM. The previous channel 

assignments will aid in finding and updating the location in the system. Hence, Game 

theory is predominantly applicable to cognitive radio networks 

4.3 METHODOLOGY 

To improve the spectrum utilization in wireless communications CRN’s 

mainly classifies users into two types i.e Primary users ‘𝑃𝑈𝑠’ and Secondary users 

‘𝑆𝑈𝑠’. Here Secondary users ‘𝑆𝑈𝑠’ are unlicensed and Primary users ‘𝑃𝑈𝑠’ are 

licensed, ‘𝑆𝑈𝑠’ uses the vacant and unutilized spectrum left by ‘𝑃𝑈𝑠’ which improves 

the spectrum utilization. As CRN’s are wireless in nature there is possibility for error 

occurrence and more amounts of attacks will happen on the networks. To make CRN 

safe and more reliable, different techniques were discussed in the literature. In this 

work, Multiple Nash Reputation (MNR) method is proposed. The MNR method is 

designed with an objective of decreasing the time & energy consumption in 

identifying    reliable nodes and specifies which Secondary user is authorized and 

unauthorized so that it automatically reduces the attacks on the CRN’s. Figure 4.1 

shows the Process diagram of the MNR Method.  

 As illustrated in the below figure, a third party element calculates the 

secondary user's trust in every cognitive radio user by assigning an underutilized 

range or vacant space with the mean bid function. Following that, the Multiple Nash 

equilibrium method is applied to the independently trust evaluate secondary nodes, 

and the suitable categorization is produced. In this method we will use two kinds of 

nodes, third party & secondary users. The elaborate description of the proposed 

method is given below followed by the network model. 
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Figure 4.1: Overview of MNR Method 

4.4 NETWORK MODEL 

 Consider two types of users, namely, Primary User ‘𝑃𝑈’ and Secondary User 

‘𝑆𝑈’. The primary users are also known as licensed users, own licensed spectrum, 

hence they can operate in particular frequency bands allocated to them. On the other 

hand, Secondary users are also known as non-licensed users, so they will not operate 

in licensed spectrum. These secondary users constantly sense the licensed spectrum 

with permission from primary users. A network model for the MNR method is 

designed by considering PUs and SUs, as shown in Figure 4.2.  

 

 

 

 

 

 

 

 

Figure 4.2: MNR Network Model 

The diagram above depicts the spectrum of both available space 'VS' and used 

space 'OS', where available space is indicates in white color and busy space is 

indicated in yellow color. Subsequently, the spectrum hole where the authorized user 

not used the spectrum is represented by ‘𝑆𝐻 ’, comprises mutually the idle qualified 

frequency of authorized users ‘𝑃𝑈’ and unlicensed frequency of secondary users’ 

‘𝑆𝑈’ respectively.   

  

Primary User ‘𝑃𝑈’ 

Secondary User ‘𝑆𝑈’ 

 

𝑂𝑆 𝑉𝑆 

𝑆𝐻 
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4.5 DYNAMIC and ADAPTIVE LEARNING MECHANISM for CRN’S 

                        

 

Figure 4.3 Dynamic Adaptive Learning Mechanism Framework 

 

 A control point and a target point are used to describe the system in this 

framework. This composition assists us to indicate if a channel is idle or busy, as well 

as whether it is stopped or targeted. N channels are connected through their 

corresponding PUs and are denoted by the letters X 1, X 2,..., X N. A polynomial called 

the polynomial of history Hp. It is defined by ji that represents the idle/busy state of 

channel. 

 It is 1 when the channel i is idle at j or when it was dynamic. aj
i  has a value of 

0. The bj
i indicates whether a channel is being attacked/ blocked. If the channel I is 

attacked/blocked at j, the value b ji will be 0; otherwise, it will be 1. The cnti values 

represent the attack rate of each channel. If the cnti of a channel is high, we may 

conclude that the channel could be targeted. For control calculations, the sum of all 

polynomials is used. The channels are linked to primary users, and the transmission 

history M is accessible. Each channel has a TGi target value. The modules' functions 

are discussed further below. 

 Module A 

The goal value is allocated in this module. This module is referred to as the 

measurement of permanent position. The value of TGi is set here for every channel. 

At first the TGi value of each channel is identical as 1
st
 one  if  particular channel was 
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busy more than M/2 times in the earlier records, or the other scenario is when the 

channel is idle above M/2 times, then the TGi value would be 0. The values would 

later be modified on the basis of input from the other modules. 

 Module E 

     The final TGi value for each channel is determined in this module. The target 

estimation module is another name for this module. The TGi values from modules A 

and the feedback from modules D and S are the inputs to this module. The final target 

value is calculated based on these input values. The value from module D represents 

the guide's current status based on previous performance. The value from module S 

reflects the channel's current state. If both D and S are equal, the final TGi value is set 

to the TGi rate given by Module A. In another case, if the values from modules D and 

S differ, the final TGi value is set as a complement to module A's TGi value. The 

channels' TGi values are set. These values are passed to module B as inputs. Module B 

calculates the probability that the channel is active in the future if the final TGi is set 

to 1. If the final TGi rate is set to zero, the B module will be able to determine the 

channel's possible idle time. 

 Module B 

The possibility of channel idles in future K time slots is determined in this section. 

This module is referred to as control calculations. This module B is composed of the 

TGi rate of section E and the polynomial rates𝑎𝑗
𝑖 ,𝑏𝑗

𝑖  and 𝑐𝑛𝑡𝑖caller i of the past of the 

module U. Module B calculate the channel's likelihood for the next K time slots 

(based on the TGi value of a channel from Module E). 

 Module D 

 This is the module in which we are going to find whether a channel is 

idle/busy and blocked/attacked. Based upon some conditions we are going to find the 

channel state. The input to this module is the probability that a channel stays in a busy 

state for k future time slots i.e 𝑝𝑏𝑘
𝑖  and the parameters known as learning parameters 

c, C and 𝛿.The probability that a channel stays in a idle state for k future time slots i.e 

𝑝𝑖𝑑𝑘
𝑖  can be calculated as 𝑝𝑖𝑑𝑘

𝑖 = 1 − 𝑝𝑏𝑘
𝑖 . Now, a parameter 𝜏 =  

1

𝑁
 𝑝𝑏𝑘

𝑖𝑁
𝑖=1  is also 

calculated for the time slot k=1. 

 The steps we will follow to predict a channel is idle, busy, blocked/attacked 

are firstly for every unblocked channel check the condition that if 𝑝𝑏1
𝑖 ≤ 𝜏 then we 

can predict the channel as idle. The next condition is if 𝜏 < 𝑝𝑏1
𝑖 < 𝑐 ∗ 𝜏 then that 
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channel is said to be busy or else if 𝑝𝑏1
𝑖 ≥ 𝑐 ∗ 𝜏, then increase the count cnt value by 

1, and the channel is said to be under attack. If the count value exceeds the C value 

then block the channel and set the cnt value t0 0 again. We can remove the channels 

which are predicted as the attacked ones. 

 Module L 

  Initialization or updating of learning parameters, which are used in Module D 

to predict channel state. This module is known as a research module. The metrics used 

to calculate learning parameters are return time, sensing delay, and channel use. The 

amount of channel traffic is referred to as channel use. A channel's intensity is 

expressed as a back-off rate. The number of channels sensed by SU before any 

successful transmission is known as sensing delay. These 03 metrics are joined to 

form the kapo parameter. In the learning module, the kapo parameter is used to 

initialize/actualize the learning parameters.  

 Module U 

      In this module the values like 𝑎𝑗
𝑖 ,𝑏𝑗

𝑖  and 𝑐𝑛𝑡𝑖  are updated here. This module is referred 

to as the state update and prediction module. The inputs to this module are the 

expected value for a module B channel and the actual state of the channel for module 

S.  On this basis, the U module updates the  𝑎𝑗
𝑖 ,𝑏𝑗

𝑖  and 𝑐𝑛𝑡𝑖  the values of the respective 

values. 

 Module S 

 Before a successful transmission, the SU is allocated through a channel in this 

module. In the real world, this module is regarded as a process. The channel's 

predicted module D state is used as the contribution to this module S. Module S 

excludes the intended channels as attacked based on these values. The networks that 

have been left out are measured to be available/ unavailable. There is a record of 

channels with idle/busy channels. 

  Channels that are predictable to be unoccupied are given more weight and are 

located on the left side of the chart. When an SU is allocated a channel, it is given an 

idle priority and assigned. If two idle channels are available, the channel which is idle 

for the longest period is assigned. If idle slots availability is more, a random channel 

is chosen to be assigned. Finally, the channels are assigned based on the list. This 

module includes the current status of a channel and acts as feedback to modules A and 

E. 
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Table 4.1 Dynamic and Adaptive Learning Algorithm 

Input: probability that a channel stays in a active state for k future time slots  

          i.e 𝑝𝑏𝑘
𝑖  and the learning parameters c, C and 𝛿. 

Output: Channel State: Busy, free , Attacked or Blocked state  

Step 1: Initialize with the learning parameters c, C and 𝛿. 

Step 2: Start 

Step 3: For Every cognitive radio channel  

Step 4: compute the busy probability as specified in the module D i.e. 𝜏 

Step 5: 𝑖𝑓 𝑝𝑏𝑘
𝑖  ≤ 𝜏 then it is an idle channel 

Step 6: 𝑖𝑓 𝜏 < 𝑝𝑏1
𝑖 < (𝑐 ∗ 𝜏)  then the channel is busy 

Step 7: else if 𝑝𝑏1
𝑖 ≥ 𝑐 ∗ 𝜏, then increase the count cnt value by 1 i.e. cnt=cnt+1 

Step 8: channel is said to be under attack 

Step 9: If the count value exceeds the C value then block the channel and set the                     

            count  value to 0  

Step 10: Block channels for delta time slots  

Step 11: reset the counter(cnt) to 0 

Step 12: End for  

Step 13: End  

 

4.6 Multiple Nash Game Theory Model 

Game theory [142] involves a mathematical tool that represents the strategic 

decision making and interactions between multiple users. To arrive at the final 

decision, the third party gathers the spectrum detection from the secondary user based 

on the reputation value. In this work, Multiple Nash Game Theory method is used to 

categorize among the malicious & normal users. It is called as Multiple Nash because 

of the inspection by environment parameters and the sensing outcome made by the 

secondary user node. The environment parameters analyzed are, the availability of 

spectrum ‘𝑆𝑝𝑒𝑐𝑎’, quality of spectrum ‘𝑆𝑝𝑒𝑐𝑞’ and level of interference ‘𝐼𝑛𝑡’. In this 

model, let us define a spectrum sensing game as represented below.  

𝐺𝑡ℎ𝑟𝑒𝑠 =  𝑛, 𝑆𝑖 , 𝑃𝑂𝐹𝑖  𝑆𝑝𝑒𝑐𝑎 , 𝑆𝑝𝑒𝑐𝑞 , 𝐼𝑛𝑡  (4.1) 

 

  



66 
 

From the above equation (4.1), a relationship among the third party ‘𝑖’ and the 

secondary user ‘𝑆𝑈𝑖’ in the spectrum detection phase is defined based on the 

environment parameters. With the players participating in our game being the third 

party and secondary user, ‘𝑆𝑖’ is assumed as the strategies adopted by two players.  

The secondary user, ‘𝑆𝑖’ and the third party ‘𝑖’make the decision by choosing a 

strategy in a simultaneous manner.  

The strategies for the secondary user ‘𝑆𝑈𝑖’ are ‘forward true sensing results’ 

and forward false sensing results’. The strategies for the third party ‘𝑖 are ‘examines’ 

and ‘does not examine’. Finally ‘𝑃𝑂𝐹𝑖’ represents the payoff function utilized to 

determine the gain of the ‘𝑆𝑈’ and the ‘𝑇𝑃’ during the spectrum sensing phase.  The 

payoff matrix for the ‘𝑆𝑈’ and the ‘𝑇𝑃’ is given by the table 1.  

Table 4.2 Payoff matrix 

 
SU forward true sensing 

results 

SU forward false sensing 

results 

Third party 

examines 
−𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 , 𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖  𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 , 𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖  

Third party do 

not examine 
𝐺𝐹 𝑇𝑃, 𝑅𝑖 , 𝐺𝐹 𝑇𝑃, 𝑅𝑖  −𝐺𝐹 𝑇𝑃, 𝑅𝑖 , 𝐺𝐹 𝑇𝑃, 𝑅𝑖  

 

When the third party chooses to examine the spectrum, the ‘SU’ with right 

detection obtains a gain equal to ‘𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 ’. From the above table 

‘𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 ’ refers to the checking function with the corresponding outcomes of 

the third party represented as ‘𝑂𝑖’, sensing outcomes ‘𝑆𝑂𝑖’ and recommendations ‘𝑅𝑖’ 

respectively. The malicious secondary user node is punished by reducing the 

reputation ‘𝑅𝑖’. On the other hand, when the third party do not examine the spectrum, 

it gathers the sensing results and hence, the secondary node is not punished and hence 

it obtains a gain equal to ‘𝐺𝐹 𝑇𝑃, 𝑅𝑖 ’. Next, for the normal node, the value of 

reputation for each secondary user is reduced for each dissimilarity and increased for 

each detection’s according to the formula given below.  

           𝑅𝑖 = 𝑅𝑖 + 1, 𝑖𝑓 𝑆𝑂𝑖 ∈ 1     (4.2) 

           𝑅𝑖 = 𝑅𝑖 − 1, 𝑖𝑓 𝑆𝑂𝑖 ∈ 0     (4.3) 

From the above equations (4.2) and (4.3) the recommendation values for each 

secondary node is incremented if the sensing outcome possesses a profit value (as in 

equation 2) and is decremented if the sensing outcome possesses a loss value (as in 
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equation 3). Hence, based on the reputation value ‘𝑅𝑖’, the nature of secondary user 

‘𝑆𝑈𝑖’ is determined as given below. 

𝑆𝑈𝑖 =  
𝑖𝑓 𝑅𝑖 < 𝑅𝑡ℎ𝑟𝑒𝑠 , 𝑆𝑈𝑖𝑖𝑠 𝑚𝑖𝑠𝑐ℎ𝑖𝑒𝑣𝑜𝑢𝑠 

𝑖𝑓 𝑅𝑖 > 𝑅𝑡ℎ𝑟𝑒𝑠 , 𝑆𝑈𝑖𝑖𝑠 𝑛𝑜𝑟𝑚𝑎𝑙 
    (4.4) 

Based on the above mathematical formulation, the pseudo code illustration of 

Multiple Nash Equilibrium Spectrum Sensing is given below.  

Table 4.3 Multiple Nash Equilibrium Classification Algorithm 

Input: Cognitive Radio User = Primary User ‘𝑃𝑈’, Secondary User ‘𝑆𝑈’, third party 

node ‘𝑖 

Output: optimal classified results  

Step 1: Initialize recommendation  

Step 2: Begin 

Step 3: For Every  cognitive radio customer 

Step 4: Define spectrum sensing game using (4.1) 

Step 5: If ‘𝑆𝑂𝑖 ∈ 1’ then increment  ‘𝑅𝑖’ as in (4.2) end if 

Step 6: If 𝑅𝑖 < 𝑅𝑡ℎ𝑟𝑒𝑠 then ‘𝑆𝑈𝑖’ is mischievous end if    

Step 7: If  𝑆𝑂𝑖 ∈ 0 then decrement ‘𝑅𝑖’ as in (4.3) end if 

Step 8: If 𝑅𝑖 > 𝑅𝑡ℎ𝑟𝑒𝑠 then ‘𝑆𝑈𝑖’ is normal end if    

Step 9: Return (optimal classified results) 

Step 10: End for 

Step 11: End  

As shown in the above Multiple Nash Equilibrium Spectrum Sensing 

algorithm, for each secondary user, with the help of third party, a spectrum sensing 

game theory is used to classify among the malicious &normal users. 

4.7. SIMULATIONS  

 The results of the Multiple Nash Reputation (MNR) method are compared 

here with the Mean Field Game approach [137] and Routing & Spectrum Allocation 

(ROSA) Algorithms [136] through a simulation experiment with diverse network 

scenes. The efficiency of the MNR approach is evaluated by means of Network 

Simulator NS-2 dynamic simulations. First, it explains the simulation configuration, 

and then defines the output parameters, and finally the results of the simulation are 

shown. 
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4.7.1 Simulation Setup  

In our experiments, networks with a specified number of cognitive radio nodes that 

are distributed in a random manner within an area of 1000×1000. The number of 

cognitive nodes is 50,100,..., 500. The cognitive radio nodes are initially randomly 

positioned in the given location. The below Table 4.4 illustrates the parameters of 

simulation used. 

Table 4.4: Description of Simulation Elements 

S.No. Parameter Description 

1.  Network Area 1000 x 1000 m
2
 

2.  Cognitive Radio Nodes 500 

3.  Data Packet size 2500 bytes 

4.  Bandwidth of each channel 2 Mbps 

5.  Available Spectrum Bandwidth 54MHz-72 MHz 

6.  MAC Layer standard IEEE 802.11 

7.  No of Cycle Simulations 10 

8.  Traffic Type Constant bit rate flow 

9.  Simulation time 1000 seconds 

10.  Data Packet Generation 1 Packet/sec 

11.  Nodes Distribution Uniform Random Distribution 

4.7.2 Performance Metrics 

In this section, three different performance metrics are used for analysis is presented. 

They are 

 Energy consumption  

 Detection accuracy 

 Detection time 

(i) Energy consumption: The cognitive radio node participating in the network, the 

energy is the most important factor. Certain amount of energy is consumed for 

sensing task. The average energy is calculated by: 

𝐸 =  
1

𝑁𝑠
 𝑒 𝑛 𝑁𝑠

1     (4.5) 

From the above equation (4.5), the energy ‘𝐸’ is calculated depending on the 

generated sampled energy vectors ‘𝑒 𝑛 , 𝑤ℎ𝑒𝑟𝑒  𝑛 = 1,2,3, … , 𝑁𝑠 ’. 
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(ii) Attack detection time: The time of attack detection refers to the time it takes to 

detect the attack. While the underused spectrum is assigned to the secondary user, 

some secondary users are malicious or some secondary users are regular. However, 

early detection of malicious and normal users reduces the degradation in performance 

of the whole system. The detection time is measured according to the following.   

𝐷𝑡𝑖𝑚𝑒 =  𝐶𝑅𝑁𝑖 ∗ 𝑇𝑖𝑚𝑒  𝑆𝑈𝑖 
𝑛
𝑖=1    (4.6) 

From the above equation (4.6), the detection time ‘𝐷𝑡𝑖𝑚𝑒 ’ is calculated based 

on the number of CRN nodes ‘𝐶𝑅𝑁𝑖’ and the time used for identifying assaults 

‘𝑇𝑖𝑚𝑒  𝑆𝑈𝑖 ’. It is measured in terms of milliseconds (ms). 

(iii) Attack detection accuracy: Finally, the attack detection accuracy measures the 

amount of right detection (i.e. usual secondary user as normal & malicious secondary 

user as malicious) made by third party. The detection accuracy is measured as 

specified below.  

𝐷𝑎𝑐𝑐 =   
𝑆𝑈𝑖 𝑚/𝑛 

𝐶𝑅𝑁𝑖

𝑛
𝑖=1      (4.7) 

From the above equation (4.7), the detection accuracy ‘𝐷𝑎𝑐𝑐 ’ is calculated 

depending on number of CRN nodes considered for experimentation ‘𝐶𝑅𝑁𝑖’ and the 

secondary user correctly detected as malicious or normal ‘𝑆𝑈𝑖 𝑚/𝑛 ’. 

4.8 SIMULATION RESULTS 

This section presents the results of the simulation for three different 

parameters. Simulations are conducted using Table 2 simulation components. A 

comparative study of three different techniques, MNR, ROSA [136] and Mean Field 

game [137], is achieved using both the table and the graph. 

4.8.1 Scenario 1: Energy Consumption  

First, the energy utilized during the sensing phase is shown, which forms the 

critical parameters for protection against CRN attacks. Since sensing is one of the 

preliminary and fundamental parts of any network form, energy consumption is the 

first metric analyzed. The energy consumption using three dissimilar methods is 

shown in Table 4.5 below 
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Table 4.5 Simulation Results for Energy Consumption 

Number of CRN 

nodes 

Energy consumption (kJ) 

MNR ROSA Mean field game 

50 2.5 3.5 4.5 

100 4.5 6.5 9.5 

150 7 9 12 

200 7.5 11.5 14.5 

250 8 13.5 18 

300 8.5 15 21.5 

350 9 18.5 25.5 

400 12.5 21.5 30.5 

450 14 25.5 33.5 

500 16 30 35 

 

 

Figure 4.4. Performance Evaluation of Energy Consumption 

 Figure 4.4 above shows a graphical illustration of three different approaches, 

MNR, ROSA [136] and medium field game [137]. The secondary user absorbs a 

considerable amount of energy during spectrum sensing whereas assigning the under-

utilized spectrum to the unlicensed secondary user. The X- axis shows the quantity of 

CRN, which comprises of both primary and secondary users. The figure shows that 

the increase in the number of CRN nodes results in an energy consumption increase 

consecutively. . As because of the presence of both the primary and secondary users 

in the CRN, the energy consumed does not proportionately increases. However, there 

a substantial increase in the number. The energy consumption during spectrum 

sensing was observed to be reduced using MNR as evaluated with two methods [136] 

and [137]. Mean Bid algorithm has been applied in MNR, where a trusted third party 

tests the trustworthiness of secondary nodes depending on Mean Bid theory. Standard 
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secondary nodes are thus left with a greater number of underused spectrums and are 

therefore used in the optimum energy used. Consequently, the energy consumption 

with MNR is reported to be 39% lower than [136] and 54% lower compared to [137]. 

4.8.2 Scenario 2: Detection Time  

Secondly, the detection time of the attack is presented. In addition to the most 

important energy consumption in the sensing, the time for attack detection constitutes 

the key element to be examined during security scheme. Table 4.6 below provides the 

time of detection by three schemes. 

Table 4.6 Simulation Results for Detection Time 

Number of CRN 

nodes 

Detection time (ms) 

MBT-MNR ROSA Mean field game 

50 1.25 1.65 2.25 

100 1.95 3.15 4.15 

150 2.45 4.55 6.25 

200 2.55 5.35 8.15 

250 2.75 5.85 8.66 

300 3.55 7.25 9.15 

350 4.15 7.85 12.35 

400 5.35 9.35 14.55 

450 8.25 11.45 14.85 

500 11.35 13.35 16.35 

 

 

                                         Figure 4.5. Assessment of Detection Time 

 Figure 4.5 depicts the attack period in msec (ms) for an estimate of 500 CRN   

nodes for ten separate simulation runs, both main and secondary consumer. The 

increase in the amount of CRN nodes obviously also increases the time for the attack 
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detection, and as a result, the amount of CRN nodes is dependent on the time of the 

attack. Simulated with 50 CRN nodes, it is observed that for one  CRN nodes the 

attack detection time was '0.025ms' using MNR, '0.033ms' using ROSA [136] & 

'0.051ms' using a Mean field game [137]. On average, for 50 CRN nodes with MNR, 

the attack detection time were '1.25ms,' '1.65ms,' with [136] and '2.25ms,' with [137] 

respectively. The results of this experiment show that the time of attack detection was 

significantly reduced using MNR than [136] and [137]. At MNR, two separate layers, 

physical layers and network layers with three metrics, namely the energy, received 

data packets and the hop count, were first evaluated. Because these three metrics are 

critical in determining trustworthiness, the third party played a significant role in 

determining the trustworthiness of the secondary user. The detection time by means of 

MNR was thus decreased by 40% compared with [136] and 56% compared with 

[137]. 

4.8.3 Scenario 3: Detection accuracy 

             At Last, Attack detection accuracy is evaluated in this segment. Table 4.7 

given below provides the detection accuracy made using by three schemes. 

Table 4.7 Simulation Results for Detection Accuracy 

Number of CRN 

nodes 

Detection Accuracy (%) 

MNR ROSA Mean field game 

50 92 88 84 

100 90.15 87.75 82.15 

150 90.08 87 80 

200 90.05 86.85 79.55 

250 90 86 79.25 

300 88.25 85.55 79 

350 88.15 84.15 78.15 

400 88.05 84.08 78.03 

450 87.55 84.05 77.16 

500 87 82 77.05 
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Figure 4.6 Performance Evaluation of Detection Accuracy 

Figure 4.6 shows the accuracy of the attack detection calculated for 500 CRN 

nodes considered at diverse time periods for simulation. The detection accuracy from 

the figure is not linear in examination. This is because all the secondary nodes in the 

third party network requesting an underutilized spectrum are not malicious nodes and 

are claimed to be only malicious for those nodes. The trust of the secondary customer 

or the secondary user is thus first defined by the cross-layer physical & network layers 

from two separate aspects. Trust is then evaluated. Next to trust evaluation, 

differentiation among wicked and normal secondary user is made by means of an 

artificial intelligence technique, i.e., Multiple Nash Game Theory. During the 

classification, two separate things are considered here. First, three separate parameters 

of the environment are evaluated and accompanied by Nash equilibrium for payoff 

determination. In this way, the accuracy of attack detection with the MNR is reported 

to be enhanced by 4 percent compared with [136] and 12 percent compared to [137]. 

4.9 CONCLUSION 

Designing an effective protection mechanism for reducing cross layer attacks 

in CRN’s is very significant issue that is discussed in this work. We suggested 

Multiple Nash Reputation (MNR) method to classify the type of users in the CRN. 

Multiple Nash Reputation game theory method works well in both physical and 

network layers. First, we model the relation between third party & the secondary user 

with the purposes of utilizing the unused spectrum by means of a simultaneous non-

cooperative model. Then we create a methodology that combines two metrics, namely 
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energy and accuracy to measure the trust of the node. Compared to several trust 

approaches, our trust mechanism takes into account the mean bid of neighboring 

nodes, by which trustworthy nodes are assessed. Finally, an artificial intelligence 

technique, Multiple Nash Equilibrium, is defined to make the cognitive radio network 

more secure and reliable between malicious and normal users. Simulations were 

conducted and the results illustrates that the MNR method works better than ROSA 

and mean field game for energy consumption and accuracy of detection. 


