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CHAPTER 5 

OPTIMIZED LEVENSHTEIN CENTROID CROSS LAYER DEFENSE FOR 

MULTI HOP COGNITIVE RADIO NETWORKS 

5.1 INTRODUCTION 

 Unused frequency bands of the electromagnetic spectrum can be 

opportunistically accessed by the unlicensed users to significantly improve the 

spectrum utilization. When the new communication technologies fill in all the facets 

of commercial and scientific fields, the necessity for bandwidth increases resulting in 

spectrum scarcity problem. Cognitive Radio Networks design principle views 

secondary users/cognitive radios as visitors of the spectrum they utilize. Nodes in 

CRN are capable of sensing the spectrum band, update its parameters and change over 

to the newly selected channel. CRN has primary or licensed users and secondary or 

unlicensed users. PU is the licensed user, allowed to function in the licensed spectrum 

and SU is an unauthorized user skilled to utilize both the authorized spectrum and the 

unauthorized spectrum. To enhance the exploitation of the authorized spectrum, CRN 

performs the tasks: Spectrum Sensing, spectrum analysis, spectrum decision and 

spectrum sharing. 

  To facilitate the opportunistic approach, SS identifies a frequency band of the 

authorized spectrum whether it is in inactive condition. Re-configurability 

characteristic of CR tunes to the communication parameters [143] for instance 

operating frequency, type of modulation technique and transmission power in 

accordance to the communication with the surroundings with that it functions. 

Sensing takes place in two models: non-CSS and CSS. In non-CSS, single SU can 

tune its parameters depending on the energy level of its local detection reports. As a 

result of the shadowing effects and multipath fading effects, [144] single sensing node 

may generate incorrect reports. With the intention of obtaining diversity gain, sensing 

reports of various SUs are integrated to identify the vacant bands of the authorized 

spectrum, called CSS. And the local reports from several nodes are transmitted to the 

combining node called FC for making the final decision. 
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Figure 5.1 Illustration of Multipath Fading, Shadowing and Receiver uncertainty 

[144] 

 In figure 5.1, CR2 is present beyond the range of the PU transmitter whereas 

CR1 and CR3 are within the range. CR1 is subjected to shadowing effect because of 

house and receives multiple copies of signals due to the blocking by building that 

result in incorrect sensing by CR1. The CR2 that is present outside the range 

undergoes receiver uncertainty problem as it is ignorant of the transmission by the 

PU. 

5.2 MAJOR THREATS IN CRN’s 

 Sensing function had been disturbed by either the mirroring of PU 

characteristics or SU forging the sensing reports. If the system is not properly 

designed the there is a chance of occurrence of attacks in the network at the time of 

spectrum evacuation. Some of the SUs try to replicate the PUs with the knowledge of 

their characteristics, thereby confusing the good secondary users that the primary 

transmission is going on when the channel is really idle. This kind of attack is known 

as primary user emulation attack (PrUEA) [145]. Another attack called spectrum 

sensing data falsification attack (SSDF) [146] is the scenario where unfair or 

malicious SUs send fake reports of sensing deliberately to the FC, that makes 

incorrect final decision based on these false reports. To prevent these attacks, a 

reliable technique is to be designed that can productively recognize unfair secondary 

users from the fair ones. An attacker is also present in the network with the motive of 

disrupting the network operation, deceiving the FC to make an incorrect decision. 
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Figure 5.2. Primary User Emulation Attack at Fusion Center[147] 

 In PrUEA [147], the malicious user or the attacker pretends as if it is the 

primary user with an objective of misleading the secondary user and also makes the 

fusion center to take a false final decision. 

5.3 SPECTRUM SENSING DATA FALSIFICATION (SSDF) ATTACK 

 CSS involves more than one secondary cognitive user in the network. These 

secondary users will cooperatively sense the spectrum. The cooperation in the CRNs 

can be in two ways as, (1) Cooperation between the PU and the SU and (2) 

Cooperation among the secondary users. The cooperative sensing process is as 

depicted in figure 5.3. In CSS, the SUs detect the spectrum and transmit their sensing 

reports to the central unit for decision making. 

 If any one of these SUs commits an error in sensing the spectrum then it leads 

to an incorrect decision at the central unit regarding the PU signal presence or 

absence that is termed as spectrum sensing data falsification attack (SSDF) [148]. 

The cognitive radio network functionality gets interrupted in case of leaving this 

attack unchecked. These malicious users influence secondary users making them to 
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transmit wrong reports to the FC that in turn makes an incorrect final decision. 

 

Figure 5.3 Cooperative Sensing Procedure [149] 

 Cooperative Spectrum Sensing (CSS) increases the trustworthiness amongst 

multiple SU distributing their individual reports. On the other hand, all the SUs taking 

part in detection may not be honest. Few of them are malicious users corrupting 

the overall performance of the network. They act distrustfully sending fake reports 

to the FC [149]. The fake data is due to advertent attackers or inadvertent corrupted 

SUs. The inadvertent attack is termed as a random attack. The attackers intentionally 

transmit wrong detection reports that influence the final decision at the FC about the 

existence of the PU signal [150]. The fake SUs maneuver the reports with greediness 

either to create intrusion to the PUs or to utilize the frequency band called as SSDF 

attack or Byzantine [151]. 

 The main aim of SSDF attack is of twofold: one is to decrease the cooperative 

probability of detection by indicating that the PU is not present while it is actually 

transmitting in the channel, as the SU then starts transmitting its own data, causes 

interference to the PU. Other one is to intentionally send a report to the FC indicating 

that the PU is present when it is actually not. This makes the SU feel that the channel 

is busy and the malicious user makes use of the channel for its own transmission 

causing an increase in the Pfa. This scenario of SSDF attack is shown in figure 5.4. 
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Figure 5.4 Scenario depicting the SSDF attack in CSS [152] 

 The real issue in attacker detection in CSS exists in distinguishing the 

attackers that act like fair SUs [152]. For this reason, three kinds of attacks are used 

for executing the sensing analysis of the proposed method. They are ’random’, 

’Always High’ and ’Always Low’ attacks [153]. In random attack SUs randomly send 

incorrect sensing reports to the FC. If energy detection is used for performing the 

local sensing at the secondary user, it is the energy of the sensed PU signal that is 

reported to the FC by each SU. 

 In always high attack, malicious user or attacker always posts a very high 

sensed energy than the other cognitive users participating in the cooperation. By 

doing this, the purpose of the attacker is to deceive other SUs that the channel is busy. 

This type of attacker is termed as a selfish node that results in an increase of 

probability of false alarm [154]. In always low attack, malicious user or attacker 

always posts a very low sensed energy than the other cognitive users participating in 

the cooperation, so that the honest SU assumes that the channel is free and starts 

transmitting, causing interference to the PU transmission, decreasing the probability 

of detection. This type of attacker is termed as an interfering node. 
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5.4 MAJOR CONTRIBUTIONS: 

 In this study, Probable Sensing Density Optimality and Levenshtein Nearest 

Centroid for classification are being suggested in which the fusion centre controls 

spectrum falsification and primary consumer emulation. The aim is to adjust the 

possibility for the false alarm and identification of the CRN consumer so that the 

spectrum for communication is selected properly. Next, the primary user emulation is 

said to be reduced by efficient classification between the malicious and regular users 

and then provides the secondary users with a channel. The proposed method is 

therefore intended to increase the performance and percentage of error detection. 

While studies of cross-layer protection using learning and queuing mechanics can be 

found in the literature, none of these are used in conjunction with the decision-making 

functions of the cognitive radio as suggested in this work. 

The main contributions in this work mainly show the following in three ways. 

1. This document is first used to solve the spectrum sensing falsification problem 

in CRN with Probable Density Optimal Logical Sensing Model. 

2. As one CRN node classification factor, the Nearest Centroid classification 

based on Levenshtein distance is determined to enhance throughput and 

percentage of error in prediction. 

3. The simulation experiment reveals that the cross-layer attack protection 

architecture based on new machine training can minimize sensing time and 

percentage error in forecasting effectively to increase efficiency and achieve 

good network performance. 

5.5 OVERVIEW OF OPTIMIZED SENSING AND LEVENSHTEIN NEAREST 

CENTROID CLASSIFICATION (OS-LNCC) FOR MULTI-HOP CRN 

In this section, cross layer defense architecture against two different attacks 

namely, PUEA and SSDF under multi-hop CRN using novel machine learning 

method is proposed.  Figure 5.5 shows the block diagram of OS-LNCC method for 

multi-hop CRN.  
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Figure 5.5 Block diagram of OS-LNCC Method 

 A new machine learning model is used to present a security framework for 

cross-layer attacks, as seen in the figure above. In this work, two layers are analyzed 

and a security architecture is presented, namely the physical layer (i.e. PUEA attack) 

and the data link layer (i.e. SSDF attack), as well as the relevant attacks. To begin, the 

Probable Density Optimal Logical Sensing model is designed to provide a method for 

reducing higher performance and minimizing sensing delay when compared to SSDF. 

Then, in the fusion heart, the Levenshtein Nearest Centroid Classification (LNCC) 

algorithm, which is known as a robust CRN (i.e. CRN nodes) classification or 

emulation, contributes to resistance against PUEA attacks. Before moving on to the 

multi-hop CRN network model, a thorough description of the OS-LNCC system is 

given. 

5.6 NETWORK MODEL 

 In this work, the multi-hop CRN of' m PUs (i.e. primary users)' and 'n SUs 

(i.e. secondary users)' is considered, and different spectrum bands are assigned to 

'PUs.' When the spectrum bands are not controlled by the 'PU' and the spectrum band 

is free, the 'SU' may not have licensed or approved channels and send data packets 

opportunistically. Each 'SU' node ‘NI’ has a channel pool that includes both the 'DTC' 

and the 'CCC' common control channels. The term 'DTC' applies to data transmission 
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and is shown below. 

𝐶𝑖 =  𝑐1, 𝑐2, … , 𝑐𝑚                           (5.1) 

‘𝑐1, 𝑐2, … , 𝑐𝑚 ’ corresponds to the range of active channels from the above equation 

(5.1). On the other hand, for negotiations between the 'PUs' and the 'SUs' the 'CCC' is 

used. Therefore in any case a connection between ‘𝑆𝑈 𝑛𝑖  𝑎𝑛𝑑 𝑛𝑗 ’is said to be formed 

if the following condition prevails.  

𝐶𝐶𝐶 ∈ 𝐶𝑖 ∩ 𝐶𝑗            (5.2) 

 With the above said assumptions as given in (5.1) and (5.2) a network model 

with multi-hop CRN is designed as shown in figure 5.1 

 

 

 

 

 

 

 

 

 

 

Figure 5.6 Network model for OS-LNCC Method 

In the networking scenarios, with multi-hop CRN as basics ,The figure shows two 

centralized Primary User's PU' networks in networking situations, where 

𝑛 𝑆𝑇 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑟𝑠 𝑆𝑈 − 𝑇’ ' in the presence of two centralized 𝑃𝑈 − 𝑇’ primary 

user transmitters with the same Fusion Center 'FC.' Firstly, ' 𝑆𝑈 − 𝑇’ conducts 

spectrum sensing to detect 𝑃𝑈 − 𝑇’ status and give the relevant sensing decisions to 

‘𝐹𝐶' 

5.7 PROBABLE DENSITY OPTIMAL LOGICAL SENSING  

 Spectrum sensing Data Falsification [155] sends false observations that cause 

Denial of Service in a particular spectrum, thereby reducing output. However, the 

spectrum sensing output is said to be degraded by falsified reports sent by cognitive 

users. In order to deal with this issue, the work aims to reduce the falsification of 

spectrum reporting by STATLOG, the integration of Statistical and Logical 

functionality, in a Probable Density Optimal Logical Sensing model. A framework is 

 

 
𝑆𝑈
− 𝑇 

𝑃𝑈
− 𝑇 

𝑃𝑈
− 𝑇 

𝑃𝑈
− 𝑇 

 

𝑃𝑈
− 𝑇 

𝑃𝑈
− 𝑇 

𝑃𝑈
− 𝑇 

𝑃𝑈
− 𝑇 

𝐹𝐶  

Optimal 

decision  



83 
 

SSDF 
Optimal logical 

sensing 
STATLOG 

function 

created to formulate a joint optimization model to maximize the output based on the 

Logical-OR density rule on the primary network. Figure 5.7 below shows the 

optimum logical sensing achieved via the STATLOG feature in the presence of an 

SSDF attack. 

 

 

 

 

 

Figure 5.7 Block Diagram of Optimal Logical Sensing 

 The source 'SU-T' generates 'DP' data packets and sends them through 

intermediate 'SUs – T' to the destination node. Every 'PU-T' is communicated through 

the spectrum bands and the intermediate 'SU – T' to the PU base station. When the 

spectrum band is idle, each hop data packet is transmitted by means of the 'PU' 

spectrum band to 'FC' with the appropriate sensing decisions. The 'FC' takes an 

optimum decision on the basis of local sensing integration decisions. Consider, 

furthermore, that at sample frequency 'fs' the received signal is sampled, and when 

primary consumer 'PU – T' is involved, the received signal at 'PU – T' is expressed as 

shown below..  

                        Η1 = 𝑦 𝑛 = 𝑠 𝑛 + 𝜀  𝑛    (5.3) 

  From the above equation (5.3), ‘𝑠 𝑛 ’ and ‘𝜀  𝑛 ’ refers to the primary 

users signal and the noise factor respectively and is termed as ‘Η1’. On the other hand, 

when the primary user ‘𝑃𝑈 –  𝑇’ is inactive, the received signal at the ‘𝑃𝑈 –  𝑇’ is 

represented as given below.  

                        Η0 = 𝑦 𝑛 = 𝜀  𝑛     (5.4) 

 From the above equation (5.4), ‘𝜀  𝑛 ’ refers to the noise factor respectively 

and is termed as ‘Η0’. Here, mean and variance is represented as ‘𝜇0’ and ‘𝜎0’ for 

‘Η0’ and mean and variance is represented as ‘𝜇1’ and ‘𝜎1’ for ‘Η1’. Then, the 

probability for false alarm ‘𝑃𝑟𝑜𝑏𝐹𝐴’ and probability for detection ‘𝑃𝑟𝑜𝑏𝐷’ is 

represented as given below.  

                          𝑃𝑟𝑜𝑏𝐹𝐴 = 𝑄  
𝛼−𝜇0

𝜎0
               (5.5) 

                           𝑃𝑟𝑜𝑏𝐷 = 𝑄  
𝛼−𝜇1

𝜎1
                (5.6) 
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 From the above equations (5.5) and (5.6), ‘𝑄’ and ‘𝛼’ represents the ‘𝑄 −

𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛’ for multi-hop CRN with mean and variance corresponding for both ‘Η0’ 

and ‘Η1’ respectively.  Finally, an optimal decision rule based on the Probable 

Density Logical-OR rule is made. 

      𝑃𝑟𝑜𝑏𝐹𝐴 = 1 −   1 − 𝑃𝑟𝑜𝑏𝐹𝐴,𝑖 ∗  𝜃𝑑𝑟
𝑀
𝑖=1    (5.7) 

                    𝑃𝑟𝑜𝑏𝐷 = 1 −   1 − 𝑃𝑟𝑜𝑏𝐷,𝑖 ∗  𝜃𝑑𝑟
𝑀
𝑖=1    (5.8) 

 From the above equations (5.7) and (5.8), in the Probable Density Logical-OR 

rule, if one of the decisions says that there is a primary user, then the final decision 

declares that there is a primary user along with the departure rate ‘𝜃𝑑𝑟 ’ of ‘𝑃𝑈 –  𝑇’. 

With this an optimal decision is made regarding the spectrum sensing by the fusion 

center therefore militating against the spectrum falsification. The pseudo code 

representation of Probable Density Optimal Logical Sensing is given below.  

Table 5.1 Probable Density Optimal Logical Sensing 

Input: CRN nodes ‘𝑁 = 𝑁1, 𝑁2, … , 𝑁𝑛 = Primary Users ‘𝑃𝑈 –  𝑇’, Secondary Users 

‘𝑆𝑈 –  𝑇’, Available channels‘𝐶 = 𝑐1, 𝑐2, … , 𝑐𝑚 ’ departure rate of ‘𝑃𝑈 –  𝑇’ ‘𝜃𝑑𝑟 ’, 

Output: Delay and throughput optimized spectrum sensing  

1: Initialize departure rate of ‘𝑃𝑈 –  𝑇’  

2:       Begin 

3:                For each CRN nodes ‘𝑁 = Primary Users ‘𝑃𝑈 –  𝑇’, Secondary Users 

‘𝑆𝑈 –  𝑇’ with Available channels ‘𝐶’ 

//Measure two hypothesis 

4:    Measure first hypothesis ‘Η1’ when the primary user is active using (5.3) 

5:    Measure second hypothesis ‘Η2’ when the primary user is inactive using (5.4) 

6:     Evaluate probability for false alarm using (5.5) 

7:     Evaluate probability for detection using (5.6) 

8:    Obtain optimal decision rule with Probable Density Logical-OR rule using (5.7) 

and (5.8) 

9:                           Return (sensed spectrums) 

10:               End for  

11: End  

 Two different goals are to be achieved when designing a multi-hop CRN with 

Probable Density Optimal Logical Sensing Algorithm, i.e. minimize sensing delay 
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and maximize output. In this algorithm, two hypotheses are measured using the active 

and inactive primary user model in order to develop cross-cutting security architecture 

with the purpose of minimizing spectral falsification in multi-hop CRN. Followed by 

the likelihood of false alarm and identification based on the primary consumer 

departure rate. An optimum spectrum sensing decision is made here, with minimal 

delay, at the fusion centre, which therefore reduces spectrum sensing data 

counterfeiting with increased throughput. 

5.8 Levenshtein Nearest Centroid Classification (LNCC) Model   

In the PUEA, an attacker [155] is the main user, allowing transmissions in a 

licensed spectrum band that impedes the use of this spectrum band by other secondary 

users. With a proper classification system it is possible to distinguish between normal 

and malicious users so that only normal users can transmit in licensed frequency and 

make room for a secondary user. 

The work proposed employs Levenshtein Distance calculation to represent the 

user signal features that are then inserted into the Nearest Centroid Classifier for 

grading, known as the Levenshtein Nearest Centroid Classification (LNCC) model. 

The LNCC model is initiated via the energy detection to detect the users on the 

spectrum band in our work. Then, the energy received at the ‘i
th

’ Cognitive Radio 

(CR) user at the ‘k
th

’ sensing area is written as given below 

           𝑆𝑖𝑘 =
 𝐸𝑖𝑘  𝑗  𝑁

𝑗=1

𝑛
    (5.9) 

 From the above equation (5.9) ‘𝐸𝑖𝑘 𝑗 ’ represents the energy sample received 

by the ‘𝑘𝑡’’ sensing area for the corresponding ‘𝑖𝑡’ CR user with ‘𝑁’ representing 

the total number of samples (i.e. comprising of ‘𝑁 =  𝐷𝑇 ∗ 𝑆𝐵’ detection time and 

signal bandwidth). With the above energy detection function as given in (5.9), in this 

work, Nearest Centroid (NC), a distribution free machine learning algorithm that 

classifies observations into one of several classes by means of quantitative variables is 

employed. NC classifies a test instance, in our case the current sensing report as 

obtained from (5.9) into one of several nearest centroid classes by majority voting.  

The voting is then updated to measure the distance between any two sensing 

reports. As far as CRN is concerned, it is highly impossible to say that any two 

sensing reports are exactly similar. So, the similarity between the two sensing reports 

has to be obtained. The classification surface is split into number of centroids and the 

distance of the current sensing report to each of those centroids is identified. Let 
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‘𝐷𝑖𝑠  𝑎𝑖 , 𝐶 ’ represents the distance where ‘𝐶’ denotes the centroids given by 

‘𝐶 ∈ 𝐶1, 𝐶2, … , 𝐶𝑛 ’. The distance is measured to each of the centroids representing 

either ‘𝐻0’ or ‘𝐻1’. Based on the measured distance, the current sensing report is 

classified either to ‘𝐻0’ or ‘𝐻1’. First, the distance calculation is made by using the 

Levenshtein distance and then Nearest Centroid Classifier is employed for 

classification. 

  The distance from Levenshtein measures the exact distance between two 

vectors. In [156] the collaborative virtual sensing used is different due to the time 

limit. In this work the emphasis is on analyzing similarities between the sensing 

reports by calculating the distance between the current sensing report and the sensing 

groups using Levenshtein Distance. Mathematically, the distance from Levenshtein 

between two sensing reports 'u' and 'v' (length '|u|' and '|v|' as shown below)., 

𝐿𝑒𝑣𝑢𝑣  𝑖 |𝑗| =  

 
 
 

 
 max 𝑖, 𝑗  𝑖𝑓 min 𝑖, 𝑗 = 0

min 𝐿𝑒𝑣𝑢𝑣 𝑖 − 1, 𝑗 + 1

min 𝐿𝑒𝑣𝑢𝑣 𝑖, 𝑗 − 1 + 1

min 𝐿𝑒𝑣𝑢𝑣 𝑖 − 1, 𝑗 − 1 + 1𝑢𝑖≠𝑣𝑗

   (5.10) 

From the above equation (5.10), ‘1𝑢𝑖≠𝑣𝑗
’ corresponds to the indicator function 

equal to ‘0’ when ‘𝑢𝑖 = 𝑣𝑗 ’ and equal to ‘1’ otherwise. On the other hand 

‘𝐿𝑒𝑣𝑢𝑣   𝑖 |𝑗| ’ refers to the distance between the first ‘𝑖 𝑠𝑒𝑛𝑠𝑖𝑛𝑔 𝑎𝑟𝑒𝑎𝑠’ of ‘𝑢’ and 

first ‘𝑗 𝑠𝑒𝑛𝑠𝑖𝑛𝑔 𝑎𝑟𝑒𝑎𝑠’ of ‘𝑣’. As explained above a sensing report has ‘𝑖’ elements 

belonging to ‘𝑢’ and ‘𝑗’ elements belong to ‘𝑣’ respectively. Then, for example, the 

sensing report ‘𝑎𝑖’ has to be classified into one of the sensing classes that are 

considered as centroids for ‘𝑎𝑖’. The candidate set of centroids for ‘𝑎𝑖’ is represented 

by ‘𝑁 𝑎𝑖 ’such that ‘𝑁 𝑎𝑖  ∈ 𝐶1, 𝐶2, … , 𝐶𝑛 ’.  

The current sensing report is compared in conjunction with all the member of 

each of the sensing classes belonging to ‘𝑁 𝑎𝑖 ’. The membership function is 

represented as ‘𝑀𝑎𝑖 𝑙 ’. Each element of ‘𝑀𝑎𝑖 𝑙 ’ represents the result of comparing 

‘𝑎𝑖’ with the ‘𝑗𝑡 𝑚𝑒𝑚𝑏𝑒𝑟’ of ‘𝑙𝑡’ sensing class that is obtained by (41). Let ‘0
𝑙 ’ be 

the event that sensing report ‘𝑎𝑖’ belong to class ‘𝑙’ and ‘1
𝑙 ’ be the event that sensing 

report ‘𝑎𝑖’ does not belong to class ‘𝑙’. Furthermore, let ‘𝐸𝑉𝑤
𝑙 ’ be the event that ‘𝑤’ 

elements in ‘𝑀𝑎𝑖 𝑙 ’ are greater than a threshold. Then, the per-class centroids with 

the current sensing report ‘𝑎𝑖’ belongs to class ‘𝑙’ is mathematically expressed as 

given below. 
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𝜇𝑙 =
1

𝐶𝑙
 𝑎𝑖𝑖∈ 𝐶𝑙

                            (5.11) 

From the above equation (5.11), ‘𝑎𝑖’ refers to the set of indices of samples 

belonging to class ‘𝑙 ∈ 𝐵’. Based on the predicted function, the local decision for the 

‘𝑖𝑡’ CR user for ‘𝑙𝑡’ class represented by ‘𝑆𝑖𝑙 ’ is given below. 

𝑆𝑖𝑙 =  𝑎𝑟𝑔𝑚𝑖𝑛𝑙∈𝐵 𝜇𝑙 − 𝑎     (5.12) 

According to the predicted function as provided in equation (5.12), monitors 

the behavior of primary users and identifies the malicious users or attackers so that the 

secondary users use the licensed spectrum whenever idle.  

Table 5.2 Levenshtein Nearest Centroid Classification against PUEA 

Input: Centroids ‘𝐶’, sample sensing report ‘𝑎𝑖’  

Output: Robust classified results  

1: Initialize sensed spectrum data 

2:       Begin 

3:               For every ‘𝑖𝑡’ CR user 

4:                       Measure energy sample received by ‘𝑘𝑡’’ sensing area using (5.9) 

5:                       For each two sensing reports ‘𝑢’ and ‘𝑣’ 

6:                                 Measure Levenshtein Distance using (5.10) 

7:                                 Measure per-class centroids using (5.11) 

8:                                 Obtain predicted function using (5.12) 

9:                                 Return (classified results) 

10:                       End for  

11:             End for  

12: End  

A robust PUEA algorithm using the Nearest Centroid Classification of 

Levenshtein is presented above. Two key things are done in the algorithm as 

mentioned above. First of all, the sensed spectrum dependent on the STATLOG 

feature is initialized in the local decision-making process. Next, the energy sample 

received is analyzed to distinguish between normal and malicious users. The distance 

between the sample sensing reports is then determined by the Levenshtein distance 

function. Finally, the actual grading process is performed with centroids and 

prediction functions per class. The final part of the decision-making process is the 

reporting stage. The actual decision is recorded here to the fusion centre 'FC,' which 
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acts accordingly by the cognitive user (i.e. primary user, secondary user). 

5.9. SIMULATION SETUP  

In this section, we compare the performance of OS-LNCC with PROLEMus 

[155] and Deadline-based Routing and Spectrum Allocation algorithm [156] in a 

multi-hop CRN. To evaluate OS-LNCC, Network Simulator (NS2) is used. The 

metric used for this evaluation is spectrum detection accuracy, percentage detection of 

malicious nodes and sensing time. Spectrum detection accuracy is defined based on 

the data packets received within the deadline. The percentage detection of malicious 

node is defined as the ratio of number of nodes in the network and the number of 

correctly detected malicious nodes. Finally, the sensing time refers to the time taken 

for sensing spectrum. The evaluation is conducted on a network size of 1000m * 

1000m area with the packet size set at 2500 bytes and number of packets transmitted 

per session is set to 500. The total available spectrum (BW) is set to be 54 MHz-72 

MHz The bandwidth usable by cognitive radios are restricted to be 2; 4 and 6 MHz 

[156]. The bandwidth of the common control channel is set as 2 MHz. Each result 

was obtained by averaging the values obtained from 10 different simulation runs.  

5.9.1. Performance evaluation of Sensing Delay 

 Sensing delay refers to the time delay occurrence in the channel sensing phase. 

In other words, the sensing delay ‘𝑆𝐷’ is defined as the average number of channels 

sensed by an ‘𝑆𝑈’ before any successful transmission. 

𝑆𝐷 = 𝑇𝑖𝑚𝑒  𝑃𝑟𝑜𝑏𝐹𝐴 + 𝑃𝑟𝑜𝑏𝐷 ∗ 𝑁   (5.13) 

 From the above equation (5.13), the sensing delay ‘𝑆𝐷’ is measured based on 

the time occurrence in the channel sensing phase i.e., ‘𝑃𝑟𝑜𝑏𝐹𝐴’, ‘𝑃𝑟𝑜𝑏𝐷’ and the 

number of CRN nodes ‘𝑁’. It is measured in terms of milliseconds (ms). Table 1 

given below shows the sensing delay values obtained by applying the equation (44) 

for three different methods, OS-LNCC, PROLEMus [155] and Deadline-based 

Routing and Spectrum Allocation [156].  
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Table 5.3 Sensing Delay Vs Number of CRN Nodes 

Number of 

CRN Nodes 

Sensing delay (ms) 

OS-LNCC PROLEMus 

Deadline-based 

Routing and Spectrum 

Allocation 

50 1.35 1.8 2.35 

100 1.95 2.25 4.15 

150 2.15 2.55 4.55 

200 2.55 2.95 5.15 

250 3.15 3.55 6.56 

300 3.55 4.35 7.35 

350 4.15 5.15 9.25 

400 4.85 6.16 11.15 

450 5.55 8.35 12.35 

500 7.15 10.55 14.55 

 

Figure 5.8 Performance Evaluation of Sensing Delay 

The graphic representation of delay sensing using OS-LNCC, PROLEMus [155], 

and date-based routing and spectrum allocation [156] is presented in Figure 5.8 above. 

Ten separate simulation runs were performed with a similar number of CRN nodes 

between 50 and 500 for fair comparison. The CRN nodes here apply to both main and 

secondary users being included in the CRN. The figure shows that the sensing delay is 

in the growing trend for all three methods. The time consumed during the channel 

sensing process by using OS-LNCC was found to have been '0,027ms,' '0,036ms' by 

using [155] and '0,047ms' by using [156]. Thus, '1.35ms', '1.8ms' for [155] and 

'2.35ms' for [156] have been found to be the overall sensing retardation using OS-

LNCC.  



90 
 

 It is concluded from this that the sensing delay was found to be smaller using 

the OS-LNCC system compared to [155] and [156]. This is due to the integration of 

the Logical Sensing algorithm of Probable Density. By implementing this algorithm, 

even in the presence of multi-hop CRN, the sensing delay is even better. This is 

because two possibilities are identified first by applying the STALOG function and 

then using the logical OR law to measure the false alarm and detection. This is said to 

minimize the sensing delay using OS-LNCC by 20 percent compared with [155] and 

52 percent compared to [156]. 

5.9.2. Performance Evaluation of Percentage of Error in Prediction  

 Cross-layer attack applies first to more than one layer of attack. Our work 

examines the attack on the physical layer known as PUEA and the attack on the so-

called data link layer, SSDF and the protection mechanism is accordingly provided 

for. There are also some incorrect predictions during the provision of the defense 

mechanism. The percentage of incorrect detection is therefore calculated as shown 

below. 

% 𝑜𝑓 𝐸𝑟𝑟𝑝 =
𝑊𝑟𝑜𝑛𝑔 𝑝

𝑁
∗ 100   (5.14) 

 The error rate from predictions 'percent of ostensible err p' is calculated from 

the above equation (5.14), based on the percentage ratio of the samples of CRN nodes 

given as input 'n' and incorrect predictions made 'soft p' by the network. It is 

calculated by percentage (percent). The percentage error detection values reached by 

the application of equation (5.14) for three different methods, OS-LNCC, PROLEMus 

[155] and Routing and Spectrum Deadline Allocation[156], is shown in the following 

table. 

Table 5.4 % of Error Detection Vs Number of CRN Nodes 

Number of 

CRN Nodes 

% of error in prediction (%) 

OS-LNCC PROLEMus 
Deadline-based Routing 

and Spectrum Allocation 

50 8 14 22 

100 15 29 35 

150 25 35 40 

200 30 45 60 

250 40 55 75 

300 50 70 90 

350 58 79 82 

400 69 82 89 

450 83 88 92 

500 89 92 95 
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Figure 5.9 Performance Evaluation of % of Error Detection 

 The graphic representation of the percentage of error detection in relation to 

the different CRN nodes, considered at different intervals and different sessions, is 

shown in Figure 5.9 above. As already noted, both the main user and the secondary 

user of the CRN network are referred to in the CRN simulation, the percentage of 

error detection calculated is differentiated and thus not proportionately increased. 

However, as the number of CRN nodes increases in all three processes, the percentage 

of error detection also increases. 

  However, relative to PROLEMus [155] and the deadline-based routing and 

spectrum allocation, the OS-LNCC is comparatively lower. This is obvious from the 

simulation. In the case of '15' numbers of the nodes, the wrong predictions made with 

OS-LNCC in the overall security architecture were '4,' '7' in [155] and '11' in [156]. 

The explanation is that the implementation of the Probable Density Logical-OR rule 

takes account of the primary user's departure rate, which is taken by the fusion centre 

as a final judgment on the spectrum falsification. In addition, the classification of the 

primary user and malicious user is significantly achieved by using Levenshtein 

Distance between two sensor records. The OS-LNCC approach is also reduced by 31 

per cent from [155] and 46 per cent compared to [156].   
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5.9.3 Performance Evaluation of Throughput  

 Finally, the efficiency of the design for cross layer protection is determined by 

the output rate. The transmission of the cognitive radio network is determined by the 

sensing scheme is given by 

.              𝑇 =  
𝐷𝑅𝑈∗𝑇𝑖𝑚𝑒 𝐶𝑃

𝑇𝑖𝑚𝑒 𝑇𝑆
    (5.15) 

 From the above equation (5.15), 'T' is determined by the data rate 'DR' for 

each cognitive user, by the secondary user 'U' unutilized channels,' by 'file P Time P 

T' for the duration of the contesting process, and by Time TS for the duration of the 

entire time slot. It is calculated per second in terms of bits. Table 3 displays the 

performance rate for three separate approaches, OS-LNCC, PROLEMus [155] and the 

Deadline Routing and Spectrum Allocation [156]. 

Table 5.5 Throughput Vs Number of CRN Nodes 

Number of 

CRN Nodes 

Throughput (bps) 

OS-LNCC PROLEMus 

Deadline-based 

Routing and 

Spectrum Allocation 

50 22.4 16.8 12 

100 35.5 25.5 14.55 

150 41.35 30.15 15.15 

200 50.25 40.25 25.35 

250 66.156 55.35 30.15 

300 70.35 60.15 45.55 

350 75.15 68.35 50.25 

400 80.25 72.45 60.16 

450 85.55 80.15 71.35 

500 90 82.35 74.55 
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Figure 5.10 Performance Evaluation of Throughput 

 The graphical representation of the throughput for 500 different CRN nodes is 

shown in Figure 5.10 above. The slot time is regarded as '0.050ms' for the slot's 

performance analysis and the contending step time is shown to be '0.035ms,' '0.030ms' 

for [155], and '0.025ms' for [156]. The channel use factor for the primary users is '4' 

for all three approaches. Every channel's data rate was '8ms' for the proposed system, 

'7ms' for [155] and '6ms' for [156]. This is known as the total data rate perceived by 

the network, i.e. the total network output. From these curves, it is accurate that the 

cognitive users in the CRN get a false idea that they acquire a greater rate than what is 

actually achieved with misdetection.  

 From the above values of the simulation, it shows that the throughput estimate 

provides a false output concept without taking into account optimal sensing and 

robust classification effects. By comparing the cutting-edge methods[155] and [156] 

throughput is increased by an OS-LNCC system as opposed to [155] and the [156] as 

an OS-LNCC method, ensuring the perception of a primary channel by an accurate 

classification based on the Levenshtein Nearest Centroid Classification by only one 

secondary user rather than a malicious user. This result in a better performance rate 

using the OS-LNCC system of 21% compared to [155] and 80% compared to [156]. 
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5.10 CONCLUSION: 

This chapter investigates security architecture for CRN with Probable Density 

Optimal Logical Sensing and Levenshtein Nearest Centroid Classification, as well as 

Levenshtein Nearest Center Classification and performance. Sensing of a channel 

effectively in the presence of multi-hops will affect the CRN's performance 

significantly. A model system is developed. A new algorithm is introduced and found 

to significantly improve cognitive network efficiency, which mitigates spectrum 

falsification with the STATLOG feature along with the algorithm of significant 

classification between the CRN standard and the malicious user through a novel 

machine learning to reduce primary user emulation. In order to better understand the 

efficacy of this approach, the performance of the interlayer protection architecture 

should be evaluated in terms of sensing delay, error prediction and performance. The 

results of the simulation demonstrate our method efficiency relative to other methods. 

This method improves the percentage of error prediction and efficiency, increasing 

the protection mechanism of the CRN by a minimum delay. 

 

 

 

 

 

 

 


