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CHAPTER 1 

INTRODUCTION 

 

Wireless communication is turning into a most demanding field in that people 

share data in variety of formats such as Text, Audio, Video, etc. People all over the 

world are increasingly using communicating devices because of their advanced 

intelligence. A network can be defined as a structure in that communicating devices 

present in a geographical area are associated one with another. There are Numerous 

different types of wireless networks, which are categorized based upon the 

applications they are used for [1], some of the networks are wireless sensor networks, 

Mobile networks, Vehicular   Networks, Wireless Ad-Hoc Sensor Networks, Cognitive 

Packet Networks, Social Sensor Networks, Cognitive Radio Networks. 

 Similarly, several types of Networks are available at present, for instance, the 

wireless sensor networks are using for Sensing application. The Sensor Nodes are 

capable to sensing the environment, then report on their findings. Due to the increased 

amount of consumers, the communication must be done perfectly and the network 

must be able to handle the increasing amount of consumers. Wireless networks are 

explosively growing up with cellular telephony and Wireless Internet Connectivity. 

This Growth Tremendously increases with the new generation handheld devices that 

are widespread all over the world. 

1.1 NEED FOR COGNITIVE RADIO 

Several challenges existed in using the wireless networks, for instance signal 

propagation, collision occurrence, spectrum scarcity, frequency usages, security, etc 

[2]. Cognitive Radio (CR) is a promising technology because of the reality that 

current spectrum allocation policy is static and there is limited frequency bands 

dedicated for the future applications of Wireless Networks. At present in wireless 

networks Malicious user attacks have become quite common; the security threats are 

the most challenging ones to overcome. Spectrum scarcity has become the major 

problem in wireless cellular communication. The primary problem with this concern 

is that spectrums are not administered effectively, and thus not being used efficiently. 

Cognitive Radio Networks(CRN) are presented in Figure 1.1.  

Due to unavailability of empty channels in the electromagnetic spectrum, there 

are no vacant bands for the upcoming wireless applications.  Also in most of the 

frequency bands, more than one communication systems accompany side by side, that 
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gives rise to the interference. To avoid degrading system performance, measures are 

taken to reduce interference. The pioneering solution to almost all the Radio design 

problems is presented by the cognitive radios with an incomparable level of 

potentiality in wireless communications field. “Cognitive radio is the technique of 

identifying vacant channels of the spectrum and dynamically tuning its transmission 

parameters for communication”. This is an efficient scheme for increasing the 

spectrum efficiency with no intervention to the Primary Users (PUs). 

 

Figure 1.1 Opportunistic Links in Cognitive Radio Networks [2] 

1.2 HISTORY OF CRNs 

The concept of Cognitive Radio was primarily established in 1999 by Joseph 

Mitola III in his Ph.D. dissertation. The dictatorial authorities of the spectrum in 

various countries also recognized that majority of the cellular channels are filled to 

capacity while frequency bands   used for military and amateur radio applications are 

underutilized. This instigated the idea of Dynamic Spectrum Allocation instead of 

having Static Allocation. Cognitive radio is an smart version of Software Defined 

Radio (SDR) that observes spectrum & alters its transmitter and receiver 

specifications like power level, frequency used, modulation type etc. accordingly. 

 1.3 DIFFERENCE BETWEEN SDR AND CR 

The differences existing between the traditional radio, Software Defined Radio 

and CR is demonstrated in Figure 1.2. 
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Figure 1.2 Illustrations of Conventional Radio, SDR and CR [3] 

 The primary duty of the traditional Radio is coding and modulation which are 

performed using amplifiers, inductors and capacitors. The same functionality is 

implemented in software defined radio using a computer & a radio frequency front 

end along with analog to digital converter. SDR inclusion of computers means new 

software enhancements can be added effortlessly. Additionally, CR integrates the 

intelligence concept into SDR that can detect, adjust and study from the radio 

environment. 

1.4 OVERVIEW OF CR 

Spectrum management can be defined as the process of managing the use of radio 

frequencies only for the benefit of cellular users. To deal with the problem of 

spectrum scarcity, cognitive radio, which is a transceiver, was introduced. Cognitive 

radio technology nodes are capable of avoiding hindrance with licensed or even 

unlicensed users.  Cognitive Radios are 

i. Full Cognitive Radio 

ii. Spectrum Sensing Cognitive Radio 
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While the full CR was designed to predict all parameters associated with a 

wireless node, the spectrum sensing CR is limited to Radio-frequency spectrum [3]. 

Cognitive radio network involves several significant features as sensing the available 

frequency spectrum, self-configuration, mission-oriented configuration, security, etc. 

Cognitive radio networks are called in short as CRN that identifies the opportunities 

which makes use of “spectrum holes” or “white spaces” for the purpose of 

communication. The overview of the spectrum showing the spectrum holes is shown 

in Figure 1.3. 

The main motivation to design a cognitive radio was, 

 Underutilization of the licensed radio spectrum. 

 Sensing spectrum holes based on time and location. 

 Cooperative communication of multiple users. 

 For reliable communication, maximize the data rate, use the available 

spectrum holes. 

 Acquire improved coverage, and then to relay the information to the 

intermediary node. 

 Improved Quality of Service. 

 

Figure 1.3 Overview of Cognitive Radio [4] 

Radio spectrum is generally organized into two categories as licensed 

frequencies and unlicensed frequencies. Licensed frequencies were utilized by 

VHF (Very High Frequency)/UHF (Ultra High Frequency) TV frequency bands, 

whereas the unlicensed frequencies are accessed by the users under certain rules. This 

includes business, Scientific and health care that involves with technologies like 

Wireless Local Area Networks, Bluetooth, etc. Cognitive radio network involves the 

participation of primary users, secondary users and fusion center in their network. 
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Primary Users (PUs): 

 These users are license holders. 

 They have higher priority to the spectrum bands. 

 Their communication will be guaranteed with Quality of Services.  

Secondary Users (SUs): 

 These users access licensed spectrum of primary users. 

 They are called cognitive radio users. 

 Secondary users are dynamic. 

A spectrum hole or a white space [4] is defined as the frequency bands that have 

been allocated to Secondary users, which was not used by primary user presently at 

that instance. In simple, all the licensed users are said to be primary users, and the 

consumers that are afforded permission to the spectrum holes are called as secondary 

users. Such available unutilized frequencies were utilized by the secondary users for 

their communication purpose. These available spectrum holes are sensed by the 

cognitive radio and identify the available free spectrum holes that are not being in use. 

Available spectrum holes are sensed by several spectrum sensing methods to 

effectively recognize the spectrum holes. Initially, the time is estimated for the owned 

spectrum, and then it uses dynamic spectrum management techniques for the purpose 

of allocating the unused frequency spectrum. Typically, any spectrum sensing 

technique performs well in case of smooth environment at low frequencies, but when 

the same spectrum sensing is executed for irregular environments, it shows poor 

performance. 

1.5 COGNITIVE RADIO 

Joseph Mitola III first proposed the impression of CR in 1999 [5]. CR has 

been the paramount enabler of Dynamic Spectrum Access (DSA) having numerous 

definitions were discussed in this section. CR is the technology involving flexibility, 

reconfigurability, awareness, adaptability and intelligence features. It has the 

capability to sense the     surroundings, identify the idle spectrum band at definite time 

and access them for wireless connection without causing interference and congestion 

to PUs [6-15]. 
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Figure 1.4: Basic concept of Cognition, Cognitive Radio and Cognitive Radio 

Network [18] 

 Cognition i.e. the ability to reason and discover was integrated in CR devices        

as shown in Figure 1.4. IEEE 802.22 is the first wireless standard for CRNs 

[16-20]. Encyclopedia defines cognition as mental states and processes described by 

algorithms and scientific investigations. According to Federal Communications 

Commission (FCC), a device/Radio which alters its transmitting parameters according 

to operative surroundings/environment [21-23]. The basic concepts of cognition, CR 

and CRN have been pictorially explained in Figure. 1.4. The wireless device along 

with its capability to observe, adapt and operate features can be referred as Cognitive 

Radio. When these devices interact among each other they form a network called as 

CRN [24], reasoning and learning being two important actions. In this context, 

reasoning is basically finding a suitable action for a specified situation. Based on the 

analysis of actions, CR can alter its parameters, hence termed as learning. Learning 

may be classified as supervised and unsupervised learning based on the awareness of 

its surroundings. The former is aware of its surroundings while later lacks any 

information regarding its surroundings. 

1.6 CRN: ISSUES AND CHALLENGES 

 DSA emerges as a favorable technology overcoming the limitations of 

Spectrum Sensing Access (SSA). When Primary User is not in use, i.e. when the 

spectrum is idle, it allows unlicensed or secondary users to use the authorized 
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spectrum band. It increases the utilization of finite available spectrum alleviating the 

spectrum scarcity issue. It is best incorporated in CR technology exploiting the 

spectrum holes or white spaces [25]. DSA and CR are two inseparable technologies 

complementing each other. Cognitive/Intellectual/Smart radio networks have 

unprecedented level of intelligence and dexterity as CRs have the ability of 

monitoring, sensing and acting upon the surrounding conditions [26].  

 CR technology is a smart technology dealing with underutilization of 

spectrum. SS being the foremost step needs to be dealt carefully. Plethora of sensing 

algorithms is introduced by researchers in the literature including Energy Detection 

(ED), Matched Filter detection, Cyclostationary feature detection etc. Each of them 

has their own qualities and imperfections. ED being simple and less complex is used 

widely. Any sensing technique should be quick enough in determining the status of 

channel while avoiding interference to licensed users. Moreover, the decision made by 

the sensing algorithm should be reliable with minimal miss classifications. Though, 

many researchers proposed and investigated sensing performance [27-29] but 

consideration of optimal threshold value along with Signal to Noise Ratio (SNR) 

considerations is lacking.   

However, standalone CR devices can lead to miss classified decisions due to 

fading, shadowing and hidden terminal problem. Thus, collaboration of these CR 

devices i.e. CSS provides more reliable information taking into accounts the spatial 

characteristics. Further, Artificial Neural Networks (ANN) is introduced in context 

with CR by some researchers for increasing the system performance. In [30], the 

author discussed basic concepts along with types of learning emphasizing on their 

significance. However, the neural network architectures with their practical 

applications are explained in [31-32]. The authors in [33] applied novel algorithm on 

non-cooperative Spectrum Sensing (SS) schemes further investigating their 

performance. Weights are initialized at Fusion Center(FC) and each SU is employed 

with ANN for local sensing [34]. It can be categorized into two phases, the authors in 

[35] deployed fuzzy at both the stages. The first stage comprises of fuzzy system for 

local sensing while the second for global decision using supervised learning 

algorithms. Fuzzy synthesis algorithm is used to calculate channel’s status using 

multiple thresholds. The investigations demonstrate worth of ANN in CRN for more 

reliable decisions regarding PUs status in the channel. 
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1.7 MOTIVATION OF RESEARCH 

 Since last decade there was tremendous improvement in advancement of 

wireless communication domain, leading to higher demands for wireless spectrum. In 

order to meet  the increasing request for bandwidth due to prevailing and fresh 

wireless services and applications, FCC (Regulatory body) has embarked efforts on 

the notion of “borrowing” spectrum from the licensed users, popularly known as 

Dynamic Spectrum Access(DSA), which overcomes the demerit of wastage or 

inefficient usage of spectrum by Spectrum Sensing Authority(SSA). In its recent 

report and order, network  operations consisting of low powered portable devices and 

sensors in the VHF-UHF band have been given permission. CR is regarded as a 

encouraging technology that prompts solution to spectrum scarcity concern [36]. CR 

is defined as a technology that has ability of sensing and being aware of nearby 

environment thereby adjusting its radio operative parameters and providing efficient 

usage of spectrum. Spectrum sensing being main step in CR tasks emerges as a 

significant challenge in CRs [37-38]. PU activity must be properly identified in order 

for CR technology to be successful. 

 All the SS techniques have their own merits and demerits based on different 

perspectives like computational complexity, reliability, prior signal information, 

sensing time, accuracy and power consumption. Determination of reliable sensing even 

in low SNR conditions is of great concern for researchers. However, several factors like 

shadowing and             multipath fading make local or individual sensing difficult as SUs are 

unable to identify  PU presence, thus causing interference to PUs. In the literature, 

Cooperative Spectrum Sensing (CSS) was highlighted by researchers to overcome 

these problems. But in real   environment, each SU will have different fading 

environment and different distance from PU transmitter. When there is no line of view 

among a SU and PU, the concert of the system gets delayed. Hence it is important to 

study and design such a SS technique which is good even for detecting very weak 

signals considering minimization of interference to PUs and improved detection 

probability. Moreover, more accurate and precise decisions regarding PU’s existence 

needs to be considered. 

Recently Researchers aims at improving the performance of CRN, providing 

more accurate and precise decisions regarding PU’s existence in the spectrum. In 

recent years, research community has deeply investigated the spectrum sensing field 

reporting a number of research papers. The available investigations in the literature 
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urge a need for accurate detection of PU signal even in low SNR conditions. The 

optimal threshold and SNR values need to be taken into consideration. However, 

more practical scenarios addressing CRN issues need to be addressed. The 

performance of the overall CR system will be improved by taking into account the 

appropriate information of each SU thus improved sensing decisions can be estimated 

with reduced miss classifications. Thus, optimizing the interference and spectrum 

usage. 

1.8 FUNCTIONS OF COGNITIVE RADIO 

Cognitive radio involves the following significant functions [39] as depicted in 

Figure 1.5. 

 Spectrum Sensing : Identifies the available spectrum. 

 Spectrum Analysis : Analyzing the spectrum present in the idle channels. 

Spectrum Decision : Selection of best channel available. 

 Spectrum Mobility : Withdraw the channel that is detected by licensed 

primary user. 

 Spectrum Sharing : Accessing the channels by coordinating with other 

users. 

 Cognitive radio involves two significant characteristics: cognitive capability 

and reconfigurability [40]. The first characteristic is responsibility for detecting the 

free channel in the radio spectrum and the second feature is responsibility for 

providing spectrum understanding. The capability is defined as how much of the 

available spectrum is identified by the secondary users. The major complementary 

function of cognitive radio with conventional radio is that the cognitive radios can 

rapidly identify the unused spectrum holes that direct the use of cognitive radio into 

several benefits such as intervention free operation, higher throughput, perfect 

spectrum utilization, etc. The scenario depicting the spectrum sensing and sharing is 

shown in Figure 1.6. The key benefits of cognitive radio are spectrum efficiency, 

higher Bandwidth, higher Quality of Service, flexibility to use, higher transfer rates, 

lesser latency and higher reliability. 
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Figure 1.5 Functions of Cognitive Radio [39] 

(i) Spectrum Overlay 

The cognitive users have knowledge of the channel gain, encoding techniques 

and transmitted message (Data) of the Primary Users [41]. In Spectrum overlay, the 

secondary users are permitted to transmit information at any power; further, the 

intervention to the PUs can be compensated by passing on the data sequences of the 

primary user. These Cognitive Radios are     designed to enhance the Non Cognitive 

radio (Primary Users) transmissions. The Challenges involved in spectrum overlay are 

synchronization, complex data transmission, detection, retrieving information about 

the channel and non-cognitive radios (Primary Users).   

 

Figure 1.6 Spectrum Sharing and Spectrum Sensing [41] 
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(ii) Spectrum Underlay 

 Spectrum underlay type of Cognitive Radios is designed for the principle of 

reducing the interference to the Non-Cognitive Radio Users (Primary Users). The 

cognitive radio's interference level estimates are consulted first, and if the interference 

level is lower than the preset threshold, it begins transmitting packets. When a 

network is under interference, the limitations that are engaged in the network are 

considered.  Cognitive radios are intended to provide a reliable communication for the 

users even in the presence of several issues and challenges such as channel 

uncertainty, noise uncertainty, aggregate interference uncertainty and sensing 

interference limit. 

 Cognitive radio networks can be used for a number of applications and support 

the devices strongly for communication. A cognitive mesh network is an application 

supported by cognitive radio networks that are able to offer broadband access to rural, 

tribal and also in other regions. Public safety application involves communications for 

police officers and various persons concerned with security. Public safety applications 

also include relief from natural disasters and emergency events such as earthquakes, 

floods, hurricanes, and wildfires, etc. Military applications also use cognitive radio 

networks that support communication between soldiers and armed vehicles which are 

concerned to battlefield. 

All cognitive radio’s available in the network runs through cognitive cycles 

[42] that involve sensing, understanding, deciding and adapting. All the cognitive 

radios sense the surroundings and identify the available spectrum, then it takes a 

decision, and finally, it adapts to the environment. These four steps are performed 

sequentially and form a cycle and that is called as a cognitive cycle. 

 (iii) Spectrum Sensing 

Spectrum sensing is one of the important tasks in cognitive radio system that 

identifies the available frequency bands of the spectrum. Vacant frequency bands are 

also known as white spaces or spectrum holes. The sensing task is performed in both 

the physical and MAC layers; with the sensing of signals and techniques used in 

physical layer and what portion of the spectrum is to be sensed for what time is 

decided in MAC layer. By increasing the number of CR nodes in the network the 

accuracy of discovery will be enhanced. Shadowing and fading in the channels and 

interference are the major challenges to be taken care in spectrum sensing. If care is 

not taken regarding these issues, PU signals cannot be detected properly below certain 
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level of signal to noise ratio thereby increasing the false alarm & ignores detection 

rates. 

 (iv) Spectrum Decision 

 Next Phase successive to the identification of vacant spectrum bands is to 

choose the frequency band for transmission among the available bands that is termed 

as spectrum decision. Spectrum decision consists of frequency band characterization, 

selecting the frequency band and reconfiguration of CR. 

Frequency band characterization depends on activities of the primary user and 

current status of radio spectrum. The picking of the suitable channel from the list 

should convince the quality-of-service (QoS) requirement. The reconfiguring 

potential of the CR commences the communication with the selected frequency band. 

Many techniques were proposed in the literature to carry out these functions. 

 (v) Spectrum Mobility 

 When an authorized user starts communication and if it is sensed by secondary 

user, SU has to immediately vacate the frequency band it is using and should move to 

another vacant band. This procedure is known as spectrum mobility. The two tasks 

involved in spectrum mobility are spectrum handoff and the establishment of 

connection. Spectrum handoff is the process of change over from one vacant channel 

to another upon the recognition of PU communication. This implies that the regular 

sensing of PU transmission is to be observed by the SU. Another major work in 

spectrum mobility is establishment of connection as there is no centralized unit to 

perform this. The limitations to be taken care during handoff are PU traffic, priorities, 

list of vacant channels and their use, number of CRs, interference and backup 

channels. Alternatively, parameters like bandwidth, data rate, probability of false 

alarm, delay occurrence in handoff and              energy levels are considered to assess the 

performance of handoff. Analysis of spectrum  handoff based on specific parameter is 

described in [43]. 

 (vi)  Spectrum Sharing 

 Spectrum sharing is the process of utilization of available channels by the 

secondary users without giving rise to conflicts [44]. Sharing comprises of three tasks 

namely, acquiring of spectrum, allotment of channel and resources. The prevention of 

conflicts is taken care in spectrum usage phase [45]. Optimum channel selection and 

appropriate power allotment is performed in resource allotment phase. Game theory 

and auctioning techniques can be used to perform the spectrum sharing task. The 
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classification among the spectrum sharing techniques is based on the behavior and 

technology of access and architecture. To increase the spectrum effectiveness, 

advanced techniques are explored in [46]. 

Cognitive radio network involves several significant features that improve the 

utilization of the spectrum. Cognitive radio includes cognitive engine, adaptive 

protocol and SDR transceiver [47-48]. The cognitive engine is used to establish 

interfaces among SDR transceivers and allows wireless applications and services. It 

also supports the use of intelligent algorithms to provide reliable communication. The 

major cognitive radio characteristics are as follows, 

 Flexibility 

 Reconfigurability 

 Awareness 

 Adaptability 

 Intelligence 

 Capability 

1.9 SECURITY IN CRN 

 Security is the most challenging issue in cognitive radio network due to the 

involvement of numerous dangerous attacks in the network. Security problems arise 

due to the following reasons [49]. 

 Preventing the original Cognitive users to use the available spectrum 

 Inject false information 

 False sensing report 

 Misdetection of the signal 

 Honest user controlled by malicious node 

An opportunistic cognitive radio network is designed for detecting the available 

channels in the wireless spectrum. A change occurs in the source and destination 

parameters, and these channels are identified. Federal Communication Commission 

(FCC) is responsible to assign spectrum bands to all the licensed users i.e., primary 

users [50]. It is expected that the FCC would be more flexible, which is exactly 

needed to thoroughly make use of available spectrum in cognitive radio. Figure 1.7 

shows the existence of primary users, secondary users, base station & fusion center 

(FC) in cognitive radio network. Additional research challenges involved in the 

cognitive radio network are: 
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 Accurate Sensing 

 Optimized Spectrum Decision 

 Signaling 

 Security 

 Selection of Common Control Channel (CCC) 

 All the cognitive radios are capable to sense the environment and measure the 

frequencies that are being used by the primary users and then identify the location of 

the sender and receiver. Spectrum sensing involves dynamic spectrum access, 

distributed spectrum sensing and CCC methods. The CCC method [51] deals with the 

utilization of single channel for solving hidden terminal problem, reduces interference 

and reduces the need for time synchronization. The CCC approaches are classified into 

three types as cluster based CCC, sequence based CCC and dedicated common 

control channel. Sensing is performed in two different scenarios as homogeneous and 

heterogeneous sensing scenario. Further sensing is categorized into two different types 

of sensing such as [52]. 

 Non-Cooperative Sensing 

 Cooperative Sensing 

 

Figure 1.7 Cognitive Radio Network consisting of PUs, SUs and Fusion Center 

[52] 
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1.10 NON-COOPERATIVE SPECTRUM SENSING 

In Non-Cooperative type of sensing, a single cognitive radio senses the 

available frequency and there is no support among the users due to lack of 

communication that takes place between the sensing terminals. Usually in non-

cooperative spectrum sensing, all the cognitive radios perform detection individually 

and send the sensed data. Here the cognitive radios do not have any idea of the 

information of neighboring cognitive radio’s sensing data. Figure 1.8 illustrates the 

non-cooperative spectrum sensing scenario. 

Figure 1.8 Non-cooperative Spectrum Sensing [52] 

1.11 COOPERATIVE SPECTRUM SENSING 

In Cooperative Spectrum Sensing (CSS) [53] also called as cooperative 

intelligence, all the cognitive radio users i.e., SUs cooperatively detect the 

available channels and the frequency spectrum. The cooperative sensing was 

introduced for exact identification of the presence of white space. CSS will be 

performed either in centralized or in a distributed manner. In centralized sensing, 

there is a central entity called as fusion center that aggregate the detection reports of 

all the SUs and take a decision concerning the sensed data, whereas in the distributed 

sensing all the SUs distribute their sensed information and they individually take a 

decision. Cooperative spectrum sensing is more suitable for both infrastructure and          

centralized topology. Here all the secondary cognitive users maintain synchronization 

with each other. Cooperative spectrum sensing in CRN shows better performance 

results. Figure 1.9 shows the cooperative spectrum sensing network. 
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 Trustworthiness is improved among numerous SU when they use cooperative 

sensing. Alternatively, all those SUs that are taking part in sensing are not equitable. 

Few of them are malicious users corrupting the entire performance of the network. 

They act suspiciously by transmitting false reports to the Fusion FC [54]. The false 

data may be due to deliberate malicious users or inadvertent malfunctioning SUs. 

The inadvertent attack is termed as the random attack. The malicious users send 

incorrect sensing reports that influence the overall decision at the FC concerning the 

existence of PU signal [55]. Additionally, these malicious SUs exercise the data with 

greediness either to introduce intervention to the PUs or to use the radio channel 

called as Spectrum Sensing Data Falsification attack (SSDF) [56-57]. 

 It is necessary to secure our wireless networks from diverse intruders if 

present in the network. Security is most important aspect to be considered in a 

network. Security methods or algorithms were designed for protecting the system 

from several vulnerable attacks. Because of the large quantity of users in the CRN, the 

vulnerabilities have also improved. 

 

Figure 1.9 Cooperative Spectrum Sensing [53] 

Major reasons for providing security are, 

 Confidentiality 

 Integrity 

 Anonymity 
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 Authentication 

 Non-repudiation 

 Availability 

Confidentiality: 

Confidentiality is defending the data from other unauthorized entities in the 

system i.e., only the end users must be able to access the data. Such data will not be 

accessed by other entities. 

Integrity: 

Integrity is providing a guarantee that the data transmitted will never have a 

chance to get corrupted. Integrity in security mechanisms is disturbed in two different 

ways such as malicious altering and accidental altering. These are the two possibilities 

by that the transmitting data can get corrupted. In malicious altering, purposely the 

data will be corrupted whereas in accidental altering, error occurs in data 

transmission. 

Anonymity: 

Anonymity is maintaining the security at the client’s location i.e., owner’s 

data should be confidential and it should not be disseminated to other entities present 

in the network. This security requirement protects the user entity’s data in wireless 

network. 

Authentication: 

Authorization is the method of verifying a user entity by the  trusted authority. 

This process is performed before the network administration allows the user to 

transmit data. Certificates are provided by a special authority that is assigned as 

trusted authority. This is one of the major processes involved in the security algorithm 

to authenticate the user entity. 

Non-Repudiation: 

For detection and separation of unauthorized node, this non-repudiation can be 

used. Based on node actions, it is detected as an abnormal node and these nodes are 

avoided in the network. So without a good security mechanism, it is difficult to secure 

the transmission from adversaries present in the network. 

Availability: 

This term defines the available network services or network assets for the 

utilization of authorized users. Availability will guarantee the survivability of the 

network in spite of the behavior of attackers present in the wireless network. 
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1.12. APPLICATIONS OF CRNs 

CRNs enhance the functioning of various contemporary services in an extensive 

variety of applications. These applications include public security and military, health 

care, bandwidth intensive and Mobile networks as shown in Figure 1.10. 

(i) Public Security and Military Applications 

As cognitive radios are working in the white spaces (frequency band which was 

not being used), it presents solutions for public security and military communications 

issues. The important aspect to be dealt in public security systems is the capacity to 

switch the information between public and first responders such as fire, police, 

paramedical that is termed as interoperability. They require highest bit rate for video 

and voice services. The frequency bands of these mentioned services are overloaded 

particularly in metropolitan areas. In such scenarios, cognitive radio works well 

because it uses white spaces to avoid interfering with licensed users.  Cognitive radios 

can also be utilized to locate, communicate and reach the victims those are struck. An 

enemy may transmit jamming signals in the battleground to interrupt the 

communication. To handle such situations, CRs can perform handoff over a wide 

frequency range, excluding the channel that has the jamming signal. 

(ii) Health Care 

 Wearable body sensors are commonly employed in remote locations of 

developing countries. Sensors are positioned on the patient's body to collect vital data, 

allowing doctors to examine the patient remotely. Especially wireless Body Area 

Networks (BAN) are apt for the areas where the health specialists are low. The 

limitations of the traditional wireless sensor networks due to jamming and bandwidth 

are overcome by the CRs body wireless sensors. 

(iii) Bandwidth Intensive Applications 

 Because of the large bandwidth needs, transmitting images, audio, and live or 

on-demand video streaming over traditional wireless sensor networks is extremely 

difficult. Delay intolerable and high data density is met by CRs when Remaining 

Networks applications such as tracking and surveillance are utilized.  Secondary users 

in CR access multiple channels whenever available and required. 
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Figure 1.10 Applications of Cognitive Radio Networks [54] 

(iv)  Smart Grid Networks 

 Electrical power generation put together with the wireless communication and 

computing to improve reliability and efficiency is termed as smart grid. Smart grid 

involves reducing power generation cost, managing consumption, and billing and 

also controls grid failures. To make an environmentally positive impact, we 

incorporate renewable and distributed energy sources with a reduction in global 

warming. Smart grid network is composed of 3 sections: Home Area Networks 

(HANs), Neighborhood Area Networks (NANs), and Wide Area Networks (WANs). 

HAN makes communication possible between home appliances, energy systems used 

for the management and energy dashboards. Adding CR technology to HAN gives rise 

to adaptive transmission and selects best data rate that offers less interference. NAN 

gathers the information regarding metering and transmits it to data collectors. WAN, 

the upper layer in the smart grid may be a broadband network that exchanges 

information among gateways of network and data center. 

(v) Mobile Networks 

 Contemporary Cellular services have achieved a landmark in the allotment of 

consumer applications using smart devices all over the globe. The operators of the 

cellular services encounter quite a few challenges in these aspects. The FCC 

established guidelines for employing the TV vacant bands providing new bands that 
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eliminate additional cost for the extra spectrum. This directive unambiguously talks 

about the likelihood of auctioning the bands owned by licensed users for facilitating 

to cellular services. Most of the Researchers have explored on ways to supplement the 

future Long-Term Evolution Networks (LTE) to efficiently distribute the spectrums. 

In open places such as airports and stadiums, the cellular services are overcrowded 

because of widespread usage. The photos and videos taken are uploaded into websites 

by means of network hotspot. These types of applications burden the cellular services. 

Consequently, this information can be delegated to empty bands like Industrial 

Scientific and Medicinal (ISM) band or into TV vacant bands enhancing the 

trustworthiness of cellular services. 

1.13. PROBLEM STATEMENT 

As Cognitive Networks are open and active in environment, Many Secondary users 

will behave like prime users and cause errors at different layers.  Hence we have to 

verify whether a secondary user is authorized or not. After proper verification of 

secondary user’s authentication we have to classify Malicious and Non-Malicious 

Secondary users. Attacks may happen at individual layers and some attacks may 

occur across several layers at a time. So that we have to propose a cross layer solution 

in cognitive radio networks. 

1.14. RESEARCH OBJECTIVES  

The motives of this Research work in Cognitive Radio Networks are: 

1. To Propose an Efficient Cross Layer Trust assessment scheme to authenticate 

Trustworthiness of secondary users. 

2. To Design a Game Theory Model to classify Secondary Users across Cross 

Layers. 

3. To Design an Efficient Cross layer Defense Mechanism to Reduce PUEA and 

SSDF Attack in Cognitive Radio Networks. 

1.15 ORGANIZATION OF THESIS 

The Thesis is arranged as follows:  

Chapter 1: Introduction 

 This Chapter explains about the introduction and background work of the 

Cognitive Networks. It gives brief overview about the cognitive radio, spectrum 

sensing and issues faced in the cooperative sensing. It also stresses about the need of 

cognitive radio and its applications in various fields.  
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Chapter 2: Literature Survey: 

 In this Chapter, the Existing literature of the various attacks which 

majorly occurs in cognitive radio networks is reviewed. The security issues 

encountered in cooperative spectrum sensing i.e., attacks such as primary user 

emulation attacks, SSDF attacks, etc. are described by explaining the methods 

adopted in the previous works and highlighting the gaps in them. Major Contributions 

of Existing Trust Management & Cross Layer defense attacks together with the 

Problem statement and objectives are discussed. 

Chapter 3: Mean Bid Trust Cross Layer Trust Evaluation Model:  

 This Chapter deals with the diverse kinds of users available in the Cognitive 

Network. In Cognitive Network users are two types: Primary and Secondary. Primary 

users are licensed users and Secondary users are unlicensed Users. Reallocating the 

Spectrum among Primary and Secondary users will be done by Fusion Centre. In this 

we will use Mean Bid Trust Method which is used to independently measure the trust 

worthiness of secondary nodes. The Results of the Mean Bid trust is evaluated by 

considering various parameters like Energy Consumption, Detection Time and 

Detection Accuracy.  

Chapter 4: Multiple Nash Equilibrium Game Theory Model:  

 Game theory is a mathematical tool for decision makers to solve strategic 

interactions. The players in competitive or cooperative gaming may have complete, 

partial or no knowledge on others in the gaming environment. This chapter deals with 

a game Theory Model called Multiple Nash Equilibrium which is used to categorize 

weather a particular user is Malicious user or not. In this a third-party node measures 

the trust of the secondary user as assigning underused spectrum or vacant spaces 

through a Mean bid function. Multiple equilibrium results are evaluated by taking into 

account several parameters, such as energy consumption, time detection and accuracy 

of detection.  

Chapter 5: Optimized Levenshtein Centroid Cross Layer Defense For Multi Hop 

Cognitive Radio Networks: 

                     This chapter deals with the attacks which are happening in the Physical 

and Data Link Layers. Two kinds of attacks namely Primary user Emulation and 

Spectrum Sensing Data Falsification attacks were taken into consideration. For 

solving the attacks happening in both the layers a cross layer solution called 

Optimized Levenshtein Centroid Cross Layer Defense were discussed. This Method is 
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evaluated with two other similar algorithms and Results are evaluated by considering 

various parameters like Sensing Delay, Percentage of Error Prediction and 

throughput.  

 Chapter 6: Conclusions and Future Research Directions:  

          In this chapter, the conclusion of the research work and scope for the 

future work are presented. 
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CHAPTER 2 

LITERATURE SURVEY 

2.1 BACKGROUND 

 It is a fact that discussion of literature learning towards a pre-defined set of 

research objectives, and of strengths and limitations of various technological 

applications, help in laying out the foundation for innovative research initiatives and 

future enhancement procedures. This thesis presents the respective literature analysis 

for Reducing Cross Layer attacks in cognitive radio Networks which improves 

resource sharing for better efficiency, and this chapter also covers briefly a number 

of subjective and allied literatures. In this section, a systematic Literature Survey on 

Various Attacks for efficient Spectrum Sensing in CRN were discussed. In CRN it is 

intended to optimize the attacks and develop certain optimal solutions among 

primary user as well as secondary users were discussed. The predominant purpose 

of this section is to present    proper understanding of the existing approaches, their 

strengths and limitations. 

2.2 LITERATURE REVIEW 

 This section discusses some of the predominant researches has done up to 

date on a variety of  attacks in different layers, Trust Management Approaches, New 

Threats & Challenges that Cognitive networks face, Existing solutions to address 

layer attacks etc., Various techniques proposed so far are also discussed in this 

section. 

2.3. PHYSICAL LAYER ATTACKS 

The Physical Layer is the lowest layer mainly used for communication among 

any two network devices. This layer was susceptible to a wide range of attacks. Some 

of them are discussed further below.  

2.3.1. PRIMARY USER EMULATION ATTACK (PUEA): 

 PUEA is the biggest of all the attacks. All the researchers paid more attention 

to this attack. SU’s in CRN only use the accessible spectrum if it is still idle. 

Secondary Users (SU) must exit spectrum if the primary user demands it. That is why 

secondary users constantly track the primary user. In this attack, attackers do not 

permit Primary Users (PU) to use the available spectrum. The attackers operate as the 

primary user by sending signals that are uniquely identical to the primary user. When 

a SU discovers these signals, then spectrum is immediately allocated, and it will be 

occupied by the attacker. When this secondary user detects another PU, then it 
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switches into the next available spectrum. If the attacker detects the next usable 

spectrum band, it can trigger a denial of service for secondary users. 

PUEA is classified into two types namely: 

(i) PUEA that is Malicious 

(ii) PUEA that is Selfish. 

(i) Malicious PUEA: In this form of PUEA, aggressors stop the Secondary Users from 

using the available resources. Their primary objective is to decrease the usage of 

spectrum. Attackers in this region cannot use their personal band. 

(ii) Selfish PUEA: In this PUEA form, the aggressor’s acts as an egotistical SU & can 

make the spectrum not to be used by secondary users if it discovers that the spectrum 

is unused. 

 

Figure 2.1: Primary User Emulation Attack [57] 

The Figures 2.1 & 2.2 depicts an illustration of PUEA. There are ten channels 

available on the network. Whereas primary users occupy channels (1, 4) and (2, 3, 5), 

secondary users can also use channels (6, 7, 8, 9, 10). However, the attacker is on the 

channels (7, 8, 9). Just two channels (6, 10) are open to secondary users. 

 

Figure 2.2: Example of PUE Attack [58] 
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 To Overcome PUE attack, a novel method known as principal component 

analysis for spectrum sensing is applied. In this method, every SU sends data about 

the PU to the Fusion Centre (FC). This centre also keeps track the concentration of 

SU signal. The Fusion Center correctly identifies the Primary user and discards the 

malicious node after collecting all of these data. To overcome this attack, another 

technique known as "Belief Propagation" is used. In this technique, all secondary 

users must go through a series of steps before the suspicious node is detected & 

removed from the sending process. 

2.3.2. CONTRIBUTIONS for PUE ATTACKS: 

Anand, S., Jin, Z., & Subba lakshmi, K. P. [58] designed a methodical approach 

depending on Markov inequality and Fenton’s approximation. The analytical model is 

designed with several parameters as received power, distance, log-normal shadowing, 

etc. To decrease the difficulty, the position of SU was set to approximate the received 

energy. Although the designed analytical model tends to decrease the complexity, but 

the locality of SU is fixed then the forecast of the attacker will not be successful. 

Chen, R., Mark, J. M., & Rudy, J. H. [59] proposed a method based on the 

position verification of the transmitter. Depending on traditional signal strength 

standards that are collected from the secondary users under cooperation, identity of 

the PU is verified by comparing with the familiar primary user’s characteristics. 

 The majority of existing works on clustering paid little attention to the strength 

of the network. Gong, Lei, et al [60], proposed clustering mechanism based on 

location correlation for the purpose of decreasing the power consumption. But there 

is also a possibility of incorrect decision because of multiple SUs in a single cluster 

suffering from shadowing etc. or     due to the corrupted SUs. 

 Liu, Yao, Peng Ning, and Huaiyu Dai [61] proposed an algorithm for PU 

authentication using helper nodes that are positioned near the PU that have the 

transmission authority of thousands of watts. RF signatures combined with the 

cryptographic        signatures is used to validate the PU. Ratio of amplitudes of first and 

second components of multiple routes is approved and it is compared against a 

threshold to fix the location of PU. Here, the partner nodes power utilization is more 

as they have to maintain energy same as Primary User. The guidance is to be 

frequently performed in this technique that leads to shorter time for sensing and data 

transmission. 
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 Wei, Dong, Chunyan Feng, and Caili Guo [62] proposed an algorithm using 

clustering for saving the sensing time where the difference of signal to noise ratio of 

SUs is considered for cutting down the sample size. 

 Liu, F., Chen, H., Xie, L., & Wang, K. [63] reduced the effect of unidentified 

PUEA by introducing a new method named as Maximum-Minimum Eigen value 

detection. These PUEA attackers are present nearer to the SUs than PUs, since the 

PUEA attackers are capable to emit all the characteristics of legitimate primary user. 

In this method, the SUs available in sensing were chosen considering the spatially-

correlated shadow fading. The number of cooperatively sensing secondary users are 

determined, then two secondary cognitive users with largest correlation are identified 

and removed. 

 Zhou, X., Xiao, Y., & Li, Y. [64] dealt with a technique based on 

displacement and encryption for fighting with PUEA. This work provides 

authentication by following 3 steps as authority, legalization and information 

displacement. For authentication, each legitimate primary user registers with to the 

spectrum manager and stores their ID. With this registration each ID will be provided 

with an encryption matrix, displacement matrix and frequency bandwidth. After 

completion of the validation, the secondary users will start transmitting their 

information to base station. If the signals are invalid then that particular user is 

identified as an unlicensed user. 

 Huang, Xin-Lin, et al. [65] proposed a technique that utilizes discrete particle 

swarm optimization (DPSO). This technique takes more time to converge best 

solution for taking final decision by eliminating the malicious users from the 

network. Also large quantity of clusters was formed in this approach, as it does not 

think about the topology of the network. And it employs hard decision rules to 

arrive at a final decision that results in a reduction of sensing accuracy. 

 Thomas, Ryan W., et al. [66] presented a framework supported by Bayesian 

criteria using Nash equilibrium to find out whether honest SUs can exist along with 

the malicious ones in the network or not. The equilibrium helps to determine the 

genuineness of the SUs. 

 Song, Yi, and Jiang Xie [67] presented a distributed technique to detect the 

attackers that exchange the incorrect channel information between the SUs. The 

legitimacy of the sensed vacant channel information is tested spatial correlation 

technique. This method achieves high detection probability when the false alarm rate 
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is very less. 

 Chin, W. L., Tseng, C. L., Tsai, C. S., Kao, W. C., & Kao, C. W. [68] 

concentrated on protection by recognizing the PUEA attack with the obtainable 

characteristics of wireless channel. Channel characteristics are identified by hypothesis 

testing with that the attacker is detected. The detection process involves with the 

estimation of the following constraints. Based on these computations the PrUEA 

attacker is identified, but this method is highly computational complex. 

 Fangwei Li, Dejun Feng, Jiang Zhu et al. [69], focused on the identification of 

PUEA attack by designing a PUEA detection based situation awareness scheme. This 

scheme consists of six steps by that the interference situation is mapped by 

differentiating the power of PUs and the attackers. The aim of this method is to 

increase the system capacity by identifying the interference level. The six steps are 

detection of channel, estimation of number of sources present in that particular 

channel, determining the suspected primary user as a attacker  or normal user, then 

energy & locality identification, error correction and finally interference situation 

creation. 

 Kaiyuan Liu, Yuebin Chen, Yanghuizi Li, Xingsheng Pang et al. [70] 

concentrated on the identification of PrUEA attack by designing a hard decision 

fusion mechanism, used for verifying the users whether they are legitimate users or 

malicious users. The energy transmitted among sender & receiver is estimated, then 

distance among the attacker and the SU is determined. Here the value ‘𝜏’ is adjusted 

within certain coverage range; if it is adjusted the malicious user’s transmission 

power is also varied. By this variation the presence of PUEA node is recognized, 

but if the computation is incorrect, then the normal users are also predicted as 

malicious users. 

 Manumare Dang, Zurfang yaho, Honggang Zhang et al. [71] identified the 

PUEA attackers with the support of the estimated Received Signal Strength (RSS). 

The estimation of RSS is considered to have redundancy in spatial domain. To 

overcome this problem, the authors have introduced a compressive sensing to 

differentiate PU and PUEA attacker. The received signal energy is computed at the 

grid based on the Rayleigh energy decay model. The computed received signal energy 

includes power density, vanishing and Route failure that are determined at the 

transmitted signal. The Compression Sensing problem is solved by using Orthogonal 

Matching Pursuit (OMP) that performs faster and also shows good reconstruction. 
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 Soto, J., & Nogueira, M. [72] proposed a scheme for distributive and 

cooperative analysis (INCA) with two phases. First is an individual analysis phase 

performed to achieve flexibility and second is cooperation phase executed for 

providing cooperation among the distributed nodes. All the SUs sense and collects the 

data, then  further multi criteria decision analysis is held in first phase. The compound 

criterion assessment process is analyzed by Normalized Weighted Additive Utility 

Function (NWAUF), in that the utility is calculated from the weights. 

 Mohammad Javad Saber, Seyed Mohammad Sajad Sadough et al. [73] focused 

on increasing the control throughput even when the attackers are there in this method. 

The spectrum sensing was carried out depending on Neyman-Pearson Criterion by 

that the channel performance is enhanced. The fusion center present in system will 

take the judgment on the existence of PU or the PrUEA node with K out of N rule. 

 Yang, J., Chen, Y., Shi, W., Dong, X., & Peng, T. [74] concentrated on 

reducing the effect of PrUEA over the CSS in CRNs. Here the maximum ratio 

combining method is used with the evaluation of power coefficients. The received 

signals are separated into two as presence of PU and absence of PU. The optimal 

weights coefficients are obtained to that of the maximum detection probability. The 

traditional maximum ratio combining method is improved by computing the weight 

coefficients but this is used only for a single user with more number of computations. 

2.3.3. Objective Function Attack: 

 In general, cognitive radio can change its transmission parameters depending 

on the existing conditions. To achieve its own objective function, this adversary 

attacks such objective function by wrongly predicting its parameters. The function's 

primary goal is to provide a high data rate while using minimal resources. Consider 

the below objective function: 

f = W1P + W2R          (2.1) 

Where W1, W2 are the weights and information rate, respectively. All of these 

parameters can be changed by the adversary to cause CR to use the incorrect channel. 

He may use this to switch the CR to a low-security channel. When predefined 

threshold for Radio Parameters is defined then Objective function attack is reduced. 

This enables us to terminate communication if parameter values surpass the threshold 

and informed to the Fusion Center.  
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2.3.4. Jamming Attack 

 The attacker plans at sending packets out of the network, so the legal client 

wills block communications. This causes service denial. In order to mitigate this 

attack, secondary users must keep the primary user information about the location. 

This information is obtained by secondary users connecting to base station. 

2.4 DATA LINK LAYER ATTACKS 

 Most of the attacks in data link layer are caused by MAC address attack. Some 

of them are as follows: 

2.4.1. Spectrum Sensing Data Falsification Attack 

 In this attack, attackers pose as genuine network representatives & exchange 

wrong sensing reports on the assessment stream. As a result, they are able to use more 

spectrums for their own reasons, ensuing in a reduction of performance. To counteract 

this attack, a new technique is implemented. This approach is used by the fusion 

centre to know how many number of times in which all nodes makes their decisions 

about the existence of PU. 

2.4.2 Major Contributions for SSDF Attack 

 Hubert, M., Rousseeuw, P. J., & Van Aelst, S. [75] illustrated the efficient 

outlier intelligence methods used in the areas of data mining. The computational 

enhancement is the fundamental perception of this article. Various frameworks were 

focused for sensing the outliers from bigger datasets. 

 Nekovee, M. [76] discussed about the cooperative SSDF attack employing 

clustering method. Results illustrates that it achieves a less probability of error with K 

out of N rule and OR rule. 

Kaligineedi, P., Khabbazian, M., & Bhargava, V. K. [77] utilized the spatial 

location data for sensing attackers with small sample set. Non-parametric methods are 

selected by authors as they were not depending on the division of data. A parallel 

detection framework with every node employing energy detection was taken into 

account for sensing PU signal. At this moment, the attackers were sensed by applying 

statistical methods for calculating the outlier features. 

Li, H., & Han, Z. [78] proposes the effect of suspicious users with abnormality 

detection method. This method pays attention on guarding the SU information in 

opposition to the suspicious users in the system. The asymptotic sensing functionality 

was inspected by restricting the sensing frequency and flexibly choosing the 
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threshold. The reliant and autonomous attacks of single and multiple suspicious users 

were examined independently. 

Rawat, Ankit Singh, et al. [79] estimated the performance of the network 

using Kullback-Leibler divergence (KLD) technique. This existing research examines 

about the cooperative SSDF attack and yields a high detection rate. The issue with 

this technique is that it considers some genuine SUs also as malicious users. Their 

results indicate that, if the attacker’s percentage is 50%, then the fusion center is 

unable to discriminate between genuine secondary users and malicious users. 

Ejaz, Waleed, et al. [80] proposed a system depending on the gradient 

technique. A chemical field is produced for every SU that helps in the identification 

of PU. Any earlier information of system is not required here. Each SU has to 

broadcast information regarding their position to other SUs before reporting sensing 

data to them. 

Penna, F., Sun, Y., Dolecek, L., & Cabric, D. [81] examined a diagnostic 

model of statistical attacks employing Bayesian means. To exclude the corrupted 

nodes from the CRN, probability of every attacker was computed. A comparison 

between sequential and belief propagation method was also bought out. 

S S Kalamkar, A Banerjee, and A Roy chowdhury [82] focused on comparing 

and studied Grubb’s, Dixon’s, and then Box plot methods. The performance was 

analyzed in the presence of one and multiple suspicious users. The restrictions of each 

of the methods and their analysis were highlighted. 

He, Xiaofan, Huaiyu Dai, and Peng Ning [83] proposed a conditional 

frequency method to fight against SSDF attacks that is based on the Markov model. 

The assumption made is that there is at least one honest user to detect other malicious 

nodes. 

Fragkiadakis, A. G., Tragos, E. Z., & Askoxylakis, I. G. [84] reviewed the 

significant contributions regarding different types of security issues involved in CRN. 

The network performance in MAC and physical layer were analyzed. Besides, 

potential ideas of research challenges were presented. 

QiaoCai, Haibo He, and Hong Man [85] presented an iterative concept based 

on the parameter distance for identifying the corrupted data from larger sample size. It 

works on calculating mean & variance properties for identifying outliers. It also 

employed clustering approach irrespective of spatial properties. The performance of 

the model was diagnosed with U.S records. 
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S. Shrivastava, A. Rajesh, and P. K. Bora [86] identified data falsification 

intruders by Dixon’s method. To reduce the processing overhead at Fusion Center, 

they formulated sliding window scheme and 3-point Dixon’s scheme to fix on the 

optimal number of samples.  

Kapoor, G., & Rajawat, K. [87] proposed a spatio frequency method to 

uncover anomalies encountered in the sensing process. The location of SU is utilized 

as main parameter to take care of corrupted information from normal users. To aid 

this, a coordinate-based method was formulated and evaluated with the existing PCA 

method to beat attacker’s effects on FC. To handle attacker’s activity, a new online 

method was introduced and also proved to be reliable. 

Soto, J., & Nogueira, M. [88] outlined a framework to deal with the flexibility 

and safety in CRN for sensing. A protocol stack for sensing, sharing and safety was 

presented. The impact of the model on cooperative overhead was discussed. In case of 

PrUEA attackers, this was the primary attempt to describe multi-criteria on sensing 

decision. 

R. K. Sharma and D. B. Rawat [89] addressed the contemporary CRN safety 

problems and their remedies. The current progress in various kinds of security 

mechanisms in the PHY layer and theoretical game methods were described. An 

absolute examination of PUEA and SSDF attacks was provided in this work. The 

virtues and disadvantages of all the methods were exclusively underlined to assist the 

beginners. 

Ghaznavi, M., & Jamshidi, A. [90] modeled a CSS method based on 

clustering. The corrupted users are eliminated using the algorithm by means of 

investigating for the honest users. The attacks considered in this research work are 

PUEA and SSDF. Initially all the elements are assembled & spread among the PU and 

each cluster was computed using maximum likelihood method. Nevertheless, the 

constraint imposed on the technique is attackers count should not exceed the size of 

the cluster. 

Sharifi, A. A., & Niya, M. J. M. [91] established a novel protection method to 

deal with SSDF attacks by approximating the intensity of the attack. Optimal 

selection of K in K-out- of-N rule reduces the Bayesian risk. 

Srinu, S., & Mishra, A. K. [92] proposed Generalized Extreme Studentized 

Deviate (GESD) method to restrain from the greedy and random attackers in the 

network. Each of the attacker’s effect is nullified by using different techniques like 
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covariance method for random attack and Shapiro - Wilk method for greedy attack. 

The proposed algorithm offers best results under the situation that maximum count of 

suspicious users is to be known in advance. 

2.4.3. Control Channel Saturation Attack 

 In CRN's generally one control channel will be existing to maintain traffic 

among users. This control channel enters the diffusion state if more control traffic is 

not available. By considering this, the aggressor deliberately saturates this control 

channel. This attacker is able to decrease the number of valid spectrum nodes. All 

accessible frequency bands can be used by the attacker. The network is classified into 

clusters to mitigate this attack. And every cluster has its own channel of control. If 

one cluster control channel is attacked, other cluster control channels will stay 

unaltered. 

2.5. NETWORK LAYER ATTACKS 

 This layer is an important layer because the data packets are routed among 

multiple   networks. In this layer there are many threats. Some are discussed here. 

2.5.1. Hello Attack 

 In this attack, the attacker sends a message to all other network nodes 

informing them that only one best route is available to reach the destination. The 

attacker sends messages with more authority to the other nodes and obtains messages 

with high signal intensity. This attacker has the ability to encourage the nodes that are 

neighbors. The remaining nodes will consider attackers to be their neighbors, sending 

packets through and losing them. To combat this attack, Fusion Center must validate 

the nodes' bidirectional links and messages sent through these nodes (FC). 

2.5.2. Sinkhole Attack 

 The attacker informs to the other nodes involved in sinkhole attack that this 

was fastest way to reach their destination and encourages them to forward packets 

through them. By means of this aggressor, a new form of attack known as selective 

forwarding will be started, in which every packet in the network will be changed or 

discarded. To counteract this attack, an authentication mechanism is used. Every node 

in the system must be authenticated and checked. And the suspicious node is 

discarded before it can access the network. 

 

 

 

 



33 
 

2.5.3. Sybil Attack 

 To represent an identity, the attacker creates a slew of false identities. As a 

consequence, he can defraud the valid node. This attack specifically affects 

cooperative spectrum sensing technology, in which an intruder sends incorrect 

sensing information, causing the device to make incorrect decisions. We use the 

node's validation technique to mitigate this attack. We use two forms of validation: 

direct and indirect. The node identity is explicitly verified during node validation. The 

identity of every node is validated indirectly by remaining nodes. 

2.6. TRANSPORT LAYER ATTACKS 

 In Cognitive Radio networks, transport layer has many no of attacks. 

2.6.1. Key Depletion Attack 

Since the cognitive radio network has more no transmissions and longer round 

trip times, there are less transport layer sessions and most sessions take place between 

contact groups. Many transport layer protocols, such as Secure Socket Layer (SSL) 

and Transport Layer Security (TLS), may be available in general. These protocols 

produce a large number of cryptographic keys at the beginning of every session. And 

more session keys are created for each session. As a result, the attackers listen in on 

the conversation and snatch the key. These keys are used to send and receive session 

data. To counteract this attack, we must share key sessions more safely using new 

ciphering algorithms. 

2.7. CROSS LAYER ATTACKS 

 Cross layer Attacks are the attacks that targets one layer and have 

consequences over other layers. 

2.7.1. LION ATTACK 

 Lion attack is a multi layer attack in which attacker targets the physical layer 

in order to decrease Transmission Control Protocol (TCP) performance at transport 

layer. The intruder either jammed the channel or used a PUE attack. The PUE assault 

causes the secondary consumer to regularly handoff. This disruption in frequency 

handoff would decrease the overall. 

 This attack's effect can be mitigated by providing detailed information about 

the transport layer of handoff. To combat this attack, we employ the Freeze TCP 

technique, which enables us to predict the next window disconnection. 
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Table 2.1. Layer Attacks and their Existing Solutions 

 

 

2.8. CONVENTIONAL SECURITY THREATS 

 

Figure 2.3: Classification of Threats in Cognitive Radio Network’s [89] 
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 One of the most critical aspects of CRN communication is security. Since 

CRNs are wireless networks, they are more vulnerable to attacks. Eavesdropping, 

impersonation, traffic examination, as well as assaults on wireless node's privacy, are 

all part of this broad range of threats. Some of them are addressed here. 

2.8.1 Eavesdropping and Impersonation 

 In Eavesdropping, the intruder listens to the communication to learn about the 

Communicating individuals, PUs, and SUs. This information is used to launch replay 

attack or impersonation attack. To counteract this attack, we use encrypted and time-

stamped messages. In an Impersonation attack, the attackers steal the identity of the 

legitimate node and use it to communicate with other nodes. To combat this attack, all 

PUs now have anonymous IDs. You can change these IDs using the encryption keys. 

2.8.2. Selective Forwarding Attack 

 This Attack occurs when the attacker node fails to deliver harmful 

communication to the initial CR node. It's a malicious node that removes the 

messages and is an unsalvageable fault in the system. The CR node or BS 

counterattacks with moment strategy. If the message limit for specific data is 

exceeded and the message was not received, BS will be notified to resend the message 

to PU or SU through another safe path. 

2.8.3. Sinkhole and Sybil Attack 

 In this attack, the attackers disseminate incorrect information about the high-

quality sink path. Certificates provided by the BS or the Cognitive Radio Network 

Authority are used to mitigate this attack. In Sybil attacks, the malicious node is 

believed to be present in several locations, leading the BS to assume that it is the 

moving legitimate node. To combat this form of attack, we employ anonymous IDs 

and certificates. 

2.8.4. Worm Hole Attack 

 As their neighbors step away from them, the other CR nodes will believe the 

malicious node in this attack. In order to obliterate their names and physical 

addresses. To combat this attack, the BS assigns each node anonymous IDs and 

distances, which must be encrypted 

2.8.5 Hello flood attack 

 To establish communications, the attacker will send the HELLO message to 

all nodes in the network. The attacker can take advantage of the identification used by 

some link layer protocols and other nodes to convince them that weak links between 
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nodes are strong links. This means that weak links are used to route packets between 

nodes, resulting in corrupted or lost packets. To mitigate this attack, we use 

certificates and authentication. Some higher levels adhere to secure protocols. 

2.9. Specific Security Threats 

 Aside from traditional threats [93], CRN has new threats because of their 

particular functions. There are some of them discussed below. 

2.9.1. Hardware Attacks 

 Some nodes are altered or damaged by hardware in this attack. Hardware 

attack may motive the node to be completely shut down or signal transmission in an 

entirely incorrect frequency band. We need hardware encryption to mitigate this 

attack. So the attacker cannot access this node hardware.  

2.9.2. Software Attacks 

 The impact of CRN's software attacks is greater because of their 

characteristics than other networks. This attack software can shut down CRN entirely. 

We have to use tamper resistance and virus detection techniques [94] to eliminate 

malicious software installation. The software must be downloaded from official 

server. These attacks prevent us from eavesdropping the authentication, authorization, 

and integrity of software installations. 

2.9.3. Jamming Disruption Attack 

 Jamming during data transmission can be done in Cognitive Radio. In this 

case, the attacker will dismiss the PU and compete in the possession, causing PU 

disruptions. CR's should check the IDs, certificates and authenticate the transmission 

node to prevent this attack. 

2.9.4. Spectrum Sensing Data Attack 

 SSDA attack is caused by incorrect spectral analysis leading to incorrect   

decisions to allocate bands to primary users & secondary users 
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Table 2.2 .General and Specific Attacks and their Preventions 

 

2.10. EXISTING TRUST MANAGEMENT APPROACHES: 

A mean field scheme was designed in [95] that utilize energy discovery & 

location verification to determine if the primary user is emulating the system. In 

addition, strategic decision-making in the presence of several attackers was taken with 

the application of the mean game model. Without supplementary overhead the attacks 

were detected. In accumulation to reduced false alarm probability, the approach was 

found effective in provisions of detection accuracy. In [96], a routing and spectrum 

allotment (ROSA) algorithm was designed to minimize overhead communication and 

dynamically adjust available resources. Each node in ROSA managed several sessions 

carefully in order to achieve deadlines. Furthermore, an effective mechanism for 
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allocating resources was established to negotiate in optimal fashion between media 

access and select transmission parameters. 

With the evolution of wireless communication media on the conventional 

spectrum allocation scheme, where the frequency granted has mostly not been used, 

the necessity for radio spectrum presented severe issues. CRN allows secondary users 

to sense & utilize the free space without interfering with the activities of the primary 

user (PU). But safety is compromised among malicious nodes. In [97] a review was 

presented of modes of confidence and reputation in the defense of attacks by 

malicious users. Trust and reputation classifications were examined in [98]. An 

extensive study was proposed on the CRN Byzantine mechanism of attack and 

defense [99]. 

Motivated by a game theory economy, the game model existed in [100] to 

improve the success ratio for transaction and spectrum admittance performance for 

CRN using a distributed co-operative spectrum sensing to detect malicious secondary 

users'. In [101] an overview was suggested of safety threats and challenges. Several 

threats to security and defense mechanisms have been investigated [102]. 

In [103] an efficient categorization and a review of attacks were proposed that 

specifically attack the network layer. Several research studies have focused 

specifically on detecting attacks based upon source location and detection probability. 

However, only few authors have taken the punishment of attackers into account and 

have disregarded the punitive mechanism for malicious users. A new penalty 

mechanism with a cognitive trust value was set out in [104] to discuss with this 

problem. A Wireless Communication System Cognitive Security mechanism was 

shown in [105] to ensure robustness & security in the presence of suspected users. 

The primary user emulation attack (PUEA) is majority and important attacks 

in CRN. It influences the complete cognitive cycle. The PUEA algorithms are 

depended on the fixed position of the attacker. However, the suspected user is kept in 

an extreme & active location. The positions are therefore reported to be affected. In 

order to address this issue, a novel method for PUEA detection of high mobility was 

presented using a Cross Layer plan [106]. Call drop and delay were however reported 

to be stressed. In order to address this issue of delays and Call drops, the three-

dimensional continuous markov model [107] has been designed. In [108] certain 

unique possibilities and open research challenges were outlined in multi-hop CRN. 
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 The traditional security scheme has provided a long way to attain objectives 

such as data confidentiality, the integrity check of data packets, authenticity and 

availability. The protection mechanism using a conventional method could 

nevertheless be expensive and time consuming with the growing attacks along with 

system complexity. In [109] a new perspective with a strong theoretical basis was 

presented with game theory. The defense mechanism was suggested by attack 

detection [110]. A thorough study of the implementations of available techniques for 

cross-layer defense was investigated in recent developments in the field of artificial 

intelligences and machine learning techniques [111]. 

 A hierarchical multi-level cluster was presented at [112], in turn to enhance 

the mean network life of each node entering the network. Multi Criteria Decision 

Making (MCDM). In [113] the channel estimation technique was proposed in order to 

decide if either the primary customer or the prime user emulator was spreading a 

blond channel estimate model based on modified subspace. This distinction was made 

significantly among the suspected and the trusted users. A technique of double 

adaptive thresholding was introduced in [114] to give users who were deemed 

questionable a fair opportunity. In addition to a maximum combination ratio (MRC), a 

credibility measurement scheme was also proposed. 

2.11. EXISTING CROSS LAYERED DEFENSE APPROACHES: 

Cognitive Radio Network (CRN) has been at the forefront in recent years due 

to its potential for resolving the problems of limited spectrum and high spectrum 

demand. A PROActive Learning MAC (PROLEMus) protocol providing protection to 

two separate attacks: the Primary User Emulation Attack (PUEA) and the 

Falsification of Spectrum Data Sensing (SSDF), without an external sensor device 

[115]. A deadline-based algorithm of routing and spectrum distribution was put up in 

[116] to maximize the use of obtainable resources and to provide greater delivery 

within deadlines.  

In order to increase efficient output, the system incorporated the interaction of 

opportunistic routing, spectral allocation and deadlines. There has been a new penalty 

mechanism focused on the cognitive confidence value that focuses on security aspects 

[117]. However, the cross-cutting interference increases with higher allocation of 

resources and the amount of interference reaching the limit. In order to tackle this 

issue, the common channel allotment and power allotment [118] were presented to 

minimize interference. While interference is reduced, malicious behavior is not said to 
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be monitored. A process for confirmation of cross-layers for the cloud setting was 

proposed in [119].  

The Wireless Body Area Network (WBAN) intelligent gateway model was 

built in [120] to use licensed primary user (PU) channels via Cognitive Radio (CRs) 

for secure transmission of all-embracing healthcare monitoring. The wireless 

network's main goal remains the effective use of existing resource. A review of CRN 

technology in Band Full Duplex was presented in [121].  

A detailed survey of CR research was presented in [122], covering issues 

including spectrum sensing, spectrum use, allocation of resources and power 

management, robustness and safety in CR networks, etc. By introducing many new 

wireless products, the use of restricted spectrum has increased exponentially in recent 

years. In [123], a thorough discussion is given about mechanisms for channel 

assignment, including different functionalities for CRNs. Initially, both CRN and 

wireless regional networks were presented in a detailed way and, ultimately, many 

factors and shortcomings in the assignment of the channel were also addressed. The 

neural network and multi-resolution analysis [124] have been incorporated in this 

context to increase the spectral performance and data rate of cognitive radios.  

In [125] an outline of CRN security attacks and challenges were suggested. 

The effect of SU Node Transmission on the scaling factor for the channel capacity 

was built in [126] to ensure fairness. Another Bayesian learning methodology was 

introduced in [127] to reach the optimal substitution among security and effectiveness 

for cross-layer jamming attacks. Another model for spectrum mobility management 

based on Transfer Actor Critical Learning (TACL) was again suggested in [128] so as 

to develop the accuracy of spectral sensing and channel sharing time.  

In [129] cross-layer attacks were detected and defeated to progress network 

performance. In the fusion centre, the principle of double attack thresholds was 

introduced in [130] to differentiate among genuine and suspected users Dumpster 

Shafer analyze probability of detection and false alarm. In the physical layer and in 

the MAC layer, an integrated scheme [131] using adaptive modulation and encryption 

(AMC) was carried out, resulting in optimized transmission. A trust-based secure 

routing model was built in [132] specifically for the selective forwarding attack in 

CRN. This was said to be accomplished by tracking the transmission of nodes, and 

malicious nodes were said to be detected on the basis of confidence. The selection 

routing system was shared with the spectrum allocation by this design concern.  
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Finally, trusts were used to generate usable pathtrusts and delays to arrive at a

ppropriate routing conclusions. The attack in the TCP and MAC layers was presented 

in [133] next to the Round Trip Time (RTT) protection mechanism to boost 

performance. A collaborative approach to achieve high spectrum accuracy was 

developed using cluster analysis [134] 

2.14. OPEN ISSUES IN COGNITIVE RADIO NETWORKS 

        The following are some of the open issues that are identified from the Survey in 

Multi hop CRN’s: 

 Firstly, multi-hop CRNs face all the challenges that are inherent in single hop 

CRNs. 

 Multi-hop CRN design must deal with challenges that arise from the multiple 

hop nature of the communications. 

 Since PU transmissions must be protected, the biggest challenge for the CRNs 

is to enhance and ensure quality of service (QoS) of secondary network. 

 Co-ordination challenges in neighbor discovery among Primary and 

Secondary Users 

 Heterogeneity in Radio frequency ranges among users 

 Distributed spectrum access at relay nodes 

 Varying interference at Network Layer 

 Frequency switching delay along multiple hops in Various Layers 

 Cross Layer attacks occurs among Physical and Data link Layers 

 

2.15. CONCLUSION 

In this chapter, a wide-ranging literature survey is rendered on Various Attacks occurs 

at multiple Layers of CRN’s. The basis of CR and specific standards for executing 

research were conferred. The key solutions by various researchers were provided. The 

benefits and shortcomings of contemporary attacker detection techniques were 

investigated. Therefore, there exists an ample possibility for research in CRN. 
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CHAPTER 3 

MEAN BID TRUST CROSS LAYER TRUST EVALUATION MODEL 

3.1 INTRODUCTION 

           In a Cognitive Radio Network resource provisioning and efficient resource 

utilization are the most important variables in reducing attacks and improving service 

quality. Taking into consideration the requirement of an efficient technique for 

allocating underutilized spectrum, this chapter discusses a Mean Bid Trust Paradigm 

in CRNs. The predominant contribution in this thesis and this particular section is 

improved capabilities of Spectrum Utilization for a large number of licensed users so 

that they can provide maximum spectrum to their following secondary or unlicensed 

users across network. As a result, this chapter discusses about the methodology of 

sharing spectrum from licensed users to secondary users. 

3.2. METHODOLOGY  

Cognitive Radio (CR) is a developing and capable communication technology 

tailored towards enhancing unused licensed consumption of spectrum band for 

anticipated customers. CRN security is a highly demanding domain. The new 

generation wireless communication system Cognitive Radio Network (CRN) allows 

non-licensed or secondary users. „𝑆𝑈𝑠‟ to use underutilized spectrum or Vacant 

spaces possessed by the licensed or primary users „𝑃𝑈𝑠‟, improving the overall 

spectrum consumption. However, with the development of cognitive functionality, 

traditional & advanced protection threats were demanding.  

To make CRN more secure and trustworthy, diverse methods has been 

presented in the literature section. All the Methods are having their respective 

advantages and disadvantages. But the parameters considered in their execution are 

sufficient when the attacks are happening at individual layers. In this Section, a Mean 

Bid Trust (MBT) technique is discussed. The Primary purpose of all the existing 

methods is to separately measure the trust worthiness of secondary nodes and classify 

whether the secondary node is Malicious or not. The performance of the CRNs 

depends on several parameters. The values obtained in this method reduce energy 

consumption and time required to identify trustworthy nodes, while also enhancing 

detection accuracy and reducing false positive rates, thereby significantly securing the 

CRN. The flow diagram of the proposed work is shown in Figure 3.1. 
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Figure 3.1 Block diagram of the MBT-MNR Technique 

 As shown in the figure above, a third party node will measure the secondary 

user‟s trust while allocating unused spectrum or vacant spaces by means of the mean 

bid function for every cognitive radio user or cognitive radio module. The secondary 

nodes with which the suitable categorization is made are applied to each trust 

evaluated by multiple Nash equilibrium method. In this method we utilize two kinds 

of user‟s namely third party and secondary user. The elaborate description of the 

proposed method is given below followed by the network model. 

3.3. NETWORK MODEL 

 Let us think about two kinds of network entities, called, Primary User „𝑃𝑈‟ 

and Secondary User „𝑆𝑈‟. On one hand, the primary users are also called as licensed 

users, own licensed spectrum and hence are licensed to operate in specific frequency 

bands. Secondary users, on the other hand, also called as unlicensed users since they 

do not hold approved spectrum but are also known as cognitive radio users since they 
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constantly use the legal spectrum. Fusion Center (FC) will make the decision to assign 

licensed spectrum to secondary users.  This is the place where allocation, reallocation 

and classification of users are taken place.  By considering two types of network 

users, a network model for MBT technique is as shown in Figure 3.2.  

 

 

 

 

 

 

 

 

Figure 3.2 MBT Network model 

 From the above figure, the spectrum is split into both vacant spaces „𝑉𝑆‟ and 

occupied space „𝑂𝑆‟, where vacant space is denoted in white color and occupied 

space is denoted in yellow color. Next, the spectrum hole is represented by „𝑆𝐻 ‟, 

includes both the licensed frequency of primary users‟ „𝑃𝑈‟ and the unlicensed 

frequency of secondary users‟ „𝑆𝑈‟ respectively 

3.4 ATTACK MODELS 

3.4.1. PHY Layer Attack Model 

 The collaborative spectrum sensing reports are primarily used in the Report 

False Sensing Attack (RFSD) that occurs in the PHY layer to deceive the resultant 

users. Secondary users offer details for spectrum access, which is aggregated into a 

joint spectrum access report. Those details are fixed with respect to primary users' 

presence for the available resources. All of the nodes details were sent to fusion 

centre, which acts as recipient for the entire system. Malicious user‟s Wrong spectrum 

sensing information forces the fusion centre to obtain inaccurate decisions. 

 Malicious users will fool the fusion centre into making a wrong choice by 

sending fraudulent reports, and the collaborative spectrum sensing report findings are 

erroneous, leading other inferior users to believe that a key user is present in that 

spectrum. For example, the attacker can report high energy levels despite sensing low 

energy levels. Now, if the fusion centre produces “Available” (which means that the 

primary consumer is present), it was evident that the attack was successful. 

Primary User „𝑃𝑈‟ 

Secondary User „𝑆𝑈‟ 
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The features of truthful secondary users sensing reports can now be seen. The sensing 

energy of an i
th

 client can be denoted as Ei at each point of sensing, and its distribution 

is 

Ei ~  
𝜒2𝑚 ,

2                  𝐻0

𝜒2𝑚
2  2𝛾𝑖 ,            𝐻1      

 (3.1) 

 Where χ = chi-square distribution, m = time band width product, 𝛾i = signal to 

noise ratio, H0 represents primary user is absent and H1 represents main user is 

available. Let 𝐺0 represent sincere coverage and 𝐺1 represent untruthful coverage. 

 The strategy of always-yes attack is used here for RFSD attack. Em is used to 

sense the energy to the users. An attacker reports correct Em value if it is above the 

threshold i.e Em ≥ ξ and dishonestly report if, and if it is below threshold i.e Em <ξ he 

reports wrong value Em + Δ  (because primary user is not present). Where ξ = 

threshold and Δ = bias which attacker adds.   

3.4.2. Defense scheme 

 This is a three step procedure. In this scheme at primary step, the availability 

of primary client is known by means of sensing reports given by each node by fusion 

center. Which is done by using a hypothesis check 1 for each node? The Neyman 

Pearson lemma is of the form: 

 
𝑃 𝐸𝑖 = 𝑒𝑖|𝐻1 

𝑃 𝐸𝑖 = 𝑒𝑖|𝐻0 

𝑁

𝑖=1,𝑖≠𝑗

      (3.2) 

In the above equation (3.2) Where η is the threshold value for examination 

1.In second step if the result of test 1 is H0 then only we conduct check 2 to find out if 

the knot (j) is lying. 

𝑃 𝐸𝑗 = 𝑒𝑗 |𝐺1,𝐻0 

𝑃 𝐸𝑗 = 𝑒𝑗 |𝐺0,𝐻0 
    (3.3) 

In  the above equation (3.3)Where ζ is the maximum rate for examination 2.In 

the third step a truth value is obtained as Result to confirm the node is malicious or 

not. The quantity of truthful (r) and dishonest (s) reports are considered to find out the 

truth value (𝜋1)   

𝜋1 =  
𝑟 + 1

𝑟 + 𝑠 + 2
    (3.4) 

A malicious node is one whose truth value is not above a threshold value ( 𝜆1). 
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3.4.3. MAC layer Attack Model 

 In order for a lower-level user to begin transmitting data packets, it must 

remain for a phase of time called as distributed inters frame space (DIFS). DIFS 

means that amount of time that a channel must remain idle until a secondary user can 

use it to transmit data. However, if it is utilized by someone in DIFS, the secondary 

user must back off for certain period of time before starting their transmission. This 

back off time is distributed uniformly using the interval [0, CW]. CW is represented 

by a contention window. As the initial back off time, a lowest rate CW min is used. It 

will be doubled if a transmission fails, for example a collision or a drop, and it will 

stop until the maximum CW (CWmax) is reached. If the transmission is efficient, the 

window will rearrange to its minimum value. A limited window range represents that 

aggressors are using a low value of CW to prevent other users from accessing the 

channel. 

3.4.4 Defense scheme 

 The cramervon Mises (C-M) test is used as defense scheme. The difference 

between distributive functions is used here to find the malicious users. When a 

window size is observed, it is inspected to see if it follows the distribution of the 

original window size. In the first step, for all the nodes observed window size is 

calculated  

𝑥𝑖 =
𝑡𝑖− 𝑡𝑖−1− 𝑇𝐷𝐼𝐹𝑆 −𝑇𝑜

𝛿
       (3.5) 

 In the above equation (3.5) Where 𝑡𝑖−1 = last transmission end time, 𝑇𝑜= time 

taken between last transmission end time and current time of packet and 𝑡𝑖 = current 

time of packet. A cumulative distribution can be made and it is denoted by F1. The 

window size distribution of nodes which are normal which is obtained by considering 

count of transmissions which are success and count of collisions is denoted by F0. 

Now, the difference can be evaluated between cumulative functions is calculated as 𝜃. 

Let X1,...,XK be the K observations and Y1,...,YL be the L sample data of real 

distribution. Then the 𝜃 can be calculated as: 

𝜃 =
𝐾𝐿

(𝐾 + 𝐿)2
  𝑠𝑔𝑛 𝐹0 𝑥𝑖 − 𝐹1 𝑥𝑖  [𝐹0 𝑥𝑖 − 𝐹1 𝑥𝑖 ]

2    

𝐾

𝑖=1

+ 𝑠𝑔𝑛  𝐹0 𝑦𝑗  − 𝐹1 𝑦𝑗   [𝐹0 𝑦𝑗   (6)− 𝐹1 𝑦𝑗  ]2

𝐿

𝑗=1

        (3.6) 



47 
 

A value “D” defined as max {𝜃, 0} is used to find the trust value. The trust value 𝜋2  is 

computed by 

𝜋2 = 𝑒−𝐷
2
       (3.7) 

 In the above equation (3.7) If the value of 𝜃 becomes negative, we can say that 

original window size is less than the backoff window range. D obtains the value of 

zero & the faith value becomes 1. This confirms that the node is not a wicked node. If 

𝜃becomes positive that means the original window size value is more than back off 

window range. The node is confirmed as suspected when the trust value is under the 

threshold value (λ2). 

3.5 CROSS LAYER ATTACKS AND ITS DEFENSE 

 Because of cross layer attack, the channel utilization will be reduced. The 

attacks considered here are the Reporting False Sensing Data (RFSD) attack in the 

PHY layer and the Small Back Off Window (SBW) attack in the Network layer. Both 

the assaults have a “OR” association. i.e, the attacker may use any single attack, for 

instance RFSD or SBW, to minimize channel utilization. To achieve a cross layer 

attack, the attacker executes all attacks concurrently in multiple layers. Attackers 

utilize the assault probability P1 to execute RFSD attacks and P2 to perform SBW 

attacks on their respective layers. These attack probabilities are the values that are 

optimal and carefully selected by the attackers in order to avoid detection when 

carrying out the attacks. 

3.5.1 Cross layer defense Framework 

The section shows a cross layer defense framework and it is represented as: 

 

Figure 3.3. Cross Layer Defense Framework for CRN’s 
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The parts of the above represented framework are: 

 SLMTC: single layer monitoring and trust calculation: The part of the 

framework where the trust values of nodes in individual layers are calculated. 

 Trust fusion: The faith values from individual layers are considered & 

absolute trust value T is calculated from all the available nodes in the network. 

 Abnormality detection: After computing the final test value for a node, it is 

considered and the node is classified whether it is malicious or not is done 

here. 

The CTM – cross layer trust manager is obtained by combining trust fusion and 

abnormal detection parts of the defense framework. The goal of the trust fusion is to 

determine how much a node will be trusted by the CTM. The final trust value can be 

computed as: 

𝑇 = 𝑤1𝜋1 + 𝑤2𝜋2  (3.8) 

In the above equation (3.8) Where w1 is the stage at which the CTM trusts the 

PHY layer results and w2 is the level with which the CTM trusts the Network layer 

results. 𝜋1 and 𝜋2 are the individual layer trust values. The weights are derived by 

using variance values of the individual layer trust values. The weights are calculated 

as: 

𝑤1 =
𝑣2

𝑣1+𝑣2
, 𝑤2 =

𝑣1

𝑣1+𝑣2
   (3.9) 

In the above equation (3.9) A heuristic technique is used here to find the rate 

of variances. Let vj represent the variances with j=1,2 and 𝑣𝑗
𝑖  denote the sequence of 

variances  𝜋𝑗
𝑖 1 …𝜋𝑗

𝑖(𝑀)  , where M is current detection round, I is node number , j 

is layer number. The variance is calculated as: 

𝑣𝑗 =
1

𝑐𝑗
 𝑣𝑗

𝑖

𝑖 ,1≤𝑖≤𝑁 & 
𝑣𝑗
𝑖

𝑣𝑗
𝑚≤𝜌

     (3.10) 

In the above equation (3.10) Where cj is the count of nodes that satisfy the 

condition  
𝑣𝑗
𝑖

𝑣𝑗
𝑚 ≤ 𝜌 and 𝜌   is the threshold value for finding which variances doesn‟t 

satisfy normal nodes variances. After the calculation of the final value for one node if 

it is below the threshold λ3, then it is considered as malicious. The appropriate actions 

are performed on the layers to decrease the impact of attackers on them.     
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3.6 MEAN BID CROSS LAYER TRUST EVALUATION METHOD   

This section uses a third party node to assess the trustworthiness of secondary 

customers by using the Mean Bid Theory. Mean Bid Theory is considered here 

because it works efficiently when we are having a collection of nodes. We define trust 

as personal probability in which the aspect of belief plays an important role by which 

one (trustor) relies on another and expects that trustee would depend on its (trustor) 

own good. The reputation will be definite as opinion of one person about the other, of 

one customer about a product, and by construct, of one node about another. By 

keeping in mind the Trust and Reputation elements the Mean Bid Trust Evaluation 

Model will Work. Two layers of trust measurements, physical layer and network 

layer, are calculated and the trustworthiness depending on mean bid value is achieved. 

The Mean Bid Cross Layer Trust Evaluation model Block Diagram is shown in 

Figure 3.4. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.4 Illustration of Mean Bid Cross Layer Trust Evaluation Method 
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A malicious SU that imitates PU identity generates the principal user 

emulation attack [135] in the physical layer. The purpose of doing this is to use the 

spectrum selfishly while not sharing it with other users. The fake characteristics 

prevent the SUs from using the vacant space, but on the other the SUs mistakenly 

detect the licensed PU presence. The channel is, however, found idle and the 

malicious user automatically utilizes the resources.  

3.7 MATHEMATICAL MODEL 

In our work, two trust metrics, energy consumption and the number of data 

packets received are considered to measure the differences. In terms of the jamming 

attack on the physical layer, malicious users are known to transmit large amounts of 

data packets and consumes considerable amount of energy. The energy utilization 'E' 

and amount of data packets 'DP' received are therefore considered as trust constraints 

in our work for the physical layer trust measurement. The third party nodes collect the 

deals from nearby cognitive radio nodes subsequent to the '∆t‟ period. These proposals 

are 'E' and 'DP' values created with the secondary user nodes 'j' in neighboring 

cognitive radio nodes. The average rate of the bids is as follows.  

𝐵𝐸
′ =  

1

𝑛
 𝐸𝑛
𝑛
𝑖=1     (3.11) 

𝐵𝐷𝑃
′ =  

1

𝑛
 𝐷𝑃𝑛
𝑛
𝑖=1     (3.12) 

From the above equations (3.11) and (3.12), „𝐵𝐸
′ ‟ and „𝐵𝐷𝑃

′ ‟ correspond to the 

mean standards of the bids collected after '∆t‟ respectively and „𝑛‟ correspond to the 

number of adjacent cognitive radio nodes. After calculation of „𝐵𝐸
′ ‟ and „𝐵𝐷𝑃

′ ‟, the 

variance of trust constraints of „𝑗‟ are represented are specified as follows.  

𝑉𝐸 =
∆𝐸𝑗  𝑡 −∆𝐵𝐸 𝑡 

′

∆𝐵𝐸 𝑡 ′
         (3.13) 

∆𝐸𝑗  𝑡 = 𝐸𝑗  𝑡 − ∆𝑡 − 𝐸𝑗  𝑡    (3.14) 

𝑉𝐷𝑃 =
∆𝐷𝑃𝑗  𝑡 −∆𝐵𝐷𝑃  𝑡 

′

∆𝐵𝐷𝑃  𝑡 ′
    (3.15) 

∆𝐷𝑃𝑗  𝑡 = 𝐷𝑃𝑗  𝑡 − ∆𝑡 − 𝐷𝑃𝑗  𝑡   (3.16) 

From the above equations (3.13) and (3.15),„𝑉𝐸‟ and „𝑉𝐷𝑃‟, symbolize the 

variance of energy consumption & information packets which got trust parameters. 

Besides, „𝐸𝑗  𝑡 ‟ symbolize the energy absorbed at time „𝑡‟ and „∆𝐸𝑗  𝑡 ‟ represents the 



51 
 

energy absorbed at time „∆𝑡‟ correspondingly. Next, the separate trust using energy 

consumption „𝐸‟ & quantity of data packages expected „𝐷𝑃‟ for the corresponding 

secondary user node „𝑗‟ by third party node „𝑇𝑃is calculated as specified below.  

𝑇𝑖𝑗
𝐸 =  

1 − 𝑉𝐸 𝑡 , 𝑖𝑓 ∆𝐸𝑗  𝑡 > ∆𝐵𝐸 𝑡 
′

0, 𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
   (3.17) 

𝑇𝑖𝑗
𝐷𝑃 =  

1 − 𝑉𝐷𝑃 𝑡 , 𝑖𝑓 ∆𝐷𝑃𝑗  𝑡 > ∆𝐵𝐷𝑃 𝑡 
′

0, 𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
               (3.18) 

From above equations (3.17) and (3.18), if „∆𝐸𝑗  𝑡 ‟ and „∆𝐷𝑃𝑗  𝑡 ‟ values are 

beyond the mean and then the trust of the SU node decreases and vice versa. The 

absolute trust for the respective secondary user node at the physical layer is calculated 

as follows.  

𝑇𝑖𝑗
𝑃 = 𝛼1 ∗ 𝑇𝑖𝑗

𝐸 𝑡 + 𝛼2 ∗ 𝑇𝑖𝑗
𝐷𝑃 𝑡  (3.19) 

Following the trust metrics for the physical layer, this method focuses on the 

network layer which is next layer. By considering the network layer, routing will be 

influenced by incorrect information propagation, resulting in the assignment of the 

minimum hop count of its data packets by obstructing the high precedence channels. 

Hop count is therefore used as the course metric for successful messaging.  

Let us consider „𝐻𝑐𝑜𝑢𝑛𝑡 ‟ as the belief measurement for trust assessment at 

network layer. At time interval„t‟ the third party node 'i' collects bids from fellow 

cognitive nodes. The average of the hop counts bids is calculated as give below. 

„𝐻𝑐𝑜𝑢𝑛𝑡 ‟, which corresponds to the amount of trust at the network layer, is a measure 

of trust that we can use for assessment. Within this context, the third party node "i" 

gathers bids from its fellow cognitive radios later than time interval "∆t". To 

determine the average of bids: 

𝐵𝐻𝐶
′ =

1

𝑛
 𝐻𝐶𝑛
𝑛
𝑖=1    (3.20) 

Since equation (3.20) states that „𝐵𝐻𝐶
′ ‟  refers to the standard of the bids that 

are gathered after ∆t (∆ being a specified amount of time) and n refers to the quantity 

of neighbor cognitive radio nodes, the earlier report will be concluded. The mean of 

bids collected was utilized to calculate the variance of cognitive radio node „j', which 

is indicated below. 

𝑉𝐻𝐶 =
∆𝐵𝐻𝐶

′  𝑡 −∆𝐻𝐶𝑗  𝑡 

∆𝐵𝐻𝐶
′  𝑡 

   (3.21) 
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∆𝐻𝐶𝑗  𝑡 = 𝐻𝐶𝑗  𝑡 − ∆𝑡 − 𝐻𝐶𝑗  𝑡  (3.22) 

Variation of hop count faith metric „𝐻𝐶𝑗  𝑡 ‟ and time interval „t‟ are defined 

by the equation (3.21). „𝑉𝐻𝐶‟ in this equation represents the variation of hop count 

trust metric, and „𝐻𝐶𝑗  𝑡 ‟ is the value at time interval „t', while „𝐻𝐶𝑗  ∆𝑡 ‟  represents 

hop count at time period „∆t'. As a last step, the user's faith in the hop count, the „HC‟, 

is applied to the third-party node, to which they have an agreement with regard to the 

use of the secondary user „j‟. 

𝑇𝑖𝑗
𝐻𝐶 =  

1 − 𝑉𝐻𝐶 𝑡 , 𝑖𝑓 ∆𝐻𝐶𝑗  𝑡 < ∆𝐵𝐻𝐶 𝑡 
′

0, 𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
   (3.23) 

In equation (3.23), if the if „∆𝐻𝐶𝑗  𝑡 ‟ and „∆𝐷𝑃𝑗  𝑡 ‟ rates are lesser than the 

mean values, then honesty of the CR user will reduce and if they are larger, the 

honesty of the CR customer will increase. With the above mathematical evaluations, 

the pseudo code representation of Mean Bid Cognitive Radio Trustworthiness is as 

follows.  

Table 3.1 Mean Bid Cognitive Radio Node Trustworthiness Algorithm 

Input: Cognitive Radio User = Primary User „𝑃𝑈‟, Secondary User „𝑆𝑈‟, third party 

node „𝑖‟ 
Output: Computationally efficient trustworthiness of secondary node  

Step 1: Initialize energy consumption „𝐸‟, data packet received „𝐷𝑃‟, hop count „𝐻𝐶‟ 

Step 2: Begin 

Step 3: For each cognitive radio user 

Step 4: Measure mean value of energy and data packet received bid using (3.11) and 

(3.12) 

Step 5: Measure variance of the trust parameters for energy and data packet received 

using (3.13) and (3.15) 

Step 6: Evaluate individual trust based on energy and data packet received using 

(3.17) and (3.18) 

Step 7: Measure mean value of hop count bid using (3.20) 

Step 8: Measure variance of trust parameter for hop count using (3.21) 

Step 9: Evaluate individual trust based on hop count using (3.23) 

Step 10: Return physical layer (i.e. energy) and network layer (hop count) trust value 

Step 11: End for  

Step 12: End  



53 
 

 The status of all secondary users is judged on the foundations of mean bid 

theory, as indicated in the preceding algorithm for trust. Both time and energy were 

hoarded when the mean bid theory is used while analyzing the legitimacy of an 

inferior user by a third party node. First, all the standards in the sequence were 

considered with the usage of mean and fairness is assured by using a bid. Therefore, 

energy and time are improved while measuring the trust of the secondary node.  

3.8 SIMULATIONS 

In this section we are comparing the efficiency of the Mean Bid Trust with the 

Routing and Spectrum Allocation (ROSA) algorithm [136] and the Mean Field Game 

technique [137] by means of simulation experiments in various network scenes. 

Dynamic simulations using the Network Simulator NS-2 will test the efficiency of the 

MBT process. The simulation setup will first describe, then performance metrics are 

defined and the results will be shown in the end. 

3.8.1 Simulation setup  

In our experimentation, first the cognitive radio nodes were positioned 

arbitrarily in the specified area. For the simulation we think about a wireless cognitive 

network with 50,100, 150,….500 nodes, Let N=50 out of which some secondary users 

are not trusted and they are also considered. The foremost significant parameters for 

this work are Attack Probability, Transmission Probability and Channel availability 

parameters in the physical & data link layers. The below table review the simulation 

parameters used. 

 Table 3.2 Description of Simulation Elements 

S.No. Parameters Description 

1 Cognitive radio nodes 500 

2 Transmission range 40 m 

3 Number of cycle simulation 10 

4 Square region 1000 x 1000 m
2
 

5 Available spectrum 54 MHz - 72 MHz 

6 Traffic type Constant bit rate flow 

7 Simulation time 1000 Sec 

8 Size of data packet 2500 Bytes 

9 Data packet generation 1 packet/ sec 

10 Node displacement Uniform Random Distribution 
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11 Initial energy 100J 

12 Bandwidth Product 2 Mbps 

13 Transmission power 300 MW 

14 Noise Level -125 bBm 

15 Loss factor 4 

16 Back off window size 64-512 

17 MAC Layer Standard IEEE 802.11 

 

3.8.2 Simulation Results 

The simulation analysis of different parameters is presented in this section. 

Simulations are conducted by means of the parameters of simulation given in Table 

3.2. Relative investigates for three different methods are made, MBT, ROSA [136] & 

mean field game [137], using the table and chart. 

3.8.3. Scenario 1: Energy Consumption 

Firstly the main important parameter for Secondary user malicious 

identification is Energy Consumption. As Sensing is fundamental parameter this is 

clearly analyzed. Table 3.3 given below provides the energy consumption for three 

methods. 

Table 3.3 Simulation Results for Energy Consumption 

Number of CRN 

nodes 

Energy consumption (kJ) 

MBT ROSA Mean field game 

50 2.8 3.6 4.7 

100 4.3 6.7 9.8 

150 6 8 11 

200 7.9 11.2 14.3 

250 9 13.4 17 

300 8.2 14 21.9 

350 10 18.8 25.1 

400 12.9 21.8 30.3 

450 13 25.9 33.4 

500 15 32 36 
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Figure 3.5 Performance Evaluation of Energy Consumption 

Figure 3.5 above displays three separate processes, MBT, ROSA [136] and 

mean field game [137] for graphic illustration of energy consumption. When the idle 

spectrum is allotted, the secondary consumer may use a large amount of energy. In the 

graph shown above X-axis, the number of primary and secondary CRN nodes reflects 

energy absorbed by the relevant CRN nodes. The above results evaluates that quantity 

of CRN is directly proportional to energy consumption. When compared to the ROSA 

and Mean field games, our MBT system uses less energy because the MBT method 

correctly tests trust in secondary users. Standard secondary nodes are thus left with a 

greater number of underused spectrums, and thus are used to optimum consumption 

of energy. The energy use of MBT is therefore said to be decreased by 35% compared 

to [136] and 58% compared to [137]. 

3.8.4 Scenario 2: Detection Time  

Next, Detection Time of the attack is discussed. Aside from energy 

consumption during signaling, the detection time for attack is a critical factor to 

consider during this technique. The detection time is calculated by means of three 

dissimilar techniques as presented in Table 3.4 below. 
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Table 3.4 Simulation Results for Detection Time 

Quantity of CRN 

nodes 

Detection time (ms) 

MBT ROSA Mean field game 

50 1.36 1.49 2.42 

100 1.86 3.27 4.52 

150 2.46 4.13 6.42 

200 2.59 5.43 8.28 

250 2.86 5.95 8.77 

300 3.54 7.26 9.35 

350 4.26 7.85 12.26 

400 5.48 9.34 14.53 

450 8.52 11.42 14.89 

500 11.52 13.36 16.45 

 

 

Figure 3.6 Performance Evaluation of Detection Time 

 Figure 3.6 shows the attack detection time in milliseconds for 500 CRN nodes 

including primary and secondary users at various time periods for ten different 

simulation runs. The results show that the amount of CRN is directly related to the 

detection of attacks, i.e. by adding the amount of CRN for the system, and then the 

detection time will be increased automatically. During the simulation when 

considering 50 CRN nodes, Attack detection time was "0.035ms." When MBT was 

used, “0.043ms” when ROSA [136] was used and “0.054ms" when mean field game 

[137] was used for individual CRN nodes. 

 The average attack time for 50 CRN nodes was '1.36ms‟, using MBT, '1.49ms' 

with [136] and '2.68ms' with [137] respectively. The outcomes of the simulation 

showed that attack detection time was significantly reduced via MBT compared to 
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[136] and [137]. In MBT, the first trust was assessed on two different layers, physical 

layer and network layer, i.e. capacity, received data packages & counts of hops. Since 

these three measures form the vital part of confidence assessment, the integrity of the 

secondary consumer was significantly finished by third party. Hence the time of 

detection with MBT was decreased by 38% compared with [136] and 55% compared 

to [137]. 

3.8.4. Scenario 3: Detection Accuracy 

 At Last, Detection Accuracy is shown in this segment. Besides Energy and 

Attack Detection time Detection Accuracy is also an important Metric to find out the 

Malicious Node in the given Network. Table 3.5 specified below presents the 

detection accuracy made using three techniques. 

Table 3.5 Simulation Results for Detection Accuracy 

Number of CRN 

nodes 

Detection accuracy (%) 

MBT ROSA Mean field game 

50 91 87 83 

100 90.23 87.56 82.23 

150 90.09 86 81 

200 90.12 86.23 79.43 

250 89.96 85 79.12 

300 88.63 85.48 78.96 

350 88.23 84.26 78.22 

400 88.23 84.05 78.02 

450 87.44 83.26 77.08 

500 86.9 81 77 

 

 

 

Figure 3.7 Performance Evaluation of Detection Accuracy 
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The above Figure 3.7 illustrates the attack detection accuracy measured for 

500 CRN‟s for simulation at 10 intervals. The detection rate based on the results is not 

constant in evaluation. Because all the Secondary Nodes which are taken in to 

consideration are not Malicious and only some of the nodes are Malicious, Remaining 

all the nodes will work as per the rules of the Fusion Center. Here the honesty of the 

secondary user is identified from two layers Physical & Network. Accordingly, Trust 

is estimated. In this manner, the attack detection accuracy using the MBT is enhanced 

by 5% when compared to [136] and 11% when compared to [137].  

3.9 CONCLUSION   

One of the most key issues analyzed and discussed in recent study to improve 

the performance of the CRN is design of the security mechanism for cross-layer 

assaults in cognitive radio networks. In this chapter, we proposed an MBT method for 

dealing with malicious secondary users who launch attacks on two layers, the physical 

layer & Network layers. First, we model the communications among the third party 

and secondary user with the reasons of using the underutilized spectra using a 

simultaneous non-cooperative model. Then we created an attack detection 

mechanism. In Contrast to numerous trust methods, our trust-based mechanism takes 

into account the mean bid of neighboring nodes, which evaluates trustworthy nodes. 

Simulations were made and the outcomes illustrate that the MBT method performs 

better than the ROSA method & Mean Field Game for all the parameters. 
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CHAPTER 4 

MULTIPLE NASH EQUILIBRIUM GAME THEORY MODEL 

4.1 INTRODUCTION  

Game theory is a mathematical tool to solve strategic interactions for decision 

makers. The players in Competitive or Cooperative Gaming may have complete, 

partial or no knowledge on others in the gaming environment. In all the games utility 

tells the players motivation and the utility function maps the type and strategies by all 

the players to real number [138]. For a well-defined equilibrium, each player's 

strategy will optimize the anticipated utility to get the best answer from each player. 

The effects of utility experiences can be used for optimization in a cognitive decision 

process. Game theory can also be extended to cognitive radio networks. Games are 

essentially two types: Cooperative and Non-Cooperative, in which co-operative 

players have a choice to revise their best answer strategy [139] but in non cooperative 

there is no option of revising the strategy because player doesn’t have any option of 

coordination with others. Motivated by economics of game theory, the game model 

depended on trust and an algorithm was presented in [140] in order to improve 

transaction success rate and access performance to spectrum [141] for CRN, using a 

distributed cooperative spectrum sensing designed to detect malicious secondary 

users. This work largely uses the Multiple Nash Game Theory method to classify 

malicious and normal users. Then evaluate our results by using the parameters energy 

consumption and detection accuracy. 

4.2 GAME THEORY in COGNITIVE NETWORKS  

 Wired networks have limited mechanisms for reduction of interference and 

coexistence. Some of the industrial environment used networks such as iWLAN, 

Bluetooth and NanoNET. When they are operating in close proximity leads to 

interference and signal loss so that there is a loss of data.  Hence in industrial 

applications there is an increasing demand of   new kind of wireless technologies 

which caused spectrum scarcity.  Depending on time and location spectrum scarcity 

problem may vary hence we need some network which mainly solves spectrum 

scarcity problem by understanding the environment. Such type of network is 

Cognitive network which efficiently solves the problem by utilizing unused portions 

of Primary Users (PU’s). Cognitive radio senses the environment, analyzes it and 

adapts to the Radio environment dynamically using Software defined radio (SDR)    
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re-configurability. Moving nodes in game theory may be confused of how remaining 

people can act. The radio environment can characterize radio environment map 

(REM) as a primary part of database. Network infrastructure and intelligent network 

nodes often used in industrial environments such as geographical features, spectral 

rules, locations and radio activities may sustain REM. The previous channel 

assignments will aid in finding and updating the location in the system. Hence, Game 

theory is predominantly applicable to cognitive radio networks 

4.3 METHODOLOGY 

To improve the spectrum utilization in wireless communications CRN’s 

mainly classifies users into two types i.e Primary users ‘𝑃𝑈𝑠’ and Secondary users 

‘𝑆𝑈𝑠’. Here Secondary users ‘𝑆𝑈𝑠’ are unlicensed and Primary users ‘𝑃𝑈𝑠’ are 

licensed, ‘𝑆𝑈𝑠’ uses the vacant and unutilized spectrum left by ‘𝑃𝑈𝑠’ which improves 

the spectrum utilization. As CRN’s are wireless in nature there is possibility for error 

occurrence and more amounts of attacks will happen on the networks. To make CRN 

safe and more reliable, different techniques were discussed in the literature. In this 

work, Multiple Nash Reputation (MNR) method is proposed. The MNR method is 

designed with an objective of decreasing the time & energy consumption in 

identifying    reliable nodes and specifies which Secondary user is authorized and 

unauthorized so that it automatically reduces the attacks on the CRN’s. Figure 4.1 

shows the Process diagram of the MNR Method.  

 As illustrated in the below figure, a third party element calculates the 

secondary user's trust in every cognitive radio user by assigning an underutilized 

range or vacant space with the mean bid function. Following that, the Multiple Nash 

equilibrium method is applied to the independently trust evaluate secondary nodes, 

and the suitable categorization is produced. In this method we will use two kinds of 

nodes, third party & secondary users. The elaborate description of the proposed 

method is given below followed by the network model. 
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Figure 4.1: Overview of MNR Method 

4.4 NETWORK MODEL 

 Consider two types of users, namely, Primary User ‘𝑃𝑈’ and Secondary User 

‘𝑆𝑈’. The primary users are also known as licensed users, own licensed spectrum, 

hence they can operate in particular frequency bands allocated to them. On the other 

hand, Secondary users are also known as non-licensed users, so they will not operate 

in licensed spectrum. These secondary users constantly sense the licensed spectrum 

with permission from primary users. A network model for the MNR method is 

designed by considering PUs and SUs, as shown in Figure 4.2.  

 

 

 

 

 

 

 

 

Figure 4.2: MNR Network Model 

The diagram above depicts the spectrum of both available space 'VS' and used 

space 'OS', where available space is indicates in white color and busy space is 

indicated in yellow color. Subsequently, the spectrum hole where the authorized user 

not used the spectrum is represented by ‘𝑆𝐻 ’, comprises mutually the idle qualified 

frequency of authorized users ‘𝑃𝑈’ and unlicensed frequency of secondary users’ 

‘𝑆𝑈’ respectively.   

  

Primary User ‘𝑃𝑈’ 

Secondary User ‘𝑆𝑈’ 

 

𝑂𝑆 𝑉𝑆 

𝑆𝐻 
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4.5 DYNAMIC and ADAPTIVE LEARNING MECHANISM for CRN’S 

                        

 

Figure 4.3 Dynamic Adaptive Learning Mechanism Framework 

 

 A control point and a target point are used to describe the system in this 

framework. This composition assists us to indicate if a channel is idle or busy, as well 

as whether it is stopped or targeted. N channels are connected through their 

corresponding PUs and are denoted by the letters X 1, X 2,..., X N. A polynomial called 

the polynomial of history Hp. It is defined by ji that represents the idle/busy state of 

channel. 

 It is 1 when the channel i is idle at j or when it was dynamic. aj
i  has a value of 

0. The bj
i indicates whether a channel is being attacked/ blocked. If the channel I is 

attacked/blocked at j, the value b ji will be 0; otherwise, it will be 1. The cnti values 

represent the attack rate of each channel. If the cnti of a channel is high, we may 

conclude that the channel could be targeted. For control calculations, the sum of all 

polynomials is used. The channels are linked to primary users, and the transmission 

history M is accessible. Each channel has a TGi target value. The modules' functions 

are discussed further below. 

 Module A 

The goal value is allocated in this module. This module is referred to as the 

measurement of permanent position. The value of TGi is set here for every channel. 

At first the TGi value of each channel is identical as 1
st
 one  if  particular channel was 
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busy more than M/2 times in the earlier records, or the other scenario is when the 

channel is idle above M/2 times, then the TGi value would be 0. The values would 

later be modified on the basis of input from the other modules. 

 Module E 

     The final TGi value for each channel is determined in this module. The target 

estimation module is another name for this module. The TGi values from modules A 

and the feedback from modules D and S are the inputs to this module. The final target 

value is calculated based on these input values. The value from module D represents 

the guide's current status based on previous performance. The value from module S 

reflects the channel's current state. If both D and S are equal, the final TGi value is set 

to the TGi rate given by Module A. In another case, if the values from modules D and 

S differ, the final TGi value is set as a complement to module A's TGi value. The 

channels' TGi values are set. These values are passed to module B as inputs. Module B 

calculates the probability that the channel is active in the future if the final TGi is set 

to 1. If the final TGi rate is set to zero, the B module will be able to determine the 

channel's possible idle time. 

 Module B 

The possibility of channel idles in future K time slots is determined in this section. 

This module is referred to as control calculations. This module B is composed of the 

TGi rate of section E and the polynomial rates𝑎𝑗
𝑖 ,𝑏𝑗

𝑖  and 𝑐𝑛𝑡𝑖caller i of the past of the 

module U. Module B calculate the channel's likelihood for the next K time slots 

(based on the TGi value of a channel from Module E). 

 Module D 

 This is the module in which we are going to find whether a channel is 

idle/busy and blocked/attacked. Based upon some conditions we are going to find the 

channel state. The input to this module is the probability that a channel stays in a busy 

state for k future time slots i.e 𝑝𝑏𝑘
𝑖  and the parameters known as learning parameters 

c, C and 𝛿.The probability that a channel stays in a idle state for k future time slots i.e 

𝑝𝑖𝑑𝑘
𝑖  can be calculated as 𝑝𝑖𝑑𝑘

𝑖 = 1 − 𝑝𝑏𝑘
𝑖 . Now, a parameter 𝜏 =  

1

𝑁
 𝑝𝑏𝑘

𝑖𝑁
𝑖=1  is also 

calculated for the time slot k=1. 

 The steps we will follow to predict a channel is idle, busy, blocked/attacked 

are firstly for every unblocked channel check the condition that if 𝑝𝑏1
𝑖 ≤ 𝜏 then we 

can predict the channel as idle. The next condition is if 𝜏 < 𝑝𝑏1
𝑖 < 𝑐 ∗ 𝜏 then that 
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channel is said to be busy or else if 𝑝𝑏1
𝑖 ≥ 𝑐 ∗ 𝜏, then increase the count cnt value by 

1, and the channel is said to be under attack. If the count value exceeds the C value 

then block the channel and set the cnt value t0 0 again. We can remove the channels 

which are predicted as the attacked ones. 

 Module L 

  Initialization or updating of learning parameters, which are used in Module D 

to predict channel state. This module is known as a research module. The metrics used 

to calculate learning parameters are return time, sensing delay, and channel use. The 

amount of channel traffic is referred to as channel use. A channel's intensity is 

expressed as a back-off rate. The number of channels sensed by SU before any 

successful transmission is known as sensing delay. These 03 metrics are joined to 

form the kapo parameter. In the learning module, the kapo parameter is used to 

initialize/actualize the learning parameters.  

 Module U 

      In this module the values like 𝑎𝑗
𝑖 ,𝑏𝑗

𝑖  and 𝑐𝑛𝑡𝑖  are updated here. This module is referred 

to as the state update and prediction module. The inputs to this module are the 

expected value for a module B channel and the actual state of the channel for module 

S.  On this basis, the U module updates the  𝑎𝑗
𝑖 ,𝑏𝑗

𝑖  and 𝑐𝑛𝑡𝑖  the values of the respective 

values. 

 Module S 

 Before a successful transmission, the SU is allocated through a channel in this 

module. In the real world, this module is regarded as a process. The channel's 

predicted module D state is used as the contribution to this module S. Module S 

excludes the intended channels as attacked based on these values. The networks that 

have been left out are measured to be available/ unavailable. There is a record of 

channels with idle/busy channels. 

  Channels that are predictable to be unoccupied are given more weight and are 

located on the left side of the chart. When an SU is allocated a channel, it is given an 

idle priority and assigned. If two idle channels are available, the channel which is idle 

for the longest period is assigned. If idle slots availability is more, a random channel 

is chosen to be assigned. Finally, the channels are assigned based on the list. This 

module includes the current status of a channel and acts as feedback to modules A and 

E. 
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Table 4.1 Dynamic and Adaptive Learning Algorithm 

Input: probability that a channel stays in a active state for k future time slots  

          i.e 𝑝𝑏𝑘
𝑖  and the learning parameters c, C and 𝛿. 

Output: Channel State: Busy, free , Attacked or Blocked state  

Step 1: Initialize with the learning parameters c, C and 𝛿. 

Step 2: Start 

Step 3: For Every cognitive radio channel  

Step 4: compute the busy probability as specified in the module D i.e. 𝜏 

Step 5: 𝑖𝑓 𝑝𝑏𝑘
𝑖  ≤ 𝜏 then it is an idle channel 

Step 6: 𝑖𝑓 𝜏 < 𝑝𝑏1
𝑖 < (𝑐 ∗ 𝜏)  then the channel is busy 

Step 7: else if 𝑝𝑏1
𝑖 ≥ 𝑐 ∗ 𝜏, then increase the count cnt value by 1 i.e. cnt=cnt+1 

Step 8: channel is said to be under attack 

Step 9: If the count value exceeds the C value then block the channel and set the                     

            count  value to 0  

Step 10: Block channels for delta time slots  

Step 11: reset the counter(cnt) to 0 

Step 12: End for  

Step 13: End  

 

4.6 Multiple Nash Game Theory Model 

Game theory [142] involves a mathematical tool that represents the strategic 

decision making and interactions between multiple users. To arrive at the final 

decision, the third party gathers the spectrum detection from the secondary user based 

on the reputation value. In this work, Multiple Nash Game Theory method is used to 

categorize among the malicious & normal users. It is called as Multiple Nash because 

of the inspection by environment parameters and the sensing outcome made by the 

secondary user node. The environment parameters analyzed are, the availability of 

spectrum ‘𝑆𝑝𝑒𝑐𝑎’, quality of spectrum ‘𝑆𝑝𝑒𝑐𝑞’ and level of interference ‘𝐼𝑛𝑡’. In this 

model, let us define a spectrum sensing game as represented below.  

𝐺𝑡ℎ𝑟𝑒𝑠 =  𝑛, 𝑆𝑖 , 𝑃𝑂𝐹𝑖  𝑆𝑝𝑒𝑐𝑎 , 𝑆𝑝𝑒𝑐𝑞 , 𝐼𝑛𝑡  (4.1) 
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From the above equation (4.1), a relationship among the third party ‘𝑖’ and the 

secondary user ‘𝑆𝑈𝑖’ in the spectrum detection phase is defined based on the 

environment parameters. With the players participating in our game being the third 

party and secondary user, ‘𝑆𝑖’ is assumed as the strategies adopted by two players.  

The secondary user, ‘𝑆𝑖’ and the third party ‘𝑖’make the decision by choosing a 

strategy in a simultaneous manner.  

The strategies for the secondary user ‘𝑆𝑈𝑖’ are ‘forward true sensing results’ 

and forward false sensing results’. The strategies for the third party ‘𝑖 are ‘examines’ 

and ‘does not examine’. Finally ‘𝑃𝑂𝐹𝑖’ represents the payoff function utilized to 

determine the gain of the ‘𝑆𝑈’ and the ‘𝑇𝑃’ during the spectrum sensing phase.  The 

payoff matrix for the ‘𝑆𝑈’ and the ‘𝑇𝑃’ is given by the table 1.  

Table 4.2 Payoff matrix 

 
SU forward true sensing 

results 

SU forward false sensing 

results 

Third party 

examines 
−𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 , 𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖  𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 , 𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖  

Third party do 

not examine 
𝐺𝐹 𝑇𝑃, 𝑅𝑖 , 𝐺𝐹 𝑇𝑃, 𝑅𝑖  −𝐺𝐹 𝑇𝑃, 𝑅𝑖 , 𝐺𝐹 𝑇𝑃, 𝑅𝑖  

 

When the third party chooses to examine the spectrum, the ‘SU’ with right 

detection obtains a gain equal to ‘𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 ’. From the above table 

‘𝐶𝐹 𝑂𝑖 , 𝑆𝑂𝑖 , 𝑅𝑖 ’ refers to the checking function with the corresponding outcomes of 

the third party represented as ‘𝑂𝑖’, sensing outcomes ‘𝑆𝑂𝑖’ and recommendations ‘𝑅𝑖’ 

respectively. The malicious secondary user node is punished by reducing the 

reputation ‘𝑅𝑖’. On the other hand, when the third party do not examine the spectrum, 

it gathers the sensing results and hence, the secondary node is not punished and hence 

it obtains a gain equal to ‘𝐺𝐹 𝑇𝑃, 𝑅𝑖 ’. Next, for the normal node, the value of 

reputation for each secondary user is reduced for each dissimilarity and increased for 

each detection’s according to the formula given below.  

           𝑅𝑖 = 𝑅𝑖 + 1, 𝑖𝑓 𝑆𝑂𝑖 ∈ 1     (4.2) 

           𝑅𝑖 = 𝑅𝑖 − 1, 𝑖𝑓 𝑆𝑂𝑖 ∈ 0     (4.3) 

From the above equations (4.2) and (4.3) the recommendation values for each 

secondary node is incremented if the sensing outcome possesses a profit value (as in 

equation 2) and is decremented if the sensing outcome possesses a loss value (as in 
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equation 3). Hence, based on the reputation value ‘𝑅𝑖’, the nature of secondary user 

‘𝑆𝑈𝑖’ is determined as given below. 

𝑆𝑈𝑖 =  
𝑖𝑓 𝑅𝑖 < 𝑅𝑡ℎ𝑟𝑒𝑠 , 𝑆𝑈𝑖𝑖𝑠 𝑚𝑖𝑠𝑐ℎ𝑖𝑒𝑣𝑜𝑢𝑠 

𝑖𝑓 𝑅𝑖 > 𝑅𝑡ℎ𝑟𝑒𝑠 , 𝑆𝑈𝑖𝑖𝑠 𝑛𝑜𝑟𝑚𝑎𝑙 
    (4.4) 

Based on the above mathematical formulation, the pseudo code illustration of 

Multiple Nash Equilibrium Spectrum Sensing is given below.  

Table 4.3 Multiple Nash Equilibrium Classification Algorithm 

Input: Cognitive Radio User = Primary User ‘𝑃𝑈’, Secondary User ‘𝑆𝑈’, third party 

node ‘𝑖 

Output: optimal classified results  

Step 1: Initialize recommendation  

Step 2: Begin 

Step 3: For Every  cognitive radio customer 

Step 4: Define spectrum sensing game using (4.1) 

Step 5: If ‘𝑆𝑂𝑖 ∈ 1’ then increment  ‘𝑅𝑖’ as in (4.2) end if 

Step 6: If 𝑅𝑖 < 𝑅𝑡ℎ𝑟𝑒𝑠 then ‘𝑆𝑈𝑖’ is mischievous end if    

Step 7: If  𝑆𝑂𝑖 ∈ 0 then decrement ‘𝑅𝑖’ as in (4.3) end if 

Step 8: If 𝑅𝑖 > 𝑅𝑡ℎ𝑟𝑒𝑠 then ‘𝑆𝑈𝑖’ is normal end if    

Step 9: Return (optimal classified results) 

Step 10: End for 

Step 11: End  

As shown in the above Multiple Nash Equilibrium Spectrum Sensing 

algorithm, for each secondary user, with the help of third party, a spectrum sensing 

game theory is used to classify among the malicious &normal users. 

4.7. SIMULATIONS  

 The results of the Multiple Nash Reputation (MNR) method are compared 

here with the Mean Field Game approach [137] and Routing & Spectrum Allocation 

(ROSA) Algorithms [136] through a simulation experiment with diverse network 

scenes. The efficiency of the MNR approach is evaluated by means of Network 

Simulator NS-2 dynamic simulations. First, it explains the simulation configuration, 

and then defines the output parameters, and finally the results of the simulation are 

shown. 
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4.7.1 Simulation Setup  

In our experiments, networks with a specified number of cognitive radio nodes that 

are distributed in a random manner within an area of 1000×1000. The number of 

cognitive nodes is 50,100,..., 500. The cognitive radio nodes are initially randomly 

positioned in the given location. The below Table 4.4 illustrates the parameters of 

simulation used. 

Table 4.4: Description of Simulation Elements 

S.No. Parameter Description 

1.  Network Area 1000 x 1000 m
2
 

2.  Cognitive Radio Nodes 500 

3.  Data Packet size 2500 bytes 

4.  Bandwidth of each channel 2 Mbps 

5.  Available Spectrum Bandwidth 54MHz-72 MHz 

6.  MAC Layer standard IEEE 802.11 

7.  No of Cycle Simulations 10 

8.  Traffic Type Constant bit rate flow 

9.  Simulation time 1000 seconds 

10.  Data Packet Generation 1 Packet/sec 

11.  Nodes Distribution Uniform Random Distribution 

4.7.2 Performance Metrics 

In this section, three different performance metrics are used for analysis is presented. 

They are 

 Energy consumption  

 Detection accuracy 

 Detection time 

(i) Energy consumption: The cognitive radio node participating in the network, the 

energy is the most important factor. Certain amount of energy is consumed for 

sensing task. The average energy is calculated by: 

𝐸 =  
1

𝑁𝑠
 𝑒 𝑛 𝑁𝑠

1     (4.5) 

From the above equation (4.5), the energy ‘𝐸’ is calculated depending on the 

generated sampled energy vectors ‘𝑒 𝑛 , 𝑤ℎ𝑒𝑟𝑒  𝑛 = 1,2,3, … , 𝑁𝑠 ’. 
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(ii) Attack detection time: The time of attack detection refers to the time it takes to 

detect the attack. While the underused spectrum is assigned to the secondary user, 

some secondary users are malicious or some secondary users are regular. However, 

early detection of malicious and normal users reduces the degradation in performance 

of the whole system. The detection time is measured according to the following.   

𝐷𝑡𝑖𝑚𝑒 =  𝐶𝑅𝑁𝑖 ∗ 𝑇𝑖𝑚𝑒  𝑆𝑈𝑖 
𝑛
𝑖=1    (4.6) 

From the above equation (4.6), the detection time ‘𝐷𝑡𝑖𝑚𝑒 ’ is calculated based 

on the number of CRN nodes ‘𝐶𝑅𝑁𝑖’ and the time used for identifying assaults 

‘𝑇𝑖𝑚𝑒  𝑆𝑈𝑖 ’. It is measured in terms of milliseconds (ms). 

(iii) Attack detection accuracy: Finally, the attack detection accuracy measures the 

amount of right detection (i.e. usual secondary user as normal & malicious secondary 

user as malicious) made by third party. The detection accuracy is measured as 

specified below.  

𝐷𝑎𝑐𝑐 =   
𝑆𝑈𝑖 𝑚/𝑛 

𝐶𝑅𝑁𝑖

𝑛
𝑖=1      (4.7) 

From the above equation (4.7), the detection accuracy ‘𝐷𝑎𝑐𝑐 ’ is calculated 

depending on number of CRN nodes considered for experimentation ‘𝐶𝑅𝑁𝑖’ and the 

secondary user correctly detected as malicious or normal ‘𝑆𝑈𝑖 𝑚/𝑛 ’. 

4.8 SIMULATION RESULTS 

This section presents the results of the simulation for three different 

parameters. Simulations are conducted using Table 2 simulation components. A 

comparative study of three different techniques, MNR, ROSA [136] and Mean Field 

game [137], is achieved using both the table and the graph. 

4.8.1 Scenario 1: Energy Consumption  

First, the energy utilized during the sensing phase is shown, which forms the 

critical parameters for protection against CRN attacks. Since sensing is one of the 

preliminary and fundamental parts of any network form, energy consumption is the 

first metric analyzed. The energy consumption using three dissimilar methods is 

shown in Table 4.5 below 
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Table 4.5 Simulation Results for Energy Consumption 

Number of CRN 

nodes 

Energy consumption (kJ) 

MNR ROSA Mean field game 

50 2.5 3.5 4.5 

100 4.5 6.5 9.5 

150 7 9 12 

200 7.5 11.5 14.5 

250 8 13.5 18 

300 8.5 15 21.5 

350 9 18.5 25.5 

400 12.5 21.5 30.5 

450 14 25.5 33.5 

500 16 30 35 

 

 

Figure 4.4. Performance Evaluation of Energy Consumption 

 Figure 4.4 above shows a graphical illustration of three different approaches, 

MNR, ROSA [136] and medium field game [137]. The secondary user absorbs a 

considerable amount of energy during spectrum sensing whereas assigning the under-

utilized spectrum to the unlicensed secondary user. The X- axis shows the quantity of 

CRN, which comprises of both primary and secondary users. The figure shows that 

the increase in the number of CRN nodes results in an energy consumption increase 

consecutively. . As because of the presence of both the primary and secondary users 

in the CRN, the energy consumed does not proportionately increases. However, there 

a substantial increase in the number. The energy consumption during spectrum 

sensing was observed to be reduced using MNR as evaluated with two methods [136] 

and [137]. Mean Bid algorithm has been applied in MNR, where a trusted third party 

tests the trustworthiness of secondary nodes depending on Mean Bid theory. Standard 
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secondary nodes are thus left with a greater number of underused spectrums and are 

therefore used in the optimum energy used. Consequently, the energy consumption 

with MNR is reported to be 39% lower than [136] and 54% lower compared to [137]. 

4.8.2 Scenario 2: Detection Time  

Secondly, the detection time of the attack is presented. In addition to the most 

important energy consumption in the sensing, the time for attack detection constitutes 

the key element to be examined during security scheme. Table 4.6 below provides the 

time of detection by three schemes. 

Table 4.6 Simulation Results for Detection Time 

Number of CRN 

nodes 

Detection time (ms) 

MBT-MNR ROSA Mean field game 

50 1.25 1.65 2.25 

100 1.95 3.15 4.15 

150 2.45 4.55 6.25 

200 2.55 5.35 8.15 

250 2.75 5.85 8.66 

300 3.55 7.25 9.15 

350 4.15 7.85 12.35 

400 5.35 9.35 14.55 

450 8.25 11.45 14.85 

500 11.35 13.35 16.35 

 

 

                                         Figure 4.5. Assessment of Detection Time 

 Figure 4.5 depicts the attack period in msec (ms) for an estimate of 500 CRN   

nodes for ten separate simulation runs, both main and secondary consumer. The 

increase in the amount of CRN nodes obviously also increases the time for the attack 
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detection, and as a result, the amount of CRN nodes is dependent on the time of the 

attack. Simulated with 50 CRN nodes, it is observed that for one  CRN nodes the 

attack detection time was '0.025ms' using MNR, '0.033ms' using ROSA [136] & 

'0.051ms' using a Mean field game [137]. On average, for 50 CRN nodes with MNR, 

the attack detection time were '1.25ms,' '1.65ms,' with [136] and '2.25ms,' with [137] 

respectively. The results of this experiment show that the time of attack detection was 

significantly reduced using MNR than [136] and [137]. At MNR, two separate layers, 

physical layers and network layers with three metrics, namely the energy, received 

data packets and the hop count, were first evaluated. Because these three metrics are 

critical in determining trustworthiness, the third party played a significant role in 

determining the trustworthiness of the secondary user. The detection time by means of 

MNR was thus decreased by 40% compared with [136] and 56% compared with 

[137]. 

4.8.3 Scenario 3: Detection accuracy 

             At Last, Attack detection accuracy is evaluated in this segment. Table 4.7 

given below provides the detection accuracy made using by three schemes. 

Table 4.7 Simulation Results for Detection Accuracy 

Number of CRN 

nodes 

Detection Accuracy (%) 

MNR ROSA Mean field game 

50 92 88 84 

100 90.15 87.75 82.15 

150 90.08 87 80 

200 90.05 86.85 79.55 

250 90 86 79.25 

300 88.25 85.55 79 

350 88.15 84.15 78.15 

400 88.05 84.08 78.03 

450 87.55 84.05 77.16 

500 87 82 77.05 
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Figure 4.6 Performance Evaluation of Detection Accuracy 

Figure 4.6 shows the accuracy of the attack detection calculated for 500 CRN 

nodes considered at diverse time periods for simulation. The detection accuracy from 

the figure is not linear in examination. This is because all the secondary nodes in the 

third party network requesting an underutilized spectrum are not malicious nodes and 

are claimed to be only malicious for those nodes. The trust of the secondary customer 

or the secondary user is thus first defined by the cross-layer physical & network layers 

from two separate aspects. Trust is then evaluated. Next to trust evaluation, 

differentiation among wicked and normal secondary user is made by means of an 

artificial intelligence technique, i.e., Multiple Nash Game Theory. During the 

classification, two separate things are considered here. First, three separate parameters 

of the environment are evaluated and accompanied by Nash equilibrium for payoff 

determination. In this way, the accuracy of attack detection with the MNR is reported 

to be enhanced by 4 percent compared with [136] and 12 percent compared to [137]. 

4.9 CONCLUSION 

Designing an effective protection mechanism for reducing cross layer attacks 

in CRN’s is very significant issue that is discussed in this work. We suggested 

Multiple Nash Reputation (MNR) method to classify the type of users in the CRN. 

Multiple Nash Reputation game theory method works well in both physical and 

network layers. First, we model the relation between third party & the secondary user 

with the purposes of utilizing the unused spectrum by means of a simultaneous non-

cooperative model. Then we create a methodology that combines two metrics, namely 
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energy and accuracy to measure the trust of the node. Compared to several trust 

approaches, our trust mechanism takes into account the mean bid of neighboring 

nodes, by which trustworthy nodes are assessed. Finally, an artificial intelligence 

technique, Multiple Nash Equilibrium, is defined to make the cognitive radio network 

more secure and reliable between malicious and normal users. Simulations were 

conducted and the results illustrates that the MNR method works better than ROSA 

and mean field game for energy consumption and accuracy of detection. 
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CHAPTER 5 

OPTIMIZED LEVENSHTEIN CENTROID CROSS LAYER DEFENSE FOR 

MULTI HOP COGNITIVE RADIO NETWORKS 

5.1 INTRODUCTION 

 Unused frequency bands of the electromagnetic spectrum can be 

opportunistically accessed by the unlicensed users to significantly improve the 

spectrum utilization. When the new communication technologies fill in all the facets 

of commercial and scientific fields, the necessity for bandwidth increases resulting in 

spectrum scarcity problem. Cognitive Radio Networks design principle views 

secondary users/cognitive radios as visitors of the spectrum they utilize. Nodes in 

CRN are capable of sensing the spectrum band, update its parameters and change over 

to the newly selected channel. CRN has primary or licensed users and secondary or 

unlicensed users. PU is the licensed user, allowed to function in the licensed spectrum 

and SU is an unauthorized user skilled to utilize both the authorized spectrum and the 

unauthorized spectrum. To enhance the exploitation of the authorized spectrum, CRN 

performs the tasks: Spectrum Sensing, spectrum analysis, spectrum decision and 

spectrum sharing. 

  To facilitate the opportunistic approach, SS identifies a frequency band of the 

authorized spectrum whether it is in inactive condition. Re-configurability 

characteristic of CR tunes to the communication parameters [143] for instance 

operating frequency, type of modulation technique and transmission power in 

accordance to the communication with the surroundings with that it functions. 

Sensing takes place in two models: non-CSS and CSS. In non-CSS, single SU can 

tune its parameters depending on the energy level of its local detection reports. As a 

result of the shadowing effects and multipath fading effects, [144] single sensing node 

may generate incorrect reports. With the intention of obtaining diversity gain, sensing 

reports of various SUs are integrated to identify the vacant bands of the authorized 

spectrum, called CSS. And the local reports from several nodes are transmitted to the 

combining node called FC for making the final decision. 
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Figure 5.1 Illustration of Multipath Fading, Shadowing and Receiver uncertainty 

[144] 

 In figure 5.1, CR2 is present beyond the range of the PU transmitter whereas 

CR1 and CR3 are within the range. CR1 is subjected to shadowing effect because of 

house and receives multiple copies of signals due to the blocking by building that 

result in incorrect sensing by CR1. The CR2 that is present outside the range 

undergoes receiver uncertainty problem as it is ignorant of the transmission by the 

PU. 

5.2 MAJOR THREATS IN CRN’s 

 Sensing function had been disturbed by either the mirroring of PU 

characteristics or SU forging the sensing reports. If the system is not properly 

designed the there is a chance of occurrence of attacks in the network at the time of 

spectrum evacuation. Some of the SUs try to replicate the PUs with the knowledge of 

their characteristics, thereby confusing the good secondary users that the primary 

transmission is going on when the channel is really idle. This kind of attack is known 

as primary user emulation attack (PrUEA) [145]. Another attack called spectrum 

sensing data falsification attack (SSDF) [146] is the scenario where unfair or 

malicious SUs send fake reports of sensing deliberately to the FC, that makes 

incorrect final decision based on these false reports. To prevent these attacks, a 

reliable technique is to be designed that can productively recognize unfair secondary 

users from the fair ones. An attacker is also present in the network with the motive of 

disrupting the network operation, deceiving the FC to make an incorrect decision. 



77 
 

 

 

Figure 5.2. Primary User Emulation Attack at Fusion Center[147] 

 In PrUEA [147], the malicious user or the attacker pretends as if it is the 

primary user with an objective of misleading the secondary user and also makes the 

fusion center to take a false final decision. 

5.3 SPECTRUM SENSING DATA FALSIFICATION (SSDF) ATTACK 

 CSS involves more than one secondary cognitive user in the network. These 

secondary users will cooperatively sense the spectrum. The cooperation in the CRNs 

can be in two ways as, (1) Cooperation between the PU and the SU and (2) 

Cooperation among the secondary users. The cooperative sensing process is as 

depicted in figure 5.3. In CSS, the SUs detect the spectrum and transmit their sensing 

reports to the central unit for decision making. 

 If any one of these SUs commits an error in sensing the spectrum then it leads 

to an incorrect decision at the central unit regarding the PU signal presence or 

absence that is termed as spectrum sensing data falsification attack (SSDF) [148]. 

The cognitive radio network functionality gets interrupted in case of leaving this 

attack unchecked. These malicious users influence secondary users making them to 
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transmit wrong reports to the FC that in turn makes an incorrect final decision. 

 

Figure 5.3 Cooperative Sensing Procedure [149] 

 Cooperative Spectrum Sensing (CSS) increases the trustworthiness amongst 

multiple SU distributing their individual reports. On the other hand, all the SUs taking 

part in detection may not be honest. Few of them are malicious users corrupting 

the overall performance of the network. They act distrustfully sending fake reports 

to the FC [149]. The fake data is due to advertent attackers or inadvertent corrupted 

SUs. The inadvertent attack is termed as a random attack. The attackers intentionally 

transmit wrong detection reports that influence the final decision at the FC about the 

existence of the PU signal [150]. The fake SUs maneuver the reports with greediness 

either to create intrusion to the PUs or to utilize the frequency band called as SSDF 

attack or Byzantine [151]. 

 The main aim of SSDF attack is of twofold: one is to decrease the cooperative 

probability of detection by indicating that the PU is not present while it is actually 

transmitting in the channel, as the SU then starts transmitting its own data, causes 

interference to the PU. Other one is to intentionally send a report to the FC indicating 

that the PU is present when it is actually not. This makes the SU feel that the channel 

is busy and the malicious user makes use of the channel for its own transmission 

causing an increase in the Pfa. This scenario of SSDF attack is shown in figure 5.4. 
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Figure 5.4 Scenario depicting the SSDF attack in CSS [152] 

 The real issue in attacker detection in CSS exists in distinguishing the 

attackers that act like fair SUs [152]. For this reason, three kinds of attacks are used 

for executing the sensing analysis of the proposed method. They are ’random’, 

’Always High’ and ’Always Low’ attacks [153]. In random attack SUs randomly send 

incorrect sensing reports to the FC. If energy detection is used for performing the 

local sensing at the secondary user, it is the energy of the sensed PU signal that is 

reported to the FC by each SU. 

 In always high attack, malicious user or attacker always posts a very high 

sensed energy than the other cognitive users participating in the cooperation. By 

doing this, the purpose of the attacker is to deceive other SUs that the channel is busy. 

This type of attacker is termed as a selfish node that results in an increase of 

probability of false alarm [154]. In always low attack, malicious user or attacker 

always posts a very low sensed energy than the other cognitive users participating in 

the cooperation, so that the honest SU assumes that the channel is free and starts 

transmitting, causing interference to the PU transmission, decreasing the probability 

of detection. This type of attacker is termed as an interfering node. 
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5.4 MAJOR CONTRIBUTIONS: 

 In this study, Probable Sensing Density Optimality and Levenshtein Nearest 

Centroid for classification are being suggested in which the fusion centre controls 

spectrum falsification and primary consumer emulation. The aim is to adjust the 

possibility for the false alarm and identification of the CRN consumer so that the 

spectrum for communication is selected properly. Next, the primary user emulation is 

said to be reduced by efficient classification between the malicious and regular users 

and then provides the secondary users with a channel. The proposed method is 

therefore intended to increase the performance and percentage of error detection. 

While studies of cross-layer protection using learning and queuing mechanics can be 

found in the literature, none of these are used in conjunction with the decision-making 

functions of the cognitive radio as suggested in this work. 

The main contributions in this work mainly show the following in three ways. 

1. This document is first used to solve the spectrum sensing falsification problem 

in CRN with Probable Density Optimal Logical Sensing Model. 

2. As one CRN node classification factor, the Nearest Centroid classification 

based on Levenshtein distance is determined to enhance throughput and 

percentage of error in prediction. 

3. The simulation experiment reveals that the cross-layer attack protection 

architecture based on new machine training can minimize sensing time and 

percentage error in forecasting effectively to increase efficiency and achieve 

good network performance. 

5.5 OVERVIEW OF OPTIMIZED SENSING AND LEVENSHTEIN NEAREST 

CENTROID CLASSIFICATION (OS-LNCC) FOR MULTI-HOP CRN 

In this section, cross layer defense architecture against two different attacks 

namely, PUEA and SSDF under multi-hop CRN using novel machine learning 

method is proposed.  Figure 5.5 shows the block diagram of OS-LNCC method for 

multi-hop CRN.  
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Figure 5.5 Block diagram of OS-LNCC Method 

 A new machine learning model is used to present a security framework for 

cross-layer attacks, as seen in the figure above. In this work, two layers are analyzed 

and a security architecture is presented, namely the physical layer (i.e. PUEA attack) 

and the data link layer (i.e. SSDF attack), as well as the relevant attacks. To begin, the 

Probable Density Optimal Logical Sensing model is designed to provide a method for 

reducing higher performance and minimizing sensing delay when compared to SSDF. 

Then, in the fusion heart, the Levenshtein Nearest Centroid Classification (LNCC) 

algorithm, which is known as a robust CRN (i.e. CRN nodes) classification or 

emulation, contributes to resistance against PUEA attacks. Before moving on to the 

multi-hop CRN network model, a thorough description of the OS-LNCC system is 

given. 

5.6 NETWORK MODEL 

 In this work, the multi-hop CRN of' m PUs (i.e. primary users)' and 'n SUs 

(i.e. secondary users)' is considered, and different spectrum bands are assigned to 

'PUs.' When the spectrum bands are not controlled by the 'PU' and the spectrum band 

is free, the 'SU' may not have licensed or approved channels and send data packets 

opportunistically. Each 'SU' node ‘NI’ has a channel pool that includes both the 'DTC' 

and the 'CCC' common control channels. The term 'DTC' applies to data transmission 
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and is shown below. 

𝐶𝑖 =  𝑐1, 𝑐2, … , 𝑐𝑚                           (5.1) 

‘𝑐1, 𝑐2, … , 𝑐𝑚 ’ corresponds to the range of active channels from the above equation 

(5.1). On the other hand, for negotiations between the 'PUs' and the 'SUs' the 'CCC' is 

used. Therefore in any case a connection between ‘𝑆𝑈 𝑛𝑖  𝑎𝑛𝑑 𝑛𝑗 ’is said to be formed 

if the following condition prevails.  

𝐶𝐶𝐶 ∈ 𝐶𝑖 ∩ 𝐶𝑗            (5.2) 

 With the above said assumptions as given in (5.1) and (5.2) a network model 

with multi-hop CRN is designed as shown in figure 5.1 

 

 

 

 

 

 

 

 

 

 

Figure 5.6 Network model for OS-LNCC Method 

In the networking scenarios, with multi-hop CRN as basics ,The figure shows two 

centralized Primary User's PU' networks in networking situations, where 

𝑛 𝑆𝑇 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑟𝑠 𝑆𝑈 − 𝑇’ ' in the presence of two centralized 𝑃𝑈 − 𝑇’ primary 

user transmitters with the same Fusion Center 'FC.' Firstly, ' 𝑆𝑈 − 𝑇’ conducts 

spectrum sensing to detect 𝑃𝑈 − 𝑇’ status and give the relevant sensing decisions to 

‘𝐹𝐶' 

5.7 PROBABLE DENSITY OPTIMAL LOGICAL SENSING  

 Spectrum sensing Data Falsification [155] sends false observations that cause 

Denial of Service in a particular spectrum, thereby reducing output. However, the 

spectrum sensing output is said to be degraded by falsified reports sent by cognitive 

users. In order to deal with this issue, the work aims to reduce the falsification of 

spectrum reporting by STATLOG, the integration of Statistical and Logical 

functionality, in a Probable Density Optimal Logical Sensing model. A framework is 
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SSDF 
Optimal logical 

sensing 
STATLOG 

function 

created to formulate a joint optimization model to maximize the output based on the 

Logical-OR density rule on the primary network. Figure 5.7 below shows the 

optimum logical sensing achieved via the STATLOG feature in the presence of an 

SSDF attack. 

 

 

 

 

 

Figure 5.7 Block Diagram of Optimal Logical Sensing 

 The source 'SU-T' generates 'DP' data packets and sends them through 

intermediate 'SUs – T' to the destination node. Every 'PU-T' is communicated through 

the spectrum bands and the intermediate 'SU – T' to the PU base station. When the 

spectrum band is idle, each hop data packet is transmitted by means of the 'PU' 

spectrum band to 'FC' with the appropriate sensing decisions. The 'FC' takes an 

optimum decision on the basis of local sensing integration decisions. Consider, 

furthermore, that at sample frequency 'fs' the received signal is sampled, and when 

primary consumer 'PU – T' is involved, the received signal at 'PU – T' is expressed as 

shown below..  

                        Η1 = 𝑦 𝑛 = 𝑠 𝑛 + 𝜀  𝑛    (5.3) 

  From the above equation (5.3), ‘𝑠 𝑛 ’ and ‘𝜀  𝑛 ’ refers to the primary 

users signal and the noise factor respectively and is termed as ‘Η1’. On the other hand, 

when the primary user ‘𝑃𝑈 –  𝑇’ is inactive, the received signal at the ‘𝑃𝑈 –  𝑇’ is 

represented as given below.  

                        Η0 = 𝑦 𝑛 = 𝜀  𝑛     (5.4) 

 From the above equation (5.4), ‘𝜀  𝑛 ’ refers to the noise factor respectively 

and is termed as ‘Η0’. Here, mean and variance is represented as ‘𝜇0’ and ‘𝜎0’ for 

‘Η0’ and mean and variance is represented as ‘𝜇1’ and ‘𝜎1’ for ‘Η1’. Then, the 

probability for false alarm ‘𝑃𝑟𝑜𝑏𝐹𝐴’ and probability for detection ‘𝑃𝑟𝑜𝑏𝐷’ is 

represented as given below.  

                          𝑃𝑟𝑜𝑏𝐹𝐴 = 𝑄  
𝛼−𝜇0

𝜎0
               (5.5) 

                           𝑃𝑟𝑜𝑏𝐷 = 𝑄  
𝛼−𝜇1

𝜎1
                (5.6) 
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 From the above equations (5.5) and (5.6), ‘𝑄’ and ‘𝛼’ represents the ‘𝑄 −

𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛’ for multi-hop CRN with mean and variance corresponding for both ‘Η0’ 

and ‘Η1’ respectively.  Finally, an optimal decision rule based on the Probable 

Density Logical-OR rule is made. 

      𝑃𝑟𝑜𝑏𝐹𝐴 = 1 −   1 − 𝑃𝑟𝑜𝑏𝐹𝐴,𝑖 ∗  𝜃𝑑𝑟
𝑀
𝑖=1    (5.7) 

                    𝑃𝑟𝑜𝑏𝐷 = 1 −   1 − 𝑃𝑟𝑜𝑏𝐷,𝑖 ∗  𝜃𝑑𝑟
𝑀
𝑖=1    (5.8) 

 From the above equations (5.7) and (5.8), in the Probable Density Logical-OR 

rule, if one of the decisions says that there is a primary user, then the final decision 

declares that there is a primary user along with the departure rate ‘𝜃𝑑𝑟 ’ of ‘𝑃𝑈 –  𝑇’. 

With this an optimal decision is made regarding the spectrum sensing by the fusion 

center therefore militating against the spectrum falsification. The pseudo code 

representation of Probable Density Optimal Logical Sensing is given below.  

Table 5.1 Probable Density Optimal Logical Sensing 

Input: CRN nodes ‘𝑁 = 𝑁1, 𝑁2, … , 𝑁𝑛 = Primary Users ‘𝑃𝑈 –  𝑇’, Secondary Users 

‘𝑆𝑈 –  𝑇’, Available channels‘𝐶 = 𝑐1, 𝑐2, … , 𝑐𝑚 ’ departure rate of ‘𝑃𝑈 –  𝑇’ ‘𝜃𝑑𝑟 ’, 

Output: Delay and throughput optimized spectrum sensing  

1: Initialize departure rate of ‘𝑃𝑈 –  𝑇’  

2:       Begin 

3:                For each CRN nodes ‘𝑁 = Primary Users ‘𝑃𝑈 –  𝑇’, Secondary Users 

‘𝑆𝑈 –  𝑇’ with Available channels ‘𝐶’ 

//Measure two hypothesis 

4:    Measure first hypothesis ‘Η1’ when the primary user is active using (5.3) 

5:    Measure second hypothesis ‘Η2’ when the primary user is inactive using (5.4) 

6:     Evaluate probability for false alarm using (5.5) 

7:     Evaluate probability for detection using (5.6) 

8:    Obtain optimal decision rule with Probable Density Logical-OR rule using (5.7) 

and (5.8) 

9:                           Return (sensed spectrums) 

10:               End for  

11: End  

 Two different goals are to be achieved when designing a multi-hop CRN with 

Probable Density Optimal Logical Sensing Algorithm, i.e. minimize sensing delay 
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and maximize output. In this algorithm, two hypotheses are measured using the active 

and inactive primary user model in order to develop cross-cutting security architecture 

with the purpose of minimizing spectral falsification in multi-hop CRN. Followed by 

the likelihood of false alarm and identification based on the primary consumer 

departure rate. An optimum spectrum sensing decision is made here, with minimal 

delay, at the fusion centre, which therefore reduces spectrum sensing data 

counterfeiting with increased throughput. 

5.8 Levenshtein Nearest Centroid Classification (LNCC) Model   

In the PUEA, an attacker [155] is the main user, allowing transmissions in a 

licensed spectrum band that impedes the use of this spectrum band by other secondary 

users. With a proper classification system it is possible to distinguish between normal 

and malicious users so that only normal users can transmit in licensed frequency and 

make room for a secondary user. 

The work proposed employs Levenshtein Distance calculation to represent the 

user signal features that are then inserted into the Nearest Centroid Classifier for 

grading, known as the Levenshtein Nearest Centroid Classification (LNCC) model. 

The LNCC model is initiated via the energy detection to detect the users on the 

spectrum band in our work. Then, the energy received at the ‘i
th

’ Cognitive Radio 

(CR) user at the ‘k
th

’ sensing area is written as given below 

           𝑆𝑖𝑘 =
 𝐸𝑖𝑘  𝑗  𝑁

𝑗=1

𝑛
    (5.9) 

 From the above equation (5.9) ‘𝐸𝑖𝑘 𝑗 ’ represents the energy sample received 

by the ‘𝑘𝑡’’ sensing area for the corresponding ‘𝑖𝑡’ CR user with ‘𝑁’ representing 

the total number of samples (i.e. comprising of ‘𝑁 =  𝐷𝑇 ∗ 𝑆𝐵’ detection time and 

signal bandwidth). With the above energy detection function as given in (5.9), in this 

work, Nearest Centroid (NC), a distribution free machine learning algorithm that 

classifies observations into one of several classes by means of quantitative variables is 

employed. NC classifies a test instance, in our case the current sensing report as 

obtained from (5.9) into one of several nearest centroid classes by majority voting.  

The voting is then updated to measure the distance between any two sensing 

reports. As far as CRN is concerned, it is highly impossible to say that any two 

sensing reports are exactly similar. So, the similarity between the two sensing reports 

has to be obtained. The classification surface is split into number of centroids and the 

distance of the current sensing report to each of those centroids is identified. Let 
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‘𝐷𝑖𝑠  𝑎𝑖 , 𝐶 ’ represents the distance where ‘𝐶’ denotes the centroids given by 

‘𝐶 ∈ 𝐶1, 𝐶2, … , 𝐶𝑛 ’. The distance is measured to each of the centroids representing 

either ‘𝐻0’ or ‘𝐻1’. Based on the measured distance, the current sensing report is 

classified either to ‘𝐻0’ or ‘𝐻1’. First, the distance calculation is made by using the 

Levenshtein distance and then Nearest Centroid Classifier is employed for 

classification. 

  The distance from Levenshtein measures the exact distance between two 

vectors. In [156] the collaborative virtual sensing used is different due to the time 

limit. In this work the emphasis is on analyzing similarities between the sensing 

reports by calculating the distance between the current sensing report and the sensing 

groups using Levenshtein Distance. Mathematically, the distance from Levenshtein 

between two sensing reports 'u' and 'v' (length '|u|' and '|v|' as shown below)., 

𝐿𝑒𝑣𝑢𝑣  𝑖 |𝑗| =  

 
 
 

 
 max 𝑖, 𝑗  𝑖𝑓 min 𝑖, 𝑗 = 0

min 𝐿𝑒𝑣𝑢𝑣 𝑖 − 1, 𝑗 + 1

min 𝐿𝑒𝑣𝑢𝑣 𝑖, 𝑗 − 1 + 1

min 𝐿𝑒𝑣𝑢𝑣 𝑖 − 1, 𝑗 − 1 + 1𝑢𝑖≠𝑣𝑗

   (5.10) 

From the above equation (5.10), ‘1𝑢𝑖≠𝑣𝑗
’ corresponds to the indicator function 

equal to ‘0’ when ‘𝑢𝑖 = 𝑣𝑗 ’ and equal to ‘1’ otherwise. On the other hand 

‘𝐿𝑒𝑣𝑢𝑣   𝑖 |𝑗| ’ refers to the distance between the first ‘𝑖 𝑠𝑒𝑛𝑠𝑖𝑛𝑔 𝑎𝑟𝑒𝑎𝑠’ of ‘𝑢’ and 

first ‘𝑗 𝑠𝑒𝑛𝑠𝑖𝑛𝑔 𝑎𝑟𝑒𝑎𝑠’ of ‘𝑣’. As explained above a sensing report has ‘𝑖’ elements 

belonging to ‘𝑢’ and ‘𝑗’ elements belong to ‘𝑣’ respectively. Then, for example, the 

sensing report ‘𝑎𝑖’ has to be classified into one of the sensing classes that are 

considered as centroids for ‘𝑎𝑖’. The candidate set of centroids for ‘𝑎𝑖’ is represented 

by ‘𝑁 𝑎𝑖 ’such that ‘𝑁 𝑎𝑖  ∈ 𝐶1, 𝐶2, … , 𝐶𝑛 ’.  

The current sensing report is compared in conjunction with all the member of 

each of the sensing classes belonging to ‘𝑁 𝑎𝑖 ’. The membership function is 

represented as ‘𝑀𝑎𝑖 𝑙 ’. Each element of ‘𝑀𝑎𝑖 𝑙 ’ represents the result of comparing 

‘𝑎𝑖’ with the ‘𝑗𝑡 𝑚𝑒𝑚𝑏𝑒𝑟’ of ‘𝑙𝑡’ sensing class that is obtained by (41). Let ‘0
𝑙 ’ be 

the event that sensing report ‘𝑎𝑖’ belong to class ‘𝑙’ and ‘1
𝑙 ’ be the event that sensing 

report ‘𝑎𝑖’ does not belong to class ‘𝑙’. Furthermore, let ‘𝐸𝑉𝑤
𝑙 ’ be the event that ‘𝑤’ 

elements in ‘𝑀𝑎𝑖 𝑙 ’ are greater than a threshold. Then, the per-class centroids with 

the current sensing report ‘𝑎𝑖’ belongs to class ‘𝑙’ is mathematically expressed as 

given below. 
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𝜇𝑙 =
1

𝐶𝑙
 𝑎𝑖𝑖∈ 𝐶𝑙

                            (5.11) 

From the above equation (5.11), ‘𝑎𝑖’ refers to the set of indices of samples 

belonging to class ‘𝑙 ∈ 𝐵’. Based on the predicted function, the local decision for the 

‘𝑖𝑡’ CR user for ‘𝑙𝑡’ class represented by ‘𝑆𝑖𝑙 ’ is given below. 

𝑆𝑖𝑙 =  𝑎𝑟𝑔𝑚𝑖𝑛𝑙∈𝐵 𝜇𝑙 − 𝑎     (5.12) 

According to the predicted function as provided in equation (5.12), monitors 

the behavior of primary users and identifies the malicious users or attackers so that the 

secondary users use the licensed spectrum whenever idle.  

Table 5.2 Levenshtein Nearest Centroid Classification against PUEA 

Input: Centroids ‘𝐶’, sample sensing report ‘𝑎𝑖’  

Output: Robust classified results  

1: Initialize sensed spectrum data 

2:       Begin 

3:               For every ‘𝑖𝑡’ CR user 

4:                       Measure energy sample received by ‘𝑘𝑡’’ sensing area using (5.9) 

5:                       For each two sensing reports ‘𝑢’ and ‘𝑣’ 

6:                                 Measure Levenshtein Distance using (5.10) 

7:                                 Measure per-class centroids using (5.11) 

8:                                 Obtain predicted function using (5.12) 

9:                                 Return (classified results) 

10:                       End for  

11:             End for  

12: End  

A robust PUEA algorithm using the Nearest Centroid Classification of 

Levenshtein is presented above. Two key things are done in the algorithm as 

mentioned above. First of all, the sensed spectrum dependent on the STATLOG 

feature is initialized in the local decision-making process. Next, the energy sample 

received is analyzed to distinguish between normal and malicious users. The distance 

between the sample sensing reports is then determined by the Levenshtein distance 

function. Finally, the actual grading process is performed with centroids and 

prediction functions per class. The final part of the decision-making process is the 

reporting stage. The actual decision is recorded here to the fusion centre 'FC,' which 
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acts accordingly by the cognitive user (i.e. primary user, secondary user). 

5.9. SIMULATION SETUP  

In this section, we compare the performance of OS-LNCC with PROLEMus 

[155] and Deadline-based Routing and Spectrum Allocation algorithm [156] in a 

multi-hop CRN. To evaluate OS-LNCC, Network Simulator (NS2) is used. The 

metric used for this evaluation is spectrum detection accuracy, percentage detection of 

malicious nodes and sensing time. Spectrum detection accuracy is defined based on 

the data packets received within the deadline. The percentage detection of malicious 

node is defined as the ratio of number of nodes in the network and the number of 

correctly detected malicious nodes. Finally, the sensing time refers to the time taken 

for sensing spectrum. The evaluation is conducted on a network size of 1000m * 

1000m area with the packet size set at 2500 bytes and number of packets transmitted 

per session is set to 500. The total available spectrum (BW) is set to be 54 MHz-72 

MHz The bandwidth usable by cognitive radios are restricted to be 2; 4 and 6 MHz 

[156]. The bandwidth of the common control channel is set as 2 MHz. Each result 

was obtained by averaging the values obtained from 10 different simulation runs.  

5.9.1. Performance evaluation of Sensing Delay 

 Sensing delay refers to the time delay occurrence in the channel sensing phase. 

In other words, the sensing delay ‘𝑆𝐷’ is defined as the average number of channels 

sensed by an ‘𝑆𝑈’ before any successful transmission. 

𝑆𝐷 = 𝑇𝑖𝑚𝑒  𝑃𝑟𝑜𝑏𝐹𝐴 + 𝑃𝑟𝑜𝑏𝐷 ∗ 𝑁   (5.13) 

 From the above equation (5.13), the sensing delay ‘𝑆𝐷’ is measured based on 

the time occurrence in the channel sensing phase i.e., ‘𝑃𝑟𝑜𝑏𝐹𝐴’, ‘𝑃𝑟𝑜𝑏𝐷’ and the 

number of CRN nodes ‘𝑁’. It is measured in terms of milliseconds (ms). Table 1 

given below shows the sensing delay values obtained by applying the equation (44) 

for three different methods, OS-LNCC, PROLEMus [155] and Deadline-based 

Routing and Spectrum Allocation [156].  
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Table 5.3 Sensing Delay Vs Number of CRN Nodes 

Number of 

CRN Nodes 

Sensing delay (ms) 

OS-LNCC PROLEMus 

Deadline-based 

Routing and Spectrum 

Allocation 

50 1.35 1.8 2.35 

100 1.95 2.25 4.15 

150 2.15 2.55 4.55 

200 2.55 2.95 5.15 

250 3.15 3.55 6.56 

300 3.55 4.35 7.35 

350 4.15 5.15 9.25 

400 4.85 6.16 11.15 

450 5.55 8.35 12.35 

500 7.15 10.55 14.55 

 

Figure 5.8 Performance Evaluation of Sensing Delay 

The graphic representation of delay sensing using OS-LNCC, PROLEMus [155], 

and date-based routing and spectrum allocation [156] is presented in Figure 5.8 above. 

Ten separate simulation runs were performed with a similar number of CRN nodes 

between 50 and 500 for fair comparison. The CRN nodes here apply to both main and 

secondary users being included in the CRN. The figure shows that the sensing delay is 

in the growing trend for all three methods. The time consumed during the channel 

sensing process by using OS-LNCC was found to have been '0,027ms,' '0,036ms' by 

using [155] and '0,047ms' by using [156]. Thus, '1.35ms', '1.8ms' for [155] and 

'2.35ms' for [156] have been found to be the overall sensing retardation using OS-

LNCC.  
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 It is concluded from this that the sensing delay was found to be smaller using 

the OS-LNCC system compared to [155] and [156]. This is due to the integration of 

the Logical Sensing algorithm of Probable Density. By implementing this algorithm, 

even in the presence of multi-hop CRN, the sensing delay is even better. This is 

because two possibilities are identified first by applying the STALOG function and 

then using the logical OR law to measure the false alarm and detection. This is said to 

minimize the sensing delay using OS-LNCC by 20 percent compared with [155] and 

52 percent compared to [156]. 

5.9.2. Performance Evaluation of Percentage of Error in Prediction  

 Cross-layer attack applies first to more than one layer of attack. Our work 

examines the attack on the physical layer known as PUEA and the attack on the so-

called data link layer, SSDF and the protection mechanism is accordingly provided 

for. There are also some incorrect predictions during the provision of the defense 

mechanism. The percentage of incorrect detection is therefore calculated as shown 

below. 

% 𝑜𝑓 𝐸𝑟𝑟𝑝 =
𝑊𝑟𝑜𝑛𝑔 𝑝

𝑁
∗ 100   (5.14) 

 The error rate from predictions 'percent of ostensible err p' is calculated from 

the above equation (5.14), based on the percentage ratio of the samples of CRN nodes 

given as input 'n' and incorrect predictions made 'soft p' by the network. It is 

calculated by percentage (percent). The percentage error detection values reached by 

the application of equation (5.14) for three different methods, OS-LNCC, PROLEMus 

[155] and Routing and Spectrum Deadline Allocation[156], is shown in the following 

table. 

Table 5.4 % of Error Detection Vs Number of CRN Nodes 

Number of 

CRN Nodes 

% of error in prediction (%) 

OS-LNCC PROLEMus 
Deadline-based Routing 

and Spectrum Allocation 

50 8 14 22 

100 15 29 35 

150 25 35 40 

200 30 45 60 

250 40 55 75 

300 50 70 90 

350 58 79 82 

400 69 82 89 

450 83 88 92 

500 89 92 95 
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Figure 5.9 Performance Evaluation of % of Error Detection 

 The graphic representation of the percentage of error detection in relation to 

the different CRN nodes, considered at different intervals and different sessions, is 

shown in Figure 5.9 above. As already noted, both the main user and the secondary 

user of the CRN network are referred to in the CRN simulation, the percentage of 

error detection calculated is differentiated and thus not proportionately increased. 

However, as the number of CRN nodes increases in all three processes, the percentage 

of error detection also increases. 

  However, relative to PROLEMus [155] and the deadline-based routing and 

spectrum allocation, the OS-LNCC is comparatively lower. This is obvious from the 

simulation. In the case of '15' numbers of the nodes, the wrong predictions made with 

OS-LNCC in the overall security architecture were '4,' '7' in [155] and '11' in [156]. 

The explanation is that the implementation of the Probable Density Logical-OR rule 

takes account of the primary user's departure rate, which is taken by the fusion centre 

as a final judgment on the spectrum falsification. In addition, the classification of the 

primary user and malicious user is significantly achieved by using Levenshtein 

Distance between two sensor records. The OS-LNCC approach is also reduced by 31 

per cent from [155] and 46 per cent compared to [156].   
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5.9.3 Performance Evaluation of Throughput  

 Finally, the efficiency of the design for cross layer protection is determined by 

the output rate. The transmission of the cognitive radio network is determined by the 

sensing scheme is given by 

.              𝑇 =  
𝐷𝑅𝑈∗𝑇𝑖𝑚𝑒 𝐶𝑃

𝑇𝑖𝑚𝑒 𝑇𝑆
    (5.15) 

 From the above equation (5.15), 'T' is determined by the data rate 'DR' for 

each cognitive user, by the secondary user 'U' unutilized channels,' by 'file P Time P 

T' for the duration of the contesting process, and by Time TS for the duration of the 

entire time slot. It is calculated per second in terms of bits. Table 3 displays the 

performance rate for three separate approaches, OS-LNCC, PROLEMus [155] and the 

Deadline Routing and Spectrum Allocation [156]. 

Table 5.5 Throughput Vs Number of CRN Nodes 

Number of 

CRN Nodes 

Throughput (bps) 

OS-LNCC PROLEMus 

Deadline-based 

Routing and 

Spectrum Allocation 

50 22.4 16.8 12 

100 35.5 25.5 14.55 

150 41.35 30.15 15.15 

200 50.25 40.25 25.35 

250 66.156 55.35 30.15 

300 70.35 60.15 45.55 

350 75.15 68.35 50.25 

400 80.25 72.45 60.16 

450 85.55 80.15 71.35 

500 90 82.35 74.55 
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Figure 5.10 Performance Evaluation of Throughput 

 The graphical representation of the throughput for 500 different CRN nodes is 

shown in Figure 5.10 above. The slot time is regarded as '0.050ms' for the slot's 

performance analysis and the contending step time is shown to be '0.035ms,' '0.030ms' 

for [155], and '0.025ms' for [156]. The channel use factor for the primary users is '4' 

for all three approaches. Every channel's data rate was '8ms' for the proposed system, 

'7ms' for [155] and '6ms' for [156]. This is known as the total data rate perceived by 

the network, i.e. the total network output. From these curves, it is accurate that the 

cognitive users in the CRN get a false idea that they acquire a greater rate than what is 

actually achieved with misdetection.  

 From the above values of the simulation, it shows that the throughput estimate 

provides a false output concept without taking into account optimal sensing and 

robust classification effects. By comparing the cutting-edge methods[155] and [156] 

throughput is increased by an OS-LNCC system as opposed to [155] and the [156] as 

an OS-LNCC method, ensuring the perception of a primary channel by an accurate 

classification based on the Levenshtein Nearest Centroid Classification by only one 

secondary user rather than a malicious user. This result in a better performance rate 

using the OS-LNCC system of 21% compared to [155] and 80% compared to [156]. 
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5.10 CONCLUSION: 

This chapter investigates security architecture for CRN with Probable Density 

Optimal Logical Sensing and Levenshtein Nearest Centroid Classification, as well as 

Levenshtein Nearest Center Classification and performance. Sensing of a channel 

effectively in the presence of multi-hops will affect the CRN's performance 

significantly. A model system is developed. A new algorithm is introduced and found 

to significantly improve cognitive network efficiency, which mitigates spectrum 

falsification with the STATLOG feature along with the algorithm of significant 

classification between the CRN standard and the malicious user through a novel 

machine learning to reduce primary user emulation. In order to better understand the 

efficacy of this approach, the performance of the interlayer protection architecture 

should be evaluated in terms of sensing delay, error prediction and performance. The 

results of the simulation demonstrate our method efficiency relative to other methods. 

This method improves the percentage of error prediction and efficiency, increasing 

the protection mechanism of the CRN by a minimum delay. 
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CHAPTER 6 

CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

6.1. CONCLUSION 

Cognitive Radio Networks have become the assuring technology that uses the 

underutilized licensed spectrum effectively by subduing the problem of spectrum 

scarcity. The PUs are the licensed users whereas the secondary users make use of the 

PU’s spectrum if it is not in use by them. Spectrum sensing is the main important task 

that finds out the availability of signal in the spectrum. One of the most important 

issues analyzed and discussed in recent studies to improve the performance of the 

CRN is designing a defense mechanism for cross-layer attacks on cognitive radio 

networks. In this study, we proposed a Mean Bid Trust (MBT-MNR) method to cope 

with secondary malicious users that launch attacks on two different layers: physical 

layer and network layer. First, the interaction between the third party and the 

secondary user is shaped by a non-cooperative model simultaneously with the aim of 

using the under-used spectrums. We then created a mechanism which combined three 

confidence measures, energy, received data packets and the hop count to measure the 

confidence of the node. 

In contrast to various trust approaches, our trust-based mechanism takes into 

account the mean offer of neighboring nodes through which trustworthy node is 

assessed. Finally, a game theory model called Multiple Nash Equilibrium is set to 

classify between malicious and regular users to ensure a safe and more reliable 

cognitive radio network. Simulations are carried out and the results show that the 

MBT-MNR method works better in energy, detection precision and detection time 

than ROSA and mean field game. 

The network is prone to several threats such as PrUEA and SSDF attacks for 

using the available spectrum. An efficient spectrum sensing algorithm that mitigates 

the effect of PrUEA and SSDF attacks is developed and its performance estimation is 

carried out by comparing with the existing methods in this research work. Certain 

contribution proposals include, as security architecture for CRN with Probable 

Density Optimal Logical Sensing and Levenshtein Nearest Centroid Classification 

(OS-LNCC) for the Multi-Hop CRN are proposed and the performance analyses are 

carried out. A new algorithm is introduced and found to significantly improve 

cognitive network efficiency, which mitigates spectrum falsification with the 
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STATLOG feature along with the algorithm of significant classification between the 

CRN standard and the malicious user through a novel machine learning to reduce 

primary user emulation. In order to better understand the efficacy of this approach, the 

performance of the interlayer protection architecture should be evaluated in terms of 

sensing delay, error prediction and performance. The results of the simulation 

demonstrate our method efficiency relative to other methods. This method improves 

the percentage of error prediction and efficiency, increasing the protection mechanism 

of the CRN by a minimum delay. 

6.2 POSSIBLE FUTURE RESEARCH DIRECTIONS 

In our proposed system, communication in CRNs with cooperating spectrum 

sensing is discussed. This research focused on improving the security of the CRN by 

cutting the effect of PrUEA and SSDF attacks. The following are some of the 

important aspects that may possibly be taken into consideration for future work. 

1. To Build an Effective mathematical model to Evaluate Trust among 

Secondary Users and Simulate the Model. 

2. Develop some Cryptographic algorithms and Provide classification between 

the malicious and normal users. 

3. Also extend the Cross layer attack Solution to Higher Layers and simulate the 

Results by considering the respective parameters. 


