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Chapter 5 

Multi-directional Pixel Difference Histogram 

Analysis Based on Pixel Blocks of Different Sizes 
 

 

 

 

5.1 Introduction 

Wu and Tsai’s [49] PVD computes difference in 1-direction. Khodaei and Faez’s [68] PVD 

computes differences in 2-directions. Both these schemes are detected by 1-directional PDH 

test. In 2×2 blocks, we can have PVD in 3-directions.  In 2×3 or 3×2 blocks, we can have PVD 

in 5-directions. In 3×3 blocks, we can have PVD in 8-directions. These PVD methodologies are 

viewed as MDPVD. Researchers claim that MDPVD methodologies are not caught by PDH 

analysis. This chapter projects a MDPDH methodology to catch MDPVD steganography. The 

MDPDH methodology verifies 1-direction for 1×2 blocks, 2-directions for 1×3 blocks, 3-

directions for 2×2 blocks, 5-directions for 2×3 (or 3×2) blocks, and 8-directions for 3×3 blocks. 

It comprises 5 different algorithms, and is able to catch MDPVD steganography.  

     It is viewed that PDH test could detect conventional PVD schemes. It is a 2-dimensional 

graph with PD and its frequency on x and y-axes accordingly. It is said that PDH for the OIs 

will be smooth in appearance, but PDH for SIs generated from PVD methodologies will be 

curly in appearance. If curly shape is visible, the SI is confirmed to have data in it, otherwise it 

is not expected to have any data in it. Fig.5.1 is PDH test for Baboon and Lena images in Wu 

and Tsai’s [49] scheme.   

     It is viewed that PDH attack can be avoided by exploiting edges in many directions with 

block sizes 2×3 and 3×3. Traditional 1-directional PDH only catches PVD schemes in 1×2 

blocks. It cannot detect PVD techniques in 2×2, 2×3, 3×2, and 3×3 blocks. In this chapter, we 

proposed MDPDH technique which can verify various block sizes like 1×2, 1×3, 2×2, 2×3, 
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3×2, and 3×3, and can detect the PVD scheme too. This methodology computes differences in 

multiple directions, so it is named as MDPDH test. The MDPDH technique contains 5 

algorithms of its own. Algorithm 1 exploits one directional PVD (1D PVD). Algorithm 2 

exploits two directional PVD (2D PVD). Algorithm 3 exploits three directional PVD (3D PVD). 

Algorithm 4 exploits five directional PVD (5D PVD). Algorithm 5 exploits eight directional 

PVD (8D PVD). 

      

 

5.2 Proposed MDPDH Analysis [118] 

It comprises 5 algorithms. Algorithm 1 verifies 1D PVD. Algorithm 2 verifies 2D PVD. 

Algorithm 3 verifies 3D PVD. Algorithm 4 verifies 5D PVD. Algorithm 5 performs 8D PVD.  

5.2.1 Algorithm 1: 1D Test 

Here the input is SI and output is 1D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 1×2 blocks in disjoint manner. Fig.5.2 

is such a block. 
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Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

difference values. The index i is from -255 to +255. Initialize the frequency counts to 

zeros in the following way. Set F[i]=0, where i value lies in between -255 to +255 along 

with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute d1=g1-g2. This d1 value lies in between 

-255 to +255 along with 0. Now increment the frequency count, F[d1] by applying the 

incrementation as F[d1]= F[d1]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

5.2.2 Algorithm 2: 2D Test 

Here the input is SI and output is 3D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 1×3 blocks in disjoint manner. Fig.5.3 

is such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

difference values. The index i is from -255 to +255. Initialize the frequency counts to 

zeros in the following way. Set F[i]=0, where i value lies in between -255 to +255 along 

with 0. 

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 2. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 
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Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

5.2.3 Algorithm 3: 3D Test 

Here the input is SI and output is 3D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 2×2 blocks in disjoint manner. Fig.5.4(a) 

is such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

PD values. The index i is from -255 to +255. Initialize the frequency counts to zeros in 

the following way. Set F[i]=0, where i value lies in between -255 to +255 along with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 3. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

The other 3cases of 3D PDH test are based on Figs.5.4(b)-(d). 



 

    

 
77  

5.2.4 Algorithm 4: 5D Test 

Here the input is SI and output is 5D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 2×3 blocks in disjoint manner. Fig.5.5(a) 

is such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

PD values. The index i is from -255 to +255. Initialize the frequency counts to zeros in 

the following way. Set F[i]=0, where i value lies in between -255 to +255 along with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 5. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 
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The other 3 cases of 5D PDH test are based on Figs.5.5(b)-(d). 

5.2.5 Algorithm 5: 8D Test 

Here the input is SI and output is 1D PDH diagram. 

Step 1: The SI is scanned in raster order and cut into 3×3 blocks in disjoint manner. Fig.5.6 is 

such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

PD values. Initialize the frequency counts to zeros in the following way. Set F[i]=0, 

where i value lies in between -255 to +255 along with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 8. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

5.3    Results and Discussion 

MDPDH steganalysis mechanism is realized in a computer with i5 processor using MATLAB. 

For experimentation and testing images are taken from SIPI data-base [115]. We have 

considered several images from this data base. For the sake of documenting the results only 8 

cases are described here. These 8 images are a mixture of edge, smooth and moderate in nature 
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as far as the smoothness is concerned. More smooth parts can be seen in Lena. More edge parts 

can be seen in Baboon. The test images are color images. One pixel is 3 bytes. There are 3 parts 

in a pixel (R, G, B channels). The color image is changed to a 2D array by adjoining the 3 

channels. Each byte in 2D array is treated as a grey pixel, and computations are performed 

accordingly. 

 

    

Lena Baboon Tiffany Peppers 

    

Jet Boat House Pot 

Fig.5.7 OIs 

 

     Fig.5.7 lists 8 OIs. Fig.5.8 lists the 8 SIs induced from Wu and Tsai’s [49] 1D PVD. Fig.5.9 

lists 8 SIs induced from Khodaei and Faez’s [68] 2D PVD. Fig.5.10 lists 8 SIs induced from 

3D PVD [76]. This 3D PVD is an expansion of Khodaei and Faez’s scheme into 2×2 size. 

Fig.5.11 lists 8 SIs induced from 5D PVD [78]. This 3D PVD is an expansion of Khodaei and 

Faez’s scheme into 2×3 size. Similarly, Fig.5.12 lists 8 SIs induced from Pradhan et al.’s [79] 

8D PVD. This 8D PVD is an extension of Wu and Tsai’s scheme into 3×3 size.  

     The proposed steganalysis technique considers all these above-described images as inputs 

and produces output MDPDHs. The outputs are furnished in Figs.5.13-5.18. 
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Fig.5.8 SIs induced from 1D PVD technique 

    

    

Fig.5.9 SIs induced from 2D PVD technique 

 

    

    

Fig.5.10 SIs induced from 3D PVD technique 
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Fig.5.11 SIs induced from 5D PVD technique 

 

    

    

Fig.5.12 SIs induced from 8D PVD technique 

 

     Figs.5.13 (a)-(h) represent MDPDH test for 8 OIs. There are 8 diagrams, one per image. In 

each diagram, we can see 5 curves. Let us start from the bottom side of the diagram. The first 

curve (magenta color solid line) is one directional PDH (ID PDH). The second curve (black 

color dashed line) is two directional PDH (2D PDH). The third curve (black color dotted line) 

is three directional PDH (3D PDH). The fourth curve (dashed-dotted line with blue color) is 

five directional PDH (5D PDH). The fifth curve (red color) is eight directional PDH (8D PDH).  

     These five curves, in all the 8 diagrams are smooth in nature, there is no curly shape. So, 

MDPDH test does not catch any sort of PVD steganography in these 8 images. 
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(a)  MDPDH of original Lena image 

 

(b) MDPDH of original Baboon image 

       

(c) MDPDH of original Tiffany image 
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(d) MDPDH of original Peppers image 

 

(e) MDPDH of original Jet image 

 

(f) MDPDH of original Boat image 
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(g) MDPDH of original House image 

 
(h) MDPDH of original Pot image 

 Fig.5.13 MD PDH for eight OIs 

 

 

     Figs.5.14 (a)-(h) represent MDPDH test for the SIs induced from 1D PVD scheme. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that 4 curves are curly in nature except the 5th curve. 

So, it is evidenced that data is camouflaged in these images. The curly nature is highest in the 

first line, i.e., 1D PDH curve. So, it can be concluded that camouflaging is done using 1D PVD 

scheme. 
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(a) MDPDH for Lena SI induced from 1D PVD technique 

 
 

(b) MDPDH for Baboon SI induced from 1D PVD technique 

 
 

(c) MDPDH for Tiffany SI induced from 1D PVD technique 
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(d) MDPDH for Peppers SI induced from 1D PVD technique 

 
(e) MDPDH for Jet SI induced from 1D PVD technique   

 
(f) MDPDH for Boat SI induced from 1D PVD technique  
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(g) MDPDH for House SI induced from 1D PVD technique  

 
(h) MDPDH for Pot SI induced from 1D PVD technique 

Fig.5.14 MD PDH analysis for 8 SIs induced from 1D PVD technique 

 

     Figs.5.15 (a)-(h) represent MDPDH test for the SIs induced from 2D PVD technique. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that one or more curves are curly in nature. So, it is 

evidenced that data is camouflaged in these images. The curly nature is highest in the second 

line, i.e., 3D PDH curve. So, it can be concluded that camouflaging is done using 2D PVD 

scheme. 
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(a) MDPDH for Lena SI induced from 2D PVD technique 

 
(b) MDPDH for Baboon SI induced from 2D PVD technique 

 
(c) MDPDH for Tiffany SI induced from 2D PVD technique 
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(d) MDPDH for Peppers SI induced from 2D PVD technique 

 
(e) MDPDH for Jet SI induced from 2D PVD technique 

 
(f) MDPDH for Boat SI induced from 2D PVD technique 



 

    

 
90  

 
(g) MDPDH for House SI induced from 2D PVD technique 

 
(h) MDPDH for Pot SI induced from 2D PVD technique 

Fig.5.15 MD PDH analysis for 8 SIs induced from 2D PVD technique 

 

     Figs.5.16 (a)-(h) represent MDPDH test for the SIs induced from 3D PVD scheme. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that more than one curve is curly in nature. So, it is 

evidenced that data is camouflaged in these images. The curly nature is highest in the third line, 

i.e., 3D PDH curve. So, it can be concluded that camouflaging is done using 3D PVD scheme. 
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(a) MDPDH for Lena SI induced from 3D PVD technique 

 
(b) MDPDH for Baboon SI induced from 3D PVD technique 

 

 
(c) MDPDH for Tiffany SI induced from 3D PVD technique 
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(d) MDPDH for Peppers SI induced from 3D PVD technique 

 

 
(e) MDPDH for Jet SI induced from 3D PVD technique 

 
(f) MDPDH for Boat SI induced from 3D PVD technique 
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(g) MDPDH for House SI induced from 3D PVD technique 

 

(h) MDPDH for Pot SI induced from 3D PVD technique 

Fig.5.16 MD PDH analysis for 8 SIs induced from 3D PVD technique 

 

     Figs.5.17 (a)-(h) represent MDPDH test for the SIs induced from 5D PVD scheme. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that more than one curve is curly in nature. The curly 

nature is highest in the fourth line, i.e., 5D PDH curve. So, it can be concluded that 

camouflaging is done using 5D PVD scheme. 
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(a) MDPDH for Lena SI induced from 5D PVD technique 

 
(b) MDPDH for Baboon SI induced from 5D PVD technique 

 

 
(c) MDPDH for Tiffany SI induced from 5D PVD technique 
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(d) MDPDH for Peppers SI induced from 5D PVD technique 

 

 
(e) MDPDH for Jet SI induced from 5D PVD technique 

 
(f) MDPDH for Boat SI induced from 5D PVD technique 
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(g) MDPDH for House SI induced from 5D PVD technique 

 
(h) MDPDH for Pot SI induced from 5D PVD technique 

Fig.5.17 MD PDH analysis for 8 SIs induced from 5D PVD technique 

 

 

     Figs.5.18 (a)-(h) represent MDPDH test for the SIs induced from 8D PVD technique. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that more than one curve is curly in nature. The curly 

nature is highest in the fifth line, i.e., 8D PDH curve. So, it can be concluded that camouflaging 

is done using 8D PVD scheme. 
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(a) MDPDH for Lena SI induced from 8D PVD technique 

 
(b) MDPDH for Baboon SI induced from 8D PVD technique 

 
(c) MDPDH for Tiffany SI induced from 8D PVD technique 
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(d) MDPDH for Peppers SI induced from 8D PVD technique 

 

 
(e) MDPDH for Jet SI induced from 8D PVD technique 

 
(f) MDPDH for Boat SI induced from 8D PVD technique 
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(g) MDPDH for House SI induced from 8D PVD technique 

 
(h) MDPDH for Pot SI induced from 8D PVD technique 

       Fig.5.18 MD PDH analysis for 8 SIs induced from 8D PVD technique 

 

     Tables 5.1 through 5.6 records some statistics about the number of differences and average 

differences in the images for various PVD schemes.  

     Table 5.1 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over OIs of Fig.5.7. When we traverse this table 

from left to right i.e., from 1D PDH to 8D PDH, we can notice that the number of differences 

and the mean differences goes on increasing.  

     Table 5.2 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over SIs of 1D PVD listed in Fig.5.8. When we 
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traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the number 

of differences and the mean differences goes on increasing.  
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    Table 5.3 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 2D PVD listed in Fig.5.9. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  

     Table 5.4 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 3D PVD listed in Fig.5.10. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  

     Table 5.5 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 5D PVD listed in Fig.5.11. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  

     Table 5.6 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 8D PVD listed in Fig.5.12. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  
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5.4  Conclusion 

This chapter describes MDPDH steganalysis scheme. The existing PDH steganalysis can only 

detect 1D PVD, and 2D PVD schemes. But this proposed MDPDH scheme can also detect 3D 

PVD, 5D PVD, and 8D PVD schemes. This scheme comprises 5 algorithms. Algorithm 1 

generates 1D PDH using 1×2 blocks. Algorithm 2 generates 2D PDH using 1×3 blocks. 

Algorithm 3 generates 3D PDH using 2×2 blocks. Algorithm 4 generates 5D PDH using 2×3 

or 3×2 blocks. Algorithm 5 generates 1D PDH using 3×3 blocks. The experimental results 

justify that MDPDH scheme is capable of clearly detecting the type of PVD applied on the SI 

during data hiding. 

  

 

 


