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Chapter 1 

Introduction 

 

1.1  Introduction 

In last 2 decades the Internet emerged as a dominant media for communication. For examples, 

simple mail communication, facebook, twitter, e-commerce, etc. are the major applications of 

the Internet. Providing security to the data in Internet is a very big challenge. We have security 

methodologies like steganography, watermarking, and cryptography to provide security to the 

data. The purpose of cryptography is to jumble the data, so that the intruder cannot understand 

it. While using cryptography for secret communication, the stranger cannot sense the data, but 

can detect the communication. But in case of steganography, the miscreant cannot feel that 

communication is happening. Steganography is the mechanism to camouflage data inside 

another carrier like text, image, video, and audio without compromising the original visual 

quality of the carrier medium. Watermarking is another mechanism of camouflaging data in a 

medium and the camouflaged data is known as the watermark. Watermarking is applicable for 

authentication and integrity check. 

      This Chapter talks briefly about cryptography, watermarking, and steganography 

techniques along with the quality attributes. At the end of this Chapter the research objectives 

are stated. 

 

1.2  Data Security Techniques 

As projected in Fig.1.1, data security methodologies have been listed in two categories, (i) 

Cryptography, and (ii) Data hiding. Cryptography is further divided into 2 types, (i) Symmetric 

key, and (ii) Asymmetric or public key cryptography. Similarly, the data hiding techniques can 

be divided into 2 types, (i) Watermarking, and (ii) Steganography. 
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Fig.1.1 Taxonomy of data security techniques 

     Table 1.1 shows a comparison of the 3 security methodologies, cryptography, watermarking, 

and steganography.  As we can see from this table, the purpose of cryptography is to make 

encryption at sender and decryption at receiver. Copyright protection has been the principal 

goal of watermarking, and the principal goal of steganography is un-noticeable communication 

or covert communication. 

Table 1.1 Comparison of cryptography, watermarking, and steganography 

 Cryptography Watermarking Steganography 

Purpose Un-understandable 

communication 

Copyright protection and 

authentication 

Hidden 

communication 

Authentication Can be achieved Can be achieved Can be achieved 

Key Mandatory Optional Optional 

Attacks Cryptanalytic attack, 

brute force attack 

Image processing attacks, 

cropping, rotation etc. 

Steganalysis like RS 

analysis, PDH 

analysis 

Robustness irrelevant Must be higher Must be higher 

Imperceptibility irrelevant Must be higher Must be higher 

Merits Can achieve 

confidentiality, and 

authentication 

Can achieve 

confidentiality, and 

authentication 

Can achieve 

unnoticeable 

communication 

Demerits The communication is 

visible 

Hiding capacity is low Cannot provide 

authentication 

Data Hiding Techniques 

Data Security Techniques 

Cryptography 

Watermarking Steganography Asymmetric  

 
Symmetric  
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1.2.1 Cryptography 

It is for un-understandable communication. It has 2 variants [1, 2], namely symmetric key and 

public key. In symmetric key cryptography, only 1 key is used for embedding/extraction, as 

projected in Fig.1.2(a). The second one is known as public key cryptography or asymmetric 

key cryptography, with 2 keys, (i) public, and (ii) private, as shown in Fig.1.2(b). Here, the 

private key must be secret. But the public key may be given to the partners. User A shares her 

public key (EA) to Bob. Her private key (DA) not shared. User B encrypts her message using 

key EA, gets the cipher text, and shares to A. After receiving it, A decrypt it using DA.  

     In symmetric key cryptography there is only one shared confidential key amid sender and 

receiver. This key should be confidential between them. If any third person knows the key, then 

the confidentiality will be on risk. The size of a key along with the combination of characters, 

digits, and special characters gives the strength to it. If the key is stronger, it cannot be easily 

broken. Similarly, in public key cryptography the private key should be stronger. The various 

applications of cryptography are, (i) confidential communication (ii) message authentication, 

(iii) user authentication, (iv) digital signature etc. 

 

1.2.2 Watermarking 

Watermarking is a methodology for overlapping a logo or some text on a file like video or 

image, and it is very useful for digital work marketing, and copyright defence. In watermarking, 
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we camouflage some watermark inside the medium and it is calculated from the bits of the 

medium. If the watermark is visible on the host medium it is known as visible watermark, 

otherwise it is noted as invisible watermark. Watermarking can be 3 types, such as robust, 

fragile, and semi-fragile. In fragile watermarking, after a slight modification to the host 

medium, the watermark is distorted. These are commonly applicable for authentication 

purposes. In robust watermarking, the watermark is retrievable after some modification in the 

host medium. These are commonly plied for copyright defence. The semi-fragile watermarking 

techniques take benefits from both fragile watermarking and robust watermarking. These are 

plied for both integrity verification and authentication. Furthermore, semi-fragile watermarking 

methodologies can be able to recognize the tempered zones and correct them. 

1.2.3 Steganography 

Steganography is known as an art of hidden communication. It is achieved by burying message 

bits in the carrier file which should look innocuous. In cryptographic approach the 

communication is secret, but miscreant can see it. In steganography the miscreant cannot see it 

and also cannot notice it. In cryptography the decryption and encryption algorithms may be 

openly advertised, but not the keys. In steganography the embedding and extraction procedures 

are not advertised. Steganography may be done with carriers like (i) text, (ii) audio, (iii) image, 

and (iv) video [3, 4], see Fig.1.3. When the unnatural message is kept inside a natural image, 

its inherent statistics must be preserved [5].  

     Image steganography has 2 main variants, spatial and transform domains. Spatial domain 

techniques are those, where hiding is done by manipulating the pixel values without any middle 

operation. Transform domain techniques are those, where we apply any transform on image 

and then apply data hiding. The image without camouflaged data is termed as the original image 

(OI). After putting the secret data in it, we call it as stego-image (SI).  

     “Modulus function (MF), pixel value differencing (PVD), LSB alteration, and exploiting 

modification direction (EMD), are the well-known techniques in spatial domain” [3]. In 

transform domain, “discrete wavelet transforms (DWT), fast Fourier transform (FFT), and 

discrete cosine transforms (DCT)” [6] are popular techniques. From the SI, if we can get back 
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both OI and secret data, then the steganography technique is known as reversible one [7, 8]. 

Otherwise, if only secret data can be obtained, then it known as an irreversible technique. 

 

Fig.1.3 A Taxonomy of image steganography techniques 

 

 

Fig.1.4 A General framework of reversible image steganography technique 

     Fig.1.4 models a reversible steganography technique. On sender side the secret data is 

hidden inside the image, and SI is created. It is shared to receiver and receiver extracts the 

camouflaged bits from it and regenerates the cover medium.  

1.3 Quality assessment Parameters in Image Steganography 

Refer Fig.1.5, the steganography methods are ranked by 3 parameters or qualifiers, (i) hiding 

capacity (HC), (ii) distortion assessment, and (iii) security [3]. We can also consider the hiding 

and extraction times as evaluation factors. The HC may also be presented in 2 ways, first one 

is total capacity, and second one is “bits per byte (BPB) or bits per pixel (BPP)”. HC is the 

Steganography 

Image Audio Video Text 

Spatial Domain Transform Domain 

LSB PVD EMD Others DCT DWT FFT Others 
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maximum count of bits allowed to camouflage in an image. Bits per pixel (BPP) is the mean 

HC per pixel. A superior steganography method should exhibit higher HC. 

     In SI, the distortion can be computed by “Mean of Square Error (MSE), Eq.1.1, Root of 

MSE (RMSE), Eq.1.2, Peak Signal-to-Noise Ratio (PSNR), Eq.1.3, Quality Index (QI), and 

weighted PSNR (WPSNR), Eq.1.4” [9, 10]. Here, pij and qij are the original and stego pixels, 

m and n represent the size of the image. If the MSE value is small, then SI is less distorted. The 

RMSE as computed is also a measure of distortion. 

MSE =  
1

m ×n
    ∑ ∑ (pij − qij)

2n
j=1

m
i=1                        (1.1) 

RMSE= √
1

m ×n
    ∑ ∑ (pij − qij)

2n
j=1

m
i=1                      (1.2) 

     If PSNR ≥ 40 decibels (dB) it is good. If PSNR falls amid 30 and 40 dB, we can still accept 

the SI. But if it falls below 30 dB, then the SI shall not be acceptable because of greater 

distortion.  

PSNR =  10 × log10  
255 × 255

MSE
                          (1.3) 

     WPSNR, demonstrated in Eq.1.4 is also plied to measure the distortion [11], where Noise 

Visibility Function (NVF) can be in between 0 and 1. The NVF is defined in Eq.1.5. 

WPSNR =  10 ×  log10  (
255

√MSE  × NVF
)
2

            (1.4) 

NVF (i , j) = 
1

1+σl(i,j)
2                                            (1.5) 

In NVF  σl(i,j)
2  is the local variance from the central pixel at position (i, j).  

     Correlation, r is an assessment for equivalence amid SI and OI, as shown in Eq.1.6 [12], 

where q̅ and p̅ are the average values of pixels in SI and OI respectively. Equation 1.7 represents 

the QI to assess the alikeness amid the SI and OI.  

r =  
∑ ∑ (pij− p̅) × (qij – q̅)

n
j=1

m
i=1

√(∑ ∑ (pij – p̅)
2n

j=1
m
i=1 ) × (∑ ∑ (qij – q̅)

2n
j=1

m
i=1 )

                 (1.6) 

QI =
4 σxy p̅ q̅

(σx
2+ σy

2)[(p̅)2+(q̅)2]
               (1.7) 
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Where  p̅,  q̅,  σx
2, σy

2, and  σxy are defined in Eqs. (1.8), (1.9), (1.10), (1.11), and (1.12) one by 

one. 

p̅ =
1

m×n
∑ ∑ pij

n
j=1

m
i=1                                                    (1.8) 

q̅ =
1

m×n
∑ ∑ qij

n
j=1

m
i=1                                                    (1.9) 

σx
2 =

1

m×n−1
    ∑ ∑ (pij − p̅)

2n
j=1

m
i=1                              (1.10) 

σy
2 =

1

m×n−1
    ∑ ∑ (qij − q̅)

2n
j=1

m
i=1                              (1.11) 

σxy =
1

m×n−1
∑ ∑ (pij − p̅)(qij − q̅)

n
j=1

m
i=1                   (1.12) 

     Like QI, Structural Similarity (SSIM) can also be plied to compute the alikeness [13] as 

shown in Eq. 1.13, where the constants c1 and c2 are used to ensure the terms (p̅2 + q̅2+c1) and 

( σx
2 +  σy

2 + c2)  are non-zero. The c1=( K1L)
2, wherein for a gray image, the L value is 255 

and K1 ≪ 1. Similarly, c2 = (K2L)
2, where K2 ≪ 1. It can be noticed that if c1 = 0 and c2 =

0, then SSIM is as QI.  

SSIM=
(2p ̅ q̅+c1)( 2σxy+ c2 )

(p̅2+q̅2+c1) ( σx
2+  σy

2+c2  )
             (1.13) 

By Eq.1.13, SSIM can be computed for an 8×8 block of pixels. Then we can compute the mean 

SSIM (MSSIM) using Eq.1.14, where n is the entire blocks. 

                                          MSSIM=
1

n
∑ SSIM𝑖
n
𝑖=1                 (1.14) 

     Kullback–Leibler divergence (KLD) is a statistical measure to compute the difference 

between the SI and the OI. “If h1 is for histogram of OI and h2 is for histogram of SI, then one 

can declare d1, K-L divergence (KLD) from h1 to h2 plying Eq.1.15” [14]. Similarly, we can 

declare d2, the KLD from h2  to h1 plying Eq.1.16. Then the mean KLD, DKL=
(d1+d2)

2
. The d1 

and d2 values are 0 if the SI and OI are entirely alike. 

d1 = ∑ h1(i) × log
h1(i)

h2(i)

255
i=0                   (1.15) 

d2 = ∑ h2(i) × log
h2(i)

h1(i)

255
i=0                   (1.16) 
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     Manhattan distance, Dm and Euclidian distance, Em [15] between h1 and h2 can be estimated 

using Eq.1.17 and Eq.1.18 respectively.  

               Dm (h1, h2) = ∑ |h1(i) − h2 (i)|
255
i=0                 (1.17) 

                Em (h1, h2) = √∑ (h1(i) − h2 (i))2
255
i=0             (1.18) 

 

 

Fig.1.5 Evaluation parameters 

 

      There are a good number of steganalysis techniques to detect the SIs. Regular-Singular (RS) 

analysis is the one, which can detect the SI, if LSB substitution is applied in it. Pixel difference 

histogram (PDH) is the one to detect the SI, if PVD is applied on it. If we design a technique 

using both LSB and PVD, the it should be protected from both RS and PDH tests. 

Evaluation Parameters 

Capacity Distortion Metrics Security Check 

Max hiding 

Capacity 

BPB or 

BPP 

MSE RMSE PSNR WPSNR 

RS 

attack 
PDH 

attack 

SPAM 

analysis 

 r QI SSIM MSSIM 

Extraction time Embedding time 

Error metrics Similarity metrics Distance metrics 

Euclidian 

Distance 

Manhattan 

Distance 
K-L 

Divergence 

S & P 

noise 
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     There are numerous applications of image steganography described in literature [16, 17, 18, 

19, 114]. 

1.4   The Research Issues and Objectives 

This research focusses on 3 problems, (i) fall off boundary problem (FOBP) in recent PVD 

based techniques, (ii) HC of adaptive PVD (APVD) techniques are low due to unused block 

problem (UBP), and (iii) PDH analysis does not detect multi-directional PVD techniques. To 

address these three problems, we propose three new works as stated below.  

Objective 1:  To propose an improved steganography technique combining quotient value 

differencing (QVD), and pixel value correlation (PVC), as a result FOBP can be 

avoided. 

Objective 2:  To devise a steganography scheme introducing on remainder replacement (RR), 

adaptive QVD (AQVD), and quotient value correlation (QVC), so a trade-off 

between HC and PSNR can be done. 

Objective 3: To develop a multi-directional PDH (MDPDH) mechanism for detecting multi-

directional PVD (MDPVD) techniques. 

     This first objective brings a new steganography scheme using two principles, (i) QVD, and 

(ii) PVC. It does not suffer from FOBP unlike many steganography techniques that use the 

principle of PVD. It performs 2 stages of camouflaging in 3×3 blocks. During the 1st stage of 

camouflaging procedure QVD and RR is performed on 5 pixels (central pixel, upper, right, 

lower, and left positions). Basing on these altered 5-pixel values, PVC camouflaging is plied 

on the other (4 corner) pixels. Hence performance is improved. The data camouflaging capacity 

is very high with acceptable level of distortion. Security check has been performed using RS 

and PDH analyses. It has been justified from the results that PDH plots of the SIs could not 

show any irregular shape. In other words, PDH test did not detect the SI. Furthermore, it is also 

justified in the RS curves that the regular-singular conditions like “Rm  ≈ R−m > Sm  ≈ S−m ” is 

met, it means that RS test could not break this steganography technique. 
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     The second objective brings a new steganography technique based on RR, AQVD, and 

QVC. It performs embedding and extraction operation on 3×3 blocks. It possesses two 

advantages, (i) avoids UBP and (ii) makes a tradeoff between HC and PSNR. From the 3×3 

block 2 additional blocks are spawned, remainder block (RB), and quotient block (QB). Every 

remainder value in RB is equivalent of decimal value of 2 binary bits, and it is to be replaced 

by 2 secret bits’ decimal equivalent. Each quotient in QB is analogous to 6 bits. The AQVD 

logic is applied to camouflage bits in 4 corner quotients of the QB. The quotients in bottom and 

top middle are used as focal values of AQVD logic. QVC logic is plied in center, middle (left 

and right) quotients to hide the data with relation to their bottom and top neighbors. The results 

justify that there is a fair balance between PSNR and HC. Obtained improved PSNR and HC 

values. Also, RS and PDH tests are not successful to detect the SI. 

     The third objective brings a MDPDH technique which can detect MDPVD steganography. 

This MDPDH scheme exploits 1-direction, 2-direction, 3-direction, 5-direction, and 8-

directions in blocks of size 2, 3, 4, 6, and 8 accordingly. This MDPDH scheme comprises 5 

algorithms altogether. The results justify that the MDPDH scheme is able to detect MDPVD 

steganography. 

1.5 Thesis Organization 

There are 6 Chapters of this Thesis. The Chapter 1 is an introductory one. The Chapter 2 is a 

Literature study. Chapters 3 to 5 are the proposed works. Chapter 6 is the conclusion. 

• Chapter 3 discusses about the proposed QVD+PVC technique which avoids FOBP. 

• Chapter 4 discusses the proposed hybrid technique using RR, AQVD, and QVC to avoid 

UBP and to establish a trade-off between HC and PSNR. 

• Chapter 5 discusses about the proposed MDPDH steganalysis scheme which detects the 

MDPVD techniques. 
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Chapter 2 

Literature Review 

 

 

 

2.1 Introduction 

Steganography is an art of invisible communication. As per the cover medium is concerned, we 

have 4 variants of it. (1) video steganography, (2) audio steganography, (3) text steganography, 

and (iii) image steganography. Image steganography methodologies are of 2 types based on 

domain, (i) spatial, and (ii) transform. The steganography methodologies are characterized by 

three quality parameters like HC, distortion measure, and security.  

     The various spatial domain image steganography methodologies are, (i) LSB substitution, 

(ii) improved LSB based techniques, (iii) PVD techniques, (iv) LSB+PVD techniques, (v) 

modulus function (MF) based techniques, and (vi) Edge based techniques, etc. Steganalysis is 

the art of detecting steganography. The RS and PDH analyses are applied on LSB and PVD 

based methodologies. This Chapter describes the spatial domain methodologies, RS analysis, 

PDH analysis, and the three research problems. 

2.2 A Study on Image Steganography Techniques 

2.2.1 LSB Substitution Technique 

Kurak and McHugh [20] started the concept of hiding in LSB positions in 1992.  As per this 

principle as the LSBs are less dominant to decide the intensity value of the pixel, so replacing 

an LSB bit by a data bit will not result in much change in intensity value. One example of 1-

LSB change is demonstrated in Fig 2.1. We can notice in this diagram that 1 secret bit is 

substituting a LSB of a pixel. Thus 3 bits are substituting LSBs of 3 different pixels. If we want 



 

12 

 

to hide more number of bits, then we can use up to 4 LSBs. So, in this way we can accommodate 

huge number of bits in the image. But if you use the LSBs of all the pixels sequentially, the SI 

can be detected by RS test [21] and also chi-square test [22]. Therefore, we shall try to use the 

LSBs of different pixels in a non-continuous manner. Table 2.1 enumerates the change of pixel 

value in case of single LSB substitution. One can observe that the change 2n ↔2n+1 holds 

good. Table 2.2 says that 2n ↔2n -1 could not hold. The example in Table 2.1 shows that 62 

↔63 is possible. The example in Table 2.2 shows that 62 ↔61 is not possible. This idea is kept 

into a formal procedure and used as RS analysis. 

 

 

Fig. 2.1 An illustration of the 1LSB substitution  

 

Table 2.1. Transformation 2n↔2n+1 (possible) 

Pixel value 

(decimal) 

Pixel 

value 

(binary) 

Bit to be 

embedded 

Stego-pixel 

value 

(binary) 

Stego-pixel 

value 

(decimal) 

Alteration 

62=2×31=2n,  

here n=31 

00111110 0 00111110 62=2×31 No change 

1 00111111 63=2×31+1 2n→2n+1 

63=2×31+1=2n+1, 

 here n=31 

00111111 0 00111110 62=2×31 2n+1→2n 

1 00111111 63=2×31+1 No change 
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Table 2.2. Transformation 2n↔2n-1 (not possible) 

Pixel value 

(decimal) 

Pixel 

value 

(binary) 

Bit to be 

embedded 

Required 

value 

(decimal) 

Required 

value 

(binary) 

Alteration 

not possible 

62=2×31=2n,  

here n=31 

00111110 0 61=2×31-1 00111101 2n→2n-1 

62→61 1 

61=2×31-

1=2n-1,  

here n=31 

00111101 0 62=2×31 00111110 2n-1→2n 

61→62 1 

 

     After it is known that RS test detects the LSB technique, researchers attempted to patch up 

in different ways to improve the security aspects. To achieve this Swain and Lenka [23] 

augmented cryptography with steganography. They also got larger HC. Here, they used 

encryption by a block cipher. However, they consumed only 2 bit planes out of 3 i.e., 6th, 7th 

and 8th bit planes.  

     The authors, Amirtharajan and Rayappan [24] used LSBs of the pixels in a random manner 

without going for continuous pixels, wherein the information is hidden in a block with least 

distortion. Undetectability is improved and PSNR is also good. 

     Word-hunt approach is proposed in [25] to reduce the expected number of changes in a pixel. 

This methodology accurately avoids the detections. Muhammad et al. also introduced an 

adaptive LSB approach with the help of a stego-key [26]. The secret data is enciphered by the 

cipher, and then buried in the OI. The results claim that this methodology maintains a good 

trade-off amid imperceptibility and HC. To bring up the HC, Wang et al. [27] adopted pixel 

adjustment without decreasing the image quality.  

     Authors in [28] brought an LSB replacement scheme by embedding information in k-LSBs. 

This technique produces quality SI, but is computationally complex. Chan et al. [29] suggested 

pixel adjustment after LSB alteration which generates good quality SI. Further, the merits of 

Chan et al.’s technique is the reduced time of execution.  LSB steganography based on patterns 

is proposed to improve the security [113].  
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2.2.2   Improved LSB Based Techniques 

The LSB array and LSB matching are improved LSB based techniques. Juneja and Sandhu [30] 

started LSB array-based embedding. The LSBs drawn from the pixels are grouped and known 

as LSB array. The secret data is converted to a bit-array. This bit-array is compared against the 

LSB arrays of numerous images, wherever maximum number of bits are matching, substituted 

there. But creating the LSB arrays of a larger number of images is not an easy task and it is very 

time consuming. Swain and Lenka [31] used multiple LSB arrays and selection of one array to 

hide the secret bits. Swain and Lenka [32] also introduced another variant i.e., binary word 

matching with LSB array. Here, every word is placed in a best fit place of the LSB array. It 

brings highest randomization and very hard to detect and steal the data. At the same time 

comparing every word against the LSB array is a time-consuming task. 

     Sharp [33] begun a new variant of LSB based approach known as LSB matching. In LSB 

matching, the LSB bits are not overlapped by data bits, rather the pixel value changes by ±1 

arbitrarily. In fact, Mielikainen [34] implemented it in true sense. This way of concealing 

information provides better SI quality than the conventional LSB based schemes.     

Mielikainen’s technique changes a pixel value in a random approach, so RS test cannot detect 

the SI. To get a clarity on this principle let us have a step-by-step description of Mielikainen’s 

approach.  

Step 1: Let us consider p1, p2, p3,….,pn as the pixels of the OI. Then, segregate 2 consecutive 

pixels as a block.  

Step 2: Furthermore, let us say that the secret bits are s1 and s2 and (p1, p2) is a 2-pixel block. 

Step 3: Camouflaging the bits is done in Eq. 2.1.  

(p1
∗ , p2

∗) =

{
 
 

 
 

  
(p1, p2), if (LSB(p1) = s1)   and   (f(p1, p2) = s2)                    
(p1, p2 + 1), if (LSB(p1) = s1)  and   (f(p1, p2)  ≠ s2)            
(p1 − 1, p2), if (LSB(p1) ≠ s1)   and   (f(p1 − 1, p2) = s2)     
(p1 + 1, p2), if (LSB(p1) ≠ s1)   and   (f(p1 − 1, p2)  ≠ s2)   

          (2.1) 

Where f(p1, p2) = LSB of (⌊p1 ⁄ 2⌋ + p2).          

Step 4: The process of extracting the camouflaged bits from (p1
∗ , p2

∗) is very easy. LSB of p1
∗  is 

retrieved as s1, and  s2 can be gotten through Eq. 2.2. 
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s2 = LSB (⌊p1
∗ ⁄ 2⌋ + p2

∗ )               (2.2) 

     Improvements are done over the LSB matching technique by various researchers [35, 36, 

37, 38] in terms of protection to security attacks. 

     In every pixel of a RGB image we have R, G, and B channels, each a byte. Each channel is 

8 bits. We can consider, every channel as a gray pixel, where a LSB can be altered by a data 

bit. Hence a color pixel can hold 3 data bits. But RS test can crack it, so different variants [39, 

40, 41, 42, 43, 44, 45, 46, 47] of RGB approach have been proposed. The main philosophy in 

these variants is that one of these 3 channels will be used as one indicator to specify HC for 

other 2 channels. Another philosophy is that the channels with higher values can accommodate 

higher changes. 

2.2.3 PVD Techniques  

As per LSB substitution, every pixel is treated equally, and in their LSBs data bits are held. 

Therefore, there is no discrimination between the edge regions and smooth regions as per this 

technique. In fact, researchers found that an edge region can hide more than a smooth region. 

Wu and Tsai’s [49] PVD technique is based on this ideology. They took 2 consecutive pixels 

as a block and computed their difference. Replaced this difference by a new difference value 

and recomputed the pixel values. The new difference value holds the secret data bits.  

     Look at an example given in Fig.2.2. A block (Pi , Pi+1)=(102,120). The difference d=18. It 

falls with range {16, 31}. In fact, the various ranges are {0,7}, {8, 15}, {16, 31}, {32, 63}, {64, 

127}, and {128, 255}. For a range, suppose U signifies the upper bound (UB), and L signifies 

the lower bound (LB). For the d value 18, the L value is 16, and U value is 31. The block shall 

hide n bits. We shall compute n as ⌊log2( U − L) + 1⌋. Hence in this case n=4. The 4 data bits 

to be hidden are 10112. In decimal it is 11, so  b=11. The new difference d′ is computed as L+ 

b. Hence d′ is 27. Again, compute m as di
′  – di. So, m is 9. Now by applying Eq. 2.3, the stego- 

block is (98, 125). 

(Pi
′, Pi+1

′  )= {
(Pi

′ − ⌊
m

2
⌋ , Pi+1

′ + ⌈
m

2
⌉ ) , if  d is even,

(Pi
′ − ⌈

m

2
⌉ , Pi+1

′ + ⌊
m

2
⌋ ), if d is odd 

                         (2.3) 
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Fig.2.2 An example of PVD embedding 

 

     The above philosophy of Wu and Tsai is plied on 2×2 blocks to further raise the HC [50, 

51]. But, the PDH test could detect the SIs of the above techniquese [52]. That is why the 

adaptive PVD (APVD) came into existence [9, 10].  

     There is no fixed range concept in APVD. The range is defined for every block afresh. Hence 

undetectability by PDH test is achieved. Huang [55] augmented mode-selection with 3-way 

PVD to bring multi-way PVD. It raised SI imperceptibility and improved the HC. 

Balasubramanian et al., [56] thought ahead in this direction and devised 8-PVD. By use of more 

edges this technique provided very large HC and also achieved a moderate value of PSNR. To 

get more security and get rid of sequential data embedding, Chen [57] used randomized hiding 

approach in 2×2 blocks and got undetectable SI. Hussain et al. [58] brought parity-bit based 

scheme to improve the undetectability. Tseng and Leng [59] used perfect square approach with 

1×2 PVD to improve the HC and achieve undetectability. A good number of flavors are also 

brought with new thoughts to achieve improved performance in HC, PSNR and undetectability 

[60-63, 82,83].  
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     Luo et al. [9] used 1×3 blocks for their APVD scheme. It is illustrated below. Let us consider 

a block in Fig.2.3(a). It has 3 pixels gi, gi+1, and gi+2. From this block, we can compute 2 

difference values plying Eq.2.4. 

d1= gi+1- gi, and d2= gi+2- gi+1              (2.4) 

     If |d1|≤ T and |d2|≤ T, then the block is left and no data is camouflaged in it, where T is a 

limit. Otherwise, we can embed in pixel gi+1 by computing its range. Ideally, we can consider 

the T value up to 10. 

 

    Let us say that gi+1
′  is the stego value of gi+1. To hide in it its range is computed in the 

following 4 variants. The letter L is for LB and the letter U is for the UB.   

Case 1: gI is greater than gi+1, and  gi+2 is greater than gi+1 

           If  |d1| > T and |d2| > T, then L=0, U=min(gi-T-1, gi+2-T-1) 

           If  |d1| > T and |d2| ≤ T, then L=max(gi+2-T, 0), U=min(gi-T-1, gi+2-1) 

           If  |d1| ≤ T and |d2| > T, then L= max(gi-T, 0), U=min(gi+2-T-1, gi-1) 

Case 2: gI is smaller than gi+1, and  gi+2 is smaller than gi+1 

           If  |d1| > T and |d2| > T, then L= max(gi+T+1, gi+2+T+1), U=255 

           If  |d1| > T and |d2| ≤ T, then L= max(gi+T+1, gi+2+1), U=min(gi+2 + T, 255) 

           If  |d1| ≤ T and |d2| > T, then L= max(gi+2+T+1, gi+1), U= min(gi + T, 255) 

Case 3: gi+1 ≥ gi and gi+1 ≥ gi+2 

           If  |d1| > T and |d2| > T, then L= gi+2+T+1, U=gi-T-1 

           If  |d1| > T and |d2| ≤ T, then L= gi+2, U=min(gi+2 + T, gi-T-1) 

           If  |d1| ≤ T and |d2| > T, then L= max(gi+2+T+1, gi-T), U= gi 

Case 4: gi+1 ≤ gi and gi+1 ≤ gi+2 

           If  |d1| > T and |d2| > T, then compute U=gi+2-T-1, L= gi+T+1 

           If  |d1| > T and |d2| ≤ T, then compute U=gi+2, L= max(gi+2-T, gi+T+1) 

           If  |d1| ≤ T and |d2| > T, then compute U=min(gi+2-T-1, gi+T), L= gi,  
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After getting the values of U and L, the capacity, n is decided by Eq.2.5. here k ≤4.  

n=min (k, ⌊log2|U − L + 1|⌋)                   (2.5) 

Take n data bits and write it as decimal integer b. Ply Eq.2.6 to generate gi+1
′ .  

 gi+1
′ = argmin

e
 {|e − gi+1| | |e − gi|  ≡ b (mod 2

n), e ∊ [L, U]}               (2.6) 

Fig.2.3(b) is your stego-block. Now we shall discuss about how to retrieve the data from this 

stego-block. To begin it, compute 2 difference values plying Eq.2.7. 

d2
′  = gi+2-gi+1

′ , and d1
′ = gi+1

′ - gi              (2.7) 

In case of |d2
′ |≤ T and |d1

′ |≤ T, the block can be ignored. In other case we shall compute the 

UB and LB for gi+1
′ by following the same 4 cases as we did in embedding procedure. 

Thereafter, we compute n through Eq.2.5 and then b through Eq.2.8.  

b ≡ |gi 
′  − gu| (mod 2

n)                    (2.8) 

Now we convert b to n bits. Retrieval is done.                                                                                              

 

     In Luo et al.’s scheme, the use of conditions |d1|≤ T and |d2|≤ T gives rise to “unused block 

problem (UBP)” and reduces the HC. That is why, to get more HC, Swain [10] used 2×2 and 

3×3 blocks for APVD. Authors of [53] brought an optimized version of APVD steganography. 

It produces better PSNR with higher HC. To avoid the PDH test, Pradhan et al. [54] combined 

exploiting modification directions (EMD) with LSB and PVD schemes and achieved higher 

HC and PSNR as compared to Shen and Huang. To check the integrity of retrieved bits at 

receiver, an appropriate logic is provided in QVD and QVC based steganography [112]. 

2.2.4 LSB+PVD Techniques  

LSB substitution results in higher HC. PVD results in better imperceptibility. By integrating 

both these thoughts in a single approach we can improve upon both the aims, HC and 

imperceptibility. Wu et al., [64] did this way. They did LSB in smooth blocks and PVD in non-

smooth blocks. It is described below.  
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Step 1: The OI is broken up into 1×2 disjoint blocks. Suppose p1 and p2 denote the 2 pixels of 

one block.  

Step 2:   From p1 and p2, computer their difference v. If v ≤15, mark the block as smooth. If 

not, mark it as non-smooth (edge). 

Step 3:   In a non-smooth block, ply PVD idea of Wu and Tsai.  

Step 4:  In a smooth block, ply LSB substitution up to 3 bits for p1 and p2. Let p1
′  and p2

′  be the 

two new pixel values after 3LSB substitution. Then find v′, difference amid p1
′  and 

p2
′ . If v′ ≤ 15, then assign p1

∗  = p1
′  and p2

∗  = p2
′  , otherwise apply Eq.2.9. Hence, 

p1
∗ , and p2

∗  are obtained as stego-pixels. 

(p1
∗ , p2

∗) = {

    
(p1

′  − 8, p2
′ +  8), if p1

′ ≥ p2
′  

 (p1
′ + 8, p2

′ −  8), if p1
′ < p2

′    
       (2.9) 

 

Now we shall discuss about the data retrieval. To retrieve data from p1
∗  and p2

∗  compute,  v∗ = 

│p1
∗  − p2

∗│. In case of v∗ < 15, extract 3 LSBs of both the pixels. Otherwise ply Wu & Tsai’s 

extraction process. 

     In article [65] it is discussed that the technique in [64] is mostly satisfying v≤15, so doing 

mostly LSB replacement. So, it may be caught by RS analysis. Swain [66] considered a 3×3 

blocks for plying LSB and PVD together. It performs well w.r.t HC and imperceptibility.      

Darabkh et al. [67] plied PVD with modified LSB substitution technique to raise the HC.  

     A LSB+PVD approach was also brought by Khodaei and Faez [68]. Their ideology is as 

follows. The OI is broken up into 1×3 blocks, as depicted at Fig.2.4(a). OI is considered as a 

2D grid of pixels. In centre pixel  gx, k bit LSB change is done. Here, k may be 3, 4, or 5. 

Suppose  gx
′  is the stego-value (SV) of  gx. Again, let L is the decimal integer values for k LSBs 

of  gx, and S is the decimal integer values for k LSBs of  gx
′ . Denote d=L-S and compute  gx

′  

through Eq.2.10. 

gx
′ = {

   gx
′ + 2k , if d >  2k−1 and  0 ≤  gx

′ + 2k  ≤ 255     

   gx
′ − 2k, if d < − 2k−1 and  0 ≤  gx

′ − 2k  ≤ 255  

gx
′  , otherwise                                                               

                  (2.10) 
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Now we shall calculate  d1 = |gx
′  − gl|  and d2 = |gx

′  − gr|. We use a pair of range tables. For 

type 1, we use Table 2.3 and for type 2, we use Table 2.4. 

Table 2.3 Khodaei and Faez’s Range table 1 (type 1) 

 

Table 2.4 Khodaei and Faez’s Range table 2 (type 2) 

 

     Let l1 is projected as LB and t1 is projected as capacity of the range where d1 fits in. 

Similarly, l2 is projected as LB and t2 is projected as capacity of the range of d2. Represent the 

next  t1 data bits as s1 and next t2 data bits as s2. Compute d1
′  and d2

′  plying Eq.2.11. 

d1
′ = l1 + s1 , d2

′ = l2+ s2                   (2.11) 

Plying Eq.2.12, gl
′′, gl

′′′, gr
′′, and gr

′′′are computed. 

gl
′′= gx

′  - d1
′  , gr

′′= gx
′  - d2

′  ,  gl
′′′= gx

′  + d1
′  ,  gr

′′′= gx
′  + d2

′                    (2.12) 

Plying Eqs. 2.13 and 2.14 gl
′  and gr

′  are computed. These are the final SVs for gl and gr 

respectively. 

gl
′={

gl
′′ , if  0 ≤ gl

′′ ≤ 255 and |gl − gl
′′| < |gl − gl

′′′|  

  gl
′′′ , otherwise                                                              

                    (2.13) 

gr
′={
gr
′′ , if  0 ≤ gr

′′ ≤ 255 and |gr − gr
′′| < |gr − gr

′′′| 

  gr
′′′ , otherwise                                                               

                  (2.14) 

Hence Fig.2.4(b), represents the stego-block for Fig.2.4(a).  
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Now let us look at the data retrieval process. First, we divide SI into blocks as we did it earlier. 

Fig.2.4(b) is one block of SI. First, we extract LSBs from gx
′ . After this use Eq.2.15 to compute 

d1
′  and d2

′ .  

d2
′ = | gr

′ − gx
′  |, and d1

′ = | gl
′ − gx

′  |                 (2.15) 

For d1
′ , let the LB is l1, and capacity is  t1. For d2

′ , let the LB is l2, and capacity is  t2. Tables 

2.3 and 2.4 can be used as 2 range tables here also. Through Eq.2.16 calculate s1 and s2. 

s1= d1
′ − l1 , s2= d2

′ − l2                 (2.16) 

Finally, s1 and s2 are converted to t1 and t2 binary bits accordingly. Extraction is done. 

 

     Gulve and Joshi [69] plied cryptography to add one more security layer in PVD+LSB 

approach. Hussain et al. [70] used prediction error based LSB+PVD approach and to make a 

trade-off amid HC and imperceptibility. Shukla et al. [71] augmented AES cryptography and 

compression logic with Khodaei and Faez’s [68] to produces larger HC. Khodaei et al. [72] 

proposed an adaptive LSB+PVD mechanism. They made 2 adjoint pixels as a block. If any 

pixel value is more than 191, then 3LSB is changed for every pixel in that block. If not, compute 

the difference and trace it in a range table. From the range table, HC is known. Based on it pixel 

values are recomputed. This approach is not bad, it shows some superiority figures over other 

techniques.  

     Jung [73] used LSB+PVD methodology plying 2-bit planes to get higher HC. Let us consider 

a block with 2-adjacent pixels (P1,  P2). As per this technique LSB camouflaging will be 

performed in k LSBs just by altering the LSBs and in rest (8-k) bits camouflaging will be 

performed plying PVD logic. Data camouflaging logic is given below. Compute remainders 

R1=P1 mod 2k and R2=P2 mod 2k. R1 projects the integer value for k LSBs of P1. R2 projects 

the integer value for k LSBs of P2. Similarly, compute  Q1=P1 div 2k and Q2=P2 div 2k. For 

examples, 13 mod 3 = 1, and 13 div 3 = 4.  This figures the decimal integer for remaining (8-k) 

bits of  P1, and  P2 accordingly. 

     Consider d=|Q1 −  Q2|. Let L projects the LB and n projects capacity range of d in Table 

2.5. Suppose the n data bits are denoted as S.  
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Table 2.5 Jung’s range table 

 

     Evaluate d′ = L+S. Again, evaluate m=|d′ − d|. Now ply Eq.2.17 to get (Q1
′  , Q2

′ ). 

(Q1
′  , Q2

′ ) = {
(Q1 − ⌈m 2⌉⁄  , Q2  +  ⌊m 2⌋⁄  ), if d is odd
(Q1 − ⌊m 2⌋⁄ , Q2  + ⌈m 2⌉⁄  ), if d is even

                  (2.17) 

     Say, R1
′  is integer value for next k secret bits. Then calculate  P1

′  = Q1
′  ×  2k + R1

′ . Again, 

say R2
′  is integer value for next k secret bits. Then compute  P2

′  = Q2
′  ×  2k + R2

′ . Thus,   P1
′  

and  P2
′ denote the SVs of P1 and P2 accordingly. 

     Now let us see how to retrieve the data from ( P1
′,  P2

′). Calculate quotients and remainders 

through Eqs.2.18 and 2.19 accordingly. 

Q1
′ = P1

′ div2k  and Q2
′ = P2

′ div2k                 (2.18) 

R1
′  = P1

′ mod 2k and  R2
′  = P2

′ mod 2k                (2.19) 

     Evaluate d′= |Q1
′  – Q2

′ |. Suppose L projects the LB and n projects capacity of a range of d′ 

in Table 2.6. Evaluate b = d′ - L. Write b in n bits. Project R1
′  in k bits. Project R2

′  in another k 

bits. Concatenate all these obtained bits to make a bit sequence. Extraction is done.   

     Pradhan et al. [83] integrated QVD with side match (SM) to obtain higher HC and PSNR. 

Liao et al. [74] brought a superior LSB+PVD approach to have good SI quality and HC. They 

decided the HC of a 4-pixel block by their average difference value. Kalita et al. [75] suggested 

XOR encoding with adaptive LSB and PVD to improve the performance. Swain [76, 77] used 

Khodaei and Faez’s [68] approach in 2×2 and 2×3 blocks and got higher PSNR. Various flavors 

of LSB+PVD approaches are available in recent literature [78-82].  

2.2.5 Modulus Function (MF) Based Techniques 

Wang et al. [84] initiated MF based PVD, wherein instead of the difference the remainder after 

the mod operator is replaced by a new value. Remainders are computed for 2 continuous pixels 

and they are changed to hold in the data bits. After this the distortion in SI is brought down 
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using the optimization steps. Experimentally, it is worth to note that RS test could not detect 

the SI. Further, the FOBP is also avoided successfully. Wang et al., used 1×2 non-overlapped 

blocks to apply PVD. It is described here. Suppose, P1 and P2 are the 2 pixels of a block. The 

data hiding procedure has been narrated below. 

Compute d=|P1 − P2|, it lies a range of Table 2.6, its HC is t.  

Table 2.6 Wang et al.’s range table 

 

     Pick up t secret bits. Find its decimal equivalent as t′. Compute F = (P1 + P2) mod 2
t, m =

|F −  t′| and m1 = (2
t −m). This  t′ is concealed inside  P1 and P2 in any one of the below 8 

cases to obtain stego-pixels  P1
′  and P2

′ respectively. 

Case 1: if  (F >  t′ and m ≤  2t−1 and P1 ≥ P2), then  P1
′ = P1 − ⌈

𝑚

2
⌉ and  P2

′ = P2 − ⌊
𝑚

2
⌋  

Case 2: if   (F >  t′ and m ≤ 2t−1 and P1 < P2), then  P1
′ = P1 − ⌊

𝑚

2
⌋  and  P2

′ = P2 − ⌈
𝑚

2
⌉ 

Case 3: if   (F >  t′ and m > 2t−1 and P1 ≥ P2), then  P1
′ = P1 + ⌊

𝑚1

2
⌋ and  P2

′ =  P2 + ⌈
𝑚1

2
⌉ 

Case 4: if   (F >  t′ and m > 2t−1 and P1 < P2), then  P1
′ = P1 + ⌈

𝑚1

2
⌉  and  P2

′ =  P2 + ⌊
𝑚1

2
⌋ 

Case 5: if   (F ≤  t′ and m ≤ 2t−1 and P1 ≥ P2), then  P1
′ = P1 + ⌊

𝑚

2
⌋  and  P2

′ =  P2 + ⌈
𝑚

2
⌉  

Case 6: if   (F ≤  t′ and m ≤ 2t−1 and P1 < P2), then  P1
′ = P1 + ⌈

𝑚

2
⌉  and  P2

′ =  P2 + ⌊
𝑚

2
⌋ 

Case 7: if   (F ≤  t′ and m > 2t−1 and P1 ≥ P2), then  P1
′ = P1 − ⌈

𝑚1

2
⌉   and  P2

′ =  P2 − ⌊
𝑚1

2
⌋ 

Case 8: if   (F ≤  t′ and m > 2t−1 and P1 < P2), then  P1
′ = P1 − ⌊

𝑚1

2
⌋   and  P2

′ =  P2 − ⌈
𝑚1

2
⌉      

     If  P1
′  or P2

′ lies in range {0, 255}, then it is fine. Otherwise, readjustment is done utilizing 

any one of the below 8 cases. This is performed to bring  P1
′  or P2

′ value into the range {0, 255}.  

Case 1: if  (P1
′ < 0 &  P2

′ ≥ 0,& |P1
′ − P2

′| > 128), then  P1
′ = 0 &  P2

′ = P1
′ +  P2

′ 

Case 2: if  (P1
′ ≥ 0 &  P2

′ < 0  and  |P1
′ − P2

′| > 128), then   P1
′ = P1

′ +  P2
′ &  P2

′ = 0 

Case 3: if  (P1
′ > 255 and  P2

′ ≥ 0 and  |P1
′ − P2

′| > 128), then  P1
′ = 255 and  P2

′ = P1
′ +

 P2
′ − 255 
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Case 4: if  (P1
′ ≥ 0 and  P2

′ > 255   and  |P1
′ − P2

′| > 128), then  P1
′ = P1

′ +  P2
′ −

255 and  P2
′ = 255 

Case 5: if  (P1
′ < 0  and  |P1

′ − P2
′| ≤ 128), then   P1

′ = P1
′ + 2t−1and  P2

′ = P2
′ 

Case 6: if  (P2
′ < 0  and  |P1

′ − P2
′| ≤ 128), then   P1

′ = P1
′ and  P2

′ = P2
′ + 2t−1 

Case 7: if  (P1
′ > 255  and  |P1

′ − P2
′| ≤ 128), then   P1

′ = P1
′ − 2t−1 and  P2

′ = P2
′ 

Case 8: if  (P2
′ > 255  and  |P1

′ − P2
′| ≤ 128), then   P1

′ = P1
′,   P2

′ = P2
′ − 2t−1 

     The data retrieval is performed from 1×2 disjoint pixel blocks by the below procedure. In a 

2-pixel block ( P1
′ ,  P2

′), d=| P1
′ −  P2

′| is computed. By referring to Table 2.6, the range and HC 

of the range t is identified. The embedded decimal digit, t′ = (P1
′ +  P2

′) mod 2t, it is 

transformed to t bits. It is our retrieved data.  

     There is some irregularity in the PDH of Wang et al.’s scheme, so Joo et al. [85] addressed 

it plying turnover strategy. Li and He [86] advanced MFPVD by augmenting it with particle 

swarm optimization (PSO). Xu et al. [87] plied LSB and modulo three strategies to improve the 

performances. Although Wang et al.’s [84] MFPVD performs well, but gives range mismatch 

problem. Swain [88, 89] proposed some improvements. Various flavours of MF based 

techniques are provided by researchers [90-94, 110, 111].  

2.2.6 Edge Based Techniques  

In edge regions the changes in pixel values cannot be easily noticed, so we can put good number 

of bits in its edge areas in contrast to smooth areas. The edges in the image are often selected 

by a variety of detectors like Canny, Fuzzy, and Sobel. Islam et al. [95] developed an edge-

based scheme dependent on the message size. It successfully survives various attacks. Sun [96] 

proposed Canny edge detector-based technique to find the edges and effectively improved HC. 

Luo et al. [97] identified the horizontal and vertical edges as per difference between two 

consecutive pixels adaptively. Modi et al. [98] modified Canny edge detector to improve the 

performance, but could not give better HC as compared to others. Bassil et al. [99] brought one 

Canny edge related LSB approach to keep the secret bits in RGB channels. This approach buries 

secret bits in each channel, in their 3LSBs. Chan and Chang [100] combined both Canny and 

Fuzzy detector. Roy et al. [101] found the edges by matrix encoding strategy to enhance the 

HC. Dadgostar and Afsari [102] correctly found the edges by a new variant of fuzzy edge 
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detector. In literature, different flavors of edge detectors are proposed to improve upon HC 

[103-106]. 

2.3. Security Evaluation 

2.3.1 PDH Attack 

The SIs of usual PVD schemes could be detected by PDH attack. The PDH is a 2-D graph, 

where pixel difference (PD) and frequency count of PD are taken on x and y axes accordingly 

[3]. We consider two plots together for comparison. One plot is for the designated OI and other 

plot for its SI. The curve of OI will be smooth in shape without curly appearance. If the curve 

of the SI is also smooth, then PDH test could not detect it. If the curve of the SI is also curly in 

nature, then PDH test could detect it. For examples, Fig.2.5 (a) renders the PDH test for Lena 

image in Wu and Tsai [49] technique, Fig.2.5 (b) renders PDH test for Lena image Luo et al.’s 

[9] scheme. In Fig.2.5 (a), we can notice curly nature in the curve of SI, so PDH test could 

detect it. In Fig.2.5 (b) there is no curly nature in the curve of SI, so PDH test could detect it.  

 

Fig.2.5 PDH attack examples 

2.3.2 RS Attack 

RS analysis is a statistical analysis. It uses the ideology that in LSB substitution, the change in 

pixel value 2n ↔2n+1 does happen, but the change 2n ↔2n-1 does not happen. RS analysis 

computes 4 parameters Rm , Sm , R−m and S−m as described in [3] and detects the 
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steganography. In the OI the condition  Rm  ≈ R−m > Sm  ≈ S−m will be satisfied usually. If it 

also satisfies in SI, then RS test could not detect it.  

“In contrary, if for SI, we get  R−m  - S−m > Rm  - Sm , then steganography is detected. Fig.2.6(a) 

is an example of RS test over 1-bit LSB substitution scheme. Fig.2.6(b) is an example of RS 

test over Luo et al.’s [9] methodology. In Fig.2.6(b), Rm  ≈ R−m > Sm  ≈ S−m . Hence Luo et 

al.’s scheme is un-detected by RS test. In Fig.2.6(a), R−m  - S−m > Rm  - Sm , so 1-LSB 

substitution is detected by RS test” [3].  

 

Fig.2.6 RS attack over Lena image 

2.4. Identified Research Problems  

This research focusses on three research issues, (i) FOBP in recent PVD based techniques, (ii) 

hiding capacity of APVD techniques are low due to UBP, and (iii) PDH analysis does not detect 

MDPVD techniques.  

2.4.1 FOBP in PVD Steganography 

For any gray image, its pixel value is from 0 to 255. After embedding the secret bits in it, if its 

value does not fall in {0, 255}, then FOBP has occurred.  
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     In Khodaei and Faez’s [68] scheme, FOBP occurs. Jung’s [73] LSB+PVD also suffers from 

FOBP. We give below a numerical argument to understand it. Say, k=2, and a block (P1,  P2) =

(129, 249). That means P1 = 129 and P2= 249. We can compute  R1 = 1, R2 = 1, Q1 =

32, and Q2 = 62. We want to hide the data 000100102. Take 2 bits i.e., 002, so R1
′  = 0. Again, 

take next 2 bits i.e., 012, so R2
′  =1. As Q1 = 32, and Q2 = 62, so d= |32 - 62| = 30. As our d 

value 30 falls in {16, 31}, so we got L=16 and n=4. Again, the next 4 bits are 00102, i.e., S=2. 

Further we computed d′ =L+S = 16 + 2 = 18, m=|d′ − d| = |18 − 30| = 12. Here d is an even 

value. So, we got Q1
′ = (Q1 − ⌊

𝑚

2
⌋ ) = 26, and Q2

′ = (Q2 + ⌈
𝑚

2
⌉ ) = 68. Finally, the stego-

pixel values, P1
′ = 26×4+0 = 104 and P2 

′ = 68×4+1 = 273. The value of P2 
′  > 255, so FOBP 

identified. 

2.4.2 Unused Blocks Problem (UBP) in APVD 

APVD scheme of Luo et al.’s [9] has been described in this Chapter. Table 2.7 shows a count 

of the blocks matching with the condition (|d1|≤ T and |d2|≤ T), for T value as 10. It is evident 

from this study that 69 % of the blocks are unassessed. As a consequence of this, the HC falls 

down to 0.37 BPB. 
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2.4.3 PDH Analysis cannot Detect Multi-directional PVD  

The conventional PVD schemes are caught by PDH test. For an examples, Fig.2.7 (a) and (b) 

depicts PDH tests on Lena and Baboon images for Wu and Tsai’s PVD. In both the cases the 

continuous line depicts the OI and dot line depicts the SI. The dot line is curly in nature, so 

PDH detected the steganography. 

     Researchers found that by using large blocks like 2×3 and 3×3, and exploiting edges in 

multiple directions, PDH test cannot detect. The traditional PDH test can catch only those 

schemes that plies PVD in 1×2 blocks. But it cannot trace steganography schemes that uses 

PVD in larger size blocks like 4, 6, and 9.  

 

  

                                    (a)                                   (b) 

 

 

2.5 Research Contributions 

To address these three problems stated above, three different steganography techniques are 

proposed in Chapters 3, 4, and 5. In Chapter 3, a steganography technique based on QVD and 

PVC is proposed. It avoids FOBP. In Chapter 4, a steganography technique based on RR, 

AQVD, and QVC is proposed. It makes a fair balance between PSNR, and HC. It also addresses 

UBP. In Chapter 5, the MDPDH analysis is proposed, which can detect multi-directional PVD 

techniques. 
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Chapter 3 

Steganography Based on QVD and PVC 

 

 

3.1 Introduction 

PVD steganography techniques produce imperceptible SIs. Majority of the PVD related 

methodologies hurt with FOBP. To avoid FOBP this chapter presents a steganographic scheme 

by combining QVD with PVC. Here the data embedding is done in 2 stages in 3×3 blocks. Here 

the first stage is QVD and remainder replacement (RR) on 5 pixels. These 5 pixels are central 

pixel and its 4 adjacent pixels on upper, right, lower, and left sides. After stage-1, and with the 

change values of these 5 pixels, stage 2 is applied. In stage 2 PVC procedure is plied on the rest 

of the pixels (4 corner pixels). The outcomes are improved. The HC is boosted i.e., 3.92 BPB 

with acceptable PSNR value. Security is checked by 2 tests, (i) RS test, and (ii) PDH test. The 

experimental outcomes justify that there is no curly shape on SI PDH curves, that means PDH 

test could not recognize this steganography methodology. The technique is also not caught by 

RS test.  

3.2 The Proposed QVD+PVC Scheme [116] 

3.2.1 The Data Hiding Procedure 

The OI is scanned in raster order and 3×3 blocks are formed in dis-joint manner as projected in 

Fig.3.1(a). Out of 9 pixels, RR+QVD logic is plied on 5 pixels ( P2,  P4,  P6, P8,  Pc). If FOBP 

occurs, then RR+QVD logic is revoked and 4-bit LSB substitution is plied on these 5 pixels, 

SVs of these 5 pixels are utilized to ply PVC logic in 4 corner pixels. RR+QVD is Stage-1, and 

PVC is Stage 2. 

The steps 1 through 8 describe embedding procedure of Stage 1. 

Step 1:  From  Pc,  P2,  P4,  P6, and  P8, remainders, and quotients are spawned through Eqs.3.1, 

and 3.2 accordingly.  
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Ri=Pi mod 4, for, i = 2 through 8 in steps of 2, and  Rc=Pc mod 4            (3.1) 

Qi= Pi div 4, for, i = 2 through 8 in steps of 2, and Qc= Pc div 4               (3.2) 

In Eq.3.1, Ri=Pi mod 4, where i = 2 through 8 in steps of 2. It means that R2=P2 mod 4, R4=P4 

mod 4, R8=P8 mod 4, and R6=P6 mod 4. In Eq.3.2, Qi= Pi div 4, where i = 2 through 8 in steps 

of 2. It means that Q2= P2 div 4, Q4= P4 div 4, Q6= P6 div 4, and Q8= P8 div 4. Operator mod 

projects remainder division, for example 35 mod 4=3, and operator div projects quotient 

division, for example 35 div 4=8. 

Step 2: A secret bit is taken and appended to left of indicator bit 1. The decimal value of these 

2 bits is termed as SV of Rc. Let us name it as Rc
′ . Take next 2 bits, alter to decimal and denote 

it as R2
′ . Further, take 2 more bits, alter to an integer R4

′  in decimal. In the same way R6
′  and 

R8
′ . Hence  R2

′ , R4
′ , R6

′ , and R8
′  are the SVs. 

Step 3:  Using Eq.3.3, compute 4 quotient differences. 

di = (Qi − Qc) , where i = 2 through 8 in steps of 2            (3.3) 

Eq.3.3 says that  d2 = (Q2 − Qc), d4 = (Q4 − Qc), d6 = (Q6 − Qc), and d8 = (Q8 − Qc). 

Table 3.1 is the range table. Assume that | di|, where i =2 through 8 in steps of 2, lie in a range 

of this table, where the LB is denoted as Li and HC is denoted as ni. 

 

Step 4: For i = 2 through 8 in steps of 2, use next ni bits and project bi as its decimal value. 

Then calculate di
′ value using Eq.3.4. Again, by Eq.3.5, get mi where i = 2 through 8 in steps 

of 2. 

di
′ = {

 Li + bi , if  di ≥ 0,
−Li − bi , if  di < 0 

  , where i = 2 through 8 in steps of 2             (3.4) 

mi = di
′  – di  ,  where i = 2 through 8 in steps of 2                     (3.5) 

For i=2 Eq.3.4 and Eq.3.5 represent d2
′  = {

 L2 + b2 , if  d2 ≥ 0,
−L2 − b2 , if  d2 < 0 

, and m2 = d2
′   – d2 

respectively.  
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For i=4 Eq.3.4 and Eq.3.5 represent d4
′  = {

 L4 + b4 , if  d4 ≥ 0,
−L4 − b4 , if  d4 < 0 

, and m4 = d4
′   – d4 

respectively.  

For i=6 Eq.3.4 and Eq.3.5 represent d6
′  = {

 L6 + b6 , if  d6 ≥ 0,
−L6 − b6 , if  d6 < 0 

, and m6 = d6
′   – d6 

respectively.  

For i=8 Eq.3.4 and Eq.3.5 represent d8
′  = {

 L8 + b8 , if  d8 ≥ 0,
−L8 − b8 , if  d8 < 0 

, and m8 = d8
′   – d8 

respectively.  

 

Step 5: Use Eq.3.6 to embed in 4 quotient pairs (Qc , Qi), where i = 2 through 8 in steps of 2. 

(Qci
′  , Qi

′) ={
(Qc − ⌊

mi 

2
⌋ ,  Qi + ⌈

mi 

2
⌉ ), if  di is even,    

(Qc − ⌈
mi 

2
⌉ ,  Qi + ⌊

mi 

2
⌋), if  di is odd       

       (3.6) 

For i=2, Eq.3.6 means that (Qc2
′  , Q2

′ ) ={
(Qc − ⌊

m2 

2
⌋ ,  Q2 + ⌈

m2 

2
⌉ ), if  d2 is even,

(Qc − ⌈
m2 

2
⌉ ,  Q2 + ⌊

m2 

2
⌋), if  d2 is odd    

. 

For i=4, Eq.3.6 means that (Qc4
′  , Q4

′ ) ={
(Qc − ⌊

m4 

2
⌋ ,  Q4 + ⌈

m4 

2
⌉ ), if  d4 is even,

(Qc − ⌈
m4 

2
⌉ ,  Q4 + ⌊

m4 

2
⌋), if  d4 is odd    

. 

For i=6, Eq.3.6 means that (Qc6
′  , Q6

′ ) ={
(Qc − ⌊

m6 

2
⌋ ,  Q6 + ⌈

m6 

2
⌉ ), if  d6 is even,

(Qc − ⌈
m6 

2
⌉ ,  Q6 + ⌊

m6 

2
⌋), if  d6 is odd    

. 

For i=8, Eq.3.6 means that (Qc8
′  , Q8

′ ) ={
(Qc − ⌊

m8 

2
⌋ ,  Q8 + ⌈

m8 

2
⌉ ), if  d8 is even,

(Qc − ⌈
m8 

2
⌉ ,  Q8 + ⌊

m8 

2
⌋), if  d8 is odd    

. 

After data hiding, 4 new quotient pairs are generated: (Qc2
′  , Q2

′ ), (Qc4
′  , Q4

′ ), (Qc6
′  , Q6

′ ), and 

(Qc8
′  , Q8

′ ). We got Qc2
′ , Qc4

′ , Qc6
′ , and Qc8

′  as 4 SVs for Qc. We got Q2
′ , Q4

′ , Q6
′ , and Q8

′  as the 

SVs for Q2, Q4, Q6, and Q8 accordingly.     

Step 6: In Eq.3.7, we compute Qm
′ .  

Qm
′  = ⌈

(Qc2
′ +Qc4

′ +Qc6
′ +Qc8

′  )

4
 ⌉                  (3.7) 

We shall choose  Qc
′ , the SV of Qc from 5 choices like Qm

′ , Qc2
′ , Qc4

′ , Qc6
′ , and Qc8

′ . The choosing 

is done in below 5 cases.  
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Case 1: If we select Q𝑚
′ , then we must set Q2

′  = Q2
′  + (Qm

′  - Qc2
′ ), Q6

′  = Q6
′  + (Qm

′  - Qc6
′ ), Q8

′  = 

Q8
′  + (Qm

′  - Qc8
′ ), and Q4

′  = Q4
′  + (Qm

′  - Qc4
′ ). 

Case 2: If we select Qc2
′ , then we must set Q2

′  = Q2
′ , Q6

′  = Q6
′  + (Qc2

′  - Qc6
′ ), Q8

′  = Q8
′  + (Qc2

′  - 

Qc8
′ ), and Q4

′  = Q4
′  + (Qc2

′  - Qc4
′ ). 

Case 3: If we select Qc4
′ , then we must set Q2

′  = Q2
′  + (Qc4

′  - Qc2
′ ), Q6

′  = Q6
′  + (Qc4

′  - Qc6
′ ), Q8

′  = 

Q8
′  + (Qc4

′  - Qc8
′ ), and Q4

′  = Q4
′  

Case 4: If we select  Qc6
′ , then we must set Q2

′  = Q2
′  + (Qc6

′  - Qc2
′ ), Q6

′  = Q6
′ , Q8

′  = Q8
′  + (Qc6

′  - 

Qc8
′ ), and Q4

′  = Q4
′  + (Qc6

′  - Qc4
′ ). 

Case 5: If we select Qc8
′ , then we must set Q2

′  = Q2
′  + (Qc8

′  - Qc2
′ ),  Q6

′  = Q6
′  + (Qc8

′  - Qc6
′ ), Q8

′  = 

Q8
′ , Q4

′  = Q4
′  + (Qc8

′  - Qc4
′ ). 

We shall exercise these 5 cases and consider the case which generates least value of MSE. The 

MSE is obtained plying Eq.3.8. 

MSE = | 
( Qc

′−Qc)
2+( Q2

′−Q2)
2+( Q4

′−Q4)
2+( Q6

′−Q6)
2+( Q8

′−Q8)
2

5
 |                (3.8) 
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Step 7: Now the SVs of pixels are enumerated plying Eq.3.9. For i=2 through 8, the SV of  Pi 

is  Pi
′. The SV of  Pc is  Pc

′. 

Pc
′ = Qc

′  × 4 +Rc
′  , Pi

′ = Qi
′ × 4 + Ri

′ , where i = 2 through 8 in steps of 2        (3.9) 

Eq.3.9 means that  Pc
′ = Qc

′  × 4 + Rc
′  , P2

′ = Q2
′  × 4 + R2

′ , P4
′ = Q4

′  × 4 + R4
′ , P6

′ = Q6
′  × 4 + R6

′ , 

and P8
′ = Q8

′  × 4 + R8
′ . 

Step 8: In case, if any of these 5 quotient values,  Qc
′ , Q2

′ ,  Q6
′ ,  Q4

′ , and Q8
′  does not lie in {0, 

63}, then steps 1 to 7 i.e., the QVD+RR is revoked, and 4-bit LSB replacement is done in  Pc, 

P2, P4, P6, and P8 as below.  

     Next 3 secret bits are adjoined on left of bit 0 (indicator). These 4 bits are put in in 4 LSBs 

of Pc.  Again, 4 LSBs of each pixel P2, P4, P6, and P8, 4 secret bits put.  

     The resultant block after applying steps 1 through 8 is represented in Fig.3.1 (b) 

 

The Stage 2 is PVC on  P1,  P3,  P7, and  P9. The steps 9 through 12 describe this procedure. 

Step 9: As shown in Fig.3.1(c), the three adjoint pixels of  P1 are P2
′, P4

′, and Pc
′. Similarly, the 

three adjoint pixels of P3 are P2
′, P6

′, and Pc
′. The three adjoint pixels of  P7 are P4

′, P8
′, and Pc

′. 

The three adjoint pixels of P9 are P6
′, P8

′, and Pc
′. Through Eqs. 3.10-3.13, generate  d1,  d3,  d7, 

and  d9. The MAX operation is the largest value selector from its 3 arguments. MIN operation 

is the smallest value selector from its 3 arguments.  

 d1= MAX (P2
′, P4

′, Pc
′) - MIN (P2

′, P4
′, Pc

′)                         (3.10) 

 d3= MAX (P2
′, P6

′, Pc
′) - MIN (P2

′, P6
′, Pc

′)                         (3.11) 

 d7= MAX (P4
′, P8

′, Pc
′) - MIN (P4

′, P8
′, Pc

′)                         (3.12) 

 d9= MAX (P6
′, P8

′, Pc
′) - MIN (P6

′, P8
′, Pc

′)                         (3.13) 

Step 10:  Through Eq.3.14, generate ni. In case of  ni ≥ 4, set  ni = 4. 

 ni = {
1, if 0 ≤  di ≤ 1      

  ⌊ log2 di⌋ , if  di > 1
  , for i=1 through 9 in steps of 2                 (3.14) 

For i=1, Eq.3.14 means that   n1 = {
1, if 0 ≤  d1 ≤ 1      

  ⌊ log2 d1⌋ , if  d1 > 1
.  
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For i=3, Eq.3.14 means that   n3 = {
1, if 0 ≤  d3 ≤ 1      

  ⌊ log2 d3⌋ , if  d3 > 1
 

For i=7, Eq.3.14 means that   n7 = {
1, if 0 ≤  d7 ≤ 1      

  ⌊ log2 d7⌋ , if  d7 > 1
 

For i=9, Eq.3.14 means that   n9 = {
1, if 0 ≤  d9 ≤ 1      

  ⌊ log2 d9⌋ , if  d9 > 1
 

Step 11: For i=1 through 9 in steps of 2, take  ni bits and write as a decimal integer bi. Now 

use Eq.3.15, to embed bi in  Pi. As a result, the obtained SV is Pi
′. 

Pi
′=  Pi -  Pi mod 2ni +  bi                (3.15) 

“For i=1, the above statement means that, take  n1 data bits and convert to a decimal digit  b1. 

After hiding  b1 in  P1, the SV is  P1
′ =  P1 -  P1 mod 2n1 +  b1. 

For i=3, the above statement means that, take  n3 data bits and convert to a decimal digit  b3. 

After hiding  b3 in  P3, the SV is P3
′ =  P3 -  P3 mod 2n3 +  b3. 

For i=7, the above statement means that, take  n7 data bits and convert to a decimal digit  b7. 

After hiding  b7 in  P7, the SV is P7
′ =  P7 -  P7 mod 2n7 +  b7. 

For i=9, the above statement means that, take  n9 data bits and convert to a decimal digit  b9. 

After hiding  b9 in  P9, the SV is P9
′ =  P9 -  P9 mod 2n9 +  b9.” 

Step 12: Again, for i=1 through 9 in steps of 2, generate 𝛥𝑖= Pi
′- Pi. Through Eq.3.16 adjust the 

value of Pi
′. 

Pi
′ = {

 Pi
′ − 2ni , if  2ni−1 < 𝛥𝑖 < 2ni  & Pi

′ ≥ 2ni ,                   

Pi
′ + 2ni , if − 2ni < 𝛥𝑖 < −2

ni−1 & Pi
′ ≤ 255 − 2ni

            (3.16) 

For i=1, Eq. 3.16 says that 𝛥1= P1
′- P1, and 

P1
′={
 P1
′ − 2n1 , if  2n1−1 < 𝛥1 < 2n1 & P1

′ ≥ 2n1 ,                   

P1
′ + 2n1 , if − 2n1 < 𝛥1 < −2n1−1 & P1

′ ≤ 255 − 2n1
. 

For i=3, Eq. 3.16 says that 𝛥3= P3
′- P3, and 

P3
′={
 P3
′ − 2n3 , if  2n3−1 < 𝛥3 < 2n3 & P3

′ ≥ 2n3 ,                   

P3
′ + 2n3 , if − 2n3 < 𝛥3 < −2

n3−1 & P3
′ ≤ 255 − 2n3
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For i=7, Eq. 3.16 says that 𝛥7= P7
′- P7, and 

P7
′={
 P7
′ − 2n7 , if  2n7−1 < 𝛥7 < 2n7 & P7

′ ≥ 2n7 ,                   

P7
′ + 2n7 , if − 2n7 < 𝛥7 < −2

n7−1 & P7
′ ≤ 255 − 2n7

 

For i=9, Eq. 3.16 says that 𝛥9= P9
′- P9, and 

P9
′={
 P9
′ − 2n9 , if  2n9−1 < 𝛥9 < 2n9  & P9

′ ≥ 2n9 ,                   

P9
′ + 2n9 , if − 2n9 < 𝛥9 < −2

n9−1 & P9
′ ≤ 255 − 2n9

 

Fig.3.1(d) is the obtained stego-block.  

3.2. 2 The Data Extraction Procedure 

Let us extract from the block in Fig.3.1(d). “The extraction is done in 2 stages, Stage 1 and 

Stage 2. Stage 1 is the QVD and remainder extraction procedure, and Stage 2 is the PVC 

extraction procedure.” [116] 

The Stage 1 comprises of steps 1 through 3. Here we extract from pixels Pc
′, P2

′, P4
′, P6

′, and P8
′.  

Step 1:  Check the LSB of Pc
′. If it is 1, then ply QVD+RR extraction. Otherwise ply 4-bit LSB 

extraction.   

Step 2: In case of LSB extraction, extract 4 LSBs of Pc
′ , drop the LSB (indicator bit), and put 

the other 3 bits in “extracted binary data stream (EBDS)”. Extract 4-LSBs from each pixel P2
′, 

P4
′, P6

′, and P8
′ and append them in EBDS.  

Step 3: In QVD+RR case, pull 2nd LSB from Pc
′ and 2-LSBs from each pixel P2

′, P4
′, P6

′, and P8
′. 

Append these 9 bits to the EBDS. Calculate the quotient values of  Pc
′, P2

′, P4
′, P6

′, and P8
′ using 

Eq.3.17. 

Qc
′  = Pc

′ div 4, Qi
′ = Pi

′ div 4, where i= 2 through 8 in steps of 2       (3.17) 

In Eq.3.17, Qi
′ = Pi

′ div 4, where i= 2 through 8 in steps of 2. It signifies that Q2
′  = P2

′ div 4, Q4
′  

= P4
′ div 4, Q6

′  = P6
′ div 4, and Q8

′  = P8
′ div 4. 

Use Eq.3.18 to generate 4 values.  

di
′ =| Qi

′ − Qc
′  |, where i= 2 through 8 in steps of 2             (3.18) 

The meaning is, d2
′  =| Q2

′ − Qc
′  |, d4

′  =| Q4
′ − Qc

′  |, d6
′  =| Q6

′ − Qc
′  |, and d8

′  =| Q8
′ − Qc

′  |. 
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For i= 2 through 8 in steps of 2, suppose di
′ lies in a range of Table 3.1, whose LB and capacity 

are Li and ni accordingly. Through Eq 3.19, generate  bi for each di
′. 

 bi = di
′ - Li                (3.19) 

For i=2, Eq.3.19 says that d2
′  gets in a range of Table 3.1, where LB is L2, and capacity is n2. 

The extracted decimal (EDD) digit  b2 = d2
′  - L2.     

For i=4, Eq.3.19 says that d4
′  gets in a range of Table 3.1, where LB is L4, and capacity is n4. 

The EDD  b4 = d4
′  - L4.                  

For i=6, Eq.3.19 says that d6
′  gets in a range of Table 3.1, where LB is L6, and capacity is n6. 

The EDD  b6 = d6
′  - L6.                  

For i=8, Eq.3.19 says that d8
′  gets in a range of Table 3.1, where LB is L8, and capacity is n8. 

The EDD  b8 = d8
′  - L8.                  

For i= 2 to 8 in steps of 2, each  bi is written ni bits and adjoined in EBDS.  

 

The Stage 2 of extraction procedure plies on pixels P1
′, P3

′, P7
′, and P9

′. This happens in steps 4 

to 6. 

Step 4:  P2
′, P4

′, and Pc
′ are the 3 adjacent pixels of P1

′. Similarly, the three adjacent pixels of P3
′ 

are P2
′, P6

′, and Pc
′. The three adjacent pixels of P7

′ are P4
′, P8

′, and Pc
′. The three adjacent pixels 

of P9
′ are P6

′, P8
′, and Pc

′. Now generate d1
′ , d3

′ , d7
′ , and d9

′  plying Eqs. 3.20 – 3.23.  

d1
′  = MAX (P2

′, P4
′, Pc

′) - MIN (P2
′, P4

′, Pc
′)                          (3.20) 

d3
′  = MAX (P2

′, P6
′, Pc

′) - MIN (P2
′, P6

′, Pc
′)                          (3.21) 

d7
′  = MAX (P4

′, P8
′, Pc

′) - MIN (P4
′, P8

′, Pc
′)                           (3.22) 

d9
′  = MAX (P6

′, P8
′, Pc

′) - MIN (P6
′, P8

′, Pc
′)                           (3.23) 

Step 5:  Ply Eq.3.24 for i=1 through 9 in steps of 2. Further, set  ni = 4, if  ni ≥ 4.  

 ni = {
1 , if 0 ≤ di

′ ≤ 1       

 ⌊ log2 di
′⌋ , if di

′ > 1
                    (3.24)  

For i=1, Eq. 3.24 says that compute  n1 = {
1 , if 0 ≤ d1

′ ≤ 1       

 ⌊ log2 d1
′ ⌋ , if d1

′ > 1
, and set  n1 = 4, if  n1 ≥ 4.  
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For i=3, Eq. 3.24 says that compute  n3 = {
1 , if 0 ≤ d3

′ ≤ 1       

 ⌊ log2 d3
′ ⌋ , if d3

′ > 1
 and set  n3 = 4, if  n3 ≥ 4.  

For i=7, Eq. 3.24 says that compute  n7 = {
1 , if 0 ≤ d7

′ ≤ 1       

 ⌊ log2 d7
′ ⌋ , if d7

′ > 1
 and set  n7 = 4, if  n7 ≥ 4.  

For i=9, Eq. 3.24 says that compute  n9 = {
1 , if 0 ≤ d9

′ ≤ 1       

 ⌊ log2 d9
′ ⌋ , if d9

′ > 1
 and set  n9 = 4, if  n9 ≥ 4.  

Step 6: Enumerate  bi= Pi
′ mod 2ni, where i=1 through 9 in steps of 2. Write  bi in  ni bits and 

adjoin to the EBDS. That means calculate  b1= P1
′ mod 2n1,  b3= P3

′ mod 2n3,  b7= P7
′ mod 2n7, 

and  b9= P9
′ mod 2n9. Then write  b1 in n1 bits and adjoin in EBDS. Write  b3 in  n3 bits and 

adjoin in EBDS. Write  b7 in  n7 bits and adjoin in EBDS. Write  b9 in  n9 bits and adjoin in 

EBDS.  

 

3.3 A Step-by-Step Example  

The data “ (0 01 10 10 11 011 001 110 111 101 1010 0111 1000)2” shall be hidden in a 

block Fig.3.2(a). The pixel values are P1=150, P3=156, Pc=157, P7=152, P9=162, P2=155, 

P4=151, P6=158, and  P8=160. 

Step 1: Pling Eq.3.1, R2 = P2 mod 4 = 155 mod 4 = 3, R6 = P6 mod 4 = 158 mod 4 = 2, R4 = 

P4 mod 4 = 151 mod 4 = 3, R8 = P8 mod 4 = 160 mod 4 = 0, and Rc = Pc mod 4 = 157 mod 4 = 

1. Hence, we generated  R2 = 3,  R6= 2,  R4 = 3, R8 = 0, and Rc = 1.   

Pling Eq.3.2, Q2 = P2 div 4 = 155 div 4 = 38, Q6= P6 div 4 = 158 div 4 = 39, Q4 = P4 div 4 = 151 

div 4 = 37, Q8 = P8 div 4 = 160 div 4 = 40, and Qc = Pc div 4 = 157 div 4 = 39. Hence, we 

generated Q2 = 38,  Q6 = 39, Q4 = 37, Q8 = 40, and Qc = 39. 

Step 2: We pick the First secret bit and adjoin on left of indicator bit 1. So, generated 012. 

Writing these 2 bits in decimal integer, we got Rc
′ =1. Picking next 2 bits and writing in decimal 

integer, we got R2
′ =1. Picking next 2 bits and writing in decimal integer, we got R4

′ =2. In the 

same manner, we got R6
′ =2, and R8

′ =3. Rc
′ , R2

′ , R4
′ , and R6

′  are SVs for  Rc,  R2,  R4,  R6, and R8 

accordingly.   
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Step 3: Utilizing Eq.3.3,  d2 = (Q2 − Qc) = (38 − 39) = −1, d4 = (Q4 − Qc) =

(37 − 39) = −2, d6 = (Q6 − Qc) = (39 − 39) = 0, and d8 = (Q8 − Qc) = (40 − 39) = 1.  

Thus, we obtain  d2 = −1,  d4 = −2,  d6 = 0, and  d8 = 1.   

Furthermore | d2| = 1,  |d4|=2, |d6|=0, and |d8|=1. As per Table 3.1, all  |di| values (for i=2 

through 8 in steps of 2) falls in range {0, 7}. We got  L2 = 0,  n2 = 3,  L4 = 0,  n4 = 3,  L6 =

0,  n6 = 3,  L8 = 0, and  n8 = 3. 

Step 4: Now taking next n2 bits and projecting in decimal, we obtain  b2 = 3. Taking next n4 

bits and projecting in decimal, we obtain  b4 = 1. Similarly, we get  b6 = 6, and  b8 = 7.  

Now let us use Eq.3.4. As  d2  < 0, so d2
′ =−L2 − b2= 0 −3 = −3. Again  d4  < 0, so d4

′ =−L4 −

b4= 0−1= −1. But  d6  ≥ 0, so d6
′ = L6 + b6 = 0 + 6 = 6. Again,  d8  ≥ 0, so d8

′ = L8 + b8 =

0 + 7 = 7.  

We got d2
′  = − 3, d4

′  = −1, d6
′  = 6, and d8

′  = 7.  

Further, plying Eq.3.5, m2 = d2
′   – d2 = −3 − (−1) = −2, m4 = d4

′   – d4 = −1− (− 2) = 1, 

m6 = d6
′   – d6 = 6−0= 6, m8 = d8

′   – d8 = 7−1= 6. 

Thus, we get  m2 = −2,  m4 = 1,  m6 = 6, and  m8 = 6. 

Step 5: Using Eq.3.6, As  d2 is odd, so (Qc2
′  , Q2

′ ) = (Qc − ⌈
m2 

2
⌉ ,  Q2 + ⌊

m2 

2
⌋) = (39 −

⌈
−2

2
⌉ , 38 + ⌊

−2

2
⌋)  =(40, 37). 

As d4 is even, so (Qc4
′  , Q4

′ ) = (Qc − ⌊
m4 

2
⌋ ,  Q4 + ⌈

m4 

2
⌉ ) = (39 − ⌊

1

2
⌋ , 37 + ⌈

1

2
⌉ ) = (39, 38).  

As d6 is even, so (Qc6
′  , Q6

′ ) = (Qc − ⌊
m6 

2
⌋ ,  Q6 + ⌈

m6 

2
⌉ ) = (39 − ⌊

6

2
⌋ , 39 + ⌈

6

2
⌉ ) = (36, 42).  

As d8 is odd, so (Qc8
′  , Q8

′ ) = (Qc − ⌈
m8 

2
⌉ ,  Q8 + ⌊

m8 

2
⌋) = (39 − ⌈

6

2
⌉ , 40 + ⌊

6

2
⌋) =(36, 43). 

(Qc2
′  , Q2

′ ) = (40, 37), (Qc4
′  , Q4

′ ) = (39, 38), (Qc6
′  , Q6

′ ) = (36, 42) and (Qc8
′  , Q8

′ ) = (36, 43).   

Plying Eq.3.7, we have Qm
′  = ⌈

(Qc2
′ +Qc4

′ +Qc6
′ +Qc8

′  )

4
 ⌉ = ⌈

(40+39+36+36)

4
 ⌉ = ⌈

151

4
 ⌉ = ⌈

37.75

4
 ⌉=38.  

We got Q2
′ = 37, Q4

′ = 38, Q6
′ =42, and Q8

′ = 43. Here we have 5 values Qm
′ =38, Qc8

′ =36, 

Qc6
′ =36, Qc4

′ = 39, and Qc2
′ = 40. Out of these 5, one can be selected as Qc

′ , where Qc
′  is the 

SV for Qc, and values Q2
′ , Q4

′ , Q6
′ , and Q8

′  are adjusted. Note that before we have values Qc =

39, Q2=38,  Q4=37,  Q6=39, and Q8=40.  

Now select Qc
′ .  
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Case 1: If we select Qm
′ , i.e., Qc

′ =38, then we got, Q2
′  =  Q2

′  +  (Qm
′  −  Qc2

′ ) = 35, 

Q6
′  =  Q6

′  +  (Qm
′  −  Qc6

′ ) = 44, Q4
′  =  Q4

′  +  (Qm
′  −  Qc4

′ ) = 37, Q8
′  =  Q8

′  +

 (Qm
′  −  Qc8

′ ). = 45.  

Using Eq.3.8, MSE = | 
( Qc

′−Qc)
2
+( Q2

′−Q2)
2
+( Q4

′−Q4)
2
+( Q6

′−Q6)
2
+( Q8

′−Q8)
2

5
 | 

=| 
(38−39)2+(35−38)2+(37−37)2+(44−39)2+(45−40)2

5
 | = | 

1+9+0+25+25

5
 | =12 

Case 2: If we select Qc2
′ , i.e., Qc

′ =40, then we got Q2
′  = 37, Q6

′  = Q6
′  + (Qc2

′  - Qc6
′ ) =46, 

Q4
′  = Q4

′  + (Qc2
′  - Qc4

′ ) =39, Q8
′  = Q8

′  + (Qc2
′  - Qc8

′ )=47. 

Using Eq.3.8, MSE = | 
( Qc

′−Qc)
2
+( Q2

′−Q2)
2
+( Q4

′−Q4)
2
+( Q6

′−Q6)
2
+( Q8

′−Q8)
2

5
 | 

=| 
(40−39)2+37−38)2+(39−37)2+(46−39)2+(47−40)2

5
 | = | 

1+1+4+49+49

5
 | = 20.8 

Case 3: If we select Qc4
′ , i.e., Qc

′ =39, then we got Q2
′  = Q2

′  + (Qc4
′  - Qc2

′ )=36, Q6
′  = Q6

′  + 

(Qc4
′  - Qc6

′ ) =45, Q4
′  =38, Q8

′  = Q8
′  + (Qc4

′  - Qc8
′ ) = 46. 

Using Eq.3.8, MSE = | 
( Qc

′−Qc)
2
+( Q2

′−Q2)
2
+( Q4

′−Q4)
2
+( Q6

′−Q6)
2
+( Q8

′−Q8)
2

5
 | 

=| 
(39−39)2+(36−38)2+(38−37)2+(45−39)2+(46−40)2

5
 | = | 

0+4+1+36+36

5
 | = 15.4 

Case 4: If we select Qc6
′ , i.e., Qc

′ =36, then we got Q2
′  = Q2

′  + (Qc6
′  - Qc2

′ ) =33, Q6
′  = 42, 

Q4
′  = Q4

′  + (Qc6
′  - Qc4

′ )=35, Q8
′  = Q8

′  + (Qc6
′  - Qc8

′ )=43. 

Using Eq.3.8, MSE = | 
( Qc

′−Qc)
2
+( Q2

′−Q2)
2
+( Q4

′−Q4)
2
+( Q6

′−Q6)
2
+( Q8

′−Q8)
2

5
 | 

=| 
(36−39)2+(33−38)2+(35−37)2+(42−39)2+(43−40)2

5
 | = | 

9+25+4+9+9

5
 | = 11.2 

Case 5: If we select Qc8
′ , i.e., Qc

′ =36, then we got Q2
′  = Q2

′  + (Qc8
′  - Qc2

′ )=33, Q6
′  = Q6

′  + 

(Qc8
′  - Qc6

′ )=42, Q4
′  = Q4

′  + (Qc8
′  - Qc4

′ )=35, Q8
′  = 43. 

Using Eq.3.8, MSE = | 
( Qc

′−Qc)
2
+( Q2

′−Q2)
2
+( Q4

′−Q4)
2
+( Q6

′−Q6)
2
+( Q8

′−Q8)
2

5
 | 

=| 
(36−39)2+(33−38)2+(35−37)2+(42−39)2+(43−40)2

5
 | = | 

9+25+4+9+9

5
 | = 11.2 

Step 6: Case 4 and Case 5 give least value of MSE. Let us choose Case 4. The final values 

could be Q8
′ =43, Q6

′ =42, Q4
′ =35, Q2

′ =33, and Qc
′ =36. 
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Step 7: Using Eq.3.9, Pc
′ = Qc

′  × 4 + Rc
′ = 36×4+1=145,  P2

′ = Q2
′  × 4 + R2

′ =33×4+1=133, P4
′ = 

Q4
′  × 4 + R4

′ =35×4+2=142, P6
′ = Q6

′  × 4 + R6
′ =42×4+2=170, and P8

′ = Q8
′  × 4 + R8

′ =43×4+3=175. 

Thus, we get Pc
′=145, P2

′=133, P4
′=142, P6

′=170, and P8
′=175. The intermediate stego-block has 

been obtained in Fig.3.2(b). 

 

 
(c) 4 clusters, and (d) Stego-block 

Step 8: Q8
′ , Q6

′ , Q4
′ , Q2

′ , and Qc
′  get in a range {0, 63}, that’s why QVD hiding need not be 

revoked. 

Step 9: There are 4 groupings, Fig.3.2(c). The corner pixel in each group is associated with the 

3 adjoining pixels.   

Plying Eq.3.10, we have  d1 = MAX (P2
′, P4

′, Pc
′) − MIN (P2

′, P4
′, Pc

′) =MAX (133, 142, 145) - 

MIN (133, 142, 145) =145-133=12.  

Using Eq.3.11, we get  d3= MAX (P2
′, P6

′, Pc
′) - MIN (P2

′, P6
′, Pc

′) = MAX (133, 170, 145) - MIN 

(133, 170, 145) = 170-133=37. 

Using Eq.3.12, we get  d7= MAX (P4
′, P8

′, Pc
′) - MIN (P4

′, P8
′, Pc

′) = MAX (142, 175, 145) - MIN 

(142, 175, 145) = 175-142=33 

Using Eq.3.13, we get  d9= MAX (P6
′, P8

′, Pc
′) - MIN (P6

′, P8
′, Pc

′) = MAX (170, 175, 145) - MIN 

(170, 175, 145) = 175-145=30. Thus, we get  d1=12,  d3=37,  d7=33, and  d9=30. 
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Step 10: Using Eq.3.14, as  d1 >1, so  n1 = ⌊ log2 d1⌋ = ⌊ log2 12⌋ = 3. Similarly,  d3 > 1, 

 n3 = ⌊ log2 d3⌋ = ⌊ log2 37⌋ = 5.   d7 > 1,  n7 = ⌊ log2 d7⌋ = ⌊ log2 33⌋=5.  and  d9 > 1, 

 n9 = ⌊ log2 d9⌋ = ⌊ log2 30⌋ = 4.   

Thus, we get  n1 = 3,  n3 = 5,  n7 = 5, and  n9 = 4. As  n3 ≥ 4, and   n7 ≥ 4, we can set  n3 =

4, and  n7 = 4. Finally, we have  n1 = 3,  n3 = 4,  n7 = 4, and  n9 = 4. 

Step 11: See the data. Take next  n1 bits i.e., 1012, and write in decimal, so b1 = 5. Take next 

 n3 bits i.e., 10102, and write in decimal, so b3 = 10. Take next  n7 bits i.e., 01112, and write 

in decimal, so  b7 = 7. Take next  n9 bits i.e., 10002, and write in decimal, so b9 = 8.  

Here, we got  b1 = 5,  b3 = 10,  b7 = 7, and  b9 = 8.  

Furthermore, using Eq.3.15, P1
′ =  P1 -  P1 mod 2n1  +  b1 = 150 – (150 mod 23) + 5 = 150 - (150 

mod 8) + 5 = 150 -6 + 5 = 149. 

P3
′ =  P3 -  P3 mod 2n3 +  b3 = 156 – (156 mod 24) + 10 = 156 -12+10 = 154. 

P7
′ =  P7 -  P7 mod 2n7 +  b7 = 152 – (152 mod 24) + 7 = 152 – 8 + 7 = 151 

P9
′ =  P9 -  P9 mod 2n9 +  b9 = 162 – (162 mod 24) + 8 = 162 – 2 + 8 = 168 

Thus, we got P1
′ = 149, P3

′ = 154, P7
′ = 151, and P9

′ = 168. 

Step 12: Using Eq.3.16 we get 𝛥1= P1
′- P1 = 149 -150 = -1, 𝛥3 = P3

′- P3 = 154 -156 = -2, 𝛥7 = 

P7 
′ - P7 = 151 – 152 = -1, and 𝛥9 = P9

′- P9 = 168 - 162 = 6. Eq.3.16 has 2 cases. If the 1st case 

(2ni−1 < 𝛥𝑖 < 2
ni  & Pi

′ ≥ 2ni) is satisfied, then Pi
′ = Pi

′ − 2ni. If the second condition 

(−2ni < 𝛥𝑖 < −2ni−1 & Pi
′ ≤ 255 − 2ni) is satisfied, then Pi

′ = Pi
′ + 2ni. But for all the four 

values 𝛥1, 𝛥3, 𝛥7, and 𝛥9 these conditions do not satisfy. So, Eq.3.16 is not applicable. 

Thus, we got P1
′ = 149, P3

′ = 154, P7
′ = 151, and P9

′ = 168. 

Hiding is done and the resultant stego-block is projected in Fig.3.2 (d). 

       

Now, let us follow the extraction procedure. A block is shown in Fig.3.2(d). Here P1 
′  = 149, 

P2
′ = 133, P3

′ =154, P4
′ = 142, Pc

′ = 145, P6
′ = 170, P7

′ = 151, P8
′ = 175, and P9

′ = 168. 

Step 1: Pc
′=145=100100012. The LSB of Pc

′ is 1, then QVD+RR was plied during hiding.  

Step 2: Is not useful for this example 
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Step 3: Define a bit array “extracted binary data stream (EBDS)”, initially let it be empty.  Now 

take the 2nd LSB from Pc
′, it is 0, so append to EBDS. Furthermore, P2

′= 133 = 100001012, P4
′ 

= 142 = 100011102, P6
′ = 170 = 101010102, and P8

′ = 175 = 101011112. Extract 2 LSBs from 

each of these pixels P2
′, P4

′, P6
′, and P8

′ and append in EBDS. We obtain EBDS = 0 01 10 10 112.  

Pling Eq.3.17, Q2
′  = P2

′ div 4 = 133 div 4 = 33,  Q6
′  = P6

′ div 4 = 170 mod 4 = 42, Q4
′  = P4

′ div 4 

= 142 div 4 = 35, Q8
′  = P8

′ div 4 = 175 mod 4 = 43, and Qc
′  = Pc

′ div 4=145 div 4 = 36. 

We got Q2
′  = 33, Q6

′  = 42, Q4
′  = 35, Q8

′  = 43, and Qc
′  = 36. 

Pling Eq.3.18, d2
′  = | Q2

′ − Qc
′  | = |33 − 36 | =3, d6

′  = | Q6
′ − Qc

′  | = |42 − 36 | =6, d4
′  =| Q4

′ −

Qc
′  | = |35 − 36 | = 1,  d8

′  = | Q8
′ − Qc

′  | = |43 − 36 | =7. 

We got d2
′  = 3, d6

′  = 6, d4
′  = 1, and d8

′  = 7. Now looking at Table 3.1, the values d2
′ , d6

′ , d4
′ , and 

d8
′  fit in range {0, 7}. We got L2 = 0, n2 = 3, L6 = 0, n6 = 3, L4 = 0, n4 = 3,  L8 = 0, and n8 = 3.  

Pling Eq.3.19,  b2 = d2
′  – L2 = 3 – 0 =3, b6 = d6

′  – L6 = 6 – 0 = 6,  b4 = d4
′  – L4 = 1– 0 = 1, and 

 b8 = d8
′  – L8 = 7 – 0 = 7. We got b2 = 3, b6 = 6, b4 = 1, and b8 = 7.  

Now writing b2 in n2 bits we got 0112. Writing b4 in n4 bits we got 0012. Writing b6 in n6 

bits we got 1102, and writing b8 in n8 bits we got 1112. Adjoining all these bits in EBDS, we 

got “EBDS= 0 01 10 10 11 011 001 110 1112”. 

Step 4:  Pling Eq.3.20, d1
′  = MAX (P2

′, P4
′, Pc

′) - MIN (P2
′, P4

′, Pc
′) = MAX (133, 142, 145) - MIN 

(133, 142, 145) = 145 – 133 = 12. 

Pling Eq.3.21, d3
′  = MAX (P2

′, P6
′, Pc

′) - MIN (P2
′, P6

′, Pc
′) = MAX (133, 170, 145) - MIN (133, 

170, 145) = 170 – 133 = 37. 

Pling Eq.3.22, d7
′  = MAX (P4

′, P8
′, Pc

′) - MIN (P4
′, P8

′, Pc
′) = MAX (142, 175, 145) - MIN (142, 

175, 145) = 175 – 142 = 33. 

Pling Eq.3.23, d9
′  = MAX (P6

′, P8
′, Pc

′) - MIN (P6
′, P8

′, Pc
′) = MAX (170, 175, 145) - MIN (170, 

175, 145) = 175 – 145 = 30.                             

Thus, we got d1
′ = 12, d3

′  = 37, d7
′  = 33, and d9

′  = 30. 

Step 5:  Pling Eq.3.24, we got n1 = ⌊ log2 d1
′ ⌋ = 3, n7 = ⌊ log2 d7

′ ⌋= 5, n3 = ⌊ log2 d3
′  ⌋ = 5, 

and n9 = ⌊ log2 d9
′ ⌋ = 4. Here n7 ≥ 4, and n3 ≥ 4, so we set n7 = 4, and n3 = 4. Finally, we 

generated n1 = 3, n7 = 4, n3 = 4, and n9 = 4. 
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Step 6:  b1 = P1
′ mod 2n1 = 149 mod 23 = 5,  b3 = P3

′ mod 2n3 = 154 mod 24 = 10,  b7 = P7
′ mod 

2n7  = 151 mod 24 = 7, and  b9 = P9
′ mod 2n9 = 168 mod 24 = 8. Thus, we have,  b1 = 5,  b3 = 

10,  b7 = 7, and  b3 = 8.  

Transforming  b1 to  n1 bits we got 1012. Transforming  b3 to  n3 bits we got 10102. 

Transforming  b7 to  n7 bits we got 01112. Transforming  b9 to n9 binary bits we got 10002. 

Adjoin all these bits in EBDS.  

Finally, “EBDS = 0 01 10 10 11 011 001 110 111 101 1010 0111 10002”. This extracted 

data is same as the camouflaged data. 

 

3.4 Experimental Results [116] 

The QVD+PVC mechanism is realized in a computer with i5 processor using MATLAB. For 

experimentation and testing images are taken from SIPI data-base [115]. In Fig.3.3 we have 

shown 8 OIs. Fig.3.4 speak for the SIs including PSNR. We have hidden seven lakhs (7,00,000) 

bits in each SI. These images are imperceptible and we cannot detect them as SIs. The efficacy 

has been measured in HC, PSNR, and QI.  

     Table 3.2 presents the readings of the computed quality parameter values of the proposed 

mechanism. In this scheme we combined two philosophies QVD and PVC in a judicious 

manner. This idea is the very first in literature. PSNR reading is 35.94 dB and BPB is 3.92. It 

is good.  

     The proposed scheme is one kind of new approach, so it is novel. The time complexity relies 

on n (secret data length). So, it is order of n, i.e., O(n). The time for camouflaging seven lakh 

(7,00,000) bits in different test images and retrieving seven lakh bits from our SIs is spoken in 

last 2 columns of Table 3.2 accordingly. It can be noticed that the average time for hiding is 15 

seconds. Average time for retrieval is 10.5 seconds. 



 

44 

 

 

 

 



 

45 

 

  

 

     Tables 3.3-3.5 gives a comparative study of proposed technique and techniques in [79], [68], 

[80], [73]. Table 3.6 gives a glance about the average values of the quality parameters of all 

these techniques.  

     The Pradhan et al.’s [79] scheme is expansion of Wu and Tsai with 8D PVD. The HC of this 

scheme is lesser than our technique, but its PSNR is slightly greater.  

     Khodaei and Faez’s [68] scheme is not an expansion of Wu and Tsai, but it does PVD in 

terms of addition and subtraction logic. The HC of this scheme is lesser than our technique, but 

its PSNR is higher.  

     Swain’s QVD scheme [80] is also an expansion of Wu and Tsai, uses 9-pixel blocks and 

does embedding in 2 planes. The HC of this scheme is slightly greater than our technique, but 

its PSNR is lower.  

     Jung’s scheme [73] is also an expansion of Wu and Tsai. The PSNR of this scheme is greater 

than our technique, but HC is lower. One more problem with Jung’s scheme is that it faces 

FOBP, as a result sometimes extracted data is incorrect. Note that in above discussion, the 

PSNR estimation was done with seven lakh bits of hidden data.  



 

46 

 

 

 

 

 

 



 

47 

 

  

 

 

     Fig.3.5 projects a differentiation of PSNR and BPB of various techniques. It is observable 

that the proposed QVD+PVC scheme makes a fair balance between the PSNR and BPB. But 

technique [79] possesses higher PSNR with lower BPB and technique [80] possesses higher 

BPB with lower PSNR. The PSNR of technique [68] is good, but BPB is not good. PSNR of 

technique [73] is good, but BPB is not good.  

     Table 3.7 projects the PSNR values for different SIs with gradual increase in hidden data. 

We can see that when 1,40,000 bits are kept in the images, we get 42.80 dB PSNR. When 

2,80,000 bits are camouflaged, we get 39.88 dB PSNR. Further, when 5,60,000 bits are 
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camouflaged, we get 36.92 dB PSNR. When 11,20,000 bits are hidden, we get 33.92 dB PSNR. 

When 16,80,000 bits are camouflaged, we get 32.17 dB PSNR. When 22,40,000 bits are 

camouflaged, we get 30.96 dB PSNR. When 28,00,000 bits are camouflaged, we get 30.01 dB 

PSNR. When 29,40,000 bits are camouflaged, we get 29.81 dB PSNR. Fig.3.6 gives capacity 

vs PSNR for images Lena, Tiffany, Baboon, and Tiffany. These graphs proves that PSNR 

maintained nearly 30 dB at the time. 
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3.5   Security Evaluation 

Security of this QVD+PVC mechanism is proved exercising through PDH and RS tools. PDH 

test is done by drawing PDH graphs. It is a 2-dimensional graph with PD and its frequency on 

x and y-axes accordingly. It is said that PDH for the OIs will be smooth in appearance, but PDH 

for SIs produced from PVD methodologies will be curly in appearance. Fig.3.7 speaks the PDH 

for images Lena, Tiffany, Pepper, and Baboon. In all the 4 sub-figures, the solid lines and dotted 
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lines project the OIs and SIs accordingly. It is observable from the 4 sub-figures that there exist 

no zig-zag appearances in the PDH curves of the four SIs. So, PDH test is unable to detect this 

QVD+PVC methodology.  

  

  

Fig.3.7   PDH Test 

     The RS test has been performed using four pointing values  Rm , R−m , Sm  and S−m . As per 

this test, steganography is detected if “R−m  - S−m > Rm  - Sm ”. Steganography is un-detected 

if Rm  ≈ R−m > Sm  ≈ S−m . For this QVD+PVC methodology, the RS test over 4 images is 

projected in Fig.3.8. It is viewable from these 4 sub-diagrams that “Rm  ≈ R−m > Sm  ≈ S−m ”. 

Amid these 4 images, Tiffany has smoothness, Baboon has more edges. The smoothness in 

Lena and Peppers is moderate. Thus, from this note it is proven our proposed QVD+PVC 

scheme is undetected by RS test. 
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Fig.3.8   RS Test 

 

 

3.6    Conclusion 

This chapter represents a kind of new steganography scheme plying QVD, and PVC. This 

methodology parts the OI into 3×3 non-overlapped blocks, and plies QVD and RR approach on 

five pixels (left, lower, center, right, and upper pixels). SVs of these 5 pixels are utilized to ply 

PVC logic on the 4 corner pixels. Performance is satisfactory. The HC is higher and PSNR is 

acceptable. The BPB is 3.92. Security is confirmed by RS and PDH tests. The PDH diagram 

for SI is not curly, so PDH test could not catch this scheme. From the RS diagrams we can see 

that “Rm  ≈ R−m > Sm  ≈ S−m ”, thus the proposed technique is undetected by RS test.
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Chapter 4 

A Hybrid Steganography Technique Based on RR, 

AQVD and QVC 

 

 

 

 

4.1 Introduction 

 PVD steganography techniques face FOBP, and APVD techniques face UBP. To eradicate 

these problems, in this chapter we describe a new technique. This technique is designed using 

the concepts RR, AQVD, and QVC. It performs embedding and extraction operation on 3×3 

non-overlapping blocks. From a block, 2 new blocks are generated, remainder block (RB), and 

quotient block (QB). RB comprises remainders. A remainder is a decimal integer for 2 bits. 

That’s why it shall be replaced by a pair of secret bits. QB comprises quotients. A quotient is a 

decimal integer for 6 bits. In 4 corner quotients of a QB, AQVD procedure is plied to 

camouflage the secret bits. In quotients of middle row of QB, QVC approach is plied to conceal 

the secret bits. Estimated PSNR is 39.74 decibels (dB) with capacity 3.21 BPB. Furthermore, 

RS and PDH attacks could not catch this technique. 

 

4.2  The Proposed RR, AQVD, and QVC Technique [117] 

The OI is scanned in raster order and 3×3 blocks are formed in dis-joint manner. From a 3×3 

block, we develop again 2 blocks, namely RB, and QB. RB comprises of remainders and QB 

comprises of quotients. Each remainder is written in 2 bits. There are 9 quotients in QB. In 4 

corner quotients AQVD is plied and in rest of the quotients QVC is plied. In the RB substitution 

is applied to hide data bits. The Subsections 4.2.1 and 4.2.2 describe the data concealing and 

retrieval procedures in detail. 
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 4.2.1 The Data Embedding Procedure 

Fig.4.1(a) is one 3×3 block. Here, the 9 pixels are: P1, P2, P3, P4, P5, P6, P7, P8 and P9. The 

message is converted to an array of bits and camouflaged in these pixels using the steps 

mentioned below. Each channel R, G, and B of a color image shall be treated as a pixel. Thus, 

there are 8 bits in a pixel. 

Step 1: From a block projected in Fig.4.1(a), 2 new blocks, (i) Fig.4.1(b), and (ii) Fig.4.1(c) are 

generated using Eq.4.1, and Eq.4.2 respectively. Fig.4.1(b) is the RB and Fig.4.1(c) is the QB. 

Ri=Pi mod 4, for, i = 1 through 9           (4.1) 

Qi= Pi div 4, for, i = 1 through 9            (4.2) 

Step 2: The SV of  R1 is R1
′ . It is obtained by taking 2 secret bits and writing it in decimal 

integer. In same way for i= 2 through 9, we can take 2 secret bits and write in a decimal integer 

to obtain the SV of  Ri and denote it as Ri
′.  These newly obtained remainders make the stego-

RB as projected in Fig.4.1(d). 

Step 3: See Fig.4.1(c). AQVD procedure shall be plied at 4 corner quotients Q1, Q3, Q7, and 

Q9 by using Q2, and Q8 as references. The values of Q2 and Q8 are unaltered when data is 

camouflaged in Q1, Q3, Q7, and Q9.                     

For i =1, 3, 7, 9, we compute, dia= (Qi − Q2) and dib= (Qi − Q8).  

The LB and UB of target quotient Qi are li and ui accordingly.  These are enumerated in Eq.4.3. 

In this equation MAX is a function to select the larger one out of its 2 arguments and MIN is a 

function to select the smaller one out of its 2 arguments.       

{li, ui} = 

{
 

 
{MAX(Q2 + 1, Q8 + 1), 63}, if (dia > 0) and (dib > 0)
{0,MIN(Q2 , Q8)}, if (dia ≤ 0) and (dib ≤ 0)                    

{(Q2 + 1), Q8}, if (dia > 0) and (dib ≤  0)                        

{(Q8 + 1), Q2}, if (dia ≤ 0) and (dib > 0)                       

             (4.3) 

Hence 4 pairs of LBs and UBs are found. They are,  l1 and u1 for Q1, l3 and u3 for Q3, l7 and 

u7 for Q7,  l9 and u9 for Q9. 

For i =1, 3, 7, 9, enumerate ni plying Eq.4.4. 

ni= MIN (⌊log2|ui − li + 1|⌋, 2)                 (4.4) 
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Pick up next ni secret bits and represent it as bi, a decimal value. After embedding  bi in Qi , 

its SV,  Qi
′ is found by operating Eq.4.5. 

Qi
′ = argmin

e
 {|e − Qi| | |e − Q2|  ≡ bi (mod 2

ni), e ∊ [li , ui]}                 (4.5) 

Eq.4.5 is explained here. The SV, Qi
′ for Qi is chosen from range [li , ui] by satisfying 2 

constraints, (i) |e − Q2| mod 2ni = b𝑖, and (ii) |e − Qi| is lowest. 

Now the QB is projected in Fig.4.1(e). Here, the 4 corner quotients are altered after hiding the 

bits. 

 

Step 4: Refer Fig.4.1(e). On Q4, Q5 and Q6, QVC is to be plied. For Q4 the 2 reference pixels 

are Q1
′  and Q7

′ . In case of Q5 the pixels Q2 and Q8 are the references. Similarly, for Q6 the 2 

reference pixels are Q3
′  and Q9

′ .  

Enumerate 3 difference values, d4=|Q1
′ − Q7

′ |, d5=|Q2 − Q8|, and d6=|Q3
′ − Q9

′ |. For i = 4, 

5, 6, enumerate ni (the concealing capacity of  Qi) by operating Eq.4.6. 

ni = {
⌊log2 di⌋ , if  di > 1  
1, otherwise             

               (4.6) 

For i = 4 to 6, pick up ni bits and write in decimal integer bi. After concealing bi in Qi, the 

stego value Qi
′ is found plying Eq.4.7. 

Qi
′ = Qi - Qi mod 2ni + bi                   (4.7) 

Enumerate the difference value,  dfi = Qi
′ - Qi and to minimize this difference, apply Eq.4.8. 

Now Fig.4.1(f), depicts the stego-QB. 

Qi
′ ={

Qi
′ + 2ni , if  (−2ni < dfi < −2ni−1 ) and ((Qi

′ + 2ni) ≤ 63)  

Qi
′ − 2ni ,   if (2ni−1 < dfi < 2ni) and  ((Qi

′ − 2ni) ≥ 0)            

Qi
′,    otherwise                                                                                    

             (4.8) 

Step 5: Ply Eq.4.9, for i =1 through 9, to generate SVs for pixels.  

Pi
′ = Qi

′ × 4 + Ri
′                        (4.9) 

Fig.4.1(g) is our stego-block after data hiding. 
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         Original-block 

                                                                     (a)   

                                                                                       Divide 

                                                                                 the pixel block 

                                                                                into remainder and 

                                                                                  QBs.  

                                        (b)                    (c)             

                                                                Each remainder                                  AQVD is applied   

                                                                is substituted by                                 on Q1, Q3, Q7 and Q9,  

                                                                decimal equivalent                             where Q2 and Q8 are the  

                                                                of two secret data bits.                       references values. 

 

                                       (d)                     (e)  
                                                                                                                           QVC is applied on  Q4, Q5 and Q6,    

                                                                                                                           Where Q1
′  and Q7

′  are the 

                                                                     Blocks (d) and (f) are                                 references for Q4. Q2 and Q8 are 

                                                              combined to form                                 the references for Q5. Q3
′  and  

                                                              the stego-pixel block, (g)                       Q9
′  are the references for Q6. 

                                       (g)                    (f)        

                                                   Stego-block                                                                    

                                                                  Fig.4.1 The data embedding procedure                                                

 

4.2.2 The Data Extraction Procedure 

The SI is cut into 3×3 blocks. Here, Fig.4.2(a) is a block. The 9 pixels in it are Pi
′ for i= 1 

through 9. The retrieval of data is done by the below described procedure. 
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Step 1: Ply Eq.4.10, and Eq.4.11 on stego-block (Fig.4.2(a)), to generate 2 new blocks, (i) 

Fig.4.2(b), and (ii) Fig.4.2(c). Fig.4.2(b) is stego-RB and Fig.4.2(c) is projected is stego-QB. 

Ri
′ = Pi

′ mod 4, for, i = 1 through 9                 (4.10) 

Qi
′ = Pi

′ div 4, for, i  =  1 through 9                (4.11) 
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Step 2: For, i = 1 through 9, write each Ri
′  in 2 binary bits and keep these 18 bits in a sequence 

and let it be represented by X.       

Step 3: Next, we shall use retrieval part of AQVD procedure on Q1
′ , Q3

′ , Q7
′ , and Q9

′ , with Q2
′  

and  Q8
′  as guiding values.  

For i value in {1, 3, 7, 9}, we generate  dib= (Qi
′ − Q8

′  ) and dia= (Qi
′ − Q2

′ ). The LB and UB 

of Qi
′ is  li and ui accordingly. It is enumerated in Eq.4.12. 

 

Use Eq.4.6 to compute ni. 

For i value in {1, 3, 7, 9}, we ply Eq.4.13 to generate bi. Writet bi in ni bits. These bits are 

pulled out from  Qi
′. Arrange all the obtained bits in a sequence and say it is Y. 

bi ≡ |Qi 
′  − Q2

′ | (mod 2ni).                          (4.13) 

Eq.4.13 says that, there exists a set of candidate values of bi, constrained by the 

constraint  (bi 
 mod 2ni) = |Qi 

′  − Q2
′ |. The smallest value is selected as the accepted value of 

 bi. 

Step 4: Now ply retrieval part QVC procedure on Q4
′ , Q5

′  and Q6
′ . Q1

′  and Q7
′  are the guiding 

values for Q4
′ . Q2

′  and Q8
′  are the guiding values for Q5

′ . Q3
′  and Q9

′  are the guiding values for 

Q6
′ .  

Calculate three difference values,  d4=|Q1
′ − Q7

′ |,  d5=|Q2
′ − Q8

′ |, and  d6=|Q3
′ − Q9

′ |.  

For i = 4, 5, 6, enumerate ni=⌊log2 di⌋ and enumerate  bi in Eq.4.14. The  bi is the decimal 

equivalent of the ni bits pulled from  Qi
′.  

 bi=Qi
′ mod 2ni             (4.14) 

Now, change each  bi to ni bits. Arrange them as a bit sequence and call it as Z. 

Step 5: Adjoin X, Y, and Z. Hence the retrieved data is (X || Y || Z). The notation || is for 

adjoining. 
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4.3 Example of Embedding and Extraction 

4.3.1 Example of Embedding Procedure 

We have to hide the bit sequence “(10 01 10 00 10 10 01 11 11    01 1 11 10  1 0 11)2” in a 

block projected in Fig.4.3(a).  

Step 1: plying Eq.4.1 and Eq.4.2, we generate remainder (Fig.4.3(b)) and QBs (Fig.4.3(c)) 

respectively. 

Step 2: For each i =1 through 9, take 2 secret bits and write in decimal integer. We got R1 
′ = 2, 

R2
′  = 1, R3

′  = 2, R4
′  = 0, R5

′  = 2, R6
′  = 2, R7 

′ = 1, R8
′  = 3, and R9

′  = 3. These are SVs for the 

remainders. Fig.4.3(d) shows these as a block (stego-RB). 

Step 3: From the QB enumerate 8 difference values,  d1a= (Q1 − Q2) = −1,  d1b= (Q1 −

Q8 ) = −3, d3a= (Q3 − Q2) = 1,  d3b= (Q3 − Q8 ) = −1, d7a= (Q7 − Q2) = 0,  d7b= (Q7 −

Q8 ) = −2, d9a= (Q9 − Q2) = 3, and d9b= (Q9 − Q8 ) = 1. 

Using Eq.4.3, calculate {l1, u1}, {l2, u2}, {l3, u3}, and {l4, u4}.  

d1a ≤ 0 and d1b ≤ 0, so {l1, u1}={0, MIN (38, 40)} = {0, 38} 

d3a > 0 and d3b ≤ 0, so {l3, u3}={38+1, 40} = {39, 40} 

d7a ≤ 0 and d7b ≤ 0, so {l7, u7}={0, MIN (38, 40)} = {0, 38} 

d9a > 0 and d9b > 0, so {l9, u9}={MAX (38+1, 40+1), 63} = {41, 63} 

Plying Eq.4.4, generate n1, n3, n7, and n9.  

n1= MIN (⌊log2|38 − 0 + 1|⌋, 2) = 2, n3= MIN (⌊log2|40 − 39 + 1|⌋, 2) = 1, n7= MIN 

(⌊log2|38 − 0 + 1|⌋, 2) = 2, and n9= MIN (⌊log2|63 − 41 + 1|⌋, 2) = 2.                  

Pick up next n1, n3, n7, and n9 secret bits distinctly and represent them to decimal notation, we 

find b1=1, b3=1, b7=3, and b9 = 2. 

Plying Eq.4.5, generate Q9
′ , Q7

′ , Q3
′ , and Q1

′ .                

Q1
′ = argmin

e
 {|e − 37| | |e − 38|  ≡ 1 (mod 22), e ∊ [0, 38]} = 37            

Q3
′ = argmin

e
 {|e − 39| | |e − 38|  ≡ 1 (mod 21), e ∊ [39, 40]} = 39                            

Q7
′ = argmin

e
 {|e − 38| | |e − 38|  ≡ 3 (mod 22), e ∊ [0, 38]} = 35                            
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Q9
′ = argmin

e
 {|e − 41| | |e − 38|  ≡ 2 (mod 22), e ∊ [41, 63]} = 44             

Fig.4.3(e) records 4 altered values of corner quotients after AQVD. 

 

 

 

Step 4: Generate 3 difference values, d4=|Q1
′ − Q7

′ | = |37 −  35| = 2, d5=|Q2 − Q8| =

|38 −  40| = 2, and d6=|Q3
′ − Q9

′ | = |39 − 44| = 5.  

Using Eq.4.6, calculate n4, n5, and n6. n4 = ⌊log2 2⌋=1, n5 = ⌊log2 2⌋=1, and n6 =

⌊log2 5⌋=2. 

Pick up next n4, n5, and n6 secret bits distinctly and write in decimal integer. We got b4=1, 

b5= 0, and b6=3. 

Using Eq.4.7, we obtain Q6
′ , Q5

′ , and Q4
′ .  

Q4
′  =37 - 37 mod 21 + 1 = 37, Q5

′  =39 - 39 mod 21 +0= 38, and Q6
′  =39 - 39 mod 22 + 3=39. 

Now enumerate 3 difference values,  df4 = Q4
′  - Q4 = 0,  df5 = Q5

′  - Q5 = -1, and  df6 = Q6
′  - Q6 

= 0. After plying Eq.4.8, we found Q4
′ = 37, Q5

′ = 38, and Q6
′ = 39. This is due to the 

satisfaction of case 3 in Eq.4.8. Fig.4.3(f) projects these altered values after QVC. 
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Step 5: Plying Eq.4.9, we get  P1
′ = 150,  P2

′ = 153,  P3
′ = 158,  P4

′ = 148,  P5
′ = 154,  P6

′ =

158,  P7
′ = 141,  P8

′ = 163, and  P9
′ = 179. Fig.4.3(g) is resultant stego-block. 

 

4.3.2 Example of Extraction Procedure 

Let us see the data extraction from a block in Fig.4.4(a). Here the 9 SVs are,  P1
′ = 150,  P2

′ =

153,  P3
′ = 158,  P4

′ = 148,  P5
′ = 154,  P6

′ = 158,  P7
′ = 141,  P8

′ = 163, and  P9
′ = 179. 

Step 1: Plying Eqs.4.10 and 4.11, we generate stego-RB (Fig.4(b)) and stego-QB (Fig.4(c)) 

values accordingly.  

Step 2: Referring Fig.4.4(b), write the remainders in 2 bits and adjoin all of them. We get X =

10 01 10 00 10 10 01 11 112.  

Step 3: Calculate 8 difference values, d1a= (Q1
′ − Q2

′ ) = −1, d3a= (Q3
′ − Q2

′ ) = 1, d7a= (Q7
′ −

Q2
′ ) = −3, d9a= (Q9

′ − Q2
′ ) = 6 ,  d1b= (Q1

′ − Q8
′  ) = −3,  d3b= (Q3

′ − Q8
′  ) = −1,  d7b= 

(Q7
′ − Q8

′  ) = −5,  and  d9b= (Q9
′ − Q8

′  ) = 4. 

Plying Eq.4.12, we get {l1, u1}, {l2, u2}, {l3, u3}, and {l4, u4}.  

d1a ≤ 0 and d1b ≤ 0, so {l1, u1}={0, MIN (38, 40)} = {0, 38} 

d3a > 0 and d3b ≤ 0, so {l3, u3}={38+1, 40} = {39, 40} 

d7a ≤ 0 and d7b ≤ 0, so {l7, u7}={0, MIN (38, 40)} = {0, 38} 

d9a > 0 and d9b > 0, so {l9, u9}={MAX (38+1, 40+1), 63} = {41, 63}.  

Plying Eq.4.4, generate n1, n3, n7, and n9. n1= MIN (⌊log2|38 − 0 + 1|⌋, 2) = 2, n3= MIN 

(⌊log2|40 − 39 + 1|⌋, 2) = 1, n7= MIN (⌊log2|38 − 0 + 1|⌋, 2) = 2, and n9= MIN 

(⌊log2|63 − 41 + 1|⌋, 2) = 2.                  

Using Eq.4.13, b1 ≡
  |37 − 38| (mod 22) = 1, b3 ≡

  |39 − 38 | (mod 21) = 1, b7 ≡
  |35 −

38 | (mod 22) = 3, and b9 ≡ |  44 − 38| (mod 22) = 2.                          

Each bi (For i = 1, 3, 7, 9) is written in ni bits. All these bits are adjoined. We got 

Y = (01 1 11 10)2. 

Step 4: Enumerate 3 difference values, d4=|Q1
′ − Q7

′ | = |37 −  35| = 2, d5=|Q2
′ − Q8

′ | =

|38 −  40| = 2, and d6=|Q3
′ − Q9

′ | = |39 − 44| = 5. 
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Enumerate,  n4=⌊log2 d4⌋=1, n5=⌊log2 d5⌋=1, and n6=⌊log2 d6⌋=2. 

Using Eq.4.14, calculate  b4 = 37 mod 2
1 = 1,  b5 = 38 mod 2

1 = 0, and  b6  =

39 mod 22 = 3. 

Each bi (For i = 4, 5, 6) is written in ni bits. These bits are adjoined. We got Z = (1 0 11)2. 

Step 5: X, Y, and Z are the extracted bits from the remainders, AQVD and QVC accordingly. 

By adjoining all these bits,  (X || Y || Z) =  10 01 10 00 10 10 01 11 11  01 1 11 10  1 0 11 2.  

 

 

 

4.4 Results and Discussion  

This methodology is realized in a computer with i5 processor using MATLAB. For 

experimentation and testing, images are taken from SIPI data-base [115].  

     The OIs are color in type. One pixel is 3 bytes. As per Fig.4.5(a), there are 3 parts R, G, B 

in a pixel. In RGB image, if each channel size is m×n, then we have the image size m×n×3 

bytes. The color image is changed to a 2D array by adjoining the 3 channels, as in Fig.4.5(b).  

Here, the size of 2D array is m×p, wherein p=3×n. We cut this 2D array into  3×3 disjoint blocks 

and ply the hiding procedure.  

     The embedding of data shall continue into blocks until all secret bits are exhausted. After 

embedding the size of 2D array does not change. This output 2D array is stego 2D array. Now 
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we shall form the color image back from the stego 2D array. First, we separate the R, G, and B 

channels, each of size m× 𝑛. From all the 3 channels, take 1 byte from the same coordinate and 

make all the 3 bytes as a pixel. This can be repeated for i = 1 through m and j = 1 through n, the 

color image can be obtained in this way.  

     To extract the secret bits from the stego-color image, first we have to represent it in 2D array 

of bytes as in Fig.4.5. Then we cut the 2D array of bytes into 3×3 disjoint blocks. On each block 

we apply the data extraction procedure. 

 

 

 

     Fig.4.6 and Fig.4.7 depict a set of OI and SI respectively. Each SI of Fig.4.6 conceals 7 lakhs 

bits in itself. Here we cannot see any visual marks from the SIs. The SIs are visually same as 

their respective OIs.  

     Quality of proposed methodology is assessed by 6 metrics like, “(i) PSNR, (ii) HC, (iii) QI, 

(iv) BPB, (v) embedding time, and (vi) extraction time”. With embedded data size of 1 lakh 

and 40 thousand bits, the assessed values are furnished in Table 4.1. Similarly, with embedded 

data size of 7 lakhs bits, the assessment values are furnished in Table 4.2. From these tables, 

we can see that the HC is 3.21 BPB. PSNR is 46.78 dB when data size 1 lakh 40 thousand bits 

and PSNR is 39.74 dB, with the data size is 7 lakh bits. 
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     One may think that because of the integration of the 3 approaches RR, AQVD, and QVC, 

the processing time will be higher. It is not true. The truth is that all the 3 approaches are plied 

on a single block one after the other, so it takes only few second for embedding and extraction 

to do. Table 4.1 says that embedding time is 2.11 seconds and extraction time is 1.77 seconds, 

when the data size is 1 lakh 40 thousand bits Table 4. 2 says that embedding time is 9.89 seconds 

and extraction time is 8.4 seconds, when the data size is 7 lakhs bits. 
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     Table 4.3 shows a comparison of this scheme with existing APVD schemes. The readings 

in this Table are the average for 8 test images. This table clarifies that the BPB of the proposed 

scheme is 3.21, it is higher than the 3 existing schemes. Fig.4.8 says a diagrammatical 

comparison of BPB and PSNR of proposed scheme with 3 existing APVD schemes.  
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     If we compare the results of the proposed RR+AQVD+QVC scheme (Chapter 4) with the 

proposed QVD+PVC scheme (Chapter 3), we can notice that the scheme in Chapter 3 possesses 

lower PSNR value, but higher BPB value as compared to the scheme described in this chapter. 

 

 

 

     Table 4.4 makes a comparison of the proposed scheme with existing PVD/QVD schemes. 

The readings are averaged over 8 sample images. Table 4.4. says that that PSNR of proposed 

scheme is good. The PSNR of proposed scheme is 39.74 dB. Fig.4.9 is a bar graph for 

discriminating the BPB and PSNR of the proposed scheme with existing PVD/QVD schemes. 

This graph indicates that PSNR of proposed scheme is higher than 2 of the 3 techniques. 
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     A comparison of proposed scheme with quantum-based techniques, Abd-El-Atty et al. [108], 

El-Latif et al. [107], and Peng et al. [109] is given in Table 4.5. This study records QI, PSNR, 

and HC. We can see from Table 4.5 that BPB wise quantum- based schemes are lesser than the 

proposed scheme. But, PSNR wise quantum-based schemes are good. 



 

    

 
67  

 

 

     Table 4.6 records the PSNR values of SIs with varied amounts of hidden data. The column 

1 lists the test images. Column 2 lists the PSNR values when 2 lakhs 80 thousand bits of data 

are buried. Column 3 lists the PSNR values when five lakhs and sixty thousand (5,60,000) bits 

of data are buried. Column 4 lists the PSNR values when eight lakhs and forty thousand 

(8,40,000) bits of data are buried. Column 5 lists the PSNR values when eleven lakhs and 

twenty thousand (11,20,000) bits of data are buried. Column 6 lists the PSNR values when 

fourteen lakhs (14,00,000) bits of data are buried. Column 7 lists the PSNR values when sixteen 

lakhs and eighty thousand (16,80,000) bits of data are buried. Column 8 lists the PSNR values 

when nineteen lakhs and sixty thousand (19,60,000) bits of data are hidden. It is quite natural 

to see from Table 4.6 that the PSNR values declines when the data size increases. Column 8 

indicates that the PSNR value does not decline below 35 dB.  

     To further study on PSNR versus hidden data size, we plotted Fig.4.10 for the 8 test images. 

There are 8 plots. In each plot, the hidden data size (in bits) is represented along x-axis and 

PSNR is represented along y-axis. Fig.4.10(a) is for Lena image. Fig.4.10(b) is for Baboon 

image. Fig.4.10(c) is for Tiffany image. Fig.4.10(d) is for Peppers image. Fig.4.10(e) is for Jet 

image. Fig.4.10(f) is for Boat image. Fig.4.10(g) is for House image. Fig.4.10(h) is for Pot 

image. If we see the PSNR versus capacity plots for all the 8 images, we can notice that the 

PSNR value never declines below 35 dB. 
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4.5    Security Analysis 

The RS test has been performed using four pointing values  Rm , R−m , Sm  and S−m . As per 

this test, steganography is detected if “R−m  - S−m > Rm  - Sm ”. Steganography is un-detected 

if “Rm  ≈ R−m > Sm  ≈ S−m ”. For this methodology, the RS test over 4 images is projected in 

Fig.4.11. It is viewable from these 4 sub-diagrams that “Rm  ≈ R−m > Sm  ≈ S−m ”. Amid these 

4 images, Tiffany has smoothness, Baboon has more edges. The smoothness in Lena and 

Peppers is moderate. Thus, from these notes it is proven that our proposed scheme is undetected 

by RS test. 



 

    

 
70  

 

 

    

     PDH test is done by drawing PDH graphs. It is a 2-dimensional graph with PD and its 

frequency on x and y-axes accordingly. It is said that PDH for the OIs will be smooth in 

appearance, but PDH for SIs generated from PVD methodologies will be curly in appearance. 

Fig.4.12 speaks the PDH for images Lena, Tiffany, Pepper, and Baboon. In all the 4 sub-figures, 

the solid lines and dotted lines project the OIs and SIs accordingly. It is observable from the 4 

sub-figures that there exist no curly appearances in the PDH curves of the four SIs. So, PDH 

test is unable to detect this proposed scheme.  
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4.6 Conclusion 

This Chapter discussed a hybrid scheme for data hiding and extraction. It does in 3 stages, (i) 

RR, (ii) adaptive QVD, and (iii) QVC. Data hiding is done in 3×3 blocks. From a 3×3 block, 

we spawn 2 new blocks, namely RB, and QB. RB comprises of remainders and QB comprises 

of quotients. Each remainder is written in 2 bits. There are 9 quotients in QB. In 4 corner 

quotients AQVD is plied and in rest of the quotients QVC is plied. Experimental data says that, 

HC of this scheme is obviously greater than the existing APVD schemes. It is also seen that the 

PSNR of this scheme is greater related PVD/QVD schemes.  
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     We can also judge that; the proposed scheme brought a trade-off in between HC and PSNR. 

From the discussion over RS and PDH tests, it is true to mention that the proposed scheme is 

secured. This is the initial research contributed with integration of the 3 ideas like RR, AQVD 

and QVC. It can be worth to mention that quotients Q2, and Q8 have been used as references, 

they are not used for hiding. In future we can modify the proposed procedures to hide data in 

these 2 quotients too. 
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Chapter 5 

Multi-directional Pixel Difference Histogram 

Analysis Based on Pixel Blocks of Different Sizes 
 

 

 

 

5.1 Introduction 

Wu and Tsai’s [49] PVD computes difference in 1-direction. Khodaei and Faez’s [68] PVD 

computes differences in 2-directions. Both these schemes are detected by 1-directional PDH 

test. In 2×2 blocks, we can have PVD in 3-directions.  In 2×3 or 3×2 blocks, we can have PVD 

in 5-directions. In 3×3 blocks, we can have PVD in 8-directions. These PVD methodologies are 

viewed as MDPVD. Researchers claim that MDPVD methodologies are not caught by PDH 

analysis. This chapter projects a MDPDH methodology to catch MDPVD steganography. The 

MDPDH methodology verifies 1-direction for 1×2 blocks, 2-directions for 1×3 blocks, 3-

directions for 2×2 blocks, 5-directions for 2×3 (or 3×2) blocks, and 8-directions for 3×3 blocks. 

It comprises 5 different algorithms, and is able to catch MDPVD steganography.  

     It is viewed that PDH test could detect conventional PVD schemes. It is a 2-dimensional 

graph with PD and its frequency on x and y-axes accordingly. It is said that PDH for the OIs 

will be smooth in appearance, but PDH for SIs generated from PVD methodologies will be 

curly in appearance. If curly shape is visible, the SI is confirmed to have data in it, otherwise it 

is not expected to have any data in it. Fig.5.1 is PDH test for Baboon and Lena images in Wu 

and Tsai’s [49] scheme.   

     It is viewed that PDH attack can be avoided by exploiting edges in many directions with 

block sizes 2×3 and 3×3. Traditional 1-directional PDH only catches PVD schemes in 1×2 

blocks. It cannot detect PVD techniques in 2×2, 2×3, 3×2, and 3×3 blocks. In this chapter, we 

proposed MDPDH technique which can verify various block sizes like 1×2, 1×3, 2×2, 2×3, 
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3×2, and 3×3, and can detect the PVD scheme too. This methodology computes differences in 

multiple directions, so it is named as MDPDH test. The MDPDH technique contains 5 

algorithms of its own. Algorithm 1 exploits one directional PVD (1D PVD). Algorithm 2 

exploits two directional PVD (2D PVD). Algorithm 3 exploits three directional PVD (3D PVD). 

Algorithm 4 exploits five directional PVD (5D PVD). Algorithm 5 exploits eight directional 

PVD (8D PVD). 

      

 

5.2 Proposed MDPDH Analysis [118] 

It comprises 5 algorithms. Algorithm 1 verifies 1D PVD. Algorithm 2 verifies 2D PVD. 

Algorithm 3 verifies 3D PVD. Algorithm 4 verifies 5D PVD. Algorithm 5 performs 8D PVD.  

5.2.1 Algorithm 1: 1D Test 

Here the input is SI and output is 1D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 1×2 blocks in disjoint manner. Fig.5.2 

is such a block. 
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Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

difference values. The index i is from -255 to +255. Initialize the frequency counts to 

zeros in the following way. Set F[i]=0, where i value lies in between -255 to +255 along 

with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute d1=g1-g2. This d1 value lies in between 

-255 to +255 along with 0. Now increment the frequency count, F[d1] by applying the 

incrementation as F[d1]= F[d1]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

5.2.2 Algorithm 2: 2D Test 

Here the input is SI and output is 3D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 1×3 blocks in disjoint manner. Fig.5.3 

is such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

difference values. The index i is from -255 to +255. Initialize the frequency counts to 

zeros in the following way. Set F[i]=0, where i value lies in between -255 to +255 along 

with 0. 

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 2. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 
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Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

5.2.3 Algorithm 3: 3D Test 

Here the input is SI and output is 3D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 2×2 blocks in disjoint manner. Fig.5.4(a) 

is such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

PD values. The index i is from -255 to +255. Initialize the frequency counts to zeros in 

the following way. Set F[i]=0, where i value lies in between -255 to +255 along with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 3. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

The other 3cases of 3D PDH test are based on Figs.5.4(b)-(d). 
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5.2.4 Algorithm 4: 5D Test 

Here the input is SI and output is 5D PDH diagram. 

Step 1: Here, the SI is read in raster order and cut into 2×3 blocks in disjoint manner. Fig.5.5(a) 

is such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

PD values. The index i is from -255 to +255. Initialize the frequency counts to zeros in 

the following way. Set F[i]=0, where i value lies in between -255 to +255 along with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 5. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 
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The other 3 cases of 5D PDH test are based on Figs.5.5(b)-(d). 

5.2.5 Algorithm 5: 8D Test 

Here the input is SI and output is 1D PDH diagram. 

Step 1: The SI is scanned in raster order and cut into 3×3 blocks in disjoint manner. Fig.5.6 is 

such a block. 

 

Step 2: In a block, between a pair of pixels, the difference can be a value from -255 to +255. A 

total of 511 values are possible. Let us define an array F[i] to project the frequency of 

PD values. Initialize the frequency counts to zeros in the following way. Set F[i]=0, 

where i value lies in between -255 to +255 along with 0.  

Step 3: The following procedure can be repeated for all the blocks to compute the frequency of 

pixel value differences. For each block compute di=gc-gi, for i =1 through 8. The di 

value lies in between -255 to +255 along with 0. Now increment the frequency count, 

F[di] by applying the incrementation as F[di]= F[di]+1. 

Step 4: Generate a PDH taking i value on x-axis and F[i] value on y-axis. Here i value is from 

-255 to +255. 

5.3    Results and Discussion 

MDPDH steganalysis mechanism is realized in a computer with i5 processor using MATLAB. 

For experimentation and testing images are taken from SIPI data-base [115]. We have 

considered several images from this data base. For the sake of documenting the results only 8 

cases are described here. These 8 images are a mixture of edge, smooth and moderate in nature 
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as far as the smoothness is concerned. More smooth parts can be seen in Lena. More edge parts 

can be seen in Baboon. The test images are color images. One pixel is 3 bytes. There are 3 parts 

in a pixel (R, G, B channels). The color image is changed to a 2D array by adjoining the 3 

channels. Each byte in 2D array is treated as a grey pixel, and computations are performed 

accordingly. 

 

    

Lena Baboon Tiffany Peppers 

    

Jet Boat House Pot 

Fig.5.7 OIs 

 

     Fig.5.7 lists 8 OIs. Fig.5.8 lists the 8 SIs induced from Wu and Tsai’s [49] 1D PVD. Fig.5.9 

lists 8 SIs induced from Khodaei and Faez’s [68] 2D PVD. Fig.5.10 lists 8 SIs induced from 

3D PVD [76]. This 3D PVD is an expansion of Khodaei and Faez’s scheme into 2×2 size. 

Fig.5.11 lists 8 SIs induced from 5D PVD [78]. This 3D PVD is an expansion of Khodaei and 

Faez’s scheme into 2×3 size. Similarly, Fig.5.12 lists 8 SIs induced from Pradhan et al.’s [79] 

8D PVD. This 8D PVD is an extension of Wu and Tsai’s scheme into 3×3 size.  

     The proposed steganalysis technique considers all these above-described images as inputs 

and produces output MDPDHs. The outputs are furnished in Figs.5.13-5.18. 
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Fig.5.8 SIs induced from 1D PVD technique 

    

    

Fig.5.9 SIs induced from 2D PVD technique 

 

    

    

Fig.5.10 SIs induced from 3D PVD technique 
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Fig.5.11 SIs induced from 5D PVD technique 

 

    

    

Fig.5.12 SIs induced from 8D PVD technique 

 

     Figs.5.13 (a)-(h) represent MDPDH test for 8 OIs. There are 8 diagrams, one per image. In 

each diagram, we can see 5 curves. Let us start from the bottom side of the diagram. The first 

curve (magenta color solid line) is one directional PDH (ID PDH). The second curve (black 

color dashed line) is two directional PDH (2D PDH). The third curve (black color dotted line) 

is three directional PDH (3D PDH). The fourth curve (dashed-dotted line with blue color) is 

five directional PDH (5D PDH). The fifth curve (red color) is eight directional PDH (8D PDH).  

     These five curves, in all the 8 diagrams are smooth in nature, there is no curly shape. So, 

MDPDH test does not catch any sort of PVD steganography in these 8 images. 
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(a)  MDPDH of original Lena image 

 

(b) MDPDH of original Baboon image 

       

(c) MDPDH of original Tiffany image 
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(d) MDPDH of original Peppers image 

 

(e) MDPDH of original Jet image 

 

(f) MDPDH of original Boat image 
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(g) MDPDH of original House image 

 
(h) MDPDH of original Pot image 

 Fig.5.13 MD PDH for eight OIs 

 

 

     Figs.5.14 (a)-(h) represent MDPDH test for the SIs induced from 1D PVD scheme. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that 4 curves are curly in nature except the 5th curve. 

So, it is evidenced that data is camouflaged in these images. The curly nature is highest in the 

first line, i.e., 1D PDH curve. So, it can be concluded that camouflaging is done using 1D PVD 

scheme. 
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(a) MDPDH for Lena SI induced from 1D PVD technique 

 
 

(b) MDPDH for Baboon SI induced from 1D PVD technique 

 
 

(c) MDPDH for Tiffany SI induced from 1D PVD technique 
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(d) MDPDH for Peppers SI induced from 1D PVD technique 

 
(e) MDPDH for Jet SI induced from 1D PVD technique   

 
(f) MDPDH for Boat SI induced from 1D PVD technique  
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(g) MDPDH for House SI induced from 1D PVD technique  

 
(h) MDPDH for Pot SI induced from 1D PVD technique 

Fig.5.14 MD PDH analysis for 8 SIs induced from 1D PVD technique 

 

     Figs.5.15 (a)-(h) represent MDPDH test for the SIs induced from 2D PVD technique. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that one or more curves are curly in nature. So, it is 

evidenced that data is camouflaged in these images. The curly nature is highest in the second 

line, i.e., 3D PDH curve. So, it can be concluded that camouflaging is done using 2D PVD 

scheme. 
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(a) MDPDH for Lena SI induced from 2D PVD technique 

 
(b) MDPDH for Baboon SI induced from 2D PVD technique 

 
(c) MDPDH for Tiffany SI induced from 2D PVD technique 
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(d) MDPDH for Peppers SI induced from 2D PVD technique 

 
(e) MDPDH for Jet SI induced from 2D PVD technique 

 
(f) MDPDH for Boat SI induced from 2D PVD technique 
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(g) MDPDH for House SI induced from 2D PVD technique 

 
(h) MDPDH for Pot SI induced from 2D PVD technique 

Fig.5.15 MD PDH analysis for 8 SIs induced from 2D PVD technique 

 

     Figs.5.16 (a)-(h) represent MDPDH test for the SIs induced from 3D PVD scheme. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that more than one curve is curly in nature. So, it is 

evidenced that data is camouflaged in these images. The curly nature is highest in the third line, 

i.e., 3D PDH curve. So, it can be concluded that camouflaging is done using 3D PVD scheme. 
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(a) MDPDH for Lena SI induced from 3D PVD technique 

 
(b) MDPDH for Baboon SI induced from 3D PVD technique 

 

 
(c) MDPDH for Tiffany SI induced from 3D PVD technique 
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(d) MDPDH for Peppers SI induced from 3D PVD technique 

 

 
(e) MDPDH for Jet SI induced from 3D PVD technique 

 
(f) MDPDH for Boat SI induced from 3D PVD technique 
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(g) MDPDH for House SI induced from 3D PVD technique 

 

(h) MDPDH for Pot SI induced from 3D PVD technique 

Fig.5.16 MD PDH analysis for 8 SIs induced from 3D PVD technique 

 

     Figs.5.17 (a)-(h) represent MDPDH test for the SIs induced from 5D PVD scheme. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that more than one curve is curly in nature. The curly 

nature is highest in the fourth line, i.e., 5D PDH curve. So, it can be concluded that 

camouflaging is done using 5D PVD scheme. 
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(a) MDPDH for Lena SI induced from 5D PVD technique 

 
(b) MDPDH for Baboon SI induced from 5D PVD technique 

 

 
(c) MDPDH for Tiffany SI induced from 5D PVD technique 
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(d) MDPDH for Peppers SI induced from 5D PVD technique 

 

 
(e) MDPDH for Jet SI induced from 5D PVD technique 

 
(f) MDPDH for Boat SI induced from 5D PVD technique 
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(g) MDPDH for House SI induced from 5D PVD technique 

 
(h) MDPDH for Pot SI induced from 5D PVD technique 

Fig.5.17 MD PDH analysis for 8 SIs induced from 5D PVD technique 

 

 

     Figs.5.18 (a)-(h) represent MDPDH test for the SIs induced from 8D PVD technique. There 

are 8 diagrams, one per image. In each diagram, we can see 5 curves. Let us start from the 

bottom side of the diagram. The first curve (magenta color solid line) is ID PDH. The second 

curve (black color dashed line) is 2D PDH. The third curve (black color dotted line) is 3D PDH. 

The fourth curve (dashed-dotted line with blue color) is 5D PDH. The fifth curve (red color) is 

8D PDH. We can see in all the 8 diagrams that more than one curve is curly in nature. The curly 

nature is highest in the fifth line, i.e., 8D PDH curve. So, it can be concluded that camouflaging 

is done using 8D PVD scheme. 
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(a) MDPDH for Lena SI induced from 8D PVD technique 

 
(b) MDPDH for Baboon SI induced from 8D PVD technique 

 
(c) MDPDH for Tiffany SI induced from 8D PVD technique 



 

    

 
98  

 
(d) MDPDH for Peppers SI induced from 8D PVD technique 

 

 
(e) MDPDH for Jet SI induced from 8D PVD technique 

 
(f) MDPDH for Boat SI induced from 8D PVD technique 
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(g) MDPDH for House SI induced from 8D PVD technique 

 
(h) MDPDH for Pot SI induced from 8D PVD technique 

       Fig.5.18 MD PDH analysis for 8 SIs induced from 8D PVD technique 

 

     Tables 5.1 through 5.6 records some statistics about the number of differences and average 

differences in the images for various PVD schemes.  

     Table 5.1 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over OIs of Fig.5.7. When we traverse this table 

from left to right i.e., from 1D PDH to 8D PDH, we can notice that the number of differences 

and the mean differences goes on increasing.  

     Table 5.2 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over SIs of 1D PVD listed in Fig.5.8. When we 
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traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the number 

of differences and the mean differences goes on increasing.  
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    Table 5.3 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 2D PVD listed in Fig.5.9. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  

     Table 5.4 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 3D PVD listed in Fig.5.10. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  

     Table 5.5 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 5D PVD listed in Fig.5.11. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  

     Table 5.6 lists the number of differences, and average differences for “1D PDH, 2D PDH, 

3D PDH, 5D PDH, and 8D PDH” when plied over the SIs of 8D PVD listed in Fig.5.12. When 

we traverse this table from left to right i.e., from 1D PDH to 8D PDH, we can notice that the 

number of differences and the mean differences goes on increasing.  
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5.4  Conclusion 

This chapter describes MDPDH steganalysis scheme. The existing PDH steganalysis can only 

detect 1D PVD, and 2D PVD schemes. But this proposed MDPDH scheme can also detect 3D 

PVD, 5D PVD, and 8D PVD schemes. This scheme comprises 5 algorithms. Algorithm 1 

generates 1D PDH using 1×2 blocks. Algorithm 2 generates 2D PDH using 1×3 blocks. 

Algorithm 3 generates 3D PDH using 2×2 blocks. Algorithm 4 generates 5D PDH using 2×3 

or 3×2 blocks. Algorithm 5 generates 1D PDH using 3×3 blocks. The experimental results 

justify that MDPDH scheme is capable of clearly detecting the type of PVD applied on the SI 

during data hiding. 
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Chapter 6 

Overall Conclusion and Scope for Future Work 

6.1 Overall Conclusion 

This Thesis describes 3 research issues and their solutions. The first issue is based on FOBP. 

The second one is based on unused blocks during data embedding. The third one is about 

steganalysis of MD PVD techniques. 

     The first issue is “Most of the PVD based techniques suffer from FOBP”. It is addressed by 

proposing a QVD+PVC based technique. This scheme cuts the OI into 3×3 blocks. Out of 9 

pixels, RR+QVD approach is plied on 5 pixels. These 5 pixels are the central pixel, its 2 

horizontal neighbors and 2 vertical neighbors. SVs of these 5 pixels are utilized to ply PVC 

logic in 4 corner pixels. Performance is satisfactory. BPB is 3.92 and PSNR is acceptable (35.94 

dB). There is a good trade-off between BPB and PSNR. As we have used here the concepts of 

substitution and differencing, so security is confirmed by RS and PDH tests. The PDH diagram 

for SI is not curly, so PDH test could not catch this scheme. From the RS diagrams we observed 

that “Rm  ≈ R−m > Sm  ≈ S−m ”, thus this proposed technique is undetected by RS test. 

     The second issue is “due to some given conditions, a majority of blocks could not be useful 

for data camouflaging in APVD schemes, hence HC is compromised”. It is addressed by 

proposing a hybrid scheme. It works in 3 stages, (i) RR, (ii) AQVD, and (iii) QVC. Data hiding 

is done in 3×3 blocks. From a 3×3 block, we develop again 2 blocks, namely RB, and QB. RB 

comprises of remainders and QB comprises of quotients. Each remainder is written in 2 bits. 

There are 9 quotients in QB. In 4 corner quotients AQVD is plied and in rest of the quotients 

QVC is plied. In RR substitution is plied. Experimental data says that, HC of this scheme is 

obviously greater than the existing APVD schemes. It is also seen that the PSNR of this scheme 

is greater than the related PVD/QVD schemes. We can also judge that; the proposed scheme 

brought a trade-off between HC and PSNR. From the discussion over RS and PDH tests, it is 
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true to mention that the proposed scheme is a secured. It is the initial research contribution with 

integration of the 3 ideas like RR, AQVD and QVC.  

     The third issue is “PDH analysis could not detect multi-directional PVD techniques”. It is 

avoided by proposing a MDPDH scheme. The existing PDH steganalysis can only detect 1D 

PVD, and 2D PVD schemes. But this proposed MDPDH scheme can also detect 3D PVD, 5D 

PVD, and 8D PVD schemes. This scheme comprises 5 algorithms. Algorithm 1 generates 1D 

PDH using 1×2 blocks. Algorithm 2 generates 2D PDH using 1×3 blocks. Algorithm 3 

generates 3D PDH using 2×2 blocks. Algorithm 4 generates 5D PDH using 2×3 or 3×2 blocks. 

Algorithm 5 generates 1D PDH using 3×3 blocks. The experimental results justify that MDPDH 

scheme is capable of clearly detecting the type of PVD applied on the SI during data hiding. 

6.2 Scope for Future Work  

The research can be further caried to check the integrity of the message at the recipient. To get 

this in every pixel block some control bits can be stored. These control bits shall be derived 

from the embedded data bits in that block.  

     In RR+AQVD+QVC technique, it can be worth to mention that quotients Q2, and Q8 have 

been used as references, they are not used for hiding. In future we can modify the proposed 

procedures to hide data in these 2 quotients too. 

     The steganography methodologies shall be jointed with cryptographic methodologies to 

acquire 2 stages of security. This idea can be plied in different practices. For example, to 

improve the security of the data stored in cloud, we can apply jointly cryptography and 

steganography.   


