
CHPATER 1 

INTRODUCTION 

1.1 Introduction  

, Internet of Things (IoT) word has become very popular and 

also gained a huge prospect in the industry of networked communications. The IoT 

was initially introduced by Kavin IoT [1] has the potential to 

of IoT is to develop an enhanced surrounding for the human beings who can 

understand automatically and perform or fulfills the necessities of human beings 

according to their thoughts or intentions. In the view of private users, the necessity of 

IoT can be observed in both domestic and working fields. Due to the capabilities that 

can be accomplished by IoT, it has gained a huge interest from the past decade in both 

academia and industry [3, 4]. Moreover, the major innovation of IoT is its capability 

to bind different technologies together to construct its vision [5]. Combining different 

technologies along with internet based on context aware services ensures a dynamic 

platform for IoT [6]. IoT can guarantee that it can connect the devices around us to 

the internet and make them to interact with each other with a bare of very little human  

beings involvement [7].        

Definition of IoT:According to the European Commission in [8], the IoT is defined 

as; Thesemantic origin of the expression is composed of two wordsand concepts: 

Internet and Thing, where Internet can bedefined as the world-wide network of 

interconnectedcomputer networks, based on standard communicationprotocol, the 

Internet suite (TCP/IP, while Thing is anobject not precisely identifiable. Therefore 

semantically,Internet of Things means the worldwide network of interconnected 

objects unique  

Based on this definition, the IoT is concerned as a network of interconnected 

devices those are used for daily usage and often equipped with ubiquitous mechanism. 

Along with physical devices, the IoT also contains sensors, electronics and embedded 

software. IoT allows the devices for remote control through the connected network 

infrastructure and assists the direct integration of communication computer networks 

works with physical or real world.  Figure.1.1 shows the components of IoT.   



 

Figure.1.1 Components of IoT  

In the survey of Federal Trade Commission (FTC), it was found that the 

quantity of IoT devices is larger than the quantity of working people around biosphere 

[10, 11] in the work stations. Further, it is also approximated as the count will be 

approximately 26 billion by the year of 2020 and it is much larger in number that 

exceeds the total sum of hubs, smart phones and personal computers (PCs) etc. Hence, 

we can understand that the IoT is providing an interface between virtual and real 

worlds with the help of different conventional computing equipment. Hence it 

significantly contributes to economic profits, efficiency, accuracy and also improves 

robustness. Hence IoT has been widely used in different applications such as [9] 

Transportation, Building automation, energy management, environmental monitoring, 

health care systems, infrastructure management smart transportation systems etc. 

1.2 Applications of IoT  

Due to the flexibility of connection to internet and access, there exist several 

applications of IoT. Here we discuss some of them briefly; 

 



1.2.1   Smart Home (SH) 

SH is one of the most prevalent applications of IoT which has ranked as a 

highest IoT application on all measured channels. On an average, the total number of 

people search for smart home is approximately 60,000 per month. There exists huge 

number of companies those are in active condition in SH than any other application in 

the stream of IoT. Figure.1.2 shows an example image of smart home. Smart home is 

also called a home automation. Some of the examples for smart home are described 

here; 

 

Figure.1.2 Smart Home 

 For example, some of the recent Smart thermostats come with integrated Wi-

Fi, which can provide the flexibility for users to monitor, schedule and to 

control home temperatures. These devices are also flexible to learn the 

behavior of human beings thereby they can adjust the settings automatically 

according to the comfort of resident. Further the smart thermostats are also 

helpful in the provision of warnings, signs and reminders about the energy 

utilization, filter changings etc.  

 Using the garage door openers, smart locks, the authorized users can grant or 

deny access to other people. Moreover, the smart locks are also capable of 

detecting the residents when they present nearer to the location and unlock the 

doors for them automatically.    



 By installing smart cameras at home, the people can screen their houses when 

they are on vacation or away from home.  Sensors with Smart motion 

capability are also capable to detect the difference between different residents, 

visitors, pets and burglars and can notify the authorized parties if any 

suspicious behavior is observed.       

1.2.2 Smart Grid  

Smart Grid is another area of IoT application that relates the electrical field 

with internet. By using the smart grid, we can extract the characteristics of consumer 

and electricity suppliers in an automated fashion to achieve an improved efficiency, 

reliability of electricity distribution and also economics. On an average, the total 

number of searches for smart grid is 41,000 per month approximately. Figure.1.3 

shows an example image of smart grid. 

 

Figure.1.3 Smart Grid 

 Smart grid allows the monitoring of real time observation about energy supply 

and energy demand. Smart grid uses compute intelligence to manage resources 

in an intelligent manner.  

 For example, the utility companies can utilize Smart Gird technology for extra 

effective management of outage probability.  



 An intelligent Smart gird is more flexible for energy production, transmission, 

distribution and consumption and it can communicate easily with automatic 

running devices, system operators, network operators those work based on the 

information gained from external devices within the less period.  

1.2.3 Smart Farming  

Smart farming is one of prominent application of IoT which as hue boost up in 

the future. Smart farming will become the important application field in the 

predominantly agricultural product exporting countries. The smart farming concept 

can revolutionize the farming industry. Figure.1.4 shows an example image of smart 

farming. 

 

Figure.1.4 Smart Farming 

 In smart farming, farmers have flexibility to utilize the applications of smart 

faming such that they can optimize different activities such as generation of 

soil chemistry with the help of profiles of fertilizers, detection the nutrients of 

soil, determining the best time for crop harvesting, and to monitor the 

concentrations of moisture.   

 A succession of sensor devices can be connected in the crop that can assist 

animals can help in the regulation of livestock. Consider, one intelligent 

microchip is positioned in the ear of an Ox can help in tracking the animal, 



informing its history of vaccine, and also some other information like health 

condition, region in which it is feeding etc.  

 Smart elements like Pynco and AIIMETOE are some example devices which 

are generally used for smart farming. These devices help in the detection of 

weather condition and other information about the environmental conditions.  

1.2.4 Smart City  

Smart city, the name itself suggests a big revolution in the management of a 

city in a smart way. Smart city is also called as city of future which is novel concept 

that categorizes the information technology as responsible to provide developments in 

the city sector to create the city more proficient, better to live and cheaper.  Figure.1.5 

shows an example image of smart city. 

 

Figure.1.5 Smart City 

 The reason behind the name of smart city is its flexibility in the provision of 

comforts and removes discomforts for people which living in cities.    

 Smart has wide variety of applications like environmental monitoring, waste 

management, traffic management and water distribution etc.  

 IoT solutions offer in the sector of smart city solves several city related 

problems such as reducing air and noise pollution, traffic composing, and also 

helps in making the city safer.   



 The Smart city theme addresses the arrangement and administration of public 

administration by the atomized services in a sustainable and creative manner. 

The sectors those have been emerging in smart cities are namely waste 

management, innovative urban agriculture, water, health care, energy 

distribution, traffic management, traffic administration and government 

services.   

 Managing the wastage of urban area in an intelligent way ensure a valuable 

evidence for the people that inspires a simple and environmentally precise way 

for the collection of garbage.   

 1.3 Security Concerns in IoT 

Even though there is a huge prospect for IoT in real time applications, 

providing the connection between IoT devices introduces so many issues like security, 

privacy, resources utilization, mobility, inter-operability, and scalability. To solve 

these issues, various architectures are suggested for IoT but still some new problems 

are arising because of the devices with typical nature (i.e., heterogeneity) those are 

interconnected with IoT network. Except the first two issues, the remaining problems 

are solvable if the architecture of IoT is changed according to the requirements. The 

things 

and internet and the capability to interchange 

several privacy and security risks, ranging from physical world to internet and hence 

the people may get attacked or harmed. For instance consider a node in the IoT 

network is compromised, and then it may become an initiator for the other nodes to 

get attacked. Moreover, the attacked node may also results in the leakage of some 

personal information. A serious attack in the IoT network may spread to the physical 

devices and can results in serious problems to the physical safety of persons.       

Due to an infrastructureless network of IoT, for the communication with 

distant communities, the IoT devices ask the help of other devices such that the 

information is reached with minimum loss. Because of the nature of hassle free 

coordination, the IoT network has become vulnerable to several types of security 

threats. Further, the inherent characteristics such as distributed abundant architecture, 

and dynamic topology, prepares them more susceptible to several security threats. 

Once the device is compromised or attacked with any adversary, it starts misbehaving, 

r data forwarding, intentionally drops the packets, 



propagates incorrect data in the network, manipulates the packets gathered from other 

devices, etc.  The IoT has much prospect in various applications like Smart grid, 

smart homes, smart cities etc., in which the main communication paradigm is internet. 

For simple understanding, here we have explained the security concerns in the Smart 

grid and Smart home. 

1.3.1 Security Concerns in Smart Grid 

Compared with tradition power grids, Smart Grid has so many benefits such as 

improved quality of electrical power, detection and recovery from power quality 

disturbances (PQDs), distributed generation and demand response. SG offers a two 

way communication between service providers and consumers, while a traditional 

power grid only offers one way communication from the service provider to the 

consumer. For instance, in the conventional power grid, the service company comes 

to know about the disruption in the service when any consumer informs 

herself/himself. But, in the SG, the service company will robotically distinguish the 

disruption in the service because specific components like smart meters will stop 

sending the observed data. Here the IoT plays a significant role because all the 

components have an IP address and also has the flexibility of two-way 

communication. Due to an open communication between IoT devices, the attackers 

can hack the network easily by acquiring the data exchanged between peripherals. 

Moreover, the internet is too much sensitive to cyber-attacks. By altering the 

information either at the source of generation or at the senders, an adversary can 

impact the real time balance between consumption and generation and can 

consequences to considerable loss in the finance to the service and power companies.    

Hence, security considerations for IoT-aided SG systems are a high priority. For 

example, the energy consumption of households can be manipulated by altering the 

data interactions in SG to lower the costs.  

1.3.2. Security Concerns in Smart Home 

SH comprises of connected appliances such as self-guided vacuum cleaners, 

refrigerator, home security, oven, thermostat, TV set, cleaning and maintenance 

devices. In addition to light sensors, motion sensors, and cameras also collect data. 

Most of these data contains sensitive and/or private data such as network access, 

pictures, addresses and locations. The data can be accessible to mobile application 



owner, device manufacturer, third party venders and public depending on the 

situations.   Due to an open communication between IoT devices, data exchanges can 

be easily comprised by an attacker. Especially when the private data like pictures or 

videos are acquired by an attacker, it can lead to many social issues.  In this concern, 

the attacker hijacks and gains the control on a particular device. This type of attack is 

For example, the attacker who initially compromises a thermostat can gain the access 

to entire network and remotely unlock a door or can change the keypad PIN code to 

restrict the entry.   

1.4 Motivation  

Since the IoT is a more prone to several security threats, there is a necessity of 

an efficient routing design such that the devices in IoT network will get protected. 

Once any of the device is compromised in IoT network, it consequences to several 

problems such information loss, control over the connected devices, hacking etc. A 

serious communication between two interconnected devices can be hacked easily if it 

is going on through internet because of so many adversaries. A more serious concern 

in the IoT network is that the attacked nodes starts misbehaving and can drop the 

packets or can manipulate the packets. Due to the nature of openness transmission and 

deployment, the IoT network suffer from several serious attacks like sink-hole, black-

hole, worm-hole, replay, DDoS, Sybil selective forwarding, DoS, data tampering, 

hijack attacks. Thus there is a necessary to design an effective security framework to 

make the IoT more secure and resilient to all these attacks. 

 Moreover, the devices in an IoT are in connected fashion, results in an 

interconnected network. For a network with several devices (simply called as nodes), 

every need an assistance of another nodes to forward the data to other devices. In such 

type of conditions, the nodes seek the help of other nodes, called a multi-hop routing. 

In multi-hop routing, every node checks the status of its neighbor nodes before 

choosing them as their next-hop forwarders. During this process, the nodes have to be 

analyses in multiple orientations and then only it can be determined as malicious or 

not. Based on this aspect we have motivated to develop an efficient routing 

mechanism through which a node can establish a secure and trustworthy route 

towards the node to that was ready to forward the data. Hence the major motivation of 



this research work is to design an efficient routing mechanism by considering several 

factors at trust evaluation.  

1.5 Problem Definition  

Trust management (TM)is the one optimal solution that ensures the 

confidential data transmission in IoT network and provides security for personal 

information of user. Trust assisted security provision is done by the computation of 

trustworthiness of IoT devices. Based on this mechanism, several authors proposed 

several methods and the problems observed are outlined here; 

Limited Trust Factors: During the next-hop node selection, each IoT node checks 

rustworthiness and with the help of obtained trust values, the 

next hop node selection is done which has higher trustworthiness. During this process, 

to make the network robust to multiple attacks, the analysis needs to be carried out 

through multiple factors. However, the conventional methods had considered only 

limited trust factors. For example, if the trust design is addressed towards the 

tampering attacks, then the network can be compromised through remaining attacks 

like DoS attack, sinkhole attacks etc. 

Energy constraint: Even though some of the IoT devices are connected to power 

supply, most of the devices in IoT network are battery operated devices. For these 

devices, the main problem is energy consumption. To attain a more trustworthy next-

hop node, every node needs to analyze all of its neighbors in a detailed manner, 

results in more energy consumption. Mainly a node is chosen which has higher 

trustworthiness even though it is of energy scarce. A node with higher trust but less 

energy has huge impact on the Quality of Service. Moreover, some attacks are 

possible which focus on the energy of nodes thereby the lifetime will get affected.  

More misclassifications: In IoT network, there are some situations in which the 

earlier approaches had failed to capture the real cause of node misbehavior. This 

results in a higher FPR, i.e., a normal node is declared as a malicious node and vice 

versa. The main reason behind such disadvantage is that the earlier approaches 

supposed that the node misbehavior is main reason for the loss of packet. But in IoT, 

the packets may get lost due to some other events like Congestion, Out of range 

communications, Link change rate etc. Even though all these are unintentional 

misclassification, i.e., 



an innocent node may get declared as malicious and vice versa. Lack of detailed and 

proper analysis about the packet loss results in more misclassifications.  

1.6 Objectives  

To solve the above specified problems, this research work focused to develop 

a novel routing framework for IoT network. The major objectives of this research 

work are outlined as follows; 

1. To achieve resilience to different attacks, this work proposes a new routing 

framework based on multiple trust factors. Under this framework, each node 

checks the trustworthiness of its neighbor nodes in multiple orientations. 

2. To reduce the energy consumption and improve the network lifetime, this works 

proposes a new clustering strategy. In this strategy, the nodes are clustered and 

thereby the trust computation strategy is executed at only few nodes. 

3. To reduce the misclassifications, this work proposes a new trust evaluation 

strategy which considers the probability of packet forwarding based on multiple 

factors. Under these multiple factors, the main trust evaluation factors are 

considered along with basic characteristics of nodes.  

4. To lessen the computation burden, this work proposes a new mechanism that takes 

the help of metaheuristic algorithm at the next hop node selection.  

5. To explore the robustness, an extensive simulations experiment is conducted 

through different network parameters and at every phase, the performance is 

analyzed with the help of several simulation metrics.  

1.7 Methodology  

The overall methodology of this work is executed in totally four stages. At 

each phase, we have proposed a new routing mechanism to meet the objectives. At 

every contribution, we formulate a composite route metric by combining different 

metrics. The details of methodology are demonstrated as follows; 

In the first phase, we have proposed a Multi-Context Trust Aware Routing 

(MCTAR) framework that considers three metrics such as communication trust, 

energy trust and hop count. The first two metrics explores the trustworthiness of a 

node while the third measure explores the support to quality of service.   



In the second phase, we have proposeda novel trust management scheme 

called as Multi-Context Cluster Based Trust Aware Routing (MCCTAR). MCCTAR 

aims at the network lifetime improvisation and developed a new clustering 

mechanism. Further, they used three metrics for trust assessment, they are data trust, 

nobility trust and communication trust.  

In the third phase, we have focused on the reduction of misclassifications. 

Towards this prospect, we have proposed a new packet loss aware Trust Management 

(PLATM) mechanism by considering the multiple aspects which are direct and 

indirect reasons for packet loss. Mainly, this phase focused over the MAC layer 

 PLATM 

designs a new packet forwarding probability factor to decide the capability of  a node 

based on its MAC layer information, and buffer status. PLATM mainly aims at the 

reduction of false positives count by studying the packet loss reasons.  

At fourth stage, we have focused on the reduction of computational burden 

and towards such objective; we employed a metaheuristic algorithm which 

automatically updates. One fitness function is modeled through energy and trust and it 

is optimized through bumble bee algorithm. At simulation, we studied delay 

performance.   

1.8 Thesis Organization  

The complete thesis is organized in totally six chapters. The following 

illustration gives the overview of each chapter.  

Chapter 1 discusses the basic details such as Introduction to IoT, applications 

of IoT, security concerns of IoT, motivation of this research work, problem definition, 

objectives and methodology.  

Chapter 2 discusses the details of related work.  Initially we discuss the details 

of several security requirements. Next we discuss the details of several types of 

attacks namely Denial of Service attack, Ma in the Middle attack, sink-hole, black-

hole, worm-hole, replay, DDoS, Sybil selective forwarding, DoS, data tampering, 

hijack attacks, Replayed, Altered, and Injected messages attack and Black hole attack. 

Finally we discuss about the details of literature survey. Under this survey, we discuss 

different approaches those focused on the provision of security for IoT network. 



Chapter 3 discusses the details of first contribution. Initially we discuss the 

details of proposed methodology of trust computation, i.e., MCTAR. Under this 

phase, we have illustrated the complete details of 3metrics namely communication 

trust, energy trust and hop count. After the demonstration of theoretical description of 

MCTAR, we discuss the details of simulation experiments and then discussed the 

performance metrics. At last we have concluded this chapter with the average 

performance results.  

Chapter 4 deliberates the particulars of second contribution. Firstly we discuss 

the particulars of network model and the details of proposed methodology, i.e., Multi-

Context Cluster Based Trust Aware Routing (MCCTAR). Under MCCTAR, we have 

discussed the complete details of three trust parameters namely; data trust, nobility 

trust, and communication trust. After the demonstration of theoretical description of 

MCCTAR, we discuss the details of simulation experiments and then discussed the 

performance metrics. At last we have concluded this chapter with the average 

performance results.  

Chapter 5 deliberates the particulars of third contribution. Firstly we discuss 

the particulars of network model and the details of proposed methodology, i.e., 

PLATM. Under PLATM, we have discussed the complete details of three trust 

metrics such as MAC layer information, buffer capacity, and residual energy status. 

Next, we have discussed the details of several countermeasures for different attacks 

through PLATM. After the demonstration of theoretical description of PLATM, we 

discuss the details of simulation experiments and then discussed the performance 

metrics. At last we have concluded this chapter with the average performance results. 

Chapter 6 outlines the details of our fourth contribution, i.e., CBBMOR-TSM. 

CBBMOR-TSM builds a trust Sensing model by incorporating the intelligence at the 

selection of next hop nodes to forward the data in a secure manner. The intelligence 

introduced with the help of metaheuristic algorithm called as Chaotic Bumble Bee 

Mating (CBBM) Algorithm. For CBBM, the objective function is modeled through 

energy and trust and then it is optimized in an iterative way. This chapter initially 

discusses the theoretical details and then explores the experimental analysis details.      

Finally in Chapter 7, we have demonstrated the concluding remarks of this 

research work. The concluding remarks are illustrated through the effectiveness 

achieved by this research work under IoT environment. Further we also suggested 

several possible future directions which help for further researchers.  


