
 

CHAPTER 3 

MULTI-CONTEXT TRUST AWARE ROUTING 
(MCTAR) 

3.1 Chapter Overview  

Here, we deliberate the complete details of our first method, i.e., MCTAR for 

IoT (MCTAR-IoT). Initially we discuss the details of proposed methodology of trust 

computation. Under this phase, we have illustrated the complete details of 3 different 

contexts such as Communication Trust (CT), Energy Trust (ET) and Hop Count (HC). 

The first two are used for trust computation and the last one is used for delay 

reduction. For every node in the IoT network, the MCTAR selects an optimal route 

which has more trustworthiness and less delay. After the demonstration of theoretical 

description of proposed method, we deliberate the particulars of simulation 

experiments. Here in the experimental facts, we deliberate the effectiveness of 

MCTAR-IoT through several performance metrics including Malicious Detection 

Rate (MDR), PDR and Network lifetime, Packet Loss Ratio, End-to-End Delay 

(E2ED), and False Positive Rate (FPR).   

3.2 MCTAR-IoT 

In this section, we explore the full pledged details of proposed MCTAR for 

IoT. Under the theme of multi-context, we considered three attributes such as trust, 

energy and hop count. We formulate a new metric called as Composite Route Metric 

(CRM) by combining all these metrics and assigned an individual weight for each 

attribute. The first attribute provides as secure communication, the second attribute 

provides an enhanced lifetime and the third attribute provides a less delay. Based on 

the CRM values, each node choose is next-hop nodes and forwards the data. 

Figure.3.1 shows a simple schematic of proposed approach.  

 

Figure.3.1 Block diagram of proposed trust evaluation method  



According to Figure.3.1, MCTAR-IoT is depends on three metrics such as 

Communication Trust (CT), Energy Trust (ET) and Hop Count (HC). In these three 

metrics, the first two are referred for trust computation and the last one is computed 

for delay computation. Here we have specified a generalized block diagram, means it 

represents the rust evaluation process between two nodes such as node i and node j. 

The same process is employed between all the nodes in the network when they want 

to send information to destination or other nodes.  For a given source node, it checks 

for the CRM of all of its neighbor nodes. Then, depends on the assessed CRM values, 

only one node is chosen which has an optimal CRM value. Here the optimal CRM 

denotes more communication trust, more energy trust and less hop count.  The 

complete details of CRM evaluation is demonstrated in the following subsections.  

3.2.1. Trust Evaluation  

This framework considers communication interactions as a main reference 

metric for the assessment of trust of an IoT node. CT purely reflects the nature of 

trustworthiness. As there exists more communication interactions between two nodes, 

they are assumed to have more coordination and are in a trustworthy relationship. 

Trust lessens the probability of consequences those were caused due to adversary 

nodes in the trust assessment process through the measures like successful delivery of 

data and communication events. The CT is calculated in two ways; they are direct 

way and indirect way;  

3.2.1.1. Communication Trust  

Under this context, the trust evaluation is done based on the communication 

interactions between nodes. In CT, the evaluator node calculates the trust of all of its 

neighbor nodes by overhearing their transmission in the promiscuous mode. The CT 

evaluation considers basically two types of interactions; they are total Successful 

communication Interactions and total Non-Successful communication Interactions. 

The evaluator IoT node successfully overhears if its neighbor node  deliver the 

data packet or within the specified time span. The source node is receives an 

acknowledgment if the packet is successfully delivered. If the packet sent by the 

sender node reaches to the next to next hop node within the specified timespan, then it 

is considered as successful interaction otherwise it is simply treated as non-successful 



interaction. At every successful interaction, the sender node can receive an 

acknowledgement if the packet is efficaciously delivered at the corresponding node.  

Consider an IoT node compromised with either SFA or black-hole attack, and 

then only partial packets are forwarded to its next hop node even though it receives a 

complete set of packets from sender node. Thus, the ratio between the successful 

interactions to the total interactions declares the trustworthiness of the corresponding 

node. A larger value of this ratio denotes larger trust and the smaller value denotes the 

malicious behavior. With the help of this ratio, each node processes the trust of all of 

its neighbor nodes and finds a more trustworthy node. In this paper, the CT is 

measured in two ways; they are direct way and Recommended way. The CT measured 

under direct way called as Direct Trust (DT) and in the recommended way it is called 

as Recommended Trust (RT). The DT computation is calculated directly with the help 

of direct interactions among IoT nodes. Next, RT computation is measured based on 

the indirect interactions those were incurred between neighbor nodes. A simple 

demonstration about the calculation of both DT and RT is shown in Figure.3.2.   

 
 

 

Figure.3.2DT and RT trust evaluation 

From the Figure.3.2, consider node i as evaluator node and node j as target 

node. Here, Node i measures the CT of node j with the help of DT and RT. In the 

computation of DT, node i has direct interaction with node j and hence it has a direct 



opinion about the trustworthiness of node j. On the other hand, the RT computation 

considers the recommendations of neighbor nodes such as node k, and Node m. 

Consider the CT of node j evaluated by node i is represented as  it is 

mathematically represented as 

                   (3.1) 

Where  

= the degree of DT between node i and node j,  

= the RT between node i and node j, 

=neighbor node set of target node j.  

In the above expression, the direct trust  is measured through the node 

i surveillance on the jth nodes packet forwarding behavior. Next, the  is 

measured by the evaluator node i  with the help of its neighbor nodes k and m of jth 

node. Weight factors  and  are allocated to  and respectively, 

thereby +  = 1, s.to and . The RT is assessed based on the 

opinions of neighbor nodes those were get interacted already with the target node. The 

 is calculated through following Eq.(3.2) 

         (3.2) 

Where 

 = DT among the evaluator node i and common neighboring node k 

 = DTamong the target node j and common neighboring node k.  

Due to the existence of more common neighbor nodes between sender and target 

node, the overall RT is an average of individual RTs. The obtained RT is swapped as 

a portion of recommendation with ith node. The involvement of RT is the trust 

assessment introduces several advantages; they are (1) Quicker identification and 

isolation of malicious nodes form network, (2) Faster convergence of trust 

computation process and (3) Solves the resource limitation problem. 

A simple demonstration about the computation of communication interactions 

with and without malicious behavior is shown in Figure.3.3. In this Figure.3.3, 

consider the set of Mobile nodes {M, N, O, P, Q, R} are assumed to be communicated 



with node {A}. The values mentioned over the links between nodes and node A are 

considered as communication interactions happened between them. Here, we assume 

two time instances for communication paradigm. The communication interactions 

incurred at time t are shown in Figure.3.3 (a) and in the second column of Table.3.1. 

Next, the communication interactions incurred at time t+1 are explored in Figure.3.3 

(b) and in the 3rdcolumn of Table.3.1. 

Table.3.1. Communication interactions with and without malicious behavior   

Nodes Without Malicious  With Malicious  

M 10 10 

N 12 12 

O 11 45 

P 9 9 

Q 10 10 

R 8 8 

 

 

(a) 



 

(b)   

Figure.3.3 (a) communication interactions with and without malicious behavior 

From the above mentioned example, we can see that the difference in communication 

interactions is observed only at node O. The difference between communication 

interactions between node A and Node O at time cycles t and t+1 is observed as large. 

Thus, the neighbor node O can be identified as adversary and it is isolated form the 

network.  

3.2.1.2. Energy Trust 

In the past trust based models in IoT, the nodes prefer only the nodes hose are 

of more trustworthy and can help in the successful delivery of packets at destination 

node. At this instant, they choose the nodes with highest trust degree but it 

consequences in faster depletion of energy and impacts the lifetime of network. Thus, 

the energy is also need to be considered during the selection of next hop node. In the 

context of energy, we consider the energy consumed for both data receiving and data 

transmitting. Hence, the total energy consumed is obtained by the summation of 

transmitting and receiving energies and it is mathematically expressed as 

                     (3.3) 

                                                 (3.4) 

Where 



 = Energy consumed for transmission, 

 = Energy consumed for receiving  

 = bit count  

 Distance between sender and receiver node  

 = energy consumed for unit bit transmission by node i 

 = energy consumed for unit bit amplification at node i to get specific SNR.  

Thus the total energy consumed is obtained after the summation of RE and TE is 

expressed as 

            (3.5) 

Consider the initial energy as IE, the remaining energy left at node i the transmission 

of k bits is obtained by the subtraction of SE from IR, as  

                                                         (3.6) 

From the above expression, one can decide the capability of a node whether it can 

support for continuous data transmission or not. The RE of a target node is linked 

through a predefined energy threshold and if it found larger, then it is allowed for 

further data transmission otherwise the evaluator node chooses another node for data 

forwarding. Even though one node is observed to have maximum trust but less 

energy, then it cannot be taken for data forwarding. With the help of these attributes, 

the Degree of Trust (TD) of an IoT node through energy trust is defined as  

                                          (3.7) 

In this way, the residual energy of a node helps in the determination of its capability 

to help in the data forwarding. Similar to the computation of CT, the ET is also 

calculated in two ways; they are direct way and indirect way. This way computation 

energy, they can identified if we consider energy trust. The ET of a jth node is 

computed by ith node is calculated as 

              (3.8) 

Where  



= the degree of direct energy trust among the nodes i and j,  

= the indirect/recommended energy trust among the nodes i and j. 

In the above Eq.(3.8), the direct energy trust  is computed based on behavior of 

node j towards the ith node. Next the   is computed by node i with the help of 

neighbor nodes of node j. Similar to the RT, the RET is measured as the combination 

of DETs of common neighbor nodes of evaluator and target nodes.  Mathematically, 

the  is represented as 

        (3.9) 

Where 

 = DET between node i and node k, and  

 = DET among the nodes j and k.  

3.2.2 Hop Count  

MCTAR considered one more parameter called as Hop Count (HC) along with 

CT and energy.  In IoT, secure data transmission is more important but at the same 

time, the quality is also important. As the path is length, the data would get delivered 

with a delay and results in less QoS.  Hence, the path must be short and also secure. In 

the case of secure and short path, there is a little effect on the data being transmitted 

however, in lengthy paths, the data transmission takes more time to deliver and results 

in more delayed delivery. Moreover, there is a chance for an attacker to compromise 

the node based on the path characteristics. Thus, the path needs to be changed and at 

the same time it must be shorter. Towards such objective, this paper considers Hop 

Count as a reference metric and integrated into the path selection mechanism.   

In the MCTRA-IoT, the length of path is measured based on the Hop Count 

and the path is chosen which has minimum hop count. However, there is chance that 

the trusted minimum hop count path may have longer lengths at individual hops. 

Hence, only hop count is not enough for path selection. Hence, we consider both hop 

length and hop count and the path is chosen which has minimum hop count as well as 

minimum hop lengths. For hop length calculation, we consider the Euclidean distance 

metric. A simple demonstration about the roué selection based on Hop count is shown 

in the following Figure.3.4.  



 

(a) 

 

(b) 

 

(c) 

 

(d) 

Figure.3.4 (a) Example for route selection based on hop count (a) Three possible 

paths between source and destination (b) Possible path 1, (c) Possible path 2 and (c) 

possible path 3 

As shown in the above example, for a given source and destination node par, 

we can observe there are three possible paths. Among the possible paths, we have to 

choose only one path which has less hop count. For possible path 1 (

), the hop count is noticed as 3. Next for possible path 2 ( ), the 

hop count is 4. Finally for the third possible path 3 ( ), the hop 

count is 4. Among these values we can see that the first possible path has less hop 

cunt. Hence the first possible path (( ) is selected an optimal path. 



3.2.3. CRM 

Through the above three mentioned metrics, we formulated a CRM and the 

CRM assign an individual weight for each metric. The mathematical representation of 

CRM is shown as  

    (3.10) 

Where ,  and  are the weights of CT, ET and HC respectively which defines the 

weightage in trust evaluation. The values are assigned to these weights such that they 

has to fulfill the condition  and  . The 

larger weight of any arbitrary constant signifies the importance of corresponding 

metrics and also reflects the application. The larger value of  reflects that the CT is 

more important and application required more security. The following figure.3.5 

illustrates the concept of next-hop node selection followed by route selection though 

the proposed approach. In this example, we have considered energy trust and 

communication trust and hop count to determine the greatest optimal route for a given 

source and destination node pair. Further we have allocated equal weight for both 

trusts by assigning same values for ,  and , i.e., .  

 

(a) 

 

(b) 

 

(c)  



 

(d) 

Figure.3.5 Example demonstration (a1) Path1: , (b) Path 2: 

 and (c) Path 3: , (d) Finally selected optimal path 

Computation of trust (CT and ET) factor and hop count factor for all the available 

paths.  

For Path 1: CRM(S, D) = (0.3*0.7 + 0.3*0.8) + (0.3*0.6 + 0.3*0.7) + (0.3*0.7 + 

0.3*0.6) + 0.3*3 

                                 = 0.21 + 0.24 + 0.18 + 0.21 + 0.21 + 0.18 + 0.9 

                                = 1.23 + 0.9  

                                = 2.13 

For Path 2: CRM(S, D) = (0.3*0.8 + 0.3*0.8) + (0.3*0.7 + 0.3*0.5) + (0.3*0.8 + 

0.3*0.4) +     (0.3*0.7 + 0.3*0.8) + 0.3*4 

                                   = 0.24 + 0.24 + 0.21 + 0.15 + 0.24 + 0.12 + 0.21 + 0.24 + 1.2 

                                   = 1.65 + 1.2 

                                   = 2.85 

For Path 3: CRM(S, D) = (0.3*0.7 + 0.3*0.6) + (0.3*0.9 + 0.3*0.6) + (0.3*0.8 + 

0.3*0.5) + 0.3*3 

                                 = 0.21 + 0.18 + 0.27 + 0.18 + 0.24 + 0.18 + 0.9 

                                = 1.26 +0.9  

                                = 2.16 

From the above values we can see that the CRM of Path 1 (shown in 

Figure.3.5 (a)) is 2.13 in which the total trust factor is 1.23 and the hop count factor is 

0.9.  Next, for Path 2 (shown in Figure.3.5 (b)), the CRM is obtained as 2.85 in which 



the Trust factor is 1.65 and hop count factor is 1.2.  Finally for Path 3 (shown in 

Figure.3.5(c)), the CRM is obtained as 2.16 in which the Trust factor is 1.26 and hop 

count factor is 0.9. From these values we can notice that the CRM of Path 2 is high 

however, the hop count is observed to be more hence it cannot be considered as a 

final path. From the remaining paths, i.e., Path 1 and Path 3, the CRM of Path 3 is 

high when compared to Path 1. Moreover, the Hop count factor of both paths is equal. 

In such conditions, we have to choose the Path which has higher trust factor.   Hence 

the Path 3 is selected as an optimal path, as shown in Figure.3.5 (d).  From this 

analysis, we can state that the route must be selected in such a way it needs to ensure 

a secure communication between devices with sufficient quality of service.  Even 

though the Path 2 has more security, there is a chance of additional risk due to less 

energy trusts between the node pairs  and . Moreover, the hop count is 

also high for Path 2 which introduces an additional delay for packets. Hence we have 

chosen Path 3 as an optimal path for a given source and destination nodes.  

3.3. Experimental Analysis  

Herein this section, we explore the performance analysis particulars of 

proposed approach. For the experimental validation we use MATLAB tool with 

statistics toolbox. In this section, at first, we explore the particulars of simulation 

parameters and then the simulation results through different performance metrics such 

as MDR, PDR, PLR, E2ED, and FPR. All these metrics are measured under the 

varying malicious behavior.  

3.3.1. Simulation Setup 

For the purpose of experimental validation, initially we create a network with 

randomly deployed with N number IoT nodes and network area is assumed as M*N, 

where length is denoted by M and with is denoted by N. For this simulation, we fix 

the area for  m2. For robustness checking, we vary the node count and 

according to the node count, the network area also varies. For every node, there exists 

a range of transmission and let it be called as communication range and it is fixed as 

1/4th of the network area, i.e., . So, every node can with its 

neighbor nodes that are within the range of 100m. Especially, we check the 

performance of proposed model with varying malicious behavior. Here the malicious 

behavior is varied through malicious node count and it is dependent on the total nodes 



present in the network. At data transmission, we consider constant bit rate and it is 

assumed as 500 bytes per transmission.  Table.3.2demonstrations the Experimental 

setup parameters.  

Table.3.2 Experimental setup 

Network Parameter Value 

Node count  30-100 

Area of network   m2 

Range of communication  250 m 

Packet size  512 bytes 

Data rate  500 bits/sec  

Trust threshold  0.6  

Deployment   Random 

Malicious nodes 5-25% of Nodes in network  

Simulation time  50 seconds 

Pause time  5 sec 

 and   and  

MAC IEEE 802.11 

3.3.2 Performance Measures 

To analyze the performance effectiveness of MCTAR-IoT, we used different 

performance metrics like MDR, PDR, PLR, NL, E2ED and FPR. Among these 

metrics, the PDR and E2ED show the quality improvement and the MDR and FPR 

metrics shows the detection performance. The basic definitions of these three metrics 

are exposed here; 

PDR: It is well-defined as the fraction of total packets count received at destination 

node to the total packet count transmitted by source nodes originally. Larger PDR 

signifies better performance and vice-versa. Mathematically, PDR is expressed as 

  (3.11) 

Where the total packet count is received at destination node and  is the total 

packets count transmitted by source node.  



MDR: It is defined as the fraction of totally detected malicious nodes to the total 

number of original malicious nodes. Larger value of MDR signifies the better 

performance and vice-versa. For the calculation of MDR initially, we declare some 

nodes as malicious and then we apply our method for their identification. If the node 

declared as malicious is identified as malicious even through proposed method, then it 

is counted as True Positive (TP) otherwise, it is counted as False Negative (FN). 

Based on these two measures, the MDR is expressed as 

  (3.12)   

FPR: It is defined as exactly opposite to the MDR. FPR carries an opposite relation 

with MDR. For larger value of MDR, FPR is less and vice-versa. The method is said 

to be better if it has gained a lower FPR. Mathematically, FPR is expressed as  

 (3.13)   

PLR: It is well-defined as the fraction of total packets count lost to the total packets 

count transmitted originally from source node. The method is said to be better if it has 

gained a lower PLR. Mathematically, PLR is expressed as 

                       (3.14) 

E2ED: It is well-defined as the additional time engaged by the data packets to receive 

the destination after starting form source node. The method is said to be better if it has 

gained a lower E2ED. Mathematically, E2ED is expressed as 

            (3.15) 

Where  

 = time of arrival and  

 = Time of departure  

NL: It is well-defined through the time extent up to which the network can sustain 

without may network failures. Imply I can be sated as the time extent up to which the 

first node failure occurs. As the more number of attacks, Less the NL and vice 

versa.The method is said to be better if it has gained a larger NL.  

3.3.3. Results analysis 

Here, we use four measures such as MDR, PDR, PLR, NL, E2ED and FPR for 

performance assessment. These metrics are calculated at different malicious node 



count. At the same time, we used two existing methods for comparing with proposed 

method; they are OSEAP-IoT [56], and TRM-IoT [46]. In OSEAP-IoT, the FCM 

algorithm is employed for clustering and IBFO is employed for Cluster head 

Selection. Further the security is achieved through Group key Distribution. The 

optimal key selection is done based on IBFO. But, FCM is not an appropriate method 

for clustering because the FCM considers the impact of nodes to group them however, 

in actual, the IoT nodes are grouped based on distance from other IoT nodes in 

network. Moreover, the IBFO consequences in huge complexity at path discovery 

procedure if a sender node have information to send. Next, TRM-IoT considered the 

packet forwarding ratio, energy consumed and PDR for trust assessment. Further, they 

employed fuzzy set theory to accomplish the TRM model. As there exists only few 

trustworthy nodes in IoT network, considering them for every time data transmission 

results in a quick depletion those effects on the lifetime of network. During the 

simulation, we varied the malicious behavior as 5-25% of Nodes in network. For 

instance, consider the node count N = 100 and malicious behavior is 10%, then the 

total number of malicious nodes is 10. In this way, the malicious behavior is varied 

with node count and the performance is measured and the obtained values are shown 

in following figures.  

 

Figure.3.6 APDR for different malicious nodes 



When the network has more malicious nodes, the compromised or attacked 

perate to other nodes for data forwarding. Further, they also drop the 

packets intentionally. If such kind of packet drops is more, then the packets to be 

reached at destination node are less and results in less APDR. Thus, the malicious 

nature concerns to decrease in the APDR. These variations are shown in Figure.3.6. 

Even though the APDR is decreasing in nature, the proposed MCTRA-IoT has 

maintained an optimal PDR even at larger malicious node count. Next, the increase in 

malicious nature makes the nodes in Network forcefully compromise thereby they 

drop the packets and results in more PLR. The results of PLR for varying malicious 

nature are shown in Figure.3.7. Since the TRM-IoT and OSEAP-

multiple attributes for trust assessment, they experienced a larger PLR and lower 

PDR. Approximately, the proposed MCTAR-IoT has gained an APDR is of 

93.0212% whereas for traditional methods, it is perceived as 86.0212% and 90.2210% 

respectively for TRM-IoT and OSEAP-IoT. Next, approximately, the proposed 

MCTAR-IoT has gained an APLR is of 10.0212% whereas for traditional methods, it 

is perceived as 15.4212% and 13.0052% respectively for TRM-IoT and OSEAP-IoT.  

 

Figure.3.7 APLR for different malicious nodes   



When the network has more malicious nodes, the E2ED also increase because 

some compromised nodes intentionally forwards the packets with delay. If any node 

is compromised with an attack like black hole, then it drops the overall data and in 

such condition, the sender node needs to send the packets again.  In such case, the 

E2ED increases and this becomes worst for a larger malicious node count. The 

rerouting process results in a larger delay, as shown in Figure.3.8. Since the MCTAR 

considered Hop count, it can select an optimal pat which as less delay and it has 

obtained less E2ED. This option is not available in the existing methods and hence 

they experienced a larger E2ED compared to the MCTAR. On an average, the 

proposed MCTAR-IoT has gained an average end-to-end delay is of 14.2012ms 

whereas for traditional methods, it is perceived as 25.1244ms and 20.4417ms for 

TRM-IoT and OSEAP-IoT respectively.  

 

 

Figure.3.8 E2ED (msec) for different malicious nodes   

Next, to check the robustness of MCTAR, at first, a random IoT network is 

created with N nodes. During the run time, we declared some nodes as malicious and 

applied the proposed method. The MDR is calculated based on the identification of 



malicious nodes by MCTAR.  Here the MDR is calculated as the ration of TP to the 

sum of TP and FN. Here the TP is defined as the count that declares the total number 

of malicious does those are detected correctly and the FN is defined as the count that 

declares the total number of malicious does those are detected incorrectly. The sum of 

TP and FN gives the total number of nodes those were subjected to detection process. 

From the results demonstrated in Figure.3.9, we can see that the proposed method is 

achieved a better MDR than OSEAP-IoT and TRM-IoT. Since the proposed approach 

chooses a path between sender and receiver based on multiple attributes, it can 

identify the malicious nodes much accurately.  However, the existing approaches not 

considered multiple contexts and hence they have obtained less MDR when compared 

with proposed approach. In the case of TRM-IoT, the constraints considered for trust 

assessment are energy consumed, PDR, and E2E packet forwarding ratio.But, they 

were not concentrated on the energy constraints. Concentrating only on the reputation 

and trust results is less lifetime of network. Since there exists only few trustworthy 

nodes in network, if we consider the same node every time, they get depleted quickly.   

 

Figure.3.9 MDR for different malicious nodes   

Next, the OSEAP-IoT considered group key distribution to ensure security and 

employed FCM for node clustering. Even though group key distribution is effective in 



the provision of a trustworthy routing, the key is allocated for individual groups. This 

approach is not able to detect the internal attacks. Besides, the IBFO consequences to 

a huge computational burden on the path established. 

selection of path and also there is not trusts degree assessment mechanism.  MCTAR 

is resilient to the above specified problems. Due to the consideration of multiple 

context based security analysis by the proposed MCTAR-IoT, almost all the malicious 

nodes are determined perfectly. Moreover, the proposed approach can find the 

different attacks (both internal and external).  On an average, the proposed MCTAR-

IoT has gained an average Malicious detection rate is of 93.8021% whereas for 

traditional methods, it is perceived as 88.2012% and 90.3214% for TRM-IoT and 

OSEAP-IoT respectively. 

 

Figure.3.10FPR for different malicious nodes   

FPR is one more metric which carries an exactly opposite relation with MDR. 

The variations of FPR for varying malicious nodes are demonstrated in Figure.3.10. 

From the results, the MCTAR is observed to have less FPR as it considered or 

attributes for trust assessment. For the existing methods, the FPR is observed as high 

because they were not focused on the multi-level trust assessment. On an average, the 



proposed MCTAR-IoT has gained an average False positive rate is of 3.6521% 

whereas for traditional methods, it is perceived as 11.4015% and 6.2212% for TRM-

IoT and OSEAP-IoT respectively. 

 

Figure.3.11 NL (Sec) for different malicious nodes   

Because of the involvement of energy constrained components in the 

applications related to IoT, there must be an organized node selection at data 

communication. If the energy is large, the NL also large and vice versa. Hence, the 

routing mechanism must be in such way, it needs to preserve the NL by optimizing 

the energy consumption at each node. The results of NL with varying malicious nodes 

are demonstrated in Figure.3.11. Since the MCTAR used energy and hop count as 

additional metrics for trust assessment, the node selection is optimized n both trust 

and energy aspects. Hence, the proposed approach is gained a larger NL compared 

with TRM-IoT and OSEAP-

NL related measures for node selection and hence they experienced a lower NL 

compared to MCTAR. On an average, the proposed MCTAR-IoT has gained an 

average Network Lifetime is of 36.0120 sec whereas for traditional methods, it is 

perceived as 31.3368 sec and 33.1330 sec for TRM-IoT and OSEAP-IoT respectively. 



 

Figure.3.12FNR for different SNRs 

 

Figure.3.13MDR for different SNRs 



With an increase in the SNR, the malicious node identification increases because 

there the SNR of 

 signal. In some kind of attacks like data manipulation, the SNR of 

transmitted signal is not equal to received signal. In such situation, the node can 

identify that the corresponding signal has received from a malicious node.  

3.4. Conclusion  

To provide an energy efficient and secure data exchange in IoT network, this 

work introduced a new routing mechanism called as MCTAR-IoT. This method 

employed three measures such as CT, ET and HC at next hop node selection. The CT 

ensures trustworthy nodes, ET ensures energy sufficient nodes and HC ensures a less 

delay path. We formulate a new metric called as CRM by combining all these metrics 

and assigned an individual weight for each attribute. The first attribute provides as 

secure communication, the second attribute provides an enhanced lifetime and the 

third attribute provides a less delay. Based on the CRM values, each node choose is 

next-hop nodes and forwards the data to destination node through it.  

For the purpose of experimental validation, we performed extensive 

simulations by varying the portion of malicious members in network and the 

performance is measured through APDR and MDR. Approximately, the MCTAR-IoT 

gained an improved APDR of 3% and 7% from OSEAP-IoT and TRM-IoT 

respectively. Next, approximately, the MCTAR-IoT gained an improved MDR of 

2.6341% and 7.8112% from OSEAP-IoT and TRM-IoT respectively. Finally, the NL 

is improved by 8% and 10% from OSEAP-IoT and TRM-IoT respectively.  

 

 

 

 

 

 

 

 

 


