
CHAPTER 4 

MULTI-CONTEXT CLUSTER BASED TRUST AWARE 
ROUTING FOR INTERNET OF THINGS  

4.1 Chapter Overview 

Here, we deliberate about the details of our second method, i.e., MCCTAR-

IoT. In this approach, we focused on both energy preservation and security concerns. 

Towards the security concerns, we have developed a new trust evaluation mechanism 

based on different trust metrics. Next for energy preservation, we have employed a 

new and simple clustering strategy. The proposed trust evaluation model considers the 

communication interactions, nobility and information processing through nodes. As 

the number of parameters used for trust evaluation is more, the network becomes 

resilient and any type of attack can be easily identified. Furthermore, we also 

employed a new clustering strategy for the sake of network lifetime improvisation.      

4.2 Network Model  

MCCTAR-IoT considered the clustered based IoT network and the entire 

nodes are categorized as Cluster Nodes (CNs) and Cluster Heads (CHs). For every 

cluster, the CH is a leader and it is selected based on the maximum energy levels. All 

the CNs has a direct communication link with the CH in every cluster. Further, the 

CHs can have a flexibility of direct communication with other CHs. The CN has a 

chance to get into clustered in more than one cluster. Among the available nodes in 

the network, the node which has maximum energy and maximum trust is chosen as 

CH. Next, the formation of Clusters is done through the calculation of Euclidean 

distance between CHs and left CNs. After the deployment of a network, we calculate 

the distance between all nodes and the nodes those were within the communication 

range are clustered into one cluster. A simple demonstration about the clustered 

network is shown in Figure.4.1.     

 



 

Figure.4.1 The network model of Cluster based IoT network 

As show in the above Figure.4.1, the network composed of CNs and CHs. As 

there are some clusters with overlapped regions, the nodes in that region can fall in 

any cluster and it is totally dynamic in nature. Based on this strategy, the entire CNs 

are categorized into two categories; they are Volatile CNs (VCNs) and Strict CNs 

(SCNs). Except the CH to which the node was connected, the remaining 

characteristics of SCNs and VCNs are same. SCNs are purely connected to a single 

cluster and it lies only within the communication range of one CH while the VCNs 

are connected volatile and it can have more than one communication ranges. Based on 

the distance between VCN and CHs, the VCN can connect to the CH to which it is 

close. Since the power required is more for the more distance, the VCN chooses a 

closer CH to get connected. In similar distance case from the entire CHs, the VN can 

attach to any one CH. The following assumptions are made in this work.  

 Clustered based IoT Network and the communication between CN and CH is 

directly connected while the communication paradigm among CHs is in 

unrestricted way.  



 Every IoT node resembles with a sole Identity (ID) and it may belong to 

multiple clusters or sole cluster. In any cluster, the CH  is larger than 

the energy of CNs. 

 Data nature is totally hybrid, i.e., it can be event driven and continuous nature.   

4.3. Trust Measurement  

Figure.4.2 shows the simple process of trust evaluation scheme of proposed 

approach. According to Fig.4.2, the trust assessment inMCCTAR depends on three 

metrics such as Communication Trust (CT), Nobility Trust (NT) and Data related 

trust (AT) . These three metrics 

trustworthiness because they can give more information about its different 

characteristics.  The CT is assessed through the total communication interactions 

count incurred between nodes. Next, the NT is assessed with respect to the total 

packets count those were reached to the receiver node successfully. Finally the Data 

related trust measures the trustworthiness with respect to the data sensed and 

transferred between them. Based on these three metrics, the overall trust is measured 

and the node which has more overall trust is selected as a next hop forwarding node. 

This process is repeated for all the nodes in the available routes and the final route are 

selected which has higher trust degree among the available routes.   For each trust 

metric, we have assigned an arbitrary weight as  for communication trust,  for 

nobility trust and is for data related trust.  

 

Figure.4.2 Block Schematic of trust assessment in MCCTAR-IoT 



4.3.1 CT 

CT is measured based on the total communication interactions count those 

were incurred between CN and CH. According to the [79], the CT between two nodes 

can be assessed in two ways; they are direct and indirect.  In this work, the trust 

computation responsibility is assigned to CH thereby the CNs energy can preserved. 

Since the CH is having larger energy, it can compute the CT of all of its CNs. Here, 

the direct trust of a CN at CH is measured based on its direct experience while the 

indirect trust is measured with the help of other CNs present in the cluster.  Since 

there exists p number of CNs in each cluster, the indirect trust is an average of all CNs 

Indirect trust. For a given ith CH and jth CN, the total trust is calculated as  

                   (4.1) 

Where 

 = DT among ith CH and jth CN. 

 = IT acquired by the ith CH node from the neighboring node p of jth CN. 

 = the total neighbor nodes count of jth CN.  

The indirect trust  is measured through Eq.(4.2). 

         (4.2) 

Where 

 = DT among the ith CH and its one of the CN p, that was a neighbor node of CN 

j and 

= DT among the CN j and its neighbor CN p.  

Here, the CT considers all types of communication interactions like RREQ sending, 

receiving RREP and data packets transmission. According to [87], as the number of 

interactions is more in number, the CT is assumed to be high. However, in our work, 

we have defined a threshold for communication interactions and the CT values 

between any two nodes exceed the threshold, then it may get suspected as attacked or 

compromised. Depends on the Probability Density Function (PDF) that lies within the 

range of 0 and 1, to measure the communication trust is accomplished when the 

communication interactions count surpasses the predefined interactions threshold. The 

CT value of assessed by CH i over CN  j in the time span t can be expressed as [81] 



         (4.3)       

Where 

 = total communication interactions count among CH i and CN j,  

 = Mean of communication interactions those were incurred among CH i and the all 

of its CNs 

 = larger integer value, i.e., equal to or less than z. 

 = threshold of communication interactions and  

 = an arbitrary constant 

 The threshold is obtained as a product of and , as . is the 

upper limit of communication interactions and it is totally vary based of 

communication scenario. The involvement of  is done here to make the value of CT 

within the range of 0 and 10. is varied as 1, 10, 100 and it is totally be contingent on 

the communication paradigm.  

4.3.2. Nobility Trust (NT) 

NT is calculated based on Packet Forwarding Probability (PFP) . 

PFP is directly linked with the total number of non-successful and successful 

communication interactions. For this purpose, the CH overhears the 

forward the data packet in the indicated time span or it transfers the data packet to 

other IoT node that did not exist in its routing table. For example, consider a node 

broadcasts the probe packets for every second up to 100 seconds. Further assume that 

the node A has received only 70 packets from the node B. Within the same time 

period, the node found that it has obtained 90 probe packets from node A. In this 

example, the PLR is 0.3 and PDR is 0.7. But, from node B the PLR is observed as 0.1 

only. Thus, the probability of a packet that can be successfully transmitted to node B 

from node A is 0.7. In this context the overhearing is assumed to be happened through 

HELLO packets and the main advantage is that it requires no additional energy.   

Based on the proposed strategy, the NT is determined and formulated by 

accumulating the total received packets count to the total predictable packets count. If 

CH is forwarded the packet to CN or the CH has received a packet from any CH, then 

it replies to the sender node with a probe packet and then only it is treated as 

successful or fruitful interactions else it is simply treated as non-successful 



interaction. For example, if any CN is attacked by the SFA, then it sends only few 

count. The larger number of non-successful interactions results in lower trust value. 

Mathematically the NT between ith CH and jth CN is expressed as  

                        (4.4) 

Where 

 = HELLO packets sent by CN and received by CH and they signify 

the successful interactions.   

 = HELLO packets expected to send by CN and received by CH in 

the predefined time span .   

The larger value of NT of CN with respect to CH signifies the larger trustworthiness 

and vice versa. A lower value of NT signifies that the corresponding CN has become 

malicious. The range of NT lies in between 0 and 10, where 10 denotes maximum 

trustworthy and 0 signifies minimum trustworthy.  

4.3.3. Data Trust (AT) 

In every cluster, the AT is restrained by the CH node and the information 

propagated in the cluster is taken as a reference. Since there exists some attacks like 

data tampering which tries manipulate the data, the AT can help in the identification 

of such kind of nodes. The IoT network is generally data centric network and the data 

propagated has significant role. The IoT nodes will transmit the multi-dimensional 

data to the CH. Any deviation in that data can be regarded as adversary or abnormal. 

The deviation among the effective mean of observed data and current observed data 

explores the AT. The data propagating in the network is in numerical format and 

hence we employed Euclidean distance for deviation calculation. Assume  and  as 

the standard deviation and mean of a data of size k-dimensions, the effective average 

is calculated as [  - + ]. The first term ( - ) is the minimum value and 

the second term (  + ) is maximum value. For a given CH, the AT is calculated as 

[81]    

                             (4.5) 

Where  



                                (4.6) 

Where 

 = the Euclidean distance  

m = data dimensions, 

 = the effective average of data (k-dimensions)deposited at CH and 

 = the effective average of data monitored by CN. 

4.3.4. Overall Trust 

The Overall trust between CN j and CH i, is obtained by integrating the three 

trust attributes such as CT, NT and AT. Mathematically, the OT is expressed as  

                       (4.7) 

Where , and are the weights of CT, and NT respectively which defines the 

weightage in trust evaluation. the weight of AT.  The values are assigned 

to these weights such that they has to satisfy the condition and  

. The larger weight of any arbitrary constant signifies the importance of 

corresponding metrics and also reflects the application. For instance if , 

 and , then CH focuses on the CT only. In that condition, the 

judgment is mostly favored towards the node with maximum CT.  

4.4. Routing Process 

A MCCTAR scheme is discussed here according to different routing metrics 

(discussed in section 4.3) and the optimal algorithm for path selection.   

4.4.1. Network Model Establishment    

In this paper, initially, the nodes with higher energy and higher trust are 

selected as CHs.  To obtain a stable cluster structure along with efficient network 

lifetime, the nodes with higher trust only has to select and the nodes which has higher 

energy will give better results with respect to network lifetime. A simple example 

demonstrating about the cluster selection process is depicted in Figure.4.3.   



 

(a) 

 

(b) 

 

(c) 

Figure.4.3 Selection of Cluster Head 

 



 In the network model establishment, Figure.4.3(a) shows an initial state of 

IoT nodes, i.e., a random network with non-clustered nodes with initial 

trustworthiness which satisfies the condition . Every node in the 

values with each other to choose a CH with reference to the methodology specified in 

the earlier section. Figure.4.3(b) shows the Initial trust values of all nodes in the 

network, which were shared to a node having the initial trust a value of 0.8. The trust 

values are received from totally six neighboring nodes and they are sequentially 0.7, 

0.4, 0.6, 0.9, 0.6 and 0.5. From the received trust values, the node can be chosen the 

neighbor node with higher trust value is the node whose Initial Trust is 0.9 by 

comparison, so the node with Initial Trust=0.8 considers the node with Initial Trust = 

0.9 as cluster head node and treats itself as a member of that cluster. Considering the 

possible network deployment coverage area, the cluster heads are selected with 

highest trust values, in adjacent nodes after a finite number of comparisons and the 

formulated cluster is shown in Figure.4.3(c).  

4.4.2. Route Selection 

The illustration given in above section shows the trust computation between 

two nodes those want to communicate with each other. Since we adapt for multipath 

routing, there exists multiple nodes and they needs to assess he trustworthiness of 

their neighbor nodes before choosing them as a next hop forwarders. For a given 

source node (x) and destination node (y), there exists multiple paths available and 

among these paths, the source node finalizes one path which is more trustworthy. For 

the route selection, the route trust computation is required and it is done as follows  

                      (7) 

Where ris the possible route and  indicates a connectivity between node 

x and Node y. A simple demonstration about route selection based on  is shown 

in the following Figure.4.4. From the Figure, for a given S and D nodes, there exist so 

many available routes. Among these routes, the route is selected that is bserved to 

have maximum Trust and hence it is chosen as final path for data forwarding.    
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(e) 
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(h)  

Figure.4.4 Trust based route selection from multiple Routes (a) possible Routes 

between source and destination nodes, (b)-(g) possible six routes, and (g) Selected 

final route  



Table.4.1 Possible routes and their Total Trust  

Route Total Trust 

  

  

  

  

  

  

According to Figure.4.4, there are six possible routes from source node to 

destination node and their total trust values are computed and tabulated in the 

Table.4.1. From the values observed in Table.4.1, the most credible route is 

. In this fashion, the trust ensured most secure route is 

established between any nodes of IoT network and the trust evaluation is also 

accomplished in periodic fashion. At any instant if any node is observed to be 

malicious, that node is discarded from the network and an update is propagated in the 

network such that no node will select that node for communication.   

4.5 Experimental Evaluation  

For the purpose of experimental validation, we consider APDR, FNR, FPR, 

MDR and Storage Overhead (SO).The entire metrics are assessedwith the help of 

varying malicious node count in the network. The parameters considered for 

simulation are listed in Table.4.2. 

 4.5.1 Simulation Setup 

Table.4.2 Experimental setup 

Network Parameter Value 

Node count  20-60 

Area of network   m2 

Size of data packet 512 bytes 

Data rate  500 bits/sec  

Source of traffic  CBR 

Trust threshold  0.6  



Nodes Deployment   Random deployment 

Portion of Malicious nodes 0-40% of Nodes in network  

  

MAC IEEE 802.11 

  

 1,2,3, and 4 

Simulation time  50 seconds 

 

Initially, considering P as a node count, a random network is created as shown 

in Figure.4.5. Further, the nodes on the created network are clustered based on the 

methodology specified in earlier sections. The clustered network is represented in 

Figure.4.6.The number of clusters is defined manually and here the total number of 

clusters considered is five. Once the CHs are obtained, the CNs is obtained by 

evaluating the Euclidean distance between the remaining nodes present in network 

and CHs. For every CH, initially we define the communication range and the nodes 

those comes under the communication range are clustered as CNs of respective 

cluster. The communication range of a CN is defined as the 10% of network area 

while the communication range of CH is considered as 25% of network area. Since 

the CH is assumed as a node with huge resources (For example connected to battery 

power with high energy), it has allocated for higher communication range than CN. 

Moreover, as the communication range of a CH is high, it can cover more number of 

nodes thereby additional burden reduces. 



 

Figure.4.5 Initial random network with 30 nodes 

 

Figure.4.6 Clustered network with five clusters 



The clustered network shown in Figure.4.6 is a sample representation which 

consists of five clusters. From this figure, we can observe that all the nodes are not 

clustered into five clusters and some of the nodes are left outside the clusters.  For 

such kid of nodes, simply multi-hop routing is applied by performing a nearest 

-clustered node which wants to 

send information. Then it performs nearest neighbor node discovery and if it found 

any node then it simple forwards the data to its nearest neighbor.  If the neighbor is a 

clustered network, then it simply forwards the data to its respective cluster otherwise 

it will initiate neighbor node discovery and repeats the process until the packet 

reaches to destination.  During the neighbor node selection, each node follows the 

proposed trust evaluation mechanism and through the obtained values, one node is 

chosen which has more overall trust. One any node is found that it was belongs to any 

cluster, then it forwards the data to cluster head and the remaining process is executed 

by respective CH.  

4.5.2 Performance Measures 

To analyze the performance of proposed approach, we used different 

performance metrics like MDR, FNR, PDR, Storage Overhead and FPR. Among 

these metrics, the PDR show the quality improvement and the MDR and FPR metrics 

shows the detection performance. The definitions for MDR, FRP, FNR and PDR are 

described in the earlier chapter and here we defined storage overhead.  

Storage Overhead: Storage Overhead is defined as the amount of additional storage 

belongs to the CNs stored at CH. A less value of this additional Storage overhead 

represents the better performance and higher value indicates bad performance.   

4.5.3 Simulation Results  

Here, we use six metrics such as MDR, PDR, PLR, NL, E2ED and FPR for 

performance assessment. These metrics are calculated at different malicious node 

count. At the same time, we used three existing methods for comparing with proposed 

method; they are ASC-IoT [100], and CITM-IoT [64]. ASC-IoT developed by Jabeur 

et al. [100] for the clustering of IoT network with the help of firefly algorithm. They 

introduced a new protocol in which the nodes store the trust information. With the 

help of firefly algorithm they suggested a recursive process and formulated the node 

selection as a convergence problem. But, they were not achieved a better false 



Due 

equal space capacities. And also due to the convergence algorithm at every time, the 

energy of nodes will get drain up and makes the nodes to die quickly. CITM-IoT was 

developed by Alshehri et al. [64]that mainly focused on the identification of bad-

mouth attacks and aimed to provide the scalability solution to IoT network. CITM-

IoT referred the memory to assess the trustworthiness of an IoT node. In the 

clustering method, the entire nodes are grouped as CNs, MNs and SNs. However, 

they were not concentrated on the energy efficiency.   

 

Figure.4.7 MDR for different malicious node count 

Figure.4.7 shows the MDR variations for different malicious node count. The 

proposed MCCTRA-IoT is obtained larger value of MDR than the existing 

approaches namely ASC-IOT and CITM-IOT. At any portion of malicious members, 

the MDR of MCCTRA-IoT is better than the existing approaches. Since the 

MCCTAR considered three main trust attributes, it can identify the maximum number 

of attacks launched on the nodes in network. This flexibility is not available with 

existing methods and hence they had shown poor performance in the detection.  



 

Figure.4.8 FPR for different malicious portion members  

Moreover, the MCCTAR-IoT is use data related trust and hence it can identify the 

attacks related to data tampering etc. This flexibility reduces the FPR and the 

corresponding results are shown inFIgure.4.8. From the Figure.4.7, approximately, the 

MDR of MCCTAR is obtained as 92% and for the existing techniques; it is 

approximately 88% and 84% respectively for ASC-IOT and CITM-IOT. Similarly, on 

an average, the FPR of MCCTAR is obtained as 5% and for the existing techniques; it 

is approximately 7% and 10%respectively for ASC-IOT and CITM-IOT. 

 



 

Figure.4.9 FNR for different malicious portion members 

FNR is a one more metric, similar to the FPR and it is also having inverse 

relationship with MDR. FPR considers the false positives whereas FNR considers the 

false negatives. In the proposed aspect, the FN is defined as the node which is 

distinguished as malicious node when it is normal node. For an approach, the FNR 

also should be less and that characteristics are shown in Figure.4.9. As it can be seen 

from Figure.4.9, the FNR follows rising nature for the rise in the malicious nature. 

However, associated to the traditional strategies, the FNR of MCCTAR-IoT is 

observed to be less and it is due to the consideration of trust evaluation in multiples 

aspects. Approximately, the FNR of MCCTAR is obtained as 4% and for the existing 

techniques; it is approximately 5% and 8%respectively for ASC-IOT and CITM-IOT. 



 

Figure.4.10 APDR for different malicious node count 

As much as more trustworthiness of nodes, they cooperate and forward the 

data to the destinations and results in larger PDR. But as the malicious behavior rises, 

the nodes compromise with any en attack, and they won cooperate for data 

forwarding. The results of APDR for varying malicious node count are demonstrated 

in FIugre.4.10. From this figure, it can be noticed that the APDR of MCCTAR-IoT is 

larger than the traditional approaches. Since we suggested a superior clustering 

mechanism, if any VCN is not able to communicate with open CH, then it can take 

the help of other CH and can forward the data.  Thus the APDR of MCCTAR-IoT is 

high than the existing techniques. Approximately, the APDR of MCCTAR-IoT is 

obtained as 95% and for the conventional methods; it is approximately 91% and 88% 

respectively for ASC-IOT and CITM-IOT.  



 

Figure.4.11SO for different malicious node count 

Storage overhead is referred as the excess number of packets required for data 

transmission. In the proposed MCCTAR-IoT, the trust assessment is done only at the 

CH and to do this task, the CH needs to store all the information belongs to CNs like 

data observing, energy and total number of communication interactions etc. To stock 

the entire data, the CH must have larger capacity else the number of CHs must be 

more in number. With rise in clusters number, the SO at a single CH will decline and 

it is demonstrated in Figure.4.11. The MCCTAR-IoT is a vibrant and the total CHs 

count is based on the total node count and area of network. Thus, the SO of MCCTAR 

is less than the conventional approaches. On an average, the SO of MCCTAR is 

obtained as 1720 Bytes and for the conventional approaches; it is approximately 2500 

Bytes and 3000Bytesrespectivelyfor ASC-IOT and CITM-IOT. 



 

Figure.4.12 NL for different malicious node count 

The Network lifetime is dependent on the energy consumption of nodes in IoT 

network. As the energy consumption raises, the nodes in network dies quickly and 

results in poor NL. However, the proposed approach applied clustering in which the 

energy consumption is happened only at CH, the remaining nodes sustains for more 

time and hence it has gained later NL than the existing approaches. The MCCTAR is 

a dynamic clustering mechanism and solves the NL problem. Approximately, the 

Network lifetime of MCCTAR is obtained as 40 Sec and for the conventional 

approaches; it is approximately 38 Sec and 36 Sec for ASC-IOT and CITM-IOT 

respectively. 

 



 

Figure.4.13 Average Trust Value (ATV) for Honest and Malicious Nodes 

The ATV of Honest nodes and malicious nodes is evaluated at every 

simulation experiment. Figure.4.13 illustrates the ATV and trust threshold of normal 

nodes and adversary nodes in totally ten experiments. From Figure.4.13, it can be 

observed that the ATV of normal nodes and malicious nodes is 8.5 and 4 respectively 

and the dynamic trust threshold is varying in every experiment. Due to the 

consideration of three types of trusts such as CT, NT and AT, theATV of both normal 

and malicious nodes is have differentiated effectively.  



 

Figure.4.14 MDR evaluation at different attacks 

Figure.4.14 shows the comparative analysis between MCCTAR and 

conventional methods through MDR at different attacks. Here we have considered 

totally five different types of attacks for simulation. They are DoS attack, SFA, 

Tampering attack, Energy depletion attack and Sybil attack.  These attacks are 

launched one by one and the performance is measured. From figure.4.14 we can see 

that the MCCTAR have higher MDR when compared with conventional approaches. 

In the case of proposed approach, we have considered communication trust which 

helps in the detection of DoS attack and selective forwarding attack. Next the data 

related trust helps in the detection of tampering attack. The nobility trust is much 

helpful in the detection of energy depletion attack. Hence the proposed approach has 

higher MDR. On an average, the MDR of proposed MCCTAR-IoT is observed as 

91.6023% while the MDR of existing approaches is observed as 87.1245% and 

85.3321% for ASC-IoT and CITM-IoT respectively.  



 

Figure.4.15 FNR evaluation at different attacks 

Figure.4.15 shows the comparative analysis between MCCTAR and 

conventional methods through FNR at different attacks. The FPR follows an inverse 

relation with MDR. The FPR of proposed MCCTAR-IoT is observed as 

approximately 8.2310% while the FPR of conventional approaches is observed as 

13.2555% and 15.1102% for ASC-IoT and CITM-IoT respectively.  

4.6. Conclusion 

Safety is the most important concern in the IoT network due to its widespread 

connectivity of different devices to the internet. To get a secure and qualitative 

transmission of data in IoT network, we introduced a new MCCTAR for IoT network. 

The security is ensured through CT, NT and AT and the network lifetime is archived 

through clustering. From the results, our methods had shown a superior performance 

in both malicious nodes identification and also in network lifetime improvisation. 

Further, the comparison with existing methods proves the effectiveness in the 

provision of attacks resilience.   

Approximately the MCCTAR obtained an enhancement in the MDR is of 8% 

and 4% from existing methods such as CITM-IOT and ASC-IOT respectively.  

Furthermore, the reduction in the FPR is noticed as 5% and 2% respectively from the 



conventional CITM-IOT and ASC-IOT. Among with FPR, the proposed approach 

also has gained a reduced FNR when it was compared to the conventional approaches 

and it is approximately 4% and 1% from CITM-IOT and ASC-IOT respectively. 

These improvements of proposed approach have proven that the MCCTAR is 

efficient in the identification of all possible adversary nodes in the IOT network.  

Next, focusing over the Quality enhancement, the enhancement in APDR is 

noticed as 7% and 4% from CITM-IOT and ASC-IOT respectively. Along with 

sufficient quality improvement, the proposed approach also gained an increased 

network lifetime and it is approximately 4 Sec and 2Secrespectively when compared 

with CITM-IOT and ASC-IOT. From the above analysis, we can conclude that the 

MCCTAR-IoT is more resilient for more number of attacks and also enhances the 

network lifetime. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


