
CHAPTER 5 

PACKET LOSS AWARE TRUST MANAGEMENT FOR 
IOT 

5.1 Chapter Overview  

Here, we deliberate the complete details of our third method, i.e., PLATM. In 

PLATM, our main focus is to reduce the misclassification rate thereby the genuine 

characteristics of nodes through the packet loss incurred. To avoid such false 

misclassifications, in the third contribution we have proposed a PLATM which 

considers the network parameters such as MAC layer information, residual energy 

status and buffer capacity in determining the malicious nodes correctly. To judge the 

node behavior, PLATM proposed a composite metric based on the network 

parameters to determine the forwarding capability of a node. Simulation tests are 

carried out over the PLATM and the performance is assessed with several 

performance metrics like MDR, FPR, PLR and AEC. The obtained performance 

metrics reveals the superior performance of PLATM even with a larger malicious 

node count. 

5.2Packet Loss Aware Trust Management (PLATM) 

This section describes the details of the proposed method, called as PLATM 

for malicious node detection and it explores the main underlying reasons for packet 

loss, other than node misbehavior. Generally the malicious node is identified based on 

its behavior, i.e., not co-operating to forward the data, intentionally dropping the 

packets received from other nodes, manipulating the data etc. The node becomes 

malicious and misbehaves when it was attacked/compromised by an 

adversary/attacker. Examples for such kind of misbehavior are, 

 Intentionally dropping packets, 

 Not co-operating to forward the packets to further nodes,  

 Propagation of Wrong information in network and collecting the data from all 

IoT nodes.  

Hence to identify and to isolate that kind of nodes, some techniques are developed 

earlier but most of them focused on the network related aspects. Unlike the 



conventional approaches, this work proposed a novel mechanism which focuses over 

the data related measures to analyze the node behavior with respect to packet loss.   

The block schematic of trust assessment in PLATM is shown in Figure.5.1. At 

first, the PLATM determines the main reasons due to which packet loss has been 

occurred. The PLATM determined three reasons namely; MAL layer information 

(MLI), Buffer Capacity (BC) and Residual Energy Status (RES) as main reason for 

unintentional packet loss. Even though these metrics are not prior metrics for trust 

sensing, we have considered these metrics to reduce the FPR. Because, these metrics 

also have significant effect on the detection of malicious nodes. Every IoT node 

assesses the trustworthiness of its neighbor nodes with the help of PFP based on these 

three measures. Depends on the obtained PFP values, it can take decision on the 

maliciousness.  

 

Figure.5.1 System Architecture of proposed model 

5.2.1. MAC Layer Information (MLI) 

MAC layer an important layer at which the packet loss is possible due to 

several reasons. Assume two IoT nodes A and B and former node has to forward the 

data to later node and it is found that node B is out of range of the next hop of node A. 

Then packet loss occurs. This is a regular problem and mainly this occurs due to the 

node movement from one place to other place. In the IoT network, mobile devices are 

also connected and they have mobility, results in a packet loss at the targeted node. 

Furthermore, the packet loss also related to the mobility nature as; it is high in highly 

mobile environments and less in less mobile environments. This problem is 



completely oriented to the dynamic environments at which the nodes are not static 

and they are moving. Next, at MAC layer, one more reason is there due to which the 

packet loss occurs, i.e., congestion related packet loss. Congestion occurs in the case 

of a link with limited channel capacity and the information rate is of huge in nature. 

Because of these reasons, congestion may incur and the buffer of a node gets 

 

As in accordance with IEEE 802.11 disclaimers of MAC layer [102], after the 

data packet transmission from source node, it can receive an acknowledgment called 

from the node who was received the packet. 

However, the receiving of LLA is restricted to a limited time period and it the source 

node was not received that LLA, it simply assumes that the packet has been lost due 

to the malicious nature of corresponding receiver node. Thus, LLA can determine the 

trust of a node. However, determining the node just based on the LLA is not a valid 

ceived at source node due to so many reasons related to 

the packet loss.  Based on this aspect, [101] proposed to send a probe packet by 

sender node before sending the original packet.  For instance consider each and every 

node broadcasts one probe packet for every second up to 100 seconds. Assume that 

node X has obtained 80 packets from node Y. At the same time, node Y discovered 

that it has obtained 90 packets form node X. Then the total number of packets lost 

from node X to node Y is 20 and the probability of packet forwarding is 100-20=80. 

But the number of packets lost from node Y to node X is 10. Based on this illusion, 

the success of packet forwarding probability from node X to node Y is measured as 

100  20 = 80. Though this approach can give a more analysis about packet loss, an 

extra probe packet transmission is an additional task and resource consumptive.  

In PLATM HELLO packets are considered as probe packets and it finds the 

main and actual reason for the loss of packet at MAC layer. During the 

communication in IT network, the nodes exchange HELLO packets in a periodic 

fashion with the neighbor nodes those are in one-hop distance.  Each node has a 

chance to receive a fixed number of HELLO packets from its every neighbor node. If 

this process continues normally, then the all nodes in the neighbor are expected to be 

trustworthy and the link is also assumed to qualitative. On the other side, if any node 

found any packet loss, then the corresponding node is assumed as malicious. 

Moreover, if any node wan not received the expected HELLO packets, then it is 

predicted as due to the some typical link internal problems and the corresponding 



node is simple not acknowledged as malicious. During the transmission of data 

between nodes, the forwarder node exchanges the information about link status to all 

of its neighbor nodes. From this prospect, any IoT node can assess the main and 

original reason for the loss of packet. Assume two IoT nodes C and D are in the 

communication,  be the HELLO packets received at node D in the 

timespan of to , and be the HELLO packets Expected to receive 

at node D in the timespan  to , the PFP of node D is calculated by node C as 

                     (5.1) 

Depends on the value of the node C can get a clear idea about the malicious 

nature of node D and its forwarding capacity. The normal range of  lie sin between 

0 and 1 where 0 signifies worst capacity and 1 signifies best capacity. This metric 

contributes more information towards the malicious node prediction in the case of 

attacks like jamming in which the channel appears as busy due to a continuous 

emission of noise signals into the channel either by external jammer of compromised 

node. 

5.2.2. Buffer Capacity 

In IoT network, the buffers at every node have limited capacity and they get 

overflow if the incoming data is of huge in nature. Further, the IoT device can be a 

laptop, or mobile or any household device which has its own constraints regard of 

bandwidth and buffer capacity. The nodes play multiple roles like forwarding node in 

multi-hop communication, terminals and routers. Due to these reasons, a node 

receives multiple packets at a time. Moreover, the nodes also receive update messages 

every time from its neighbor nodes to keep on tracking the status of network. All 

 drops a 

new incoming packet. But the sender node will assume that the forwarding node is 

malicious and it intentionally dropped the packet. This scenario results in an increased 

false positive rate, i.e., a normal node is declared as a malicious node even though it is 

not. Furthermore, congestion occurred due to the huge number of data packets that 

surpasses the length of buffer also results in the packet loss due to the buffer 

overflow. This work proposes one new metric based on the buffer capacity, called as 

Buffer Capacity Level (BL) to find out the buffer status of an IoT node. In the 

proposed strategy, each IoT node monitors the buffer capacity level status of its 



neighbor nodes in a table. At MAC layer, every node intermittently mockups its 

buffer interface length and updates its status through the HELLO packets.       

Consider a forwarding node M in a multi-hop network, let  be the value 

representingthe length of buffer at ith instant, and Y be the total samples count of a 

buffer length, acquired over a predefined time interval, then the average buffer 

capacity at node M can be measured as 

                                                                  (5.2) 

Where  is the average buffer capacity of node M. let  be the 

maximum buffer interface length at node M at MAC layer, then the buffer capacity 

level at node M can be measured as the ratio of buffer capacity and maximum buffer 

capacity, as 

                                                                   (5.3) 

Then the PFP through the buffer capacity  can be formulated through the 

following expression, 

                                                               (5.4) 

Here the PFP is inversely linked to the level of buffer capacity. A higher 

buffer capacity level results in lower packet forwarding probability and vice versa. 

Here the   

larger value of designates 

packet. In such scenario, the sender node chooses an alternate node or it waits for 

some time up to which the buffer capacity will get within the range. This process 

leads to the reduction of false positives. Since every node maintains the buffer status 

of its neighbor nodes, it can take a right decision even though if there is any packet 

loss in observed. If the sender node found that the forwarding node has sufficient 

buffer capacity level and also the packet is lost, then the sender node declares the 

forwarding node as malicious node and propagates a notification to all its neighbor 

IoT nodes. 

The main contribution of this metric is in the determination of attacks like 

DoS and DDoS, Replaying, altering, and injecting messages attack in which the nodes 

will receive a burst of packets by which the buffer fills very fast. If the buffer of any 



es wrong followed by higher FPR.  

5.2.3. RES 

In some cases, the packet may get lost due to insufficient energy availability. 

Due to this reason, the node may become selfish and drop the packet. If any node 

sufficient energy, it can drop some packets and broadcasts a wrong information into 

the network. At that instant, the sender node may consider the corresponding node has 

become malicious which is not a accurate assumption. To prevent the nodes from this 

misunderstanding, the PLATM considered RES as a third measure at trust estimation. 

After forwarding the packets to their corresponding next hop nodes, they have to 

exchange their RES to entire neighbor nodes through HELLO packets. With the help 

of RES, the PFP is measured as          

                                                                           (5.5) 

Where  is the opening energy, denotes the RES, and   is the remaining 

energy left after the packet transmission and it is calculated as 

                                                                           (5.6) 

Where  is the energy spent by node Q for packet transmission. With an increase 

in the , the PFP also increases. On the other hand, to prevent the selfish nodes, we 

consider the RES values not only from target node but also its neighbor nodes which 

can be indirectly called as indirect RES. This metric is very helpful in the detection of 

attacks like black hole, gray hole and SFA. For example in the black hole attack, the 

compromised node follows a massive packet dropping which is also possible when 

the residual energy of a node is less than its threshold level. In such condition, the 

determination of  intentional and unintentional behaviors is very important 

otherwise an innocent node will get punished.      

5.2.4. Composite Metric 

With the help of three measures, a new metric is formulated called as 

Composite Packet Forwarding Metric (CPFM) [103] and mathematically it is 

expressed as  

(5.7) 



Where ,  and  are the three random and arbitrary weights those signifies the 

application prospect. These values are totally application reliant and there is no static 

values. CPFM value varies from node to node and it is evaluated by sender node. 

After calculating it, the obtained value is compared with the neighbor nodes CPFMs 

to determine its trustworthiness.  

5.2.5 Summary  

The overall flowchart of proposed methodology is shown in Figure.5.2. 

According to the flow, after route discovery, the source node forwards the data to 

destination node through multi-hop routing. To ensure a secure data transmission, in 

every phase, the nodes (both source node and intermediate nodes) checks the status of 

their next hop nodes through the CPFM.  For instance, let A and B be two nodes, B is 

next hop node of A. At each round, node A checks the node B status through CPFM 

and if the CPFM of node B is found as high, then only node A forward next set of 

packets to node B. Otherwise, node A determines the node B as malicious, removes 

from its neighbor list and updates to its neighbor nodes.  

In this work, we have considered OLSR as a base routing protocol and route 

discovery is done according to that. After the route discovery, the source node begins 

to forward the data to destination node. After every phase of data transmission, every 

node in the route computes the CPFM of their next hop nodes and updates in their 

routing tables. The updates are regarding to the number of Past interactions, Buffer 

Status, and Residual Energy status. Based on these factors the CPFM is computer 

with Eq.(5.7) and updates in routing tables. For next phase communication, every 

node in the path checks the CPFM of its neighbor nodes and if it found to be greater 

than particular threshold, then only it will be utilized for further data forwarding. 

Otherwise, it is considered as malicious and discards from list.  

Here the novelty of proposed PLATM is proved at the detection of malicious 

nodes. Unlike the most of the conventional models, which has considered only the 

past communication history, this approach considered the communication history 

along with deviations in basic characteristics. For example, if any node in the path is a 

common forwarding node for multiple source nodes, then its energy will get depleted 

quickly and it may drop the packets without prior intimation. This cannot be 

considered as malicious behavior but some nodes may assume that the data packets 

were dropped due to the malicious nature and propagates the same thing in network, 



resulting in an increased FPR. Hence we have considered Residual Energy Status as 

one of the trust evaluation metric such that the node which has dropped the packet due 

to its less energy is not detected as malicious. 

 

Figure.5.2 Flow chart of proposed method 

5.2.6. Countermeasures through PLATM 

5.2.6.1. Jamming attack 

In the case of SG, the main intention of this attack is to abort the 

communication between smart meters and the utility provider, through jamming the 

wireless medium with some noise signals. Basically the jamming attack is possible in 



two ways, one is proactive jamming and other is reactive jamming. At the former type 

proactive, the jammer device releases the noise signals continuously and thereby the 

wireless channel is blocked whereas in the reactive jamming, the jammer first 

eavesdrops on the radio channel and then launches the attack when the signals are 

sensed on the channel. Hence for any legitimate smart meter, the channel appears 

busy. Moreover, the smart meter may also prevent from receiving packets.  

In this case, the proposed PLATM helps in the detection of adversary by 

checking the buffer capacity. Once the smart meter has found that it was prevented 

from receiving packets, then its buffer capacity is checked through the proposed 

metric called Buffer Capacity Level (BL). The simple demonstration regarding the 

jamming attack and its countermeasure through PLATM is shown in the following 

figure.   

 

Figure.5.3 Example of jamming attack 

According to figure.5.3, the energy data acquired through smart meter 1 is 

forwarded to utility service through smart meter 2. Suddenly the smart meter 1 came 

to know that the smart meter 2 is not receiving the packets. This is done in only two 

aspects. One possible case is the death of smart meter 2 due to the energy depletion 

and another is busy channel. In this case both are unintentional behaviors [105] but 

the smart meter 1 may assume that the smart meter 2 had become malicious. Then, the 

smart meter 1 checks the buffer capacity level of smart meter 2 and takes a correct 

 it 

has already updates about the residual energy status of smart meter 2. 



5.2.6.2. Replayed, Altered, and Injected messages attack 

Here, the adversary node may duplicate numerous duplicates of message, 

change the message, or generate and insert the new messages in the system while they 

were acting as intermediate nodes between source and destination nodes [104]. In the 

case of smart grid, the source and destination nodes are smart meter and utility service 

provider whereas in the case of smart home, the source will be a smart appliance like 

TV or thermostat or Laptop and destination will be service provider. In both cases, if 

any intermediate node is compromised, the messages sent by source node may get 

replicate or modify. In such case, there will be an enormous change in the total 

number of request messages and acknowledgments. For example, the compromised 

node sends the replicas of same messages multiple times by which the buffer level 

will be increased very fast. At this time, for a legitimate node, the node appears to be 

unintentional behavior but the node is assumed to be compromised by which the false 

positive rate increases. This problem can be solved through the proposed PLATM by 

the buffer capacity of a respective node and also the total interactions count with other 

nodes. If the buffer capacity is high due to the higher number of interactions, then the 

respective node can be declared as non-malicious.  

5.3 Simulation Experiments 

5.3.1. Simulation Setup 

For the purpose of experimental validation, we consider MDR, FPR, PLR and 

Energy Cost (EC).All these metrics are measured with the help of varying malicious 

node count in the network. To get the 95% confidence of the results, we conduct an 

extensive simulation experiments. Further, to realize the real time scenario. At every 

time, the selection of source and destination pair is random and not same.  

In the simulation process, to analyze the parameters which are the main reason 

for packet loss, we have simulated the OLSR routing protocol with varying network 

characteristics. There is no specific reason behind this consideration. Our proposed 

PLATM can be implemented on any routing protocol. Compared to other protocol 

such as AODV and DSR, the OLSR is less complex due to the maintenance of a 

routing table at every node. The main objective of the extensive simulations is to that 

the drop of data packets happens not only due to adversaries, as most of the trust 

based schemes assumed, but may also cause due to some other reasons. 



To realize this concept, we have done simulation experiments with the help of 

MATLAB and statistics toolbox. The total node count of network is varied from 20 to 

60 and the malicious behavior is changed form 5% to 25% of total nodes in the 

network. For example, let the total number of nodes be 40, and the percentage of 

malicious nodes be 20%, then the total number of malicious nodes present in the 

network are 8. For these nodes, the basic parameter such as Energy, Buffer capacity is 

initialized below the requirements. For example, for a non-malicious node, the Buffer 

capacity and total energy is initialized as 10,000 KB and 1 Joule, while for malicious 

nodes, they are initialized as 4000 KB and 0.4 Joule. At the time of simulation, if the 

packet drop is happened at these nodes, then their characteristics are analyze with the 

proposed three metrics along with communications interactions (direct and indirect 

interactions).   

Further to realize the scenarios related to data flow, we have selected 

randomly located source and destination nodes. The total count of such kind of pairs 

is varied with the total node count, as it is of 30% of total deployed nodes. We have 

considered a CBR and the size of data packet is 512 bytes. The simulation time of 

each run is 100 sec and for a given source and destination pairs, the simulation is done 

for 10 times and the obtained results are averaged. At every simulation, the malicious 

nodes percentage and locations are changed. The change is locations reflect to the 

energy consumption because the energy consumption and distance are linearly related 

to each other. We consider total packet loss as the total number of packets dropped 

out of the total number of packets transmitted. Further these packets are categorized 

into three categories such as MAC_Drop, Energy_Drop and Channel_Drop, according 

to the reason they have dropped. The simulation parameters considered for simulation 

is represented in Table.5.1, below. 

Table.5.1 Experimental Setup 

Parameter  Value 

Node Count  20-60 

Node Placement  Random  

Channel Capacity  2 Mbps 

Ttype of Traffic Constant Bit Rate 

Malicious Nodes  5-25% of total nodes 

Area of Network  1000 1000 m2 



Total source &destination node pairs  25% total nodes 

Simulation Time  100 Sec 

MAC IEEE 802.11 

 

 

Figure.5.4 Random network Formulation 

 

 

Figure.5.5 Original Malicious Nodes 

 



 

Figure.5.6 Detected malicious Nodes 

 
Figure.5.4, 5.5 and 5.6 gives a sample demonstration about the working 

methodology of malicious detection mechanism. Initially a network with number is 

created with randomly allocated positions. Over the entire nodes in the network, 

initially some nodes are stated as malicious nodes and then the proposed PLATM is 

applied over it to check whether it can detect perfectly or not. Figure.5.5 depicts the 

initially declared malicious nodes such as nodes with IDs 4, 9, 15, 21 and 32. After 

the accomplishment of proposed approach over this, the detected malicious nodes are 

represented in Figure.5.6, the nodes detected as malicious are the nodes with IDs 4, 9, 

18, 21 and 32. Among the originally declared malicious, the proposed approach is 

detected four nodes as malicious and one normal node as malicious. This process is 

repeated for multiple runs with varying node count as well as with varying % of 

malicious nodes and over the obtained values, the following performance metrics are 

measured. 

5.3.2 Simulation Metrics  

The performance is calculated through several metrics like MDR, FPR, PLR 

and Energy EC. The definitions for MDR, FPR and PLR are given in earlier chapters. 

Here, we define only the Energy cost, as   



EC: It is defined as the fraction of average energy consumed by all the nodes to the 

initial energy at nodes. Higher EC results shows poor performance and vice versa. 

5.3.3 Results  

The obtained MDR, FPR, PLR and EC are depicted in the following figures. 

The results are evaluated under two cases, one if for varying % of malicious nodes 

and second are varying number of nodes.  A comparative analysis is demonstrated 

through these results and the PLATM is compared with state-of-art methods such as 

MCTAR [79], Secure-MQTT [85], and FGA [71]. 

 

 

(a) 

 

(b) 

Figure.5.7 (a) MDR vs. malicious behavior (b) MDR vs. Number of nodes 



 

Figure.5.7 shows the variations of MDR for different malicious behavior and 

different node count in the network. From Figure.5.7a, the MDR is observed as 

decreasing for an increasing nature of malicious node count.  The similar nature is 

observed for increasing node count also, as shown in figure.5.7b. Compared to the 

conventional approaches, the proposed PLATM has gained a greater MDR. Since our 

PLATM employed a deep analysis on the packet loss and determined that there exists 

some other reasons for packet loss, it can identify the malicious nodes correctly.  

Unlike the existing methods those concentrated on only the Communication paradigm 

(Focused in [79]), Signal attributes (Focused in [71]), and traffic attributes of network 

(Focused in [85]), the PLATM concentrated on the resources of IoT nodes and 

determined that the packet may get lost due to the depletion of resources also. This 

fact made the PLATM to detect the malicious node correct and hence it has gained 

lager MDR compared to the existing methods.   

 

 

(a) 



 

(b) 

Figure.5.8 (a)FPR vs. malicious behavior (b) FPR vs. Number of nodes 

 

FPR is calculated based on the nodes those are not malicious but identified as 

malicious. The high FPR defines a bad performance because an innocent node is 

getting punished even though it is not malicious. A false declaration of a normal node 

as malicious node results in the removal of that node from the network and this makes 

the network to lose its significance as well as lifetime. Without a proper and detailed 

study of the packet loss reasons, an IoT node should not declare as malicious and this 

is the main drawback of existing methods. Unlike, the PLATM tried to analyze the 

packet loss in detailed way, it protected the innocent nodes from unnecessary 

punishment and hence it has gained less FPR, as shown in Figure.5.8. As it can be 

observed from Figure.5.8, the FPR is increasing for increase in the % of malicious 

nodes and also for rise in the total node count. With a rise in the count of nodes, the 

detection model will get confused and may detects the malicious nodes as a 

trustworthy node, resulting in an increased false positives followed by a higher FPR.  



 

(a) 

 

(b) 

Figure.5.9 (a)PLR(%)vs. malicious behavior (b) PLR (%) vs. Number of nodes 

 



node is compromised with any adversary, it misbehaves and drops the packet or 

manipulates the packet. Most of the trust based malicious node detection mechanisms 

followed an assumption that the packet loss is mainly due the node misbehavior. If a 

sender node found any packet lost at its forwarding node, then it assumes that the 

node has become adversary. However, this is not correct. There exists some other 

causes like Out of range communications, and insufficient buffer capacity due to 

which the packet may loss. The proposed approach analyzed the packet loss more 

deeply and then only it declares the node as malicious or not. Figure.5.9 (a) and 5.9(b) 

depicts the PLR details for varying malicious nature and varying node count, 

respectively. Obviously, with a rise in the malicious nodes, the PLR also rises. But 

due to the earlier detection by proposed PLATM, the PLR is controlled and it is 

observed as less compared to the conventional approaches. 
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(b) 

Figure.5.10 EC (%) vs. malicious behavior (b) EC (%) vs. Number of nodes 

In the trust based malicious node detection strategies, an extra evaluation need 

to be processed at every node, results in extra energy consumption. This becomes 

more with an increment in the malicious node count as well as with total node count, 

as shown in Figure.10. Compared to the conventional approaches, the Energy 

Consumption of PLATM is observed as less because it considered only thee 

parameters such as Mac layer information, Buffer capacity and RES as main metrics 

in analyzing the packet loss followed malicious node detection whereas the 

conventional approaches, MCTAR considered three metrics and the FGA also 

considered three different parameters. Considering more number of parameters results 

in more EC and hence the proposed approach is having less. Due to updated 

information about the RES, the IoT node that has less residual energy is not selected 

as a next hop forwarder, resulting in a less energy consumption. As shown in 

Figure.5.10 (a) and 5.10(b), the EC of PLATM is very less than the existing methods. 

And also it can be observed that the EC has an abrupt increase up to 30 nodes and 

from there onwards, it follows a smooth increment and this is due to the availability of 

more number of nodes to choose as a next hop forwarder. 



Further, the simulation is accomplished to detect the attacks through the 

proposed model. Under this simulation study, for the identification of one attack type, 

only one kind of attack is inserted in the network and the percentage of malicious 

nodes is set as 20% of total nodes deployed in the network. For each attack model, the 

simulation is employed for ten times independently and the obtained values are 

averaged. The performance metrics used here are MDR and FRP and the comparison 

is done between proposed PLATM and conventional MCTAR. 

 

 

(a) 

 

(b) 

Figure.5.11 (a) MDR (%) vs. attack models (b) FPR (%) vs. Attack models 



Figure.5.11 (a) shows the MDR of several kinds of attacks using PLATM and 

MCTAR. Both the methods have larger MDR for Energy Exhaustion attack and 

selective forwarding attack because, both the method considered multiple trust 

factors. However, the MDR of PLATM is high compared to MCTAR as it considers 

more and realistic parameters at the trust assessment. The MDR of energy exhaustion 

attack is approximately 100% rendering to the data trust and it is observed in multiple 

ways through the packet loss, whereas the MCTAR considered only communication 

trust in multi-facet strategy (direct trust and indirect trust). Malicious nodes 

identification through the same node count is done ten times independently and the 

average MDR is the mean of ten simulations.  

Further, Figure.5.11 (b) shows the FPR of different attacks using PLATM and 

MCTAR. Since the both proposed PLATM and conventional MCTAR have employed 

the residual energy status as one of the factors, the FPR obtained at energy exhaustion 

attack is much less compared to remaining attacks. However, the FPR of PLATM is 

less compared to MCTAR due to the consideration of two more factors such as MAC 

layer information and buffer capacity level. Among the all attacks, the jamming attack 

has obtained high FPR due to the inability to analyze the characteristics of jammer 

employed for jamming. Similar to the MDR computation, the FPR is also computed 

by averaging the values obtained at individual simulations.  

5.4. Conclusion 

Packet loss is one of the important aspects those maybe happened because of 

different causes such as data congestion at buffer of a node, Out of range movement 

due to mobility, and buffer overflow due to excessive data. This work proposed a data 

aware multi-context trust sensing mechanism to detect the malicious nodes with the 

help of data awareness. Initially, the possible reasons for packet loss at node level are 

analyzed and then the probability of successful packet forwarding capacity is 

measured. Based on these probabilities, a composite packet forwarding metric is 

This analysis is done if the sender node found any packet loss at the forwarding node.  

Extensive simulation conducted over the developed mechanism with nature of 

malicious nature had shown the effectiveness in the adversaries identification.. The 

performance metrics like MDR, PLR, EC, and FPR are calculated and compared with 



the conventional approaches. Results show that the PLATM outpaces the traditional 

approaches on all metrics. Approximately, the MDR gained for the proposed 

approach PLATM is 0.965, whereas it is of 0.958 and 0.9344 for the conventional 

approaches MCTAR and FGA respectively. Similarly the average FPR obtained for 

the proposed PLATM is 0.0344, whereas for the conventional approaches it is of 

0.0396 and 0.0648 for MCTAR and FGA respectively. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


