
CHAPTER 6 

METAHEURISTIC ASSISTED INTELLIGENT TRUST 
SENSING FOR IOT 

 

6.1 Chapter Overview 

This chapter outlines the details of our fourth contribution, i.e., CBBMOR-

TSM. CBBMOR-TSM builds a trust Sensing model by incorporating the intelligence 

at the selection of next hop nodes to forward the data in a secure manner. The 

intelligence introduced with the help of metaheuristic algorithm called as Chaotic 

Bumble Bee Mating (CBBM) Algorithm. For CBBM, the objective function is 

modeled through energy and trust and then it is optimized in an iterative way. This 

chapter initially discusses the theoretical details and then explores the experimental 

analysis details.    

6.2 Methodology  

The overall architecture of CBBMOR-TSM is depicted in Figure.6.1. In this 

method, initially one Trust Value (TV) is determined with the help of direct and 

indirect trusts.  Additionally, we design a regular and penalty function those are used 

to reveal the effect of status manipulations on the TV. Among the available nodes, the 

sender node calculates the TV of all of its neighbor nodes and based on the measured 

TVs, the node optimal TV is chosen for data transmission.  This is done through 

CBBM algorithm in an iterative way. Finally, a secure path is established between 

sender and receiver nodes. After the discovery f route, the sender nod start data 

transmission to the destination node.     

 



 

Figure.6.1.Block schematic of proposed method 

6.2.1. Energy Model 

The sensors in IoT are completely battery functioned and henceforth, energy 

of the nodes in the main limitation that should be managed since it is vital for 

extending the  network lifetime. Under the energy model, we refer the energy 

assessment according to the theory mentioned in section 3.2.1.2. According to this 

theory, the amount of energy consumed for data packets transmission is modeled as  

 (6.1) 

Where meansunit energy consumption, means dissipated energy at  

node,  is unit energy consumption for amplification. The energy dissipation shown 

in Eq.(6.1) is belongs to the multipath propagation. Since there exists free space 

propagation model also, the energy dissipated at this model is defined as  



 (6.2) 

 (6.3) 

Where  denotes unit energy consumption in free space. The energy dissipated is 

based on the filtering, modulation, encoding and data aggregation, denoted as 

  (6.4) 

Where  denotes transmitter energy and  represents energy of data aggregation. 

Indicates distance among  IoT node and  CH. If any standard IoT 

node  willing to communicate with , there exists a loss in energy at CH and it is 

completely based on the electrical energy at receiver node and also on the size of data 

packet by the CH. The energy consumed at   CH is signified as,  

 (6.5) 

In the case the termination of data transmission and data reception, each IoT node and 

CHs are updated with respect to the energy dissipated at nodes as  

 (6.6) 

 (6.7) 

Where  denotes the dissipation of at CH. This updating continues until the energy 

of node becomes zero.  

6.2.2. Trust Sensing Scheme  

The trust sending model considered two trusts namely direct trust value (DTV) 

Indirect Trust Value (ITV). DTV is the TV that was provide by node i to the node j 

based on their direct communication process incurred in the past. DTV is assessed 

based on the statistical concept of Bayesian theory. For the assessment of DTV, the 

node deploys a watchdog to monitor the activities of neighbor nodes during the 

interaction.  In addition, the ambiguity of an instantaneous event can be measured 

with the help of entropy concept, as  

 (6.8) 



Where  and  denotes huge amount of failed / successful interactions among two 

nodes  and  in the span of , correspondingly. Assume that the amount of failed 

interactions among the sensor node upsurges within the minimum time span, the 

performance of an IoT node is denoted by malicious, and the overall TV of an IoT 

node would be quickly diminished. For suppressing malicious nodes more effectively 

and quickly, penalty function is the penalty of TV through vibrant change of 

malicious behavior in interaction amongst nodes. Now, the penalty function is given 

by: 

 (6.9) 

Based on the penalty function, the TV of a adversary node changes abnormally and 

hence it can be identified easily and accurately. Next, the regular function is 

represented as 

 (6.10) 

The regular function signifies the impact of regular or normal functionality of a node 

and it rises with an increase in the total count of successful interactions. As the node 

is continuously acting like a trustworthy node, the value of regular function increases 

and at some instance, it reaches to one. A stable rise of TV through regular function 

enhances the probability of a node to become resilient to conspiracy attacks. By 

involving the penalty and regular functions, the DTV is formulated as   

 (6.11) 

ITV is assesse

accurate assessment of ITV through neighbor odes, there is a need to consider only 

credible nodes from the available neighbor nodes. For this purpose, we put a threshold 

( ) and the nodes those TV greater than  are only chosen as credible nodes. Consider 

there are k neighbor credible nodes between nodes I and j and let the TVs of all those 

nodes is denoted as  . Then the ITV is calculated as 

 (6.12) 



where represents DTV of nodes  to nodes indicates the DTV 

of m nodes and   indicates the quality of credible recommendations. 

Then the overall TV is obtained as by DTV ( ) and ITV ( ) as  

 (6.13) 

6.2.3. Optimization through CBBMO 

The CBBMO method composed of four elements namely queen bee, colony 

bees and drone bees and Worker bees. Initially, among the available bees, some are 

chosen. The entire bee population denotes a possible solution for the mentioned 

problem and n indicate the total number of parameters. The bees are represented 

through a vector of size n. Next, the fitness function is measured for every bee and 

only optimal bee is selected that have netter optimization value. Remaining bees are 

simply called as males (drones) and the queen bee selects the male for mating 

purpose. The selection is also done based on the optimization and the drone that has 

optimal fitness value is selected to mate. The above described entire process is 

demonstrated through the following figure.6.2.  

 

Figure.6.2. BMO Lifecycle 



After the completion of mating, the queen bee identifies a path to hibernate in the 

present year that was corresponded by the external iterations for the generation of 

hive and then starts laying eggs. It is composed of new queens, drones and worker 

bees. The worker bees and drone are generated by performing a crossover process 

between the drones and queen bee genotype through particular crossover process. The 

optimality of broods is the possible solution to become the new queens and the 

residual bees are treated as workers. Initially, the new queen bees are fed in the queen 

and then to the workers and old queen. This can be derived through a local search 

process where every new queen selects the queen and workers to fed through the 

following mathematical representation     

 

(6.14) 

whereas is the ith new queen solution,  is the older queen solution, is the 

indicates the total workers count where each and every queen 

selects to feed herself and it is distinctive to every queens,  are 2 variables 

with value in the range that regulates if the new queen is feeding to old queen 

along with workers, signifies the iteration of local search process, and 

denotes the maximum number of iterations in which the local search happens. 

Initially, the new queen is feed the earlier queen with an increase in the iteration of 

local search and then the workers feed the new queen. The appropriate selection of the 

values of  and  control the fed procedure, viz., for feeding procedure 

defined earlier, a larger value for and for , it must be either 0 or 

equivalently zero. Then the new queen starts hive.  

During the primarily presented BBMO method, the male bees were created by 

the arbitrary mutation process between queen and genotypes of workers. At the time 

of mutation process, the alterations in worker bees and queen genotype are done 

arbitrarily. The total number of drones for each colony in every external generation is 

provided as follows: 

 (6.15) 



The drones, after, leave in hive and they are searching for novel queens to mate. Since 

the drone leaves in hive it move from swarm for finding an optimum place to wait for 

the novel queens for finding their marked flight path. The motion of drones from hive 

is estimated in succeeding formula: 

 (6.16) 

Where as  and designates the  drones solutions respectively, and is 

variable that signifies the % that a drone i is due to two drone k and l. If the credible 

nodes are chosen for routing in IoT network, the source node destination nodes are 

fixed to the arbitrary creation of path through the proposed CBBMOR-TSM method. 

The possible routes are optimized through the proposed method for the selection f one 

optimal path. In the case of multi-cast routing, the sender nodes have multiple 

destination nodes and they are connected through several intermediate nodes. For 

each pair, the path is selected based on the fitness function denoted as    

 (6.17) 

Whereas  denotes entire destinations and  indicates amount of intermediate nodes 

in the selected path. The arbitrarily selected paths contribute maximum fitness. 

Figure.6.4 demonstrates the working flow of BMO.   

 

Figure.6.3.Steps in BMO 



6.3 Experimental Analysis  

Herein this section, we explore the performance analysis particulars of 

proposed approach. In this section, at first, we explore the particulars of simulation 

parameters and then the simulation results through different performance metrics such 

as MDR, Energy Throughout and Delay. All these metrics are measured under the 

varying malicious behavior and varying time. 

Table.6.1Experimental Setup 

Parameters Values 

Initial TV 0.5 

Length of packet 2000 bits 

Initial Energy 0.5 J 

EDA 5 nJ/signal or bit 

Eelec 50 nJ/bit 

Distance (d0) 37 m 

Flow rate of data 448 kilobytes/sec 

MAC IEEE 802.11 

 0.6 

 0.3 

 0.3 

 0.5 

 0.2 

 

Figure.6.4 shows the performance effectiveness of developed method under 

the black hole attack with 50 nodes in the network. From the Delay results, the CSA is 

observed to have larger delay while the GMR and WOA have gained moderate 

delays. Additionally, the Crow Whale ETR (CWETR) attempted to show reasonable 

delay. But, the proposed method obtained very less delay than the other methods. 

Further, the MDR of CBBMOR-TSM is observed as high. The hierarchy of method 

under the MDR point of view is observed as GMR, CSA, WOA and CWETR. Next, 

in the view of residual energy, the CSA has obtained larger energy while the WOA 

and GMR are achieved only satisfactory energy results. Even CWETR also tried to 



get better energy results; the proposed method has obtained finest energy results with 

minimum energy. Finally, the throughput of proposed CBBMOR-TSM is shown as 

better compared to earlier methods. Among the earlier methods, the least throughput 

is observed at GMR followed by CAS, WOA and CWETR. 

 

Figure.6.4.(a)Performance under black hole attack with 50 nodes in network (a) 

Delay, (b) MDR, (c) Energy and (d) Throughput  

Figure.6.5 shows the performance effectiveness of developed method under 

the DDoS attack with 50 nodes in the network. From the delay results, the CSA has 

gained worst delay and then the methods in the list are namely WOA, GMR and 

CWETR. The proposed CBBMOR-TSM has gained very less delay which shows the 

superiority of it. Next, the MDR of proposed approach had shown better performance 

than the existing methods. Under the MDR, the list of hierarchy of method is 

observed as GMR, CSA, WOA and CWETR.  



 

Figure.6.5. Performance under DDoS attack with 50 nodes in network (a) Delay, (b) 

MDR, (c) Energy and (d) Throughput  

Next, in the view of residual energy, the CSA has obtained larger energy while the 

WOA and GMR are achieved only satisfactory energy results. Even CWETR also 

tried to get better energy results; the proposed method has obtained finest energy 

results with minimum energy. Finally, the throughput of proposed CBBMOR-TSM is 

shown as better compared to earlier methods. Among the earlier methods, the least 

throughput is observed at GMR followed by CAS, WOA and CWETR. 

 



 

Figure.6.6. APDR variations with malicious node variations  

Figure.6.6 demonstrates the APDR of proposed as well existing methods with 

varying malicious node count in the network. As the MCTAR-IoT considered CT, ET 

and HC for trust assessment, it had shown an optimal performance and its APDR is 

nearer to the APDR of proposed method. Except BMO, the entire process of 

MCTAR-IoT and CBBMOR-TSM is similar methods and hence they gained an 

approximate nearer APDR values at all cases of malicious nodes. For example, 

consider the 5% malicious nodes, the APDR of MCTAR-IoT, OSEAP-IoT and TRM-

IoT is observed as 97.10%, 96.20%, and 94.23% respectively.  However, the propose 

model has gained a larger APDR and it is approximately 98.42%.  Similarly, consider 

the 25% malicious nodes, the APDR of MCTAR-IoT, OSEAP-IoT and TRM-IoT is 

observed as 89.10%, 83.20%, and 78.23% respectively.  However, the propose model 

has gained a larger APDR and it is approximately 93.62%.   



 

Figure.6.7.APDR variations with malicious node variations 

Figure.6.7 demonstrates the APLR of proposed as well existing methods with 

varying malicious node count in the network [16].The observed results prove that the 

proposed method gained least APLR than the existing methods. At every instance of 

% of malicious nodes, the MCTAR-IoT and CBBMOR-TSM is observed to have 

approximated near APLRs. For example, consider the 5% malicious nodes, the APLR 

of MCTAR-IoT, OSEAP-IoT and TRM-IoT is observed as 2.9245%, 3.2356%, and 

5.6892% respectively.  However, the propose model has gained a larger APLR and it 

is approximately 1.8857%.  Similarly, consider the 25% malicious nodes, the APLR 

of MCTAR-IoT, OSEAP-IoT and TRM-IoT is observed as 11.3522%, 16.4365%, and 

21.3585% respectively.  However, the propose model has gained a larger APDR and 

it is approximately 6.9645%.      

6.4. Conclusion 

To ensure a secure and qualitative information transfer and communication in 

IoT network, we developed a new metaheuristic assisted intelligent trust management 

mechanism called as CBBMOR-TSM. This method uses energy and trust as main 

reference meters for the trust assessment of nodes in network. A fitness function is 

modeled with the help of these measures and it is optimized through CBBMO. A 



series of experiments are conducted over the CBBMOR-TSM and the performance is 

evaluated through delay, energy, throughput, and MDR at different time spans and 

also at different malicious behaviors. From the results, we had proven the superiority 

of proposed method.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


