
CHAPTER 7 

CONCLUSION AND FUTURE SCOPE 

7.1 Conclusion  

In IoT, huge number of heterogeneous devices is interconnected which in turn 

is linked to global network through internet at anywhere and anytime, permitting to 

the information accessibility in real time. Such types of devices are called as smart 

objects and are capable of performing daily activities with minimum human 

intervention Due to the nature of heterogeneity of IoT network; it can accept any kind 

of device to get connected and can communicate with the any type of already 

connected devices. However, with an increase in the count of IoT devices, the data 

exchange also rises e bat its 

confidentiality. Since IoT is open network, the nodes connected are in more risk zone 

and their data can be stolen or manipulated. Due to the nature open connectivity and 

the flexibility of communication medium, the nodes in IoT network may get attacked 

and compromised by different attacks. To protect them from such kind of attacks, 

there is a need of TM scheme through which there would be a possibility trustworthy 

and secure path selection for IoT nodes. Towards ensuring a secure communication in 

IoT network, we have done research and developed a new trust management scheme 

based on different aspects. Under this research work, we have considered different 

parameters for trust computation and provided flexibility to IoT nodes to choose the 

other nodes during their data transmission. The complete research work is 

accomplished in three contributions and at every contribution our main intention is to 

provide a secure and trustworthy communication in the network.  

In the first contribution (i.e., MCTAR-IoT), we have focused on the energy 

trust and communication interactions between IoT nodes for trust computation. Along 

with these metrics we have also considered Hop count as one more factor for the 

purpose of delay constrained communication. Merging multiple factors, a CRM is 

formulated to measure the trust of IoT nodes. In this contribution, the communication 

trust ensures the resilience against DoS attack, flooding attacks etc. Further the energy 

trust ensures resilience against energy depletion attack. The hop count ensures a 

reliable path with minimum delay. Further we have conducted an extensive simulation 

experiments over the developed approach and the performance is measured through 



MDR, FPR and PDR.  The MDR and FPR are used to compute the performance of 

developed approach in the regard of trustworthiness and PDR is computed in the 

regard of Quality of Service. After the extensive simulations we have obtained an 

average Malicious Detection Rate of 89.3325% and average False Positive Rate is 

10.6675%. Further, the average Packet delivery rate is observed as 85.1124%.  

In the second contribution (i.e., MCCTAR-IoT), we have focused on the 

energy preservation and security provision for IoT network. In MCCTAR-IoT, at first, 

the nodes are clustered into different clusters and the nodes which are more prominent 

in trustworthiness and energy are only chosen as Cluster Heads. Next, a trust 

assessment strategy was accomplished about every CN at CH to establish a secure 

path. The trust assessment is a composition of the three different trusts; they are CT, 

NT and AT.  Experimental evaluations analyzed the performance through MDR, FPR, 

PDR and Storage Overhead. The MDR and FPR are used to compute the performance 

of developed approach in the regard of trustworthiness and PDR and Storage 

overhead is computed in the regard of Quality of Service. After the extensive 

simulations we have obtained an average MDR of 93.2684% and average False 

Positive Rate is 6.7316%. Further, the average Packet delivery rate is observed as 

88.1147% and storage overhead is observed as 2500 bytes per cluster head.  

In the last contribution (i.e., PLATM), our main intention is to lessen the 

misclassification rate. The major reason behind this problem is misunderstand and it 

is happened due to the unnecessary packet losses at nodes in IoT network. Hence, in 

this contribution, we have considered the basic characteristics such as MAC layer 

information, buffer capacity and residual energy along with trust metrics. An 

integrated metric called as CPFM is defined through these metrics and it decides the 

PFP of the corresponding node. Experimental evaluations analyzed the performance 

through MDR, FPR, EC and PLR. The MDR and FPR are used to compute the 

performance of developed approach in the regard of trustworthiness and PLR is 

computed in the regard of Quality of Service. After the extensive simulations PLATM 

have obtained an average MDR of 95.6697% and average False Positive Rate is 

2.3345%. Further, the average Packet Loss Rate is observed as 9.1245%.  

Finally, the average MDR of this research work is observed as 92.7568% and 

average FPR is observed as 6.5778%.  



7.2 Future Scope  

In the future, this research work can be extended in many directions. Some of 

the possible orientations are described here; 

 Along with clustering, if the IoT nodes which are rich in resources contribute 

(sharing the resources) their resources, then the network performance can be 

further improved in terms of network life time. For example, the bandwidth 

sharing can fasten the service and memory sharing lessens the storage burden.  

 Due to the different types new attacks occurring through the internet, 

considering only three orientations is not sufficient to provide security to 

make the network more resilient towards various security threats.Hence this 

work can be extended by including some more significant aspects like 

honesty trust, interactive trust etc., to further ensure the more security in IoT 

network. Furth more, if the security is ensured in a layered fashion, that will 

achieve more robustness in the provision of resilience toward various attacks 

like, spoofing, Sink hole attack, Grey hole attack, on-off attack etc. [106-108] 

 

 

 

 

 

 

 

 

 

 

 

 


