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CHAPTER 2 

LITERATURE SURVEY 

The FP approach is proficiently utilized in all digital application; three models of 

precisions are utilized such as, 

 Half precision 

 Single Precision 

 Double precision 

The FP multiplication is the easy approach to deal all cases in an efficient manner. 

The FP have 3 components like, single sign bit, numerous bits for exponent, bit 

fraction FP calculation was problematic task to appliance because the substantial are 

characterized in indication-magnitude setup. The effort arises since provisional on the 

ciphers of the dual operands; the count developed a subtraction model and needs a 

specific operands, which is to be supplemented. For calculation there might be 

transmit-out, that result is in the form of de-normalized. For removal a negative 

outcome might be gotten which destined both the symbol bit and the important 

necessity to be overturned [37].  

 To obtained the binary value 1 as sign bit  

 If the dual operands have same sign bits then it results in same bit as 0 or1. 

 If there is dissimilar sign bit then the validation is done among exponent and 

mantissa field. 

 The initiate elements are greater than the next operand then first operand bit 

will resultant in the manner of vice versa.  

  When the dual operands have same mantissa and exponent fields, the 

resultant bit of sign is 0.  

  Compute proponent alteration (operand) 

  The 24th  bit is hidden variable that is mantissa  

 The left digit field is filled with zero 

 Consequently, the mantissa is calculated in IEEE format  

 If the result of wave form is not similar then the subtraction process is 

performed. 
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 Moreover, the bias is equal as multiplication bit, the format of multiplier allot large 

space for mantissa. 
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Fig: 2.1 Basic Logic blocks 

J.Jean Jenifer Nesam and S.Sivanantham [38] proposed HPFPM for image 

processing applications. Moreover, the FP format in Single Precision model has been 

attained high error rate than the usual model. It relieves the truncation requisite for 

less area and power appliances by function the 2 parallel processes. In addition, the 

widespread method overcome the difficulties in row specification, also the negative 

strategy is held because of algorithm complexity. The complication still overcomes 

with negative covering and sign delay, which is irrelevant for keyed exponentiation 

Stabbing to this opinion. Also, a novel bit pair recoding ability to decrease the row 

disorders with the elimination of unwanted modules. This consciousness encodes the 

product bit as un overlapped cluster of 4 bits that lessens the precision model linked 

with multiplexers, adders and shifters, which are given in Fig:  2.1. 

Recently, the evolving “edge calculating” moves statistics and facilities from 

the  data base that is  nearby edge provider to attain short delay and huge bandwidth, 

also privacy worries. However, edge attendants, often entrenched with GPU 

mainframes that are highly claim the answer for power-efficient model. TaiYu Chen 

get al [39] developed Logarithm Approximate Multiplier (LAM), it is the FP 

https://www.sciencedirect.com/science/article/abs/pii/S0167926019305826#!
https://www.sciencedirect.com/science/article/abs/pii/S0167926019305826#!
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approximation, the value of FP can be revealed in the domain that is in the linear 

form. For the fixed point multiplication the LAM is introduced. The point addition in 

floating number has the bit and sign value. Here the sign bits are named as flag bit in 

some cases for representation.   

FFT-based process is not proper for non-fixed signal, observed manner decay 

process is equipped for sign prediction and frequency field is attained by specific 

transform model that is based on specific application. The function transform module 

is processed to decay signal into essential mode utility, it tends to attain the frequency. 

By accepting a length of less format bit, the recital of the neural accelerator is 

described in relations of chip part, influence efficiency, and reminiscence obligation 

can be enhanced significantly. Also, FPGA deficiencies the floating arithmetic’s. It 

recycled a precision of single format multiplication to diminish the bandwidth and 

usage of resource.  However, a collective faintness of the approaches stated above that 

is time-consuming in some cases and retain the needed weight. In addition, the 

construction needs FP partition and FP development.  Also, the FPM function is 

represented in Fig:  2.2. Recently, a non-stable low-bit measurement numeric setup—

chunks have to attract consideration amid research works. However, the complex 

intellectual proponent in network implication made the signal transmission as difficult 

job. To overcome this challenge, Xiaocong Lian et al [41] developed reconfigurable 

accelerator through three dimensions parallelism and optimization function is worn to 

attain optimal power.  
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Fig: 2.2 Floating Point Multiplier 

Matrix multiplication is worn to resolve numerous engineering complications and 

opposite of a medium is an imperative matrix process. Different procedures model 

includes recursive. The various practical model includes dissimilar metrics that is 

elaborated to calculate the process of multiplication FPGAs obligate derive a long 

mode from glue-based logic submissions to plan of configure less arrangements and 

constructions. The FPGAs deliver influential validation architectural structures as,  

 DSP chunks 

 Tablet RAMs 

 Process logic basics 

 Entrenched multipliers and so on. 

Portion of investigation is in expansion near FPGA operation of matrix processes 

for variable point matrices. Moreover, the FPGA module is structured and designed 

by Verilog HDL. Additional assistances of model founded design contain visual 

depiction of actual organization, easily ascendable to designs challenging higher 

accuracy values, presence of modified components, automatic group of entrenched 

software enigma, and joined plan with comfort of correcting and hardware co-

replication. Few papers were designated in factual distressing to suitable plan for 
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medium developments and emphases on single width vector development. Here, the 

proposed model is validated using hardware model with matrix operation. Hardware 

operation and assessment of 2 chief matrix processes by perfect founded scheme plan 

for FPGAs is planned. ChetanS et al [42] proposed the matrix model that is large in 

size and executed in FPGA accelerator. 

The strategy modular multiplication was enhanced the security measures in 

several application and problematic models such as crypto system and so on.  

Moreover, the digital world includes several reduction and hardware frame work with 

the modular multiplication. There are some fast integers multiplication models like, 

 Karatsuba 

 SSA 

 Furer 

These types of procedures could not relieve the reduction strategies. So during 

the design of hardware components it became a serious issue, because the hardware 

model must need the minimization strategy to get the optimal result. 

So Safiullah Khan et al [43] suggested Karatsuba mechanism with modular 

approach for curve based crypto system to enhance the privacy rate in the 

communication channel. Moreover, this manner simulated the 192-512 bits 

multiplication module and this model karatsuba need less bit process when validated 

to the standard operation. Also the process frames of Karatsuba model is shown and 

elaborated in eqn. (2.1),(2.2),(2.3) and (2.4). 
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In addition, the recursion function is utilized in this karatsuba model to reduce 

the running time of the multiplication model and the Karatsuba multiplication is given 

in Fig: 2.3. 
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Fig: 2.3 Karatsuba Processing Model 

With the progressive expertise, the communication is processed with the help of 

modern electronics telecommunication frame work. Flores-Vergara et al [44] 

launched the chaotic cryptosystem that is process with the support of multiplication 

arithmetic model. Chaotic maps were highly worn in digital images. When comparing 

the other resources, it required very less resource hardware components.   Therefore, 

when consuming a CPU processor, it implements much quicker a chaotic chart than 

an incessant period of chaotic arrangement. Also, a novel creation of evolving skills 

like the arrangement on bit model that contains or entrenches high recital chips, which 

permit the expansion of claims with progressive computational handling competences 

at very stumpy cost. Operating schemes reformed to digital implanted arrangements 

that maximize the potentials for expansions and varied applications without the 

essential for specific compilers and integral expansion systems, assimilating a varied 

diversity of plan software. 

 In past period, the digital application is secured by crypto schemes, like the 

Elliptic Curve Cryptography (ECC) plays a vital job for generation and encryption. 

However, the key generated by ECC is too weak so any attack can easily break the 

security. So Taha Shahroodi et al [45] planned doubling model in ECC to improve the 

security range. By the execution the author realized that the developed scheme 

utilized short duration to perform the process. The point multiplication frame in ECC 

is the pivotal process that is most expensive.  The fundamental process of Elliptic 
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Curve Point Multiplication is termed as P= S.R, here P is the curve point and S is the 

scalar and R is the bit pattern of binary module. The argument element of product 

model was performed in a series manner of point concatenation and doubling. Also 

the easiest way to solve the multiplication model is doubling the process. 

Atil U.AY et al [46] suggested scalar multiplication that is executed in hardware 

framework. The escalation positioning of huge embedded machineries in our 

everyday life as wireless appliance and smooth devices exposed the theme of 

concentrated research that is named as information security. Usually, the Public Key 

encryption mechanism plays a vigorous role to warranty only authentic access to 

material. However, the application execution associated procedures as entrenched 

cryptosystems ought to provide the high refuge and material with the tiniest hardware 

possessions utilization. Numerous fascinating alternatives for entrenched 

cryptosystems as FPGA and microcontroller boards are stated for an implementation. 

The collection among these stages is contingent on the battered claims as well as the 

measured recitals. Microcontrollers are considered as the best platforms with high-

efficiency in rapports of energy usage processing time. With the combination of array 

of mechanisms on a solo programmable flaw, such as mainframe cores and gadgets 

with logic data allows discovering new constructions and flexible strategies 

In micro-processor execution, the multi precision creation purpose is the 

essential process also it is appropriate in all security applications. So, Michael Hutter 

and Erich Wenger [47] defined skimming and operant contagious technique in multi 

precision approach it attained dispensation or calculating rapidity. The gadgets 

contain several digital and analog modules that is helps to executing the task from the 

database. The constants metrics of DFT line shields must be relocated into the wavelet 

quantity memory positioned amid the DFT that conserved there pending code-chunk. 

Moreover, it belongs to process encoder; several difficulties were raise to position the 

sample lines because the function DFT is differ from 1 application to other 

application. Also the size of block changes from every metrics and various frame 

models so it is named as dynamic block bits. Thus, its coefficient is separated into 2 

types, 

 Constant size of block 

 Maximum size of block 



27 
 

In addition each block types have its specified flag bit, in some case the flag bit is 

zero and in some cases it became 1. 

i11 i21 i31 i41 i51
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Fig: 2.4 Process of Modular Multiplication 

Random Number Generation (RNG) engaged in a multiplicity of applications in 

all areas. For example, it is utilized to generate the keys in cryptography task. Also, it 

includes trial data group, and simulation like monte carlo and spectra communication. 

In other case, a chaotic frame model is processed by the help of RNG generator. Also 

it has an identical framework to execute the task. It is typically necessary that the 

exceptional division of block to avoid the insufficient of power in future. Almost the 

entire crypto mechanisms are processed with large integer. Rania et al [48] planned 

the chaotic sanctuary mechanism for mathematically RNG to validate the fixed point 

of precision in the short duration and with less power usage and the modular 

multiplication process id detailed in Fig: 2.4. 

2.1 FFT Process 

FFT process utilized to computes the DFT arrangement, and the reverse process is 

IFFT. Also, the Fourier investigation modified an indication from its unique pitch to 
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an illustration in the occurrence field and iniquity versa [49]. Thus, the DFT is gained 

by disintegrating an order of standards into mechanisms of dissimilar occurrences. 

This process is beneficial in several pitches, but calculating it straight from the 

description is frequently too measured to be applied. An FFT quickly calculates such 

alterations by factorize the DFT medium into an invention of scant (mostly zero) 

influences. As an outcome, it achieves to decrease the difficulty of calculating size of 

data. The modification in rapidity can be massive; expressly for extended data sets. It 

is generally recycled for submissions in engineering, melody, discipline, and 

arithmetic function. 

Normally, ASIC are referred in conformity with as much ASIC which is utilized 

in limitation of enhancing the velocity within communication, sign technology or 

scientific calculations.  

     One method that we strength attempt to grip this subject is to comprise clear 

qualities that designate the non appearance of qualities. Moreover, the DPFPM model 

is represented in Fig: 2.5. 

     The reconfigurable units as FPGA is rendered by combining the ASIC including 

innovative algorithms into more than a few applications to get less area, high speed 

low power consumption. The abilities of the usage of FPGA are such doesn’t require 

any additional core. To acquire excessive pace then paltry rule wreck in double 

precision floating point multiplication, different multiplication algorithms are adopted 

through High Performance Computing (HPC) based totally of FPGA accelerator 

module.  
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Fig: 2.5 DPFP Model 

        In today’s life, an accumulative notice for the calculation of large FFT is the 

trending title. In wireless communication, the huge FFTs permit for high bandwidth 

and the best quality of spectrum resolution. In radio communication, the increase of 

pulse compression results in high resolution. Certainly, the current operation of FFTs 

procedure has numerous consistent area kit that is worn in execution. The 

replacements are to recourse to operate the particular combined ways. Here, Hans 

Kanders et al [50] projected multi point FFT rotator to reduce the execution time and 

to diminish the power usage of FPGA devices, however it is lack in processing. 

Because, the design and modeling of multi point rotator is a dare task, which process 

based on FFT is shown in Fig: 2.6. 



30 
 

0 0 0

0 0 0

0

1

0 0 02

0 0 43

0 0 04

0 2 05

0 4 0

0 6 4

6

7

0 0 08

1 0 09

2 0 010

3 0 411

4 0 0

5 2 0

12

13

6 4 014

7 6 415

Fig: 2.6 FFT model 

Hariprasath, S., and T. N. Prabakar [51] has developed a feed forward network is 

used in FPGA in Verilog HDL. The multipliers are very limited in this method 

because of unique network. Moreover, the resource requirement is less because of 

large network, so the complexity of system model is reduced. The processing time is 

very low in this method. The cache memory is essential for Central processing unit. 

Hence, it store data in its memory for temporarily. So, some parameters are affecting 

the performance of the system. For this reason, Ahmed et al [52] has developed a 3-

dimensional reconfigurable cache memory in FPGA. The cache size is reduced; the 

reconfiguration of memory is happened in automatically. Moreover, the power 

consumption is less in this approach. The unique network is highly applied in much 

application such as Robotics, Multimedia processing, and so on. But implementing 

this technology in real time is very difficult. For this reason, Omran et al [53] has 

proposed a Convolutional Neural Networks (CNN) in FPGA to improve the 

performance of 8-bit MAC. Moreover, the speed of the system is improved. 
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2.2 FPGA Accelerator with FP Multiplication 

It is relaxed to brand a tradeoff among these binary portions to minimalize the 

gauge and type a filled reclaim of the programmable chip. The FPGA has 

reconfigurable power, high performance and other finest characteristics are obtained. 

Even though, in scientific application it requires some major concern. Because the 

scientific estimating is the main model of mathematical along with numerical answer 

methods. Commonly, these methods require large number of calculation by means of 

floating-point estimations, which are frequency utilized in supercomputers. The 

exponent, sign and fraction area is the special type of floating-point numbers. While 

compared to the conventional functions, the floating-point arithmetic needs certain 

superior hardware to progression the arithmetic model. FPGA consists of two blocks 

namely control unit and processing elements. The performance of control unit and 

processing elements are explained as below. 

The control unit of FPGA accelerator performs the following tasks. 

 It can investigate the arithmetic processes in CPU.  

 Sends the demand to CPU to perform arithmetic operations in PEs. 

 When the acknowledgement is gotten from CPU, the control unit diverts 

all arithmetic tasks from CPU to PEs in FPGA accelerator. 

 After performing the arithmetic operations, the outcome of PEs arithmetic 

result is sent to the CPU subsequently. 

 Does increase the PE in FPGA accelerator dependent on external other 

operation produced from CPU. The limit of PEs relies upon the input 

output blocks (IOB) of focused FPGA device 

The processing elements of FPGA accelerator block perform the preceding tasks. 

 PEs accepts the appeals from control unit to achieve arithmetic operations. 

(sum and product) 

 When the control unit accepts the ACK (READY) from PE, control unit 

transmits every arithmetic operation to PEs. 

 In order to reduce the clock latency, the addition and multiplier blocks of PE 

are arranged as pipelined manner. 

 The multiplier block is implanted using Furer double precision floating 

point (DPFP) multiplication technique. 

 The PEs will be obtained in the generic manner depends on the request 
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elevated by the control unit to process the arithmetic operation. 

The DPFPM is a broadly utilized FP arithmetic procedure for various scientific 

calculations & other signal processing presentations. Generally, this multiplication of 

DPFP is obtained by XOR the sign bit, addition of exponent and also 53 × 53 

mantissa FPM in order to attain the final result. The security of the AES encryption 

algorithm is enhanced by using DP floating point Furer’s Multiplication. The 

advantage of proposed Furer’s approach mentioned this model, which are allowed to 

use the lower number of modules for multiplication equated to the conventional 

techniques and this approach uses the lower number of elements like flip flop and 

slice and the time complexity for the Furer’s algorithm is 𝑂(𝑛𝑙𝑜𝑔𝑛. 2𝑜(𝑙𝑜𝑔∗𝑛)), where 

log*n is the iterated model logarithm. 

2.2 Cryptography with multiplication 

Cryptography is a technique of protecting materials and communications through the 

use of codes. In cryptography, encryption is the transformation of data into some 

incomprehensible or unreadable form. The main purpose of encryption is to secure 

the transmitted information from the unauthorized person. Also, decryption is the 

reverse operation of encryption; it is the conversion of encrypted data into some 

logical form. Also, communication has become a significant aspect in daily life so 

security plays a vital role in transferring the data. One such way to protect the 

information is cryptography and used for sending personal messages among the 

sender and receiver. Similarly, this proposed approach reduces the message 

exchange ratio than the other approaches that are given in block model. In this 

section, the selection criteria select the block cipher using the symmetric-key 

algorithms.  

The competence of a block cipher mechanism depends upon the sizes of 

block and key, which process is mentioned in Fig: 2.7. Now a days, the wireless 

network plays a significant role in all applications, but it suffers to secure the 

communication between two parties. Because the harmful attack easily breaks the 

cryptosystem by acting like an unauthenticated user. Thus, with the expansion of 

internet technologies and digital facilities, the cryptography becomes an essential 

characteristics for securing communications, to defend significant data from 

eavesdroppers. Network security is a complicated subject which is more complex to 
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maintain as a result. Because, the behaviour of each attack is different so the 

prediction of attack is a more complicated task. 

A microcontroller is a low-cost solution for real-time application of the 

embedded systems, which can handle the rigid security algorithms for information 

security paradigm. It is one of the challenging tasks to secure messages in online 

communication. So, Siva Janaki raman et al [54] proposed a high level of sensitivity 

in chaos-based systems for encryption techniques. Finally, this approach secures the 

message and calculates the execution and throughput time. 

`  

Fig: 2.7 cryptography Key Sharing 

Encryption standard supports classified decryption keys that is tend to develop 

different encryption techniques. The encrypted data is recovered using specified 

decryption keys but it is useless because the unknown person can retrieve the key 

and receive the message. So, Zvika Brakerski and Gil Segev, [55] described the 

functional encryption in a private key situation for securing the message. Also, they 

conserve the message privacy of the fundamental mechanism and can be 

instantiated using a variety of prevailing techniques. Moreover, it guarantees that 

functional keys and it exposed only necessary information on their functionality. 

This indicates that accessible high-accuracy floating-point calculation might the 

largest enactment bottleneck. The procedures accomplish to usage large-precision 

point arithmetic in an offline time. Opportunely, the advanced work on major 

exactness of 53 moments delivered by double precision arithmetic. In addition 
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identifying the leakage of power with the use of this model is another challengeable 

task. 

The potency of a cryptographic system depends on the length of the key and 

their protocol. It makes end-to-end statement competent because the 

communication between the encryption and decryption delay due to its light weight 

nature. But, there is a trade-off between the level of security and the transformation 

overhead. Due to this, Muhammad Asif Habib et al [56] proposed the Light weight 

Encryption Algorithm (LEA) toward low-latency communication for the Internet of 

Things (IoT). This commentary contributes to the comprehensive spectrum of 

information in the area of traditional encryption & cryptography by mounting a 

novel hybrid encryption method. Also, this approach is more efficient than other 

encryption algorithms. 

The issues through light weight ciphers are cannot resist the channel noise. Also, 

the noise tolerant ciphers have too much computational complication to be used in 

the low application. To address this problem, Iqtadar Hussain et al [57] developed 

three different chaotic maps in encryption techniques to encrypt the digital 

information. In this method, the encryption scheme tolerates the channel noise 

during transmission. Usually in single protocols, separate selection procedures for 

supplies done a universal n-dimensional framework. Furthermore, it is more 

competent and humbler than distinct selection over an overall matrix, in specific 

lattice-centred cryptosystems. 

Data distribution becomes an extremely helpful service provided by cloud 

computing platforms since its convenience and economy. As a potential method for 

realizing fine-grained data sharing Attribute Based Encryption (ABE) is used for 

greater applications. However, the majority of the vacant ABE solutions faced 

some difficulties because of high computation overhead and poor data security. For 

this reason, Jin Li et al [58] introduced the Chameleon hash operation in ABE that 

sustenance online/offline encryption modes. Also, it allows anyone to verify the 

validity of cipher texts before exclusive of complete decryption. In the system, the 

important files are secured on the basis of encrypting the message which is termed 

as cipher text. The data converted from plain content into cipher text is called 

encryption and the reverse operation is called decryption. In ABE, an expert with 

entree to the main keys will concern users various isolated keys, where an own 
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worker’s secretive key is related with an entrée construction over features and 

makes the contact policy qualified to the operator. The decryption procedure 

permits operators to decrypt statistics by their attributed secretive key as protracted 

as their admittance strategy specified through their sequestered key certificates it. 

The unique ABE structure cloistered keys that prompt dawn contact policies, in a 

convinced number of isolated qualities essential to be extant in the encrypted text in 

directive for an operator to decrypt the message. This is chiefly a problematic in 

situations where confidentiality of attention obviously rise. The transmitted 

message bits are considered as 128-bit key and the state of bytes can be separated 

into 16 bytes,  jiB , where 3,0  ji and the 16 bytes of the array matrix is given in 

eqn. (2.5). 
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These conditions are mainly based on S-box and addition of sub key. S-box is 

the general block of cipher that depends on every byte of the messages  82GE  and 

the non-linearity function act against the attacks. The vector  82GEv to be

 0,1,1,0,0,0,1,1 . 

Quantum computers are solving a particular number of theoretical problems that 

involve private key encryption and functions. In AES algorithm, four functions are 

used for encryption such as shift rows, sub byte, add round key, and mixing 

columns. Moreover, the initial plan of the matrix is called the state and mixing 

columns function of the transformation matrix interpreted as a polynomial. 

 

Steps for Encryption is summarized as follows, 

 Initially, allocate the values and obtained the information for encryption. 

 Consider the message kmmm ,....., 21  where k  denotes the number of words in 

the information. 

 Allocate each character for kmmm ,....., 21  
to categorize by the space between 

the characters. 
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 Calculate the matrix with the characters of the message ,im ki ...3,2,1 . 

 Compute the number of characters in the word   ,im ki ...3,2,1 . 

 Compute the value of   
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 Select  kiS th

i ,......,2,1  column beside the word im . 

 Set  ija wW  , ki ,...,2,1  and  imaj ,....,2,1,  also creates the diagonal 

matrix  aWD ia ,....,2,1 with the values of diagonals. 

 Find      imia ImWD   ki ,...,2,1  and ia ,....,2,1 .  

 The obtained key is      imia ImWD  ,  ki ,...,2,1  and ia ,....,2,1 .  

Steps for Decryption 

 Obtained the decryption key      imia ImWD  , ki ,...,2,1 and ia ,....,2,1 . 

 Allocate      imiai ImWDR  , ki ,...,2,1 and 1a . 

 Calculate   
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 The values of iS is the initial digit of iR the character of every word in the 

decryption key. 

 Allocate iA , ki ,...,2,1  in the order of cyclic and rearticulate the regulation 

from st1 to thi digits and finally, the decrypted value is obtained when the 

digits are allocated for character. 

Cloud computing plays a significant function in sharing data with other devices 

through information outsourcing. The main problem is to give secure read and write 

actions collaboratively and to overcome computational overload by efficient key 

management. Hence, many cryptographic algorithms are developed for hiding the 

information but it is affected by attacks. So, the proposed approach introduced 

enhanced AES algorithm to prevent the attack and it is used for encrypting and 

decrypting the transmitted information.  
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This type of harmful attacks often disturbs the data transmission channel by 

eavesdropping; it is processed among two nodes to observe their activities. In 

addition, it proceeded like an authenticated user and receives the data statistics from 

the sender. Moreover, the own attackers established the wireless access point 

among the source and destination to steal the message. Hence this type of spam is 

more harmful and harder to avert without the strongest encryption process. 

An attacker steals the cipher text to attain the original plain text. For that it 

visualizes one of the secret keys and tried continuously to extract the encrypted text. 

Here, the existing Rivest–Shamir–Adleman (RSA) approach depending on the hash 

function to generate the key that is used for encrypting and decrypting the 

communications and various key generation approaches are used to create the key. In 

this technique, the cloud service provider stores the information and quality authority 

updates the attributes by assigning various properties based on the weight. The 

proposed AES approach protects ATM transactions based on the encryption and 

decryption process of the cryptography. The S-Boxes are the new design in Digital 

Signature Standard (DSS) crypto system, in every S- box there is 3 eight by eight bit 

permutations for the bits 128; also the 192 bits contain 4 permutation bits. Moreover, 

the operation XOR is performed using sub keys. 

In this proposed approach separable matrix is utilized, it products the vector as 

four bytes. Moreover, the multiplication is carried out in the field 28 polynomial. So 

for the matrix multiplication process every byte is changed into polynomial. For data 

transmission, the messages are sending to the destination in the form of bits or bytes. 

Here, different sizes of bits are carried for communication and the maximum message 

size is a parameter of the header that specifies the largest amount of data and bytes. 

Cryptography strategies are used for securing the transactions in Automated 

Teller Machine (ATM). ATM clients can withdraw money, make cash deposits, 

make balance enquires, and cover tabs without going into the branch. Now a days, 

ATMs have many security issues so that the ATM clients and banks lose 

tremendous measures of cash. Here, business banks and IT security experts around 

the globe have focused on battling conventional ATM violations like ATM card 

skimming. However, new ATM wrongdoings like jackpotting and attacks have 

developed. Hence, the cryptographic approach developed in this paper for 

increasing security in ATM.  So Haibo Yi yet ZheNie [59] projected the 
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multivariate message choice almost FPGA. The most imperative multiplications are 

generation of multivariate structures which are accompaniments, multiplications, 

transposals, and fixative constructions. The code arrangement frame is before 

planned by Alekhnovich in the year 2003 but via the procedure it becomes disobey. 

The procedure multiplication is worn to product the two numbers. In multiplication 

the integer model utilized some binary bits to product the 2 numbers.  In FP model, 

the dual precision model is better than the single precision. Commonly, 

exponentiation is completed by reproducing by every bytes each bytes are separated 

in to bits of 2nd digit and multiplies. Lastly all the morals are concatenated to 

discover the production, for interpretation Divide and Defeat to classify and 

separate the two numerals in fewer time difficulties. A resource-proficient and side-

medium impassable Ring - Learning With Errors (LWE) is planned by So 

Dongsheng Liu, et al [60], it is also called as crypto processor that is denoted by 

)(yb  in eqn. (2.6) 
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Usually the multiplication model is performed in crypto task is to enhance the security 

performance. 

A separate with endless answer time, extreme exactness, and extensive 

circulation is intended. The process of Ring-LWE crypto organization, in eqn. (2.7) 

)(
][:

x
xRQ rr 

                                                            (2.7) 

Where, )(x  is modulus polynomial model, R is confrontation cost of FPGA, r  is 

the pitch numeral and Ring
Q

. The gadgets are proficient to demonstrate its privilege 

to monitor the network transmission channel in different FPGA devices over the 

isolated server to examine whether the operator are valid or not. 

2.4 AES 

The multiplication is done by using double precision floating point Furer’s 

multiplication techniques and utilizes the output comes from this multiplication 

technique is used to enhance the security of AES. This design is implemented using 

Xilinx virtex_6 FPGA device and this model is XC6VSX475T. The proposed 

manner provides an outstanding performance through the efficient usage of resources 

and also reduces the power consumption and the design is fully compatible with the 
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IEEE 754.  

The achieved frequency is 563.82MHz. After enhancing the security of AES 

which is to be implemented FPGA using Xilinx ISE14.5, which is given Fig: 2.8. 

 

Secret key Plain text

Cipher

Ciphertext

128 bits

192 bits

256 bits

128 bits

192 bits

256 bits

 

Fig: 2.8: AES System Model 

The FP arithmetic operations are generally utilized in many applications like 

numerical processing, scientific calculation &signal processing that involve FFT, 

Filters and image processing etc. Moreover, this IEEE 754 is the standard SP (32 bit) 

and DP (64bit) (DPFP) format. The formats of floating point (FP) numbers are 

shown below. 

For a SP FP: 

             1-bit                   8-bit                 23-bit 

Sign − bit (S) ⏞        Exponent (E)⏞        Mantissa(M)⏞          

For a DP FP: 

             1-bit                   11-bit                 52-bit 

Sign − bit (S) ⏞        Exponent (E)⏞        Mantissa(M)⏞          
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The most essential challenging venture between DPFP operations among every 

processor is hardware implementation. Compared to whole the floating factor 

arithmetic operations, the DPFP quality is entirely complicated after implement 

then additionally the power and energy consumption regarding DPFP 

multiplication is entirely high. 

     FP multiplier is a simple arithmetic circuit and it requires a widespread 

multiplier because of function the mantissa multiplication as implies the 

drawbacks concerning the performance and vicinity regarding the hardware 

design. It may lie considered among the accordant steps. 

 Sign bit about the production is computed by using XOR the sign bit about 

each the numbers. 

 Add both the exponents. 

 Perform the mantissa multiplication for both the numbers. 

 Perform the rounding about multiplied outcome. 

 At last, function the normalization in accordance with modifies exponent 

then mantissa. 

Now a day, the security of message transmission is the vital factor within 

communication medium. Generally, touchy facts ought to bear the privateers which 

are according to stay ensures via the encryption process. The safety of information 

performs stand handled through notably on hand among the encryption algorithm. 

AES is the encryption value of symmetric algorithm yet AES allows the records 

measure regarding 128 string or bit i.e. sixteen bytes yet key length regarding 128 

string or bit, 192 string or bit then 256 string or bit. AES goes through ten rounds 

because of 128 string or bit, 12 rounds for 192 string or bit yet 14 rounds for 256 

string or bit. 

AES S-Box The matrix which is having the list of Hex values is known as S-box 

which is used as the lookup table in AES encryption process. AES allows 128 bit 

data as input and is having the 4 functional blocks which are used for encryption 

namely Substitute bytes, Shift row, Mix column and Add round key. Fig: 2.8 show 

the flow diagram of AES algorithm. 

In the 1st step of the encryption process, state array will keep the transformation 

of Add Round Key bytes until the next state array initiates. In the next stage, the 

above 4 transformation process operation is to be performed. This process is known 
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as round function. Here, inside of the Substitute byte, the substitution process is to 

be carried out using S-box. S-box is to transform each byte of data block into 

another byte of data. 

In the shift row transformation, every row of the state matrix is left shifted based 

on their row position except the principal row. In the transformation of mix column, 

matrix multiplication is carried out by multiplying the state matrix column and the 

fixed matrix column. In the Add round key, XOR operation is performed in between 

the new state matrix and round key matrix. Sider is et al [61] proposed 

multiplication model in AES. AES allows the block size of 128 bits, 192 bits and 

256 bits which is back in conformity with deciding the number of round celebrated 

between the AES. In AES, if the block size is 128 string or bits in different rounds 

are ancient because encryption and condition the block size is 192 string or bit 

afterwards 12 rounds are involved into the encryption system and postulate the 

obstruction bulk is 192 string or bits below 14 rounds are old among the encryption 

process. AES algorithm processes the data between the shape of bytes then now not 

as like string or bit. Bytes a reviewed as much key. For the close part, 8 string or bits 

are considered as like 1 byte then IV bytes are considered as much 1 word [62]. The 

encryption process uses they embark of determined keys referred to as namely round 

keys. These are utilized throughout further activities, concerning a variety of 

information as holds precisely some block over records below the data after stand 

encrypted. This set is referred to as state array. 

AES permits only with byte quantities of 128, 192 and 256 bits. Operations in 

AES are executed on 4 rows and 4 columns. 

For every one of the round keys 𝑆𝐾1 to 𝑆𝐾10 , words 𝐺1 to 𝐺16 are calculated as 

the sum of the corresponding word in the preceding round key and the preceding 

word in the current round key. 

Thus, 𝑆𝐾(𝑖) is expressed in eqn. 2. and it becomes, 

𝑆𝐾(𝑖): 𝐺1 = 𝑆𝐾(𝑖−1) 𝑋𝑂𝑅 𝐺1                            (2.8) 

Inside of the round, every operation is [63] processed with the aid of present state 

array and thus generates the new version of the state array. In the ultimate (tenth) 

round, only three of the operations are observed except the mix column operation 

between in sub-bytes, simple substitution system are after be observed who converts 

entire the byte values within the distinctive value. The change operation takes 

location as depends on the range position. In the preceding row in that place is no 
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changing takes place. In the second row, the bytes are left shifted via 1 position or 

the bytes are left shifted by way of 2 positions then the last row, the bytes are left 

shifted via 2 position. In the mixture [64] motionlessness operation, current column 

is generated via method every motionlessness about the state adjusts independently. 

Thus the newly generated stagnation eliminates the old motionlessness then 

positioned in the current motionlessness at as position. After the finish regarding the 

mix column transformation, Xor round answer is in accordance with lie computed 

truly including XORs the value about present state array then the appropriate round 

key thus generates the outcome. Then the state array [65] is after stay utilized 

including the outcome. 

Jia-jia LU and Yu-song DU [66] modeled a new strategy according to enhance 

the safety over AES model using the DPFPM method. Here we introduced the 

efficient DPFP Furer’s multiplication technique. Subsequently after enhance the 

security about AES we expect the outcome over DPFP into AES round operation. 

After up to expectation the use of FPGA [67] accelerator we made a simulation 

result. Using this proposed method we beautify the protection regarding AES and 

the work flow over 53 string or bit mantissa virtue is proven into Fig: 2.9. 

The implementation on the DP floating point Furer multiplication technology 

regarding the S, E or M each over this are mentioned below. The structure of double 

precision floating point Furer’s multiplication is shown in Fig: 2.9. 

These calculations are performed in a direct manner. In, DPFP Furer’s 

multiplication, output sign bit is computed by XOR the value of both operand’s sign 

bit which is represented in eqn.2.9 

 

𝑆𝑖𝑔𝑛𝑜𝑢𝑡(𝑆) = 𝑆𝑖𝑔𝑛𝑖𝑛(1)⊕ 𝑆𝑖𝑔𝑛𝑖𝑛(2)                   (2.9) 
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Figure 2.9: DPFP Furer’s multiplication 

If the quantity is a fine range below the sign bit is zero, otherwise the sign bit is 1, 

the resultant signal bit is finding via adding two signal bit as is the XOR function 

concerning couple numbers. The exponent yield is [68] obtained through including 

the exponent concerning each they enter yet below subtracting the mantissa value as 

is shown in eqn.2.10. 

 

𝐸𝑥𝑝𝑜𝑢𝑡 = 𝐸𝑥𝑝𝑖𝑛1 + 𝐸𝑥𝑝𝑖𝑛2 − 1023                   (2.10) 

For DPFP numbers, the BASE is equal to 1023 (211-1-1). The BASE for any 

floating point number is given by (2exponentsbits-1-1). The mantissa holds the main digits 

and the exponents define where the decimal point should be placed. There are one-

of-a-kind exceptional instances are occurs in the IEEE 754 standard arithmetic verb 

kind of NaN, INFINITE, ZERO, UNDERFLOW or OVERFLOW. The essential 

count has been mated by combining the detection regarding every splendid instances 

yet determines the yield namely among the IEEE 754 standard. Thus, Saadat et al 

[69] described exceptional handling in FP. If each over the operand is after the yield 

produced will stand also. The yield best is to remain absence when both concerning 

the operand is denormalized. If the exponent outturn goes to duck and beneath zero, 

UNDERFLOW intention activates. If the operand goes beyond 11’h7fe, 
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OVERFLOW occurs. If some over the operand is limitless then mean operand is 

denormalized after the outturn evolved desire keep indicated as much INVALID 

(NaN). The end result concerning the required multiplication is normalized in 

conformity with have a lead 1 simply according to left side over the decimal factor.  

Rounding is required in accordance with rearrange the 53x53 (106) mantissa 

multiplication result according to 53-bit only. We hold implemented the round in 

accordance with nearest so distinct only into the IEEE 754 format for DPFP furer’s 

multiplication. To minimize the run time of multiplication strategy Sukrith, and 

Sreekumar [70] adopted the Furer’s integer multiplication for mantissa in double 

precision floating point multiplication. Because, Furer’s algorithm can multiply up to 

big integer Values and the time complexity for the Furer’s algorithm is less compared 

to others. After the sign and exponent calculation, we hold in conformity to perform 

the mantissa multiplication by the use of Furer’s multiplication algorithm. For that, we 

are considering the 53 bit mantissa as the input of Furer’s multiplication. First of all, 

we have according to convert the mantissa value among its equivalent integer values. 

After the conversion is done, we hold in accordance with perform the double 

precision floating point Furer’s multiplication of mantissas. 

There are 2 key tricks for the recent speedy integer multiplication algorithm. 

1. An alternative FFT algorithm is utilized with the property as is usually going 

on roots about unity are about low order. 

2. The computation is finished over a ring together with best multiplications 

together with many low requests over solidarity. 

The block size about the AES has 128 bits and the quantity of round in AES depends 

on the key size. The spawn of the double precision multiplier has 64 bit key then 

consequently the plaintext utilized inside the AES methodology is given by 128 bits 

and totally we get 128 strings or bit as the input. In our projected approach, all the 

first three rounds are executed commonly just kind of the AES manner. However 

within the add round key, here we are XORed the outcomes of DPFP furer’s 

multiplication with key generated by AES. Also, DPFP is used to enhance the 

security inside of add round key is shown in Fig:  2.10. 

Inside on the add round key, we are performing the XOR operation for doubled 

precision floating point then the key generated with the aid of the AES. For that, the 

XOR process desire enhances the security about the AES. In this technique, the key 

cannot remain recovered. In the match as every person executes recover the key, at 
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so much point they cannot remain gain the authentic plain text. The decryption act is 

additionally done in the identical path namely in the alter order. 

Setetemela et al [71] implemented AES in FPGA with multiplication model that are 

executed with in Xilinx ISE 14.5 software. Xilinx ISE is a software program tool 

produced by using Xilinx because of consistency then analysis concerning HDL 

designs, enabling the developer in accordance with synthesizes their designs, operate 

timing analysis then have a look at RTL diagrams. AES architecture is implemented 

using Xilinx Virtex_6 FPGA device. Verilog Code is synthesized the usage of ISE 

simulator yet it is synthetic the use of ModelSim. The typical work flow regarding our 

proposed double precision Furer’s integer multiplication action is proven of Fig: 2.10 

and Comparison on Area and Power Analysis uses a less number floating point 

multiplication strategies which are done by the use of Xilinx Technology. 
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Fig: 2.10. Security enhancement methods of AES 
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Comparisons of area and power analysis for various FPM techniques are 

validated using Xilinx tool. To compare our proposed technique with existing 

methods we can adopt some methodologies like point multiplication, Single 

precision FP matrix multiplier, quadruple multiplier, Montgomery based multiplier, 

modified Vedic multiplier, Fully Homomorphic Encryption (FHE) integer multiplier 

and proposed multiplication algorithms [67]. Montgomery based multiplier, Point 

multiplication and FHE integer multiplier is utilized for the comparison of LUT and 

flip flop used. The achieved frequency is compared with Montgomery based 

multiplier, Point multiplication and Quadruple precision multiplier and our proposed 

technique achieve better frequency compared with other state of arts. 

In this digital world securing the online application is a key task to improve 

the modern digital environment. So that, several encryption and other security frame 

work are created by many researchers. Still, the encryption models in crypto 

mechanism meet several challenges by the harmful activities and hacking 

technology. The typical function of crypto model is converting the plain text in to 

unreadable way, which is called as cipher text. Jun-Wei Shen et al [72] analysed 

several attacks model, Once the text is changed into cipher text by crypto mechanism 

then there is no way to return the plain message without the reverse process of 

encryption, i.e, decryption process. However, the most powerful malicious actions 

can halt the security model and interrupt the wireless medium in an unbelievable 

way. Regarding this issue several model of multiplication strategy is merged with 

crypto model to enhance its security. But, it consumes more time to complete the 

process; also the model is very complicated. So, the multiplication frame model like 

fast integer multiplication can maximize the security of crypto algorithm. Also, it 

takes less time to process the multiplication operation. Here, AES model is adopted 

for the security, which is implemented in Xilinx and executed the experimental 

results in FPGA accelerator. The innovation of this research model is developing a 

novel multiplication model as furer toom cook in AES round. 

In conclusion, algorithm is implemented based on larger bases that is very 

difficult as well, however may be necessary in practice for utilizing lower quantity of 

memory usage and take advantage of constant-time operations on FP/integer values. 

The implementation of DPFP AES is to enhance the privacy of the algorithm. 

Because of XOR the value of FP and the key generated by the AES cannot be allowed 
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the attackers to retrieve the key. For that, the privacy of the FP AES algorithm is to be 

enhanced and this can be achieved by the DPFP furer multiplication for decreasing 

the power utilization and achieve the less power and the achieved frequency is 

563.82MHz.  

2.5 Summary 

In this chapter several multiplication model and FP arithmetic’s are detailed in a 

standard way. Initially the logic analysis is explained, consequently, the function of 

FP multiplication is described. Then FFT model is designed and explained 

elaborately, subsequently, the crypto schemes are explained with attacks. With all 

these topics several recent literatures are surveyed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


	Steps for Encryption is summarized as follows,
	Steps for Decryption

