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CHAPTER 4 

METHODOLOGIES 

This chapter describes the proposed methodologies using in this work. The new 

approaches are introduced for attaining high results using proposed model. In this, the 

proposed approaches are explained in four sections. The first section details the 

proposed model of KS DPFPM using FPGA accelerator, the second section details the 

SPFPM based SSA model. Furthermore, the next section elaborates the process of 

DPFPM using SSA for FPGA and the final section explains the AES using FTC 

DPFPM model for improving the security. Moreover, the simulation results prove the 

usefulness of the research works and providing better outcomes than other 

conventional approaches. The process of proposed methodologies is explained as 

following. 

 

4.1 DPFPM using FPGA Accelerator 

In general, Application Specification Integrated Circuits (ASICs) are utilized 

for obtaining substantial speed improvement in the fields such as signal processing, 

scientific computations and communications. Moreover, the FPGA reconfigurable 

devices are utilized for correlating with ASICs with the use of adopting the novel 

approaches. These are utilized in several applications for attaining [109] better 

performance interms of speed, power, and area. Also, these algorithms are attained 

high speed, lower power, and very less area for communicating. Moreover, several 

tasks are disseminated to another CPU cores in the conventional schemes through the 

intelligent bridges. Hence, this paper introduced the model for interacting solitary 

CPU core with FPGA high end reconfigurable devices through the PCIe bridge.  

In recent, the double precision floating point (DPFP)functions like arithmetic 

operations are utilized for several applications such as signal processing, [110] 

scientific calculations, and logic units. However, the DPFP multiplication in the 

mantissa gets some difficulties during processing. When implementing mantissa 

53x53 multiplication, it requires high area for processing and provide less 

performance. According to this issue, the new process is developed and it reduces the 

above issues. This method is developed algorithms in Karatsuba and Toom Cook 

multiplication, which is required lower amount of multiplication in the hardware 
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when comparing other conventional methods. Also, this method details the designing 

and simulation of the FPGA accelerator for DPFPM for attaining high performance.  

Thus, this manner is obtained lower delay and power with the use of effective 

resources. Here, The FPGA accelerator is utilized for FPM process and it provides 

better outcomes as well as the simulation of this manner depend on the use of DSP 

blocks in the embedded FPGA for permitting high amount of processing elements 

(PEs). In this, the control unit of the FPGA accelerator is improved the PEs depends 

on the exterior task request is developed from CPU. Here, the best outcomes are 

attained with the [111] use of multipliers and adders in the FPGA that are aligned 

pipelined, which are used embedded FPGA sources for attaining lower area and 

highest clock frequency. Therefore, this manner simulation is done using Xilinx 

Virtex-7 FPGA and used 8 PEs that is running at several frequencies. Moreover, this 

proposed manner has the feature that is it is not needed number of CPU cores. This 

method used various multiplication mechanisms for attaining lower power and high 

speed in DPFP with high presentation calculating (HPC) in FPGA accelerator. The 

basic diagram of FPGA based accelerator is represented in Fig: 4.1. 
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Fig: 4.1 FPGA Accelerator communication 
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4.1.1 Control Unit 

In FPGA have the control unit to perform the operation that is performed based on 

following functions, 

 Control unit is utilized to searching the arithmetic actions in CPU 

 Initially, it can transmit the request message to the CPU for performing these 

arithmetic functions in the PEs. 

 When the acknowledgement is obtained from the CPU receiver then the 

control unit transfers the whole arithmetic functions from CPU to PEs. 

 Consequently, these arithmetic functions are computed and the obtained 

arithmetic results are sends to the CPU. 

 Also, the PE improvement is done based on the external tasks are developed 

from CPU in the FPGA accelerator. 

 Moreover, the PEs limits are dependent on the specific FPGA device input 

output blocks (IOB). 

 

4.1.2 Processing Elements 

FPGA accelerator [112] processing elements performance have some operations that 

are detailed below, 

 The arithmetic functions like addition and multiplications are performed when 

the PE received the request from control unit. 

 If the control unit obtained the acknowledgement (READY) then it transmits 

every arithmetic function to the PE. 

 To diminish the clock latency, the addition and multiplier blocks are 

developed in every PE and arranged in a pipeline form. 

 Moreover, this multiplier block is employed with Karatsuba Floating Point 

(KFP) approach. 

 Also, the PEs is developed in normal method based on the control unit 

requests for performing the arithmetic functions. 

In this, the floating points of the arithmetic operations are utilized for several 

applications such as scientific calculations, numerical and signal processing like, 

filters, FFT and image processing. Here, the IEEE 754 is representing the 32 bits 

(single precision) and 64 bits(double precision) floating point setups. Moreover, the 

format of these floating points is given in Table.4.1. 
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Table 4.1: Floating-point number format 

 

Precision Sign Bit Exponent Mantissa 

Single (32 bit) 31 30-23 22-0 

Double (64 bit) 63 62-52 51-0 

 

Here, these numbers are denoted in both normal and scientific arrangement. 

The hardware designing of this model is very difficult and very challenging.  

Moreover, the multiplication process [113] for floating points are more complex to 

simulate between every arithmetic operation.  In this approach, the developed FPGA 

accelerator is designed for getting the IEEE 754 standard as well as it considered the 

multiplication process that is used for consuming power and energy compared with 

other arithmetic functions. 

 

4.1.3 Multiplication Algorithm  

In this approach, multiplication process is introduced for reducing power and area. 

Generally, several mechanisms are developed for floating point multiplication. But, 

the proposed Karatsuba multiplication is very famous that is used in the proposed 

approach. Hence, this model decreased the power consumption than other 

conventional approaches. 

Moreover, this approach is simulated using the standardized FP numbers and 

the area of optimum latency is used for designing. Moreover, this method is designing 

is done with the use of various tools [114] such as Cadence NC launch, Xilinx ISE, 

and Xilinx Virtex-VII FPGA platform. Here, this simulation for DPFP multiplier 

needs the exponent, mantissa, and sign distinctly. 

 

4.1.3.1 Karatsuba Floating Point Multiplication 

The DPFP multiplied by Karatsuba has substantial advantages such as it takes lower 

powers. Consequently, by means of finest latency and regularized floating point only 

the proposed design is developed. The separate mantissa, exponent and sign are 

necessary for the implementation of this proposed model design. The flow of 
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proposed design operation is detailed in Fig: 4.2 The working operation of the 

karatsuba multiplication process is detailed as following, 

 This multiplier using the XOR operation of 2 numbers of sign bits for 

obtaining the sign bit product. So, Sign_o/p=Sign_i/p1⊕ i/p2 where, i/p 

denotes the input and o/p denotes the output. 

 Subsequently, the addition is performed on the operands and here, the 

proposed approach  

BASE=1023 (211-1-1).  Moreover, the BASE of all FP number is represented 

as (2e_bits-1-1). 

Exp_o/p=Exp_i/p1+Expi/p2-1023. 

 After that, the input operands of mantissas are operated as multiplication 

process.  

 Hence, the obtained results are limited for the precision value that is required 

for operating the rounding. 

 Thus, the round is operated on the product of mantissa and the modesare 

described in the IEEE 754. 

 These are providing the values of round is 0 then it is called truncation, round 

is +ive infinity i.e, round=+∞, round is -ive infinity i.e, round = -∞, and the 

round is represents the nearest to the particular value. 

 Therefore, the exponent and mantissa values are aligned at normalized value. 

 

Fig: 4.2: Internal Structure of Karatsuba Multiplication 

 

4.1.4 Extraordinary Case Handling in FPM 

Generally, the IEEE has numerous extraordinary types for handling the FPM such as 

INFINITE, OVERFLOW, NaN (Not a Number), ZERO, and UNDERFLOW. For 
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obtaining the standard output, the calculations correlate the detection of every cases in 

FPM, which is handles the IEEE standard as 754. Moreover, the output value is 

infinity when the operands of any one is infinite that is calculated with sign-bit. Also, 

the output value is 0 when the operands are denormalized, which is calculated based 

on the sign-bit. The value of UNDERFLOW is activated when the [115] resultant 

value is getting ZERO or below ZERO as well as the OVERFLOW is activated when 

the resultant goes to the 11’h7fe.  
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Fig: 4.3 Flow of DPFP 

 

Moreover, the overall calculation of this multiplication is given in Fig: 4.3. In this, E_ 

o/p is the exponent value of output, M_o/p is the output of mantissa, and the 

keywords represent their accurate meanings [4]. Furthermore, the INVALID function 

is specified when 1operand is denormalized and another one is infinite, which is 
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provides output as NaN. Here, the output is normalized required the sign-mantissa-

exponent in 64-bits format is adding to the final output of the process. In additional bit 

MSB decimal value attained the mantissa multiplied results and in sometimes these 

are occurred after the rounding process. Also, the attained outputs are required to fix 

and the additional carry is obtained after the multiplication process. Consequently, 

this output is one bit right shifted and the exponent value is increased by 1 for making 

the output value is normalized. Here, rounding values are needed only 53-bit mantissa 

multiplication instead of 53x53(106) bit, which is simulated using the nearest 

rounding that is specified in the IEEE standard. 

 

4.2 FPM Based SSA 

The multiplication process is one of the vital arithmetic function, which is applied for 

several communications, image and video processing, and networks. This floating-

point software is tough within the digital design primarily based programs. The FPM 

approach is utilized for reducing the troubles of layout complexity, large location 

utilization and intake of power. The FPM standard is the IEEE 754 that is categories 

at Single precision FP (SPFP) and double precision FP (DPFP). This method details 

the SPFP in the IEEE standard and here this SPFP used the 32 bits like mantissa used 

23 bits, exponent used 8 bits and sign used 1bit for processing. Moreover, this work 

processed on the SPFP method using multiplication module based on SSA. The SPFP 

based FPGA is designed using the combinational circuits.  

When correlation the SP and DP illustration of adder provides the better 

optimized results for FPGA simulation.  Here, the proposed [116] SPFP is used in the 

RISC processor designing that provides the efficient results in speed calculation and 

accuracy measurement.  In this tool uses the HDL code for simulating the SPFP-SSA 

device.  Thus, the proposed SPFPM is performed based on the SSA approach. There 

are various categories of multiplication are used in the floating point such as Toom 

cook, Karatsuba. In here, SSA model is used for the multiplication in SPFP. The main 

feature of the proposed SSA model is to provide high efficiency when the integer 

value is greater than 5 digits. The proposed model provides the performance in area 

and power is calculated using the real time simulation of FPGA. 

This approach attained lower delay using SSA SPFP based on FPGA.  When 

connecting SPFP with the SSA approach is a difficult part in this work here, the 

32bits SPFP has transformed into the SSA correspondent integer for further process. 
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Here, the 
322 bits are utilized to the mantissa transformation to the correspondent 

integer. Furthermore, the validation results of this multiplication with SSA providing 

a high speed than other manners. Hence, the modular arithmetic functions are 

achieved by choosing the proper prime root of unity. For simulation of this work, 

FPGA is utilized and that is designed using the operators like adders and multipliers.  

The Vedic multiplier-based FPGA attained less area and low complexity compared 

with the calculation of vertical and crosswise. Also, this Vedic multiplier attained low 

delay and high speed when simulating using Xilinx Spartan 3E FPGA.  

 

4.2.1 SPFPM Based on SSA 

Here, the Number Theoretic Transform (NTT) mechanism is used in the SSA 

approach for the calculation of 2 floating points. Also, the fixed points are utilized for 

representing the floating values. Moreover, the NTT approach is utilized the integer 

values for multiplication process. This SSA is employed to use the VHDL coding part 

for transforming the integers. The SPFP [117] output value us obtained when 2 

integers are multiplied with the format integers.  Moreover, the SSA algorithm 

includes the convolution model with 2 sequences as N=8 length that is achieved based 

on NTT manner. Here, this NTT have validates the FFT function using the modulus 

value and the process of NTT is explained as below. 

 Initially, the values of 2 integers are transformed into the numbers of 2 

decimal floating. 

 These decimal floating values are organized to double 8 valued corresponding 

integers subsequently the integer values are worked using NTT approach. 

 Moreover, the attained integer equivalences are utilized in the sequence order 

of the NTT algorithm. 

 Moreover, the sequence (s) order of the FFT is denoted as the non-negative 

integer value of the approach. 

 

The value of n is must be a prime value that is obtained.  

 Also the m-point DFT, denotes the primitive mth root of the particular unity, 

which is compensated using the NTT approach that is mentioned in eqn.(4.1) 

 = gk mod M                                                        (4.1)  

Where, g denotes the generator value.                                                               
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 Moreover, the generator is calculated using some conditions that are, 

i. Initially, the g value is considered as to say a. 

ii. Consequently, the prime M is mentioned as M-1 and the 2 products x 

and y utilized for factorize the prime. 

iii. Subsequently, ‘a’ is calculated using the following eqn.(4.2) and (4.3) 

aM-1 mod N=1                                                     (4.2)  

ax mod N ≠1 and ay mod N ≠1                                   (4.3) 

 Furthermore, the NTT model based convolution algorithm is validated when 

the values of a, M, and N are calculated.  

 Moreover, the obtained 2 sequences are having the 8x8 matrix based on NTT 

and the matrix is given in eqn.(4.4) 

 

0 0 0 0 0 0 0 0

8 8 8 8 8 8 8 8

0 1 2 3 4 5 6 7

8 8 8 8 8 8 8 8

0 2 4 6 8 10 12 14

8 8 8 8 8 8 8 8

0 3 6 9 12 15 18 21

8 8 8 8 8 8 8 8

0 4 8 12 16 20 24 28

8 8 8 8 8 8 8 8

0

8 8

              

              

            

           

          

  

       

       

       

       

       

 5 10 15 20 25 30 35

8 8 8 8 8 8

0 6 12 18 24 30 36 42

8 8 8 8 8 8 8 8

0 7 14 21 28 35 42 49

8 8 8 8 8 8 8 8

       

         

         

     

       

       

 
 
 
 
 
 
 
 
 
 
 
 
  

        (4.4) 

 Also, the obtained FFT values are calculated using the 8-point based on the 

IFFT in the NTT algorithm. And the attained 88 matrix is shown in eqn.(4.5) 

0 0 0 0 0 0 0 0

8 8 8 8 8 8 8 8

0 1 2 3 4 5 6 7

8 8 8 8 8 8 8 8

0 2 4 6 8 10 12 14

8 8 8 8 8 8 8 8

0 3 6 9 12 15 18 21

8 8 8 8 8 8 8 8

0 4 8 12 16 20 24 28

8 8 8 8 8 8 8 8

0

8 8

              

              

            

           

          

  

       

       

       

       

       

 

1

5 10 15 20 25 30 35

8 8 8 8 8 8

0 6 12 18 24 30 36 42

8 8 8 8 8 8 8 8

0 7 14 21 28 35 42 49

8 8 8 8 8 8 8 8

       

         

         

     

       

       



 
 
 
 
 
 
 
 
 
 
 
 
  

            (4.5) 

 Consequently, this output is shifted and then added for attaining the accurate 

product of the particular integers. 
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 Hence, the product of integers is changed into the sP values and the proposed 

NTT block diagram is represented in Fig: 4.4. 
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Fig: 4.4: Diagram for NTT with sequence n=8 

The SSA flow diagram is represented in Fig: 4.5. In that, the input values are 

taken as the SP binary value. The information sources are considered in the SP 

parallel structure. The change of the SP incentive for identification of number is 

trying based on the HDL code. For instance, considered accept the model as 0.1234 & 

0.5678 individually. Presently, we are taken as 1234 & 5678, which has the 

information as A={4,3,2,1,0,0,0,0} & B={8,7,6,5,0,0,0,0}. Moreover, HDL codes 

using the transformation are created in the blended smartness of demonstrating. 

Presently, the utilized HDL code can scripted through end goal that the FFT 

information  

Moreover, A & B are assessed utilizing for increasing the 8X8 frameworks 

appeared in condition (4.4). The tangled yield acquired by the augmentation, which is 

changed based on the iFFT time space dependent on the NTT networks. Thus, the 

yield develops 8 qualities used for moving and adding to acquire the ideal whole 

A 
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number item yield. The number item is changed [118] over to SP portrayal of its 

gliding theme comparability. The proposed technique used coding model HDL is 

continuously executed by utilizing the Xilinx Spartan 3A tool in DSP FPGA. 
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Fig: 4.5 Design flow of SSA algorithm for FPM 

4.3 DPFPM using SSA for FPGS Accelerator 

In general, the digital functions or operators are widely useful for designing the 

processors and many applications requiring systems. Also, in the digital operations 

the arithmetic functions play a necessary role to design a circuitry. The FP is one of 

the binary forms, which are demonstrated as a real numbers. 

        Moreover, the FP alignments are categories by various formats based on the 

IEEE-754, which are decimal and binary. Additionally, these functions are used in the 

digital application like DSP. The arithmetic functions of the FP are applicable for 
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various processes and the calculations. Here, the essential operation of the FP 

arithmetic function is computing the multiplication process. The advanced 

methodologies for the FPM are requires high frequency value, lower delay and area 

for further process. In this manner, the arithmetic functions of the FP depend the 

simulation of FPGA. This process calculates and process over the FP functions like 

multiplication, division, addition and subtraction so, this work is used SP, DP in the 

FP-FPGA functions. The above precisions like SP, DP are identified with the use of 

different bits functions. 

In addition, the Multiply-Add-Fused (MAF) is combined with FP and the FP-

MAF based FPGA is mainly appropriate for the formats of the lower-precisions. This 

manner depends various operations like 1 or more functions for attaining high 

outcomes in area. According to this reason, this is depending on the arithmetic 

functions like multiplication, division, addition and subtraction, which are required 

for the data path execution of the Mantissa for the solitary operations. So, the DPFP 

model is executed using the multiplication mechanism named as Karatsuba, which 

utilized very small power and used large area. When the FPGA based devices is 

processed in the ASIC platform then it very essential for the process. In recent times, 

the large quantity with very speed process in the logic sources and core Intellectual 

property (IP) are obtaining form the FPGA strategies like Virtex-4,5,6. Thus, this 

work developed the designing in the SSA-FPGA model for elimination the limitations 

and issues. Hence, this model not required several number of CPU cores and the PE 

of CPU needed the functions based on addition and multiplication. In this, the 

processing blocks are organised at the structure of pipeline. Here, the DPFPM based 

SSA is utilized the PE to attain the efficient output in the area and power [120]. Thus, 

the execution of this SSA-FPGA module is done with the use of Xilix Virtex 5 and 

used the Verilog code. 

The DPFPM mechanism is one of the algorithms that can be used in various 

functions such as calculators, ALU, and processing based on signal and images. 

However, the mantissa multiplication used 53x53 is the greatest difficulties of DPFP 

operation because this module needs high area for processing. Hence, this manner 

develops the SSA mechanism based on High speed using FPGA model (HS-SSA-

FPGA), which is used very low quantity of multiplication hardware when compared 
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with other prevailing approaches. Here, SSA model is employed to multiplied the 

integers that is greater than five digits.  

The execution of this work provides better efficacy using SSA and FPGA attained 

best outputs in the parameters like area and delay. The CU of the FPGA is exploited 

the PEs with the use of exterior request created from CPU. This model is attaining 

very superior outcomes than other models like Vedic and Karatsuba. This novel 

model is performed the function at 230.14 MHz and improves the speed at 67% than 

the other prevailing models.  

4.3.1 SSA-FPGA Mechanism 

In recent, several mechanisms are developed in DPFP for reducing multiplication and 

the SSA mechanism is one of the most necessary methods in DPFP [119]. Hence, 

lower area is achieved using this innovative model when compared with other models. 

This model is executed using Xilinx tool in the Virtex -5 xc5vlx20T FPGA device 

platform. Moreover, the process of FPGA in the CPU is represented in Fig: 4.6, which 

involves CU and PE. Here, the CU of the FPGA is used for searching the arithmetic 

functions in CPU.  

4.3.1.1 Process of CU 

The following functions are done in the CU of FPGA. Initially, the CU can be utilized 

for searching the arithmetic functions like addition and multiplication. Subsequently, 

it transmits the request to the CPU for executing the function in PE, when the 

acknowledgment is received then CU can change every function to PEs in the FPGA.  

The limitation of PEs is generally processed based on the function of FPGA input-

output operators.    
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Fig: 4.6 FPGA communication using CPU 

4.3.1.2 Process of PE 

FPGA accelerator processing elements performance has some operations that are 

detailed as following. The arithmetic functions like addition and multiplications are 

performed when the PE received the request from control unit. If the control unit 

obtained the acknowledgement then it transmits every arithmetic function to the PE. 

To diminish the clock latency, the addition and multiplier blocks are developed in 

every PE and arranged in a pipeline form. Also, the PEs is developed in normal 

method based on the control unit requests for performing the arithmetic functions. In 

this, the floating points of the arithmetic operations are utilized for several 

applications such as scientific calculations, numerical and signal processing like, 

filters, FFT and image processing. 

 

4.3.2 SSA Multiplication Process 

This algorithm is mainly used model for large quantity of multiplication and many 

algorithms like classical school book and karatsuba are not applicable for large range 

multiplication. According to this reason, the NTT multiplication based SSA 

multiplication model is developed for large number processing and attaining highest 
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performance outcomes. Moreover, this SSA model is depends on following steps for 

increasing the speed. 

i. This conventional theorem involves 2 vectors that is represented as P and Q 

ii. Consequently, all the vector functions used in FFT 

iii. The obtained result is multiplied with the element of FFT 

iv. Subsequently, the reverse operation of the FFT is performed in the product 

and then the vector values are integrated. 

v. Hence, the multiplication result is obtained.  

 

Furthermore, this SSA is referred as the NTT based multiplication mechanism 

using large integers with the runtime is denoted as 𝐾(𝐴𝑙𝑜𝑔𝐴𝑙𝑜𝑔𝑙𝑜𝑔𝐴). In this A 

denotes the number of integers and the NTT using SA=R/(2A+1) R, where, A value is 

denoted as the power of 2. Moreover, the working process of SSA is mentioned in 

algorithm 4.1. 

 

Algorithm.4.1 SSA mechanism 

Input: Initialize the Multiplicand operands P and Q, base R=2k 

Output: Product R 

{ 

Start 

Compute the NTT values of P and Q 

The obtained result is multiplied with the element  

Set R[i] NTT (K)[i]*NTT( L)[i]   

Compute reverse operation of the attained outcome 

Set R’=INTT(R) 

Coordinate the carriers 

If 

𝑅[𝑖] ≥ 𝑆then 
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Set R[i+1]=R[i+1]+[R[i]/S] 

Set R[i]=R(mod S) 

Return R 

} 

Stop 

 

The SSA with NTT calculation, the input integers are P and Q, which is used 

number of digits using the sampling sizes. This is choosing the H as the prime value 

based on the primitive root (PR) (g) that is represented gp=1(mod H). Consequently, 

NTT is generating the numbers that is denoted in eqn.(4.7) and eqn.(4.8), 

𝑃𝑠 = ∑ 𝑔𝑛𝑃𝑛𝐴−1
𝑛=0                                                            (4.6) 

𝑄𝑠 = ∑ 𝑔𝑛𝑄𝑛𝐴−1
𝑛=0                                                            (4.7)                                                          

 

Moreover, it is multiplied using the elements Rs:Rs=PsQs(mod H), 

consequently, the calculation using inverse NTT for calculating using the eqn. (4.8) 

𝑅𝑠𝑎𝑚𝑝 = ∑ 𝑔𝑠𝑅𝑠𝐴−1
𝑠=0                                                                   (4.8)  

Hence, the final output is obtained using the calculation of accumulating the 

carries. Here, the computation of NTT and INTT is obtained using the SSA process 

and the normal approach used for computing FFT. Also, the SSA is utilized for 

execute FFT series T, that is given in eqn.(4.9). 

𝑇𝑠 = ∑ 𝑎𝑗𝑒
−𝑖2𝛱𝑘

𝑗

𝑘𝐴−1
𝑗=0                                                              (4.9)    

  The length is denoted as A and it is changes in to A/2 for FT calculation, 

which is represented in eqn.(4.10).  

𝑇𝑠 = ∑ 𝑎2𝑚
𝐴
2−1⁄

𝑗=0
𝑚𝑒𝑣𝑒𝑛

𝑒
−𝑖2𝛱𝑠

𝑚

𝐴/2 + 𝑒
−2𝛱𝑖𝑠

𝐴
2⁄

⁄
∑ 𝑎2𝑚
𝐴
2−1⁄

𝑚=0
𝑚𝑜𝑑𝑑

+ 1𝑒
−𝑖2𝛱𝑠𝑚 𝐴

2⁄
⁄

        (4.10)  

Where, the length value is transformed as 𝑒−2𝛱𝑖𝑠/𝐴   using power and the SSA 

model is evaluated using  𝐾(𝐴𝑙𝑜𝑔𝐴𝑙𝑜𝑔𝑙𝑜𝑔𝐴) based on the FT model. 

 

4.3.3 The Process of NTT Model 

The NTT model is one of the categories of FFT that can be utilized for accomplishing 

using the integer values. The model of fermat transform is used in the NTT that is 
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2n+1. According to this, the NTT model used this modulo function 2n+1 for 

processing the SSA process and it is mentioned using eqn.(4.11). 

𝐶𝑗 = ∑ 𝐶𝑖
𝑁−1
𝑖=0 𝑔𝑖𝑗(𝑚𝑜𝑑 𝑞)                                                  (4.11) 

Where, the array value N is transformed into the array Cj that involves N 

numbers and both i & j are mentioned in the range [0 - N-1].  Moreover, the array 

value of Cj is taken for input while the array value Cj is taken as throughput. 

Moreover, g denotes Nth root of unity mod q, wherever q represents the number of 

2n+1. Hence, the number of the output array Cj is in the form mod q. 

 

4.3.3.1 Process for Root of Unity (ROU) 

In this, nth RoU can represent the number, which is raised by nth power and the 

attained result is 1. Moreover, Primitive RoU is developed by nth RoU and C denotes 

the primitive if Cn=1 then power value is < n and not attained the result in 1. As well 

as the nth RoU modulo q denotes the number of q that is mentioned at (mod q) and 

provide 1 as output value. Furthermore, nth RoU is primitive if Cn = 1(mod q) then the 

power is very low when compared with n doesn’t yield 1(mod q). 

 

4.3.3.2 Process of Twiddle Factor and INTT 

In this manner, TF is the nth PRoU and for all values of N the TF value is N/2. 

Moreover, the input values are considered as SSA model and it is obtained the result 

of P and Q (mod 2n+1). It attained the maximum output at 2n bits using the 2 numbers 

with n nits, so the attained module value is varied. According to this reason, the SSA 

process used the acyclic conventional model that can separates the values of N/2 into 

the equal number of bits. In this, the 1st half values are represented as content bits and 

the final half values are represented at zero padding. Moreover, the INTT validation 

of the proposed SSA mechanism utilized the input values at P and Q and the output is 

R=PQ(mod q), which is obtained using INTT and mentioned in eqn.(4.12) 

𝑅𝑛 = ∑ 𝑅𝑛
𝑁−1
𝑛=0 𝑤−𝑛                                                           (4.12) 

Therefore, this model coordinates carry to the output values and process is 

executed using NTT and INTT method. 

 

4.4. DPFPM using Furer Toom Cook Multiplication for AES 

These days, the security calculation looks for cost reduction and great effective 

modulo number juggling execution, particularly; duplication method in the enormous 
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math's can increased protection occasions. Duplication progression was huge job in 

different computerized presentations, for example, DSPs, PCs, and control processors, 

etc. Also, the traditional augmentation procedure required most extreme [120] chance 

to finish the procedure to address this issue Fast whole number increase model is 

presented. So the fundamental focal point of quick whole number increase model is 

handling time decrease. What's more, the numbers which are utilized in number-

crunching or rationale count is not all in all number for all situations it likewise be a 

drifting point numbers. Additionally, this increase technique is every now and again 

utilized in cryptographic assignment to improve safety efforts. What's more, in the 

remote channel data transmission is very helpless against assault in light of its 

hurtfulness. So, the various parts the cryptographic calculation is fragmented; to 

supplant these issue and the quick number increase methodology is presented. 

Increase technique is the most progressive procedure in gigantic force processing 

applications.  

Besides, the augmentation work required all the more handling time likewise 

the structure for such duplication units. The gliding point activity is as sign example 

and mantissa, for the 64 point increase the bit assigned for sign is one, 11 piece for 

type and 53 piece for mantissa estimation. At the point when the colossal math 

exactness is required at that place the two fold accuracy is required. The DP coasting 

focused or attaining high memory in the execution [121]. In (PC) rather than more 

extensive territory process or an application the two fold exactness system is 

prepared. The principle reason for utilizing DP approach for the application in wide 

range is to diminish the multifaceted nature. Furthermore, giving protection during the 

information transmission and making sure about the data from unauthenticated 

individual is the huge key dangers after in remote standard.  

For making sure about the correspondence one from the innovations is 

increased named cryptography that assumes an imperative job in all remote 

correspondence worldview. The typical procedure of cryptography can be converted 

the plain message is restored into cipher text by using utilization of encryption 

processes like symmetric or awry key encryption. Initially, the first or comprehensible 

contents are changed over in to the cipher text then without unscrambling process 

nobody can capably read the content. In any case, the more hurtful malevolent 

exercises can be interrupt the protection & degenerates high rate remote medium. 
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Thus, the presentations of the scientific methods for encrypting that may expand the 

protection & give highest information transaction rate. At first build up the framework 

model as AES, subsequently configuration quick number duplication methodology for 

increasing the protection of AES. Union the created duplication methodology in the 

move line round of AES, which implies the yield from move column is linked to the 

created augmentation model yield. At that point proceed with the procedure till the 

last AES model hence the yield has created the key as 128-piece likewise the 

transaction channel is progressively secured. 

The increase procedure has upgraded the exhibition of registering process yet for 

some situation the duplication procedure is confounded and [122] sets aside more 

effort to finish the whole assignment additionally it required the more usage of CPU. 

To conquer this issue a mixture duplication model is actualized in this exploration.  

 Primarily, the structures of Furer Toom Cook (FTC) duplication method 

utilizing Verilog documents in Xilinx tool. 

 Subsequently, develops AES cryptography calculation  

 Afterwards, created model is added to the following blended segment change.  

 Consequently, the duplication model outcomes is performed the XOR function 

include round module, along these lines the augmentation model association is 

improved the protection of AES in a successful way.  

4.4.1 AES 

AES is the developed encryption methods in cryptography that has symmetric square 

figure which implies utilizedthe comparable key for performing encryption & 

unscrambling capacity. Anyway, this model defenceless against assaults some hurtful 

malignant exercises can ready for breaking the protection. Besides, this AES figure 

can acknowledge just the 128 bits square additionally 3 keys, for example it is used 

128, 192, 256 bits. Also, the portion of data square is used for improving[123] another 

portion of data square therefore, the parts information is traded. The whole message 

or information piece is handled by the utilization of replacement adjusts. Besides, the 

boundary of the AES relies on their key length which implies, on the off chance that 

the key length is 128 bit. 
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4.4.2 DPFP Process 

In this, DPFP used the formats of IEEE that is categorized at the sets of sign, mantissa 

and exponent. Moreover, the IEEE format having the representation SP using 64-bit 

value and the first bit consider 1 bit value. Moreover, the continued section is 

arranged as 11-bit value and the last 53 bits are for mantissa. Moreover, the general 

blocks of the DPFP is given in Fig: 4.7. 

 

Fig: 4.7 General format of DPFP 

4.4.3 Furer’s Fast Fourier Transform (FFFT) 

Here, *R denotes the polynomial multiplication that can be carried laterally with the 

use of decompose & compose techniques. Therefore, these big elements are obtained 

from using decomposition process and that is mentioned as 2

2A where, the small 

pieces of this process is A .  Here,  consider the x & y  is the FFFT polynomial 

coefficient *R then p denotes the binary integer. Moreover, the lowest transform value 

is mentioned as j having the size C . Hence, the product based on component is 

denoted as e and the input data is denoted as P. Hence, the schematic model of the 

proposed method using multiplication is illustrated in Fig: 4.8. 

 

Fig: 4.8.Schematic structure of Furer with Toom cook Multiplication 
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The working process of FFT is detailed in the algorithm 4.2 based on the 

multiplication process. It details the functions taken for input and the attained output 

functions that are working based on the FFT module. 

Algorithm:4.1 FFFT 

Input value 

*,*),.....,( 10 RvRaaa MT

M    then  represents the2ndRoU in R* with 

forxvandxv MAAM /22/  AM 2 , integers AM , with power 2 

Result: 

MRq * M denotes DFT input, q IFFT, and f represents the output of decompose 

FFT. 

Start 

{ 

1. Int FFT ),,,( AMva  

2.  If 1M  then return a 

3.  If 2M  then return 
Taaaaq ),( 1010   

4.  If AM 2  then j=2 else j=2A 

5.  
j

MC   

6.  If 0c  to 1C then do 

  If 0c  to 1j then do 

  
)( 1 cCccc pe

   

  e ),,,( AjveFFTe C

cc   

  if 0j  to 1j then do 

  if 0c  to 1C then do 

  jc

cjjc vef *  

  ),,,( ACvfFFTf j

jj   

  if 0j  to 1C then do 
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jjjjj fq  )(  

  Return q=
T

Mqq ),....,( 10   

 }  

 Stop  

 

Moreover, when the process of FFT model is completed then the process of 

Component-wise multiplication (CWM) is processed. Also, the working process of 

CWM is detailed in following algorithm.4. 

Algorithm4.2 Furer CWM 

Inputvalue: 

MT

M

T

M Rqqqaaa *),....,(,),....,( 1010    

Product: 

NRe *  

 Start 

{ 

CWMFunction ),,,( AMqa  

 if 0j  to 1M thendo 

 
jjj qae *  

  Return 
T

Meee ),....,( 10   

} 

Stop 

 

Additionally, the FFT defined as the procedure, which is used to computes the 

DFT process with basis of order otherwise the inverse process of DFT (IDFT). Also, 

the function of FFT can be changing from the sign to the original field like the 

illustration of the FFT frequency part. Even though, this DFT utilized for 

transforming the particular series with particular space into the same space series 

based on DTFT model. In this, the DTFT time can be represented as the length of the 

obtained key series values. Moreover, the process of DFT and FFT [124] modules are 

utilized in this process because of their efficiency. Also, it is applicable for the 
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multiplication process to make it easier calculation. These functions are used the 

discrete catalog to modify the DFT module that is splitting into equal spaces. 

Here, the function of linear mapping is denoted as q and the basis of DFT is 

calculated using the eqn. (4.13) 

pq                                                                             (4.13) 

Where,   1,0  Mcjv jc
denotes 

thM RoU harmony is   and 

polynomial coefficient vector based on the degree of 1M  is given in eqn.(4.14) 







1

0

)(
M

j

j

j xpxA

                                                                (4.14)                           

4.4.3.1 Process of Decomposing 

Here, the proposed model using the decompose process for attaining better 

results is using the separation of variable. Also, the highest bit integer [124] value is 

splitting into particular length value for correlating the model of multiplication.  

Algorithm4.3 Process of Decomposing 

Info value:  

                      Consider integer a of length as 4

2MA  in binary AM ,  

Outcome:  

MRa *  encoding aint  

Comment: 

The aint  is the addition of jia ,  for Mi 0  and 
2

0 Aj   

Start 

{ 

doMtoifor
12

0


  

 doAtojfor
12

0


  

 A

ij aa 2mod  

  A
aa

2
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 If
2

Aj   to 1a then do 

 0ija  

 if
2

Mi   to 1M then do 

 doAtojfor 10   

 0ija  

 12

1210 1....  A

ixiii xAaxaxaaa  

 Return a 

} 

Stop 

 

4.4.3.2 Process of composing 

Here, the proposed model using the composing process for attaining better results is 

using the separation of variable. Also, the separated values are coordinated and make 

the further process.  

Algorithm:4.4Process of composing 

Input value:  

AMRa M ,,*  

Outcome value:  

Int a encoded by R  

{ 

       Start 

 If 1 Aj down to 2/A  then 

 
jM

A aaa 12.   

 if 1 Mi down to 1 then do 

 if 12/  Aj down to 0 then do 

 2/2. 1 Aaaaa jiij

A    

 if 12/  Aj down to 0 then do 
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oj

A ppp  2.  

Return p  

} 

Stop 

 

Furthermore, the next process is based on CWM using the technique as toom cook 

model and the process of CWM is detailed in algorithm. 

Algorithm 4.5 CWM based FTC method 

Info value:  

mqa  ,0                 //    is the binary system 

Outcome value:  

aqqaTe m  ),(  

{ 

Start 

        Perform FFT function ),,,( AMva  

  if 0mm   then return )12mod(_ maq  

  ma  rounded using the power of 2 

  2/2 AmM   

  Decompose process: jj qa , since mjqa 0,,  

  ),,,( AMqaionultiplicatMiiseComponentwe   

  ),,,( AMeFFTHalfInversef  )( vectorelementtheis  

  Return 

Compose (e) 

} 

Stop  

 

4.4.3.3 Round key Adding 

This part the round key adding method is executed using the function of XOR, which 

is concatenated using the example function of XOR. In this execution, it performed 10 
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rounds for converting the original text into encrypted form. Also, the round of this 

process used the sub key for all rounds to perform the action.  

Therefore, the proposed work based on DPFPM achieves the high security in 

the AES using the fastest multiplication module. Moreover, this process used the 

input data as 128 bits and that is separated as 4 words/ 16 bytes. Here, the 44 sub keys 

are used for performing the rounds and it has 32 bit that is separated as 1 word/4bytes. 

Hence, the attained output has key length is 128 bit value. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


